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I . INTRODUCTI ON 
 
This report reviews the legal structures of three themes which affect the ability of the media 
and the larger public to seek and receive information on the activities of their governments: 
access to information, state secrets and protection of journalists’ sources. The three areas are 
inter-related. The right of access to information both limits and is limited by state secrets 
laws; excessive state secrets laws often lead to the leaking of documents which necessitates 
the protection of sources laws while an open system based on access to information limits the 
needs for leaks and protection of sources.  
 
Overall, the trend towards openness is positive. The legal systems in OSCE participating 
States have undergone a substantial transition in the past 15 years. Both long established and 
new democracies are recognizing that open government promotes trust and accountability 
and helps both citizens and governments. Nearly all OSCE States have adopted freedom of 
information acts and laws on protection of journalists’ sources. Many state secrets laws are 
more liberalized as the culture of secrecy is undermined. 
 
However, the news is not all positive. Excessive secrecy still remains in many areas. Some 
access to information laws are not effective. Many state secrets laws still retain the Cold War 
mentality and structures and the recently heightened security concerns have replaced it as the 
justification for secrecy.  Journalists in many countries are often accused of violating secrets 
laws, which are used to justify their arrests.  Surveillance and newsroom searches are used to 
identify sources.  
 
A balanced system that ensures that government is as open as possible while protecting 
sensitive information is needed.  
 
With the support of the 2006 Belgian OSCE Chairmanship, the Office of the Representative 
on Freedom of the Media started a survey in May 2006 on access to information by the media 
in the OSCE participating States. Requests were sent to all Governments of the OSCE 
participating States to assist in collecting data on the relevant legislation and practice in the 
56 countries.  
 
At the time of writing, 41 governments of the OSCE participating States (just above 70 per 
cent) have returned the questionnaire. This data was complemented with information from 
OSCE field operations, NGOs and some individual experts.  The responses cover 48 out of 
56 participating States. 
 

I I . ACCESS TO INFORM ATION 

Overview 
 
In the OSCE region there is a positive trend on access to information. Laws have been widely 
adopted throughout the OSCE participating States and only a small number of countries 
either do not have a law or are working towards one. The laws are generally similar in 
functions and allow for broad public access to information which is widely used by the 
media.  
 



  Preliminary version 2/5/07 
 
4 

Not all of the laws are effective. Many have excessive exemptions and do not recognize the 
need to balance the public’s right to know with the need for secrecy. In many countries, there 
is a continuing culture of secrecy. Recently, heightened security concerns also exercise their 
influence. 
  

FOI  and the Media 
 
Access to information from government bodies is essential to the media. Without an ability 
to seek and gather information from government, the media is hampered in its ability to 
gather reliable information. In consequence, society is harmed since important actions of 
government are not available to public scrutiny.  
 
Most countries keep track neither of actual numbers of requests nor of the users of Freedom 
of Information (FOI) laws. In those that do, journalists are not the largest users of freedom of 
information laws; in general, they make up only 10 per cent to 20 percent of requests. Most 
requests are from individuals who are seeking information relevant to their daily lives, such 
as their own files or matters of local interest, such as schools or development. 
  
Perhaps the most important role of FOI laws is to help establish the presumption that 
information should be made public, and that older laws favouring secrecy should be over-
ruled. This improves the atmosphere for access by journalists and makes it easier for them to 
obtain information.  
 
It also helps promote fairness in the treatment of media by governments. The affirmative 
disclosure provisions are important to keep track of the activities of government bodies and 
to ensure that one type of media (such as government-owned or government-controlled) is 
not given exclusive access to information while less favoured media are excluded. 
 
FOI laws also provide an important tool for the media to gather in-depth information on how 
government is working. Journalists’ requests are often more detailed than those of the general 
public, particularly where these relate to in-depth investigative pieces or “difficult” questions 
on local or national decisions of some complexity. The media is also a primary recipient of 
information that is gathered by civil society organisations using FOI laws in their campaigns.  
 
In the UK, for example, thousands of stories have been written in the past two years based on 
the newly implemented Freedom of Information Act 2000.3 These include stories on the arms 
trade, hospital errors leading to deaths, statistics on gun and knife crime, the failure of 
government computer systems, excessive consulting fees paid by government bodies etc. The 
experience is similar in most countries with FOI laws: in the US, it has been used to reveal 
unlawful practices in detention or surveillance, and environmental problems; in Canada, to 
disclose discrimination in policing; in Ireland, stories based on FOIA requests from the Irish 
Times that revealed problems with the Campus Stadium Ireland project led to its cancellation. 
In most cases, this information would not have been available except for the existence of the 
laws.  
 

                                                
3 See Campaign for Freedom of Information, 500 Stories from the FOI Act’s First Year. 
http://www.cfoi.org.uk/pdf/FOI%20Disclosures.pdf  
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OSCE, Regional and International Standards 
 
Freedom of information is widely recognized worldwide as an essential human right. There is 
a growing body of agreements, treaties, resolutions, guidelines and model bills adopted by 
international organizations promoting access to information as an international human right 
and as a key part of administrative law on issues such as environmental protection and anti-
corruption.  
 
For a number of years, many of the bodies in the OSCE have recognized the importance of 
access to information and have promoted it. In 1999, the Istanbul Summit declared, in the 
Charter for European Security, that the public’s right to access information and free media 
was “an essential component of any democratic, free and open society.”4 In 2001, the 
Parliamentary Assembly urged participating States to “strengthen their efforts to promote 
transparency and accountability” and promote financial disclosures and open budgets. Since 
1999, the Representative on Freedom of the Media has joined the UN Special Rapporteur on 
Freedom of Opinion and Expression, the OAS Special Rapporteur on Freedom of Expression 
and the Special Rapporteur on Freedom of Expression in Africa to urge that all nations adopt 
FOI laws.5 The Representative has also intervened in a number of countries urging greater 
access to information. 6  
 
Within the OSCE participating States, many are members of other international bodies that 
have issued treaties or decrees on access to information that may bind or commit 
participating States on FOI.  
 
The efforts of the Council of Europe have been of particular importance since all its member 
states are also members of the OSCE. The COE Parliamentary Assembly first issued a 
resolution in 1979 recognizing the importance of FOI and calling on the Council of Ministers 
to recommend that member countries adopt FOI laws.7 In 1981, the Committee of Ministers 
set out general principles implementing a right of access that member countries were 
recommended to adopt.8 In 2002, the Council of Ministers issued detailed guidelines for 
member countries on developing access laws and is currently discussing developing the first 
international treaty on access to information.9 Thus far, the European Court of Human Rights 
has found in favour of a limited right of access to information under Article 8 (personal 
privacy) when the information is necessary to protect the requestor’s well being. 10 The Court 
has also regularly found in favour of a right of access by individuals under Article 8 to their 

                                                
4 OSCE, Charter for Economic Security, 1999.  
5 Joint Declaration of the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE Representative on 
Freedom of the Media and the OAS Special Rapporteur on Freedom of Expression, 26th of November 1999; Joint 
Declaration by the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE Representative on Freedom of 
the Media and the OAS Special Rapporteur on Freedom of Expression, 6 December 2004; Joint Declaration by the UN 
Special Rapporteur on Freedom of Opinion and Expression, the OSCE Representative on Freedom of the Media, the OAS 
Special Rapporteur on Freedom of Expression and the African Commission on Human and Peoples Rights Special 
Rapporteur on Freedom of Expression, 19 December 2006. 
6 See e.g. OSCE, Dushanbe Declaration on Libel and Freedom of Information, 24 September 2004. 
http://www.osce.org/documents/rfm/2004/09/3645_en.pdf  
7 Council of Europe, Recommendation 854 (1979) on the disclosure of government documents and on freedom of 
information. 
8 Recommendation No. R (81) 19 on the access to information held by public authorities. 
9 Council of Europe, Recommendation Rec(2002)2 of the Committee of Ministers to member states on access to official 
documents, 2002. http://cm.coe.int/stat/E/Public/2002/adopted_texts/recommendations/2002r2.htm 
10 Guerra and others v. Italy. 116/1996/735/932 
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own information held by government bodies including those created by intelligence 
services.11 
 
All but one of the OSCE States are also part of the UN Economic Commission for Europe. 
The UNECE Convention on Access to Information, Public Participation in Decision-making 
and Access to Justice in Environmental Matters (Aarhus Convention) requires member 
countries to adopt legislation on public access to environmental information.12 It has been 
signed by 44 of the OSCE participating States.  
 
The Commonwealth of Independent States is an association of 11 countries that were 
previously Soviet Republics, all of whom are now OSCE participating States.13 The CIS 
Parliamentary Assembly has developed model bills on freedom of information, information 
protection, state secrets and access to environmental information.14  
 
International developments have also been of importance to OSCE States. The main 
international anti-corruption treaty is the Convention against Corruption.15 Article 10 of the 
Convention, on “Public reporting”, encourages countries to adopt measures to improve 
public access to information as a means to fight corruption. This includes adopting 
procedures or regulations to allow the general public to demand information on the 
organisation and decision making process, and imposing greater duties on public bodies to 
publish information. Article 13, on “Participation of society”, requires nations to improve 
participation in anti-corruption efforts by enhancing transparency and ensuring public access 
to information. The Convention has been ratified by 28 of the OSCE participating States.  
 

Constitutional Rights 
 
The right to know as enshrined in national constitutions has become a common feature in the 
OSCE participating States. Over half (35) of the participating States have a specific 
constitutional right to freedom of information. The most comprehensive constitutional right is 
found in Sweden, where the Freedom of the Press Act is part of the Constitution. 
 
A significant majority of these states, including Azerbaijan, Bulgaria, Croatia, Czech 
Republic, Georgia, and Russia, adopted freedom of information in their constitutions 
following the transition to democracy in the 1990s. Many have adopted highly detailed 
provisions. For example, Article 44 of the Estonian Constitution states:  
 

(1) Everyone shall have the right to freely receive information circulated for general 
use.  
(2) At the request of Estonian citizens, and to the extent and in accordance with 
procedures determined by law, all state and local government authorities and their 
officials shall be obligated to provide information on their work, with the exception of 

                                                
11 Rotaru v. Romania - 28341/95 [2000] ECHR 192 (4 May 2000); Segerstedt-Wiberg and Others v. Sweden (application no. 
62332/00); Turek v. Slovakia - 57986/00 [2006] ECHR 138 (14 February 2006).  
12 UN Economic Commission on Europe (UNECE) Convention on Access to Information, Public Participation in Decision-
making and Access to Justice in Environmental Matters. http://www.unece.org/env/pp/treatytext.htm  
13 Homepage: http://www.cis.minsk.by/main.aspx?uid=74  
14 List of model laws of the PA: http://www.iacis.ru/html/index-eng.php?id=54&nid=9  
15 UN Convention Against Corruption. http://www.unodc.org/unodc/en/crime_convention_corruption.html  
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information which is forbidden by law to be divulged, and information which is 
intended for internal use only.  
(3) Estonian citizens shall have the right to become acquainted with information 
about themselves held by state and local government authorities, and in state and 
local government archives, in accordance with procedures determined by law. This 
right may be restricted by law in order to protect the rights and liberties of other 
persons, and the secrecy of children's ancestry, as well as to prevent a crime, or in the 
interests of apprehending a criminal or to clarify the truth for a court case.  
(4) Unless otherwise determined by law, the rights specified in Paragraphs (2) and (3) 
shall exist equally for Estonian citizens and citizens of other states and stateless 
persons who are present in Estonia.16 

 
A number of states have also recently amended their old constitutions to include a specific 
right of access to information. These include Finland (1999), Norway (2004), Greece (2001) 
and Belgium (1993).  
 
Not all these constitutions give full access rights. In a number of the countries, the 
constitutional right is qualified. In many countries, it applies only to environmental 
information or personal information about the individual. The Constitution of Russia limits 
the right to access to “materials directly affecting his/her rights and liberties”. In Croatia, the 
right of access applies only to journalists. In Slovenia, individuals have a constitutional right 
to information in which they have a “well founded legal interest under law.” Most of these 
countries have adopted full access laws so the constitutional limits do not adversely affect the 
right of access.  
 
Most of the constitutions that provide for a right to information also have limitations. These 
are typically the same exemptions as those found in the European Convention of human 
rights where limitations on free speech and other civil and political rights in the constitution 
are applied to where, for instance, national security and personal privacy are concerned.  
 

FOI Laws 
 
The right to information has been long recognized in some participating States. The Swedish 
Freedom of the Press Act (also applying to Finland) adopted in 1766 set the principle that 
government records were by default to be open to the public and granted citizens the right to 
demand documents from government bodies. The 1789 French Declaration of the Rights of 
Man called for access to information about the budget to be made freely available: ÒAll the 
citizens have a right to decide, either personally or by their representatives, as to the 
necessity of the public contribution; to grant this freely; to know to what uses it is put.” A 
similar declaration adopted in the Netherlands in 1795 stated, “everyone has the right to 
concur in requiring, from each functionary of public administration, an account and 
justification on his conduct”.  
 
A significant majority (45 out of 56) of OSCE participating States have adopted national 
laws on access to information. These range from the world’s first act in Sweden and Finland 
to, most recently, the Kyrgyzstan Law on Guarantees of Free Access to Information Held by 
State Bodies and Local Government which was adopted in December 2006. In the past 10 

                                                
16 Constitution of Estonia, 1992. http://www.oefre.unibe.ch/law/icl/en00000_.html  
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years, dozens of OSCE states have adopted laws. These include older democracies such as 
the UK (2000), Germany (2005) and Switzerland (2004), and new democracies such as 
Armenia (2003) and Azerbaijan (2006).  
 
Of the remaining states, a number, including Luxembourg, Russia and Malta, are currently 
developing or considering proposals for FOI laws.  
 
Most of the laws of the participating States have a similar structure. The following elements 
can be found in nearly every FOI law: 
 
Right of Access. The laws generally provide for the right of any individual, organization or 
legal entity to be able to demand information (defined in some legislation as documents or 
records) from public bodies without having to show a legal interest. Most allow for access by 
any person regardless of their citizenship or place of residence. The US law has been used for 
many years by people around the world to obtain information about their countries when they 
had no right to information inside their own country.  
 
Only a few countries give the media additional rights in law. In Lithuania, officials must 
respond to media requests quicker. In the US, Serbia and other countries, the media is 
eligible for a waiver in fees.  
 
Duty to Respond. The government body is obligated to respond to demands for information 
held by the body in any form (print, electronic, audio-visual etc.) and must provide the 
information in the format requested. There are also rules regarding the procedures that must 
be followed by both the requestor and the public body.  
 
These rules include requirements for the format of the request, procedures for appointing 
officials and handling requests, and time limits for responding to requests. The time for 
response is typically two to four weeks but ranges from a requirement for immediate 
response in Sweden to up to eight weeks in Austria.  

 
Exemptions. All countries have exemptions that allow authorities to withhold certain types of 
information. These include the protection of national security and international relations, 
personal privacy, commercial confidentiality, law enforcement and public order, information 
received in confidence and internal discussions. In most countries, the exemptions are 
included in the FOI law. In a few, such as Bulgaria and Albania, the exemptions are only 
found in external legislation. The laws typically require that before withholding it, the body 
concerned must show that some harm to interest will occur if it is released. The information 
must be released once the danger is over.  
 
Appeals. Nearly all countries have internal appeals mechanisms for requestors to challenge 
withholding of information. The review is typically done by a higher level official in the 
government body or by a superior body in the same ministry.  
 
All countries have adopted some form of external review of the withholding of information. 
This includes setting up an external body or referring cases to an existing ombudsman or the 
court system. 
 
Oversight. Approximately half of the OSCE states have some form of external body to 
conduct oversight and hear complaints. Many have created or appointed an external oversight 
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body such as an Ombudsman or a Commission to monitor the functioning of the laws and 
promote access to information. In over a dozen states, an independent Information 
Commission has been set up or merged with an existing body to oversee both appeals and 
oversight.  
 
Duty to Publish. Many laws include a requirement for government bodies to pro-actively 
publish some types of information about their structures, rules and activities. Most of the 
newer laws, such as the Azerbaijan Law on the Right to Obtain Information, the Estonian 
Information Act and the Polish Law on Access to Public Information include detailed 
provisions on the types of information that must to be published. Many now also include 
obligations on electronic access. In Hungary, the 1992 Law on the Protection of Personal 
Data and the Disclosure of Information of Public Interest was amended in 2005 to require 
that public bodies disclose information via the Internet. In Russia, a 2003 Government 
Resolution requires that public bodies create websites and publish information about their 
activities. 
 
Sanctions for Officials Who Fail to Follow the Requirements of the Law. Many laws now 
include provisions allowing for sanctions to be imposed if an official deliberately refuses to 
follow the requirements of the law. These can include administrative sanctions against 
government bodies or officials and criminal penalties in extreme cases such as the unlawful 
destruction of documents or deliberate obstruction in releasing information. Many countries 
also provide for legal fees to be paid by the government body when it is found that it 
withheld information without justification.  
 

Problems 
 
The mere existence of the laws does not ensure their appropriate implementation and 
functioning. Adopting freedom of information laws is part of a culture shift that can take time 
(sometimes a very long time) to change the mindsets of all the parties involved. In other 
places, the laws themselves are not adequate. Finally, there has been some withdrawing of 
openness due to internal resistance or external factors such as the “war on terror”. 
 
In some countries, the problem is based on weaknesses in the law. In Italy, the 1990 law on 
Administrative Procedure limits access to “stakeholders” who have a “direct, practical, and 
actual interest based on a legally regulated case in relation to the document for which access 
is required.”17 In Austria, the broadly defined exemptions in the law have led commentators 
to describe the right of access as “often illusory”.18 The Spanish Law on the Legal Regime of 
Public Administration and the Common Administrative Procedure gives citizens a right to 
access files and records held by authorities but the Spanish government does not recognize it 
as a freedom of information act and a study found that requests are not answered. 19 
 
In other countries, the problem is often related to more fundamental difficulties with freedom 
of expression. In Tajikistan, a monitoring project found that basic information, including the 
number of persons sick from typhoid fever, anthrax, brucellosis and flu, statistics of divorce 

                                                
17 Law No. 241 of 7 August 1990, §22(1). 
18 ARTICLE 19, Advance Summary of Concerns on Respect for Freedom of Expression in Austria, Submission to the 
United Nations Human Rights Committee, March 2007. 
19 Transparencia y Silencio” Estudio Sobre el Acceso a la Información en España, Octubre de 2005. 
http://www.sustentia.com/transparencia_y_silencio_espana.pdf  
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cases, the number of suicides, funds spent for events on the Day of Youth, the total amount 
of drugs seized by the police, bathing deaths and natural disasters, was being denied.20 In 
Uzbekistan, since the incident in Andijan, access about what happened there has been 
limited.  
 
In a number of countries where FOI laws have been in place, there have been additional 
restrictions on access to information following the terrorist attacks in September 2001. In the 
US, there has been considerable controversy over reductions in access to information since 
2001. These include new guidelines from the Attorney General which reverse the 
presumption of openness and include withdrawal of information from government websites, 
increased use of “Sensitive but Unclassified” categories that limit access and limits on access 
based on the claim of “Executive Privilege” – i.e. where the executive has the inherent right 
to withhold information to protect its internal decision-making.21 There are also continuing 
problems with extended delays for responses and the failure to implement the 1996 
Electronic FOIA amendments. However, the current Congress is in the process of adopting 
amending legislation to resolve these problems, it would see the most far reaching changes to 
the law since 1974.22  
 
In a few countries where the laws are relatively new, governments have again sought to limit 
them. A few of the recent cases: 
 

¥ In Ireland, amendments to the Freedom of Information Act imposing high fees on 
applications and appeals have reduced the use of the act significantly. The changes 
have had an especially strong effect on the media, whose requests declined by 83 per 
cent between 2003 and 2004.23  

 
¥ In the UK, the government expects a pending proposal to impose fees significantly to 

reduce media use of the FOI Act.24 The Lord Chancellor said: “Freedom of 
information was never considered to be, and for our part will never be considered to 
be, a research arm for the media”.25 

 
¥ In Bulgaria, the government has proposed amendments to require that some 

requestors show that they are “interested persons” and would extend timeframes and 
increase fees.26  

 

Media Laws 
 
Many participating States have also adopted media laws that set rules on journalists’ rights 
and duties. In most countries, the media laws do not give additional rights to journalists to 

                                                
20 NANSMIT, Monitoring 2005. http://old.cafspeech.kz/tj/monitoring_en.htm  
21 See OpentheGovernment Coalition, Secrecy Report Card 2006. http://www.openthegovernment.org/  
22 House Passes Open-Government Bills, Washington Post, 15 March 2007. 
23 Office of the Information Commissioner, Review of the Operation of the Freedom of Information (Amendment) Act 2003, 
June 2004. 
24 See CFOI, The Government's proposals to restrict the Freedom of Information Act. 
http://www.cfoi.org.uk/feesproposals.html#otherresponses  
25 Speech by Lord Chancellor and Secretary of State for Constitutional Affairs Lord Falconer of Thoroton, Lord Williams of 
Mostyn Memorial Lecture, 21 March 2007. http://www.dca.gov.uk/speeches/2007/sp070321.htm 
26 See OSCE Representative urges Bulgaria to prosecute attackers of journalists, warns against changes to law on 
information, 23 March 2007.  
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obtain information beyond what rights they already have under the freedom of information 
laws.  
 
There are some exceptions. In Portugal, the Statute of the Journalists gives journalists a right 
to sources of information from public authorities and state companies, and private 
organisations that are exercising state powers. In Slovenia, the Mass Media Act provides that 
journalists can obtain information quicker than under the FOI law.  
 
In some countries, which do not have a general FOI law, the media law can give a right of 
access to information not available to the public. In Russia, Article 39 of the Law on Mass 
Media states: 
 

“A media organization shall have the right to ask for information about the activity of 
government bodies, organizations, public associations and their officials. The directors 
of the said bodies, organizations, and associations, their deputies, press service 
employees, or other authorized persons are obliged to provide the requested 
information within the limits of their competence.” 

In Kazakhstan, the Law on Mass Media gives journalists the right to visit government 
offices, attend meetings and visit disaster sites, meetings, demonstrations and events, and to 
have access to documents except for those that contain state secrets. In Tajikistan, the Law 
on Press and Other Mass Media requires public bodies and officials to “supply the 
information necessary to the mass media” and gives journalists the right to demand 
information and review documents from public bodies and officials. In Belarus, the 1995 
Law on the Press and Mass Media gives some rights to journalists. However, according to a 
poll of 140 journalists by the Belarus Association of Journalists, nearly all had problems 
accessing information.  
 
Recommendations: 
 
For the sake of free flow of information in society in general, and for freedom of the media 
in particular: 
 

- All participating States should adopt freedom of information legislation that gives a 
legal right to all persons and organizations to demand and obtain information from 
public bodies and those who are performing public functions. Individuals should also 
have a right to access and correct all personal information held about themselves. 

 
- Public bodies should be required in law to respond promptly to all requests for 

information. Requests for information that are time-sensitive or relate to an imminent 
threat to health or safety should be responded to immediately. The process for 
requesting information should be simple and free or low-cost.  

 
- Some information of a sensitive nature may be subject to withholding for a limited, 

specified time for the period it is sensitive. The exemptions should be limited in scope. 
The official who wishes to withhold the information must identify the harm that would 
occur for each case of withholding. The public interest in disclosure should be 
considered in each case. In cases where information may be deemed sensitive by any 
other law, the FOI law must have precedence. 
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- There should be an adequate mechanism for appealing each refusal to disclose. This 
should include having an independent oversight body such as an Ombudsman or 
Commission which can investigate and order releases. The body should also promote 
and educate on freedom of information. 

 
- Government bodies should be required by law affirmatively to publish information 

about their structures, personnel, activities, rules, guidance, decisions, procurement, 
and other information of public interest on a regular basis in formats including the 
use of ICTs and in public reading rooms or libraries to ensure easy and widespread 
access.  

 
- There should be sanctions available in cases where it is shown than an official or 

body is deliberately withholding information in violation of the law.  
 

I I I . STATE SECRETS 

Overview 
 
The protection of sensitive national security information is an important function of all 
governments. Nearly all OSCE participating States have some form of legislation devoted to 
the protection of state secrets in their criminal code. Many have also adopted laws creating 
procedural rules on the classification and protection of information. As a result of national 
laws on access, and as changing attitudes demand greater government openness, there has 
been some improvement in laws governing secrecy.  
 
However, many of the existing acts are still undermining access to information. This is 
because they use poorly defined, overly broad definitions of “secrets” and are often used to 
conceal information that is not related to national security – such as “sensitive information”. 
 
In the past several years, there has been a series of incidents where the laws have been used 
against journalists and editors who have published information stamped secret, but which is 
in the public interest. A number of nations are now recognizing that there should be an 
exemption from prosecution when any issue can be shown to be in the public interest.  
 

Overview on National Security 
 
Every country has highly sensitive information relating to national security that needs 
protection and rules governing its protection. There is often a conflict between these 
procedures and journalists attempting to obtain and publish information of interest to the 
public. Broad exemptions to access imposed by security protections frequently raise serious 
concerns about national security being used to undermine basic rights, a situation that occurs 
even in some long-standing democracies.  
 
Excessive secrecy has negative effects: 
 

¥ It can undermine public trust and promote conspiracy theories. Information releases 
are undermined by the belief that the information is only being released to promote a 



Preliminary version 2/5/07 13 

particular agenda and may not represent the whole truth. They may also be intended 
to head off enquiry into more fundamental issues. Many of the governments who are 
involved in Iraq have suffered a loss of public confidence as a result of the origins and 
subsequent prosecution of the war.  

 
¥ It can also lead to the withholding of information relating to malfeasance, 

incompetence and corruption. When, for instance, information on public spending is 
restricted in the name of state secrecy and does not receive the level of scrutiny that it 
deserves, it ultimately hurts the public interest.  

 
¥ Most important, perhaps, for the state, excessive classification can lead to a 

weakening in the protection of more important information. Systems are ignored and 
unofficial leaks of information become more common. US Supreme Court Justice 
Potter Stewart noted in the Pentagon Papers case: “When everything is classified 
then nothing is classified, and the system becomes one to be disregarded by the 
cynical or the careless, and to be manipulated by those intent on self-protection or 
self-promotion.” 

 
¥ The protection of classified information has serious financial implications. This 

includes training, safes, computers, vetting of employees and other costs.  
 
A balanced secrecy regime recognizes that a limited amount of sensitive information must be 
protected – though only for the length of time during which it remains sensitive. The level of 
protection should be based on the sensitivity of information; less sensitive information should 
be given a lower level of protections or none at all.  
 

Recent Cases in OSCE States 
 
In the past few years, there has been an increase in the number of cases where state secrets or 
provisions in the criminal code have been used against representatives of the media. In many 
of these cases, the courts have found that the actions of the police or the laws were illegal or 
unwarranted. As in the following: 
 

¥ Canada - In January 2004, Ottawa Citizen reporter Juliet O’Neil was threatened with 
prosecution under the Security of Information Act and her home and office were 
searched after the Citizen published an article in November 2003 on the controversial 
arrest and transfer to Syria of Martian Arar on allegations of terrorism. The Ontario 
Court of Justice ruled in October 2006 that the Act violated the Canadian Charter of 
Rights and Freedoms.27  

 
¥ Denmark - Two journalists and the editor of Berlingske Tidende were prosecuted 

under the Criminal Code in November 2006 after publishing material leaked from the 
Defense Ministry. The court found they had acted in the public interest in publishing 
the information and acquitted them.  

 
¥ Germany - Two journalists were charged under the Criminal Code in March 2006 for 

quoting a German Criminal Investigation Office (BKA) document. In July 2006, a 
                                                
27 Canada (Attorney General) v. O'Neill, 2004 CanLII 41197 (ON S.C.), (2004), 192 C.C.C. (3d) 255. 
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Potsdam court refused to open proceedings. The Cicero editor-in-chief was also 
charged and paid a !1, 000 fine, but refutes any liability implied by having paid the 
fine. The Constitutional Court found in February 2007 that the police search and 
seizure of the offices of Cicero because of the publication of the state secret was 
unconstitutional.28 

 
¥ Hungary - In November 2004, Rita Csik, a journalist with the Nepszava newspaper 

was charged under the Hungarian Penal Code for writing an article that quoted a 
police memorandum on an investigation of an MP. She was acquitted in November 
2005 by the Budapest municipal court, which said that the document was not legally 
classified. The decision was affirmed by the Court of Appeals in May 2006.  

 
In December 2005, HVG magazine reporter Antónia Rádi was charged with 
disclosing classified information after writing an article on a police investigation of 
the mafia. The case is still pending.  

 
¥ Lithuania - State Security officials raided the offices of Laisvas Laikrastis newspaper 

and arrested the editor for possession of a state secret in September 2006 after the 
newspaper wrote a story about a corruption investigation. 15,000 copies of the 
newspaper, computers and other equipment were seized.29 The raid was strongly 
criticized by the President. 

 
¥ The Netherlands - Reporter Peter R de Vries was charged in December 2005 under 

the Criminal Code after he revealed information on his television show from two 
disks left by an intelligence officer in a leased car two years earlier. In February 2006, 
the public prosecutor announced that he would not be prosecuted.  

 
¥ Romania - In February 2006, six journalists were questioned and two were arrested 

for receiving classified information on military forces in Iraq and Afghanistan from a 
former soldier. The journalists did not publish the information and handed over the 
information to the government. The Supreme Court ordered the release of one 
journalist after she had been detained for two days.  

¥ Russia - Environmental journalist Grigory Pasko was convicted in 2001 after 
revealing that the Russian Navy had dumped radioactive waste in the Sea of Japan. 
He served nearly three years in prison. His case is due to come up before the 
European Court of Human Rights in the near future.  

 
¥ Switzerland -Two Sonntags Blick reporters and the editor were prosecuted under the 

military penal code for publication of an Egyptian government fax confirming the 
existence of secret prisons run by the US government; it may have been intercepted 
by the Swiss military. The journalists were acquitted in April 2007. In 2003, the 
government opened proceedings against the editor of Sonntags Blick for publishing 
photos of an underground military establishment.  

 
¥ UK - Neil Garrett of ITV News was arrested in October 2005 under the Official 

Secrets Act after publishing internal police information on the mistaken shooting of 
Jean Charles de Menezes. The story revealed that in an effort to deflect criticism, the 

                                                
28 1 BvR 538/06; 1 BvR 2045/06, 27 February 2007. 
29 Committee to Protect Journalists, Newspaper issue seized; editor briefly detained; newsroom, editor's home searched and 
hard drives confiscated, 11 September 2006. 
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police had misled the public about de Menezes’ actions before he was shot. Garrett 
was cleared in May 2006 after several detentions. In November 2005, the government 
threatened to charge several newspapers with violating the Official Secrets Act if they 
published stories based on a leaked transcript of conversations between PM Tony 
Blair and President George Bush about bombing Al Jazeera television. 

 

Laws on Procedures for Protecting Classified Information 
 
A significant number of OSCE participating States have adopted laws that set out detailed 
procedures for the classification, protection and declassification of information that could 
affect national security. These laws regulate the types of information that can be classified, 
limitations, the duration of the classification and procedures for vetting employees.  
 
Many were adopted in Central and Eastern Europe following the transition to democracy to 
relax access to information that was overly restricted during the Cold War. In Hungary, the 
Law on State Secrets was adopted in 1995 after the Constitutional Court ruled that the 1987 
decree on state secrets was too restrictive.30 Most CIS countries have adopted new laws on 
state secrets based on the Russian State Secrets Act. The CIS Parliamentary Assembly has 
also issued draft legislation on the subject. 
 
New members of EU and NATO have adopted these laws on protection of classified 
information as a condition of joining the organizations to allow for the sharing of 
information. This has led to conflicts with access to information where nations have adopted 
provisions not required by the international agreements. In Bulgaria, for instance, where the 
2002 Law for the Protection of Classified Information revoked the 1997 Access to 
Documents of the Former State Security Service Act and Former Intelligence Service of the 
General Staff Act.31  
 
Some countries rely on orders to define what secrets are. In the US, an executive order first 
issued in 1941 and subsequently revised by nearly every president sets the rules for 
classification. 32 In the UK, a protective marking scheme to determine classification of 
information has been in place since 1994. 
 

Elements of the Laws 
 
The structure of these acts is broadly similar. They define what classified information is and 
who can make that determination; set levels of sensitivity; the length of time information can 
be classified; and provide for oversight of the system.  
 
Types of Information to be Protected A properly written state secrets act limits its protections 
to only that information the disclosure of which would seriously undermine national security 
or the territorial integrity of a nation. In Lithuania, a state secret is limited to information that 

                                                
30 Decision 34/1994. (VI. 24.). 
31 See Roberts, NATO, secrecy, and the right to information, East European Constitutional Review, 11.4/12.1 (Fall 
2002/Winter 2003).  
32 Executive Order 13,292, Further Amendment to Executive Order 12958 Classified National Security Information, March 
28, 2003.  
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would “violate the sovereignty of the Republic of Lithuania, defence or economic power, 
pose harm to the constitutional system and political interests of the Republic of Lithuania, 
pose danger to the life, health and constitutional rights of individuals”.33 
 
In Macedonia, the information must be related to the “county’s security and defence, its 
territorial integrity and sovereignty, constitutional order, public interest, human and citizen 
freedom and rights.”34 
 
The types of information protected must be clear. A well written law provides for a clear 
delineation of the types of information that are being protected so that the system cannot be 
used arbitrarily to restrict information in the name of national security. The US Executive 
Order on Classification sets out eight areas that are eligible for classification:  

 
¥ military plans, weapons systems, or operations; 
¥ foreign government information; 
¥ intelligence activities (including special activities), intelligence sources or methods, or 

cryptology; 
¥ foreign relations or foreign activities of the US, including confidential sources; 
¥ scientific, technological or economic matters relating to national security, which 

include defense against trans-national terrorism; 
¥ US government programs for safeguarding nuclear materials or facilities; 
¥ vulnerabilities or capabilities of systems, installations, infrastructures, projects, plans 

or protection services relating to national security, which includes defense against 
trans-national terrorism;  

¥ weapons of mass destruction.35 
 
In Estonia, the State Secrets Act sets out specifically each of the types of information that can 
be classified, the maximum category of state secret they can be classified under, and for the 
length of time they can be classified.36 In Sweden, all exemptions to the Freedom of the Press 
Act are specifically adopted by Parliament as amendments to the Act on Secrecy.37 
 
In many countries, the lack of a published list detailing which information is protected allows 
officials arbitrarily to create new categories and impose them without restrictions. It is often 
unclear what secrets are protected; this can lead to chilling effects. A failure to define the 
information clearly can lead to the misclassification of inappropriate information under the 
secrets acts. In Tajikistan and Uzbekistan, information on the use of the death penalty is a 
state secret. In Tajikistan, information on economic growth was classified in 2003. In 
Turkmenistan, cases of the plague are considered a state secret.  
 
In Canada, the Ontario Court of Justice ruled in October 2006 that the Security of 
Information Act was overbroad and disproportionate because it failed to define what was an 

                                                
33 Law on State Secrets and Official Secrets, §2(2). 
34 Law on Classified Information, §5(2). 
35 Executive Order 13,292, Further Amendment to Executive Order 12958 Classified National Security Information, March 
28, 2003. Also See Ireland Freedom of Information Act, Section 24; Canadian Access to Information Act, Section 15; 
Bulgarian Law for the Protection of Classified Information, Appendix No. 1 of Article 25. 
36 State Secrets Act. RT I 1999, 16, 271 §§ 4-8. 
37 Act on Secrecy of 20 March 1980 as amended.  
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official secret.38 This practice was also strongly criticized by the Parliamentary Assembly of 
the Council of Europe in a resolution on Russia: 
 

The Assembly finds that the most important conclusion to be drawn from Mr Pasko’s 
case is that the definition of what constitutes a state secret must be clarified and, first 
and foremost, made public. It is unacceptable that whilst the (public) Federal Law on 
State Secrets contains some three dozen broadly drafted items, their detailed wording 
is contained in a secret decree by the Minister of Defence (Decree No. 55:96), which 
mentions some 700 instances of such secrets. This gives the security services wide 
latitude in prosecuting treason cases, thus providing a formidable instrument of 
intimidation against courageous journalists such as Mr Pasko and researchers such as 
Mr Nikitin, who was finally acquitted in September 2000 after having been 
prosecuted for more than four years on the basis of Decree No. 55:96. The Assembly 
therefore calls on its colleagues in the Russian State Duma to initiate a law ensuring 
that secret decrees containing elements of penal law can never again become the basis 
for criminal convictions.39 

 
Levels of Classification Most State Secrets and Classified Information laws create a tier of 
security categories. Secrets are typically divided into levels of “Top Secret”, “Secret,” 
“Confidential” and “Restricted” or “For Official Use”.  
 
Each level sets different thresholds for access, use and protection. In Poland, "top secret" 
information is limited to “where an unauthorised disclosure thereof might cause a grave 
threat to the independence of the Republic of Poland (or to) the inviolability of its territory or 
its international relations, or carry a threat of irreversible or heavy injuries to national defense 
interests, to the security of the state and citizens or to other important state interests, or 
expose those interests to great danger”.  
 
The US Executive Order on Classified National Security Information (EO 12958) sets 
“secret” as “shall be applied to information, the unauthorized disclosure of which reasonably 
could be expected to cause serious damage to the national security that the original 
classification authority is able to identify or describe.” Most of the laws in the OSCE follow 
this approach to some extent.  
 
Duration Typically, state secrets acts set limits on the length of time that information should 
be classified. Classified information is best thought of as having a “lifecycle”.40 At different 
times, the need for protection will change. The older the information, the less likely that the 
harm envisaged will be realized, and the higher the public interest in releasing the 
information.  
 
Most laws require that information should only be classified for as long as it is necessary for 
the protection of the interests involved. The duration is typically found in older acts and 
ranges from 30-50 years. More recent acts set a time limit based, on the level of 
classification, and impose shorter limits ranging from 10-20 years as the maximum duration. 
The Macedonian Law on Classified Information limits State Secrets to 10 years, Highly 

                                                
38 Canada (Attorney General) v. O'Neill, 2004 CanLII 41197 (ON S.C.), (2004), 192 C.C.C. (3d) 255. 
39 Resolution 1354 (2003)  Conviction of Grigory Pasko. 
40 See Background on the Principles and Process of "Life Cycle Risk Assessment", 
http://www.opsec.org/opsnews/Sep97/protected/Secrecy.html  
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Confidential information to five years, Confidential information to three years and Internal 
information to two years.  
 
In Albania, secrets are limited to ten years under the Law on Classified Information. The US 
Executive Order sets a default of ten years unless it can be shown that it needs a longer 
duration.  
 
A few laws impose long or no limits. In Hungary, information can be classified for 90 years. 
Most of the laws in Central Asia do not provide for set limits. The current and proposed laws 
on secrets in Croatia do not set any firm time limits. This is likely to result in the information 
being kept secret for far longer than its sensitivity requires. 
 
Reviews Most countries also require that there are periodic reviews of information. The 
Georgian and Estonian State Secrets Act require that each possessor of secrets review the 
classification yearly and note when it has been declassified. In Sweden, the classification is 
re-evaluated each time the document is accessed. In Moldova, the reviews must happen 
"regularly". Uzbekistan and Turkmenistan require that information is reviewed every five 
years. 
 
Prohibitions on the Classification of Information Most secrets acts typically provide that 
certain categories of information cannot be classified. These usually include human rights 
violations, violations of other laws and information relating to environmental hazards.  
 
Some of these requirements are based on international law. Information relating to human 
rights violations cannot be classified as a state secret under the International Covenant on 
Civil and Political Rights.41 The UNECE Convention on Access to Information, Public 
Participation in Decision-making and Access to Justice in Environmental Matters requires the 
disclosure of possible hazards to public health or the environment. 
 
The US Executive Order states that information cannot be classified to “conceal violations of 
law, inefficiency, or administrative error, prevent embarrassment to a person, organization or 
agency, retain competition, or prevent or delay the release of information that does not 
require protection in the interest of national security information”. It also prohibits basic 
scientific information not clearly related to national security from being classified.  
 
The Moldovan Law on State Secrets prohibits classification of the “true situation in the 
sphere of education, health protection, ecology, agriculture, trade, and justice”. The Georgian 
Law on State Secrets prohibits classification of information on “natural disasters, 
catastrophes and other extraordinary events which have already occurred or may occur and 
which threaten the safety of the citizens”. 
 
Oversight In many state secrets laws, a specialized body is created to make decisions on the 
categories of information to be classified, and provide vetting of those who are authorized to 
access classified information. It can also review decisions on classification. In Bulgaria, the 
Law for the Protection of Classified Information created the State Commission for the 
Security of Information (SCSI), a state body responsible to the Council of Ministers and 
National Assembly.42 The SCSI has been given extensive powers over control of classified 
                                                
41 The UN Working Group on Arbitrary Detention, Recommendation: Human Rights and State Secrets, E/CN.4/2001/14, 20 
December 2000. 
42 Law for the Protection of the Classified Information. Prom. SG. 45/30 Apr 2002, corr. SG. 5/17 Jan 2003. 
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information including determining action plans, threat analyses, preventive activities, keeping 
registers of information and providing training and guidance. According to NGOs in 
Bulgaria, the training provided by SCSI has had a positive effect on helping government 
officials understand what is to be classified and what is not.  

There are other bodies that have limited jurisdiction over the release of classified 
information. In France, the 1998 law on classification of national security information43 
created the Commission consultative du secret de la dŽfense nationale (CCSDN). This gives 
advice on the declassification and release of national security information in court cases. The 
advice is published in the Official Journal.44  
 
In Hungary, under the Secrecy Act of 1995, the Parliamentary Commissioner for Data 
Protection and Freedom of Information is entitled to change the classification of state and 
official secrets.45 In Slovenia, the Information Commissioner can check the accuracy of the 
classification.  
 
Recommendations: 
 

- The definition of state secrets should be limited to only those things that directly 
relate to the national security of the state and where their unauthorized release would 
have identifiable and serious consequences. Information designated as ÒOfficialÓ or 
Òwork secretsÓ should not be considered for classification as state secrets. Limits on 
their disclosure should be found in the access to information law.  

 
- Information relating to violations of the law or human rights, maladministration or 

administrative errors, threats to public health or the environment, the health of senior 
elected officials, statistical, social-economic or cultural information, basic scientific 
information, or that which is merely embarrassing to individuals or organisations 
should not be classified as a state or official secret.  

 
- Information created and held by private parties should not be classified as secret 

except in cases where there is a contractual relationship between the party and the 
government relating to the information.  

 
- Information should only be classified as a state secret for a limited period of time 

where the release of the information would cause a serious harm to the interests of 
the nation. Information that is classified should be regularly reviewed and have a 
date after which it will be declassified and released. It should be presumed that no 
information should be classified for more than 15 years unless compelling reasons 
can be show for withholding it. 

 
- Governments should institute a review of all secret information over 15 years old and 

automatically declassify and release it. All information that was designated as secret 
by a previous non-democratic government should be declassified and presumptively 

                                                
43 Loi no 98-567 du 8 juillet 1998 instituant une Commission consultative du secret de la défense nationale, 
http://www.legifrance.gouv.fr/WAspad/UnTexteDeJorf?numjo=DEFX9700140L See Rapport 2001 de la Commission 
consultative du secret de la défense nationale, http://www.ladocumentationfrancaise.fr/brp/notices/014000754.shtml  
44 For a copy of decisions, see http://www.reseauvoltaire.net/rubrique387.html  
45 Hungary, Act LXV of 1995 on State Secrets and Official Secrets. 
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released unless it is shown that its release would endanger the national security or be 
an unwarranted invasion of privacy.  

 
- Limits on access to secret information should be proportional and should not limited 

access by elected officials, judges and others who have a need to access information 
to provide oversight or handle cases. 

 
- An independent body that is not part of the intelligence, military or security services 

should have oversight over classified information and ensure that the system is 
operating properly, receive complaints about improperly classified information and 
review and order the declassification of information.  

 
- There should be sanctions for those who deliberately and improperly designate 

information as secret or maintain excessive secrecy.  

 

Criminal and Civil Codes 
 
Nearly all OSCE participating States have provisions in their criminal and civil codes related 
to the unauthorized disclosure of information. These prohibit the unauthorized disclosure of 
state and other types of secrets. 
 

State Secrets 
 
Most countries in the OSCE have some provisions in their criminal code relating to the 
unauthorized publication of state secrets. These typically prohibit the disclosure of 
information designated as state secrets to any unauthorized person.  
 
There is no consensus among OSCE States to whom the criminal prohibitions should apply. 
In approximately half of the countries, the application of the law is limited to those who have 
a duty to protect secrets because they are officials or have authorized access due to their 
employment. In Latvia, Section 94 of the Criminal Code prohibits dissemination of any 
official secret by a person entrusted to have the information. The penalty can be up to eight 
years imprisonment.  
 
In many others, the laws apply to all persons including the media. In the UK, the Official 
Secrets Act has been applied to, or used as a threat against a number of reporters in the past 
five years. However, there have been no prosecutions.  
 
A few countries also have Military Penal Codes which apply to non-military personnel. As 
noted above, two Sonntags Blick reporters and the editor are being prosecuted under the 
military penal code for publication of a leaked Egyptian government fax intercepted by the 
Swiss military. 
 
Some press laws may also be applicable. In Georgia, the Law on Freedom of Speech and 
Expression says that the prohibition on publishing secrets only applies to officials and 
government employees. In Belarus, the Law on the Press does not allow the mass media to 
publish state or other protected secrets.  
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Most participating States’ laws also contain provisions on prohibiting the disclosure of 
information for espionage reasons. The United States has no general law or provisions on 
disclosure of state secrets. The closest law is the Espionage Act adopted in 1917, which 
includes limited prohibitions on the disclosure of defense information to enemy powers with 
the intent to harm the US.46 It is generally accepted that this does not apply to the publication 
of state secrets by newspapers and there has never been a prosecution of a journalist or 
newspaper in the history of the law. Efforts to adopt a more general law have been rejected. 
 

Other types of Secrets 
 
Most OSCE participating States have civil and criminal codes which prohibit the disclosure 
of other types of secrets that are not related to national security. These include broad 
obligations on officials to not disclose any information that they obtain in the course of their 
employment, limits on the dissemination of personal or corporate information, or information 
protected by professional confidences such as received in confidence by lawyers and doctors. 
 
Most of these restrictions are limited only to the person who is under a professional duty to 
protect the information. However, some countries have adopted laws with wider application. 
In Ireland, Sunday Tribune journalist Mick McCaffrey was arrested in February 2007 under 
the Commission of Investigations Act for publishing information from a leaked report on 
how the police had mishandled a murder investigation in 1997. Two journalists from the Irish 
Times are also under investigation after published leaked information about the investigation 
of the Prime Minister for receiving payments from a businessman.47 The Supreme Court 
rejected an effort by the Tribunal to prohibit the newspaper from publishing related 
information in March 2007.48 
 
Recommendation: 
 

- Criminal and Civil Code prohibitions should only apply to officials and others who 
have a specific legal duty to maintain confidentiality.  

 

Whistleblowers and Public Interest Disclosures 
 
There is a growing recognition in many OSCE States that there should an exemption to the 
obligations of secrecy if it is in the public interest to disclose the information. An increasing 
number of countries have adopted whistleblowing laws or provisions in their civil or criminal 
codes to ensure that information of importance to the public is not suppressed because it is 
classified as secret. The protections can apply to both insiders (whistleblowers) and also to 
the media.  
 
In Slovenia, the Criminal Code allows for the publication of Official Secrets when “the 
intention of publicly disclosing irregularities in the organisation, operations and 
administration of the office … provided that publication has no harmful effects on the state".  
                                                
46 18 USC 793 et sec.  
47 Committee for the Protection of Journalists, Journalist arrested in Ireland; two others investigated, March 5, 2007. 
48 Mahon -v- Post Publications [2007] IESC 15 (29 March 2007). 
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In Austria, state secrets are not violated when there is a justified public or private interest.49  
 
In Denmark, a court ruled in November 2006 that two journalists who had published 
information leaked from the defence ministry about the government’s information on Iraq 
were protected by a section in the criminal code that allows for a public interest defense.  
 
In Montenegro, Article 171(2) of the Criminal Code provides that “No one who discloses a 
secret in a public or other person’s interest, that being of larger significance than the interest 
of keeping secrets, shall be punished for the act…” when the disclosure relates to 
professional secrets.  
 
In Luxembourg, there is no penalty if the disclosure is done without intention knowingly to 
damage national or external security.50 
 
In Moldova, Article 7(5) of the Law on Access to Information states: 

 
No one can be punished for the fact that he or she made public information with 
limited access, if releasing this information does not damage or cannot damage 
legitimate interests related to national security, or if the public interest in knowing the 
information is larger than the damage that can result from its dissemination 

 
These whistleblowing protections may also be found in other laws such as anti-corruption or 
employment acts. In Georgia, the Law on Freedom of Speech and Expression says that those 
who disclose state secrets are not liable “if the purpose of disclosure of a secret was 
protection of the lawful interests of the society, and if the protected good exceed the caused 
damage”.  
 
Not all countries recognize this interest. In the UK, the House of Lords ruled in 2002 that 
there is no public interest defence in the Act.51  
 
Recommendations: 
 

- Whistleblowers who disclose secret or merely non-public information of public 
interest to the media, elected representatives or the public should not be subject to 
legal, administrative or employment-related sanctions. A comprehensive system with 
adequate reporting and oversight mechanisms should be enacted in each state to 
ensure that these rights are protected. Those who harm or threaten to harm the 
interests of whistleblowers should face sanctions.  

 
- Those outside the government including the media and civil society organizations that 

receive or further publish information that is classified as state secrets, should not be 
subject to criminal or civil sanctions if there is a public interest in disclosing the 
information.  

 

                                                
49 StGB §122(4). 
50 Response of Luxembourg government to questionnaire.  
51 Regina v Shayler. [2002] UKHL 11. 21 March 2002. http://www.parliament.the-stationery-
office.co.uk/pa/ld200102/ldjudgmt/jd020321/shayle-1.htm  
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I V. PROTECTI ON OF SOURCES 

Overview 
 
Protection of confidential sources is crucial for ensuring that journalists are able to gather 
information. Nearly all OSCE participating States have adopted legal protections to ensure 
that the confidence is not breached except in the most important cases. There are also strong 
protections in international law from the European Court of Human Rights. However, there 
are continuing problems over the use of searches and wiretaps to obtain information.  
 

Why Protection of Sources is Important for the Media 
 
Disclosures of information by confidential sources are essential for the media’s ability to 
gather information. From Deep Throat and Watergate to the sinking of the Russian AS-28 
mini-submarine, many important stories have been revealed only because of insiders made 
unauthorized disclosures to journalists. These disclosures are often the only means for 
journalists to receive information where legal regimes such as freedom of information laws 
are not sufficient.  
 
In the absence of strong legal protections, journalists must either disclose their sources or 
face legal sanctions. This has significant implications on the ability of journalists to be able to 
access these sources and thereby to perform their watchdog function on behalf of the public. 
As noted by European Court of Human Rights:  
 

Without such protection, sources may be deterred from assisting the press in 
informing the public in matters of public interest. As a result the vital public-
watchdog role of the press may be undermined and the ability of the press to provide 
accurate and reliable information may be adversely affected.”52 

 

International Standards 
 
The OSCE has long recognized the importance of protect of sources. At the 1986 Vienna 
meeting, the concluding document agreed to protection of journalists sources as a principle: 
 

(40) They will ensure that, in pursuing this activity, journalists, including those 
representing media from other participating States, are free to seek access to and 
maintain contacts with public and private sources of information and that their need 
for professional confidentiality is respected.53 

 
Of significance to most OSCE member states are the declarations and decisions of the 
Council of Europe and the European Court of Human Rights. The COE has issued a number 
of high level declarations recognizing the need for protection of sources. In 1994, the 

                                                
52 Goodwin v. The United Kingdom - 17488/90 [1996] ECHR 16 (27 March 1996). 
53 Concluding Document of the Vienna Meeting 1986 of Representatives of the Participating States of the Conference on 
Security and Co-Operation in Europe, held on the Basis of the Provisions of the Final Act Relating to the Follow-Up to the 
Conference 
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European Ministerial Conferences on Mass Media Policy called for recognition of sources.54  

In 1996, the COE Committee of Ministers recognized the importance of protection of sources 
in conflict zones.55  
 
In 2000, the COE issued detailed guidelines on protection of sources.56 The guidelines call for 
every member state to adopt “explicit and clear protection of the right of journalists”, 
provides for protections for all those engaged in the journalistic enterprise, set procedures for 
those cases where the source could be revealed, and sets limits on use of searches or 
surveillance and self incrimination.  
 
The COE reaffirmed its recognition of the importance of sources in 2005 with a declaration 
that member states should not undermine protection of sources in the name of fighting 
terrorism.57 
 
The European Court of Human Rights has several times found that Article 10 of the ECHR 
provides for protection of sources. In 1996, it ruled that protection of sources, “is one of the 
basic conditions for press freedom”. Any restrictions on protection of sources “call for the 
most careful scrutiny by the Court”.58 In two cases in 2003, it ruled that searches of 
journalists’ homes and offices to discover the identity of a source are an act even more 
serious than a summons to divulge the identity of the source”59 which can not be conducted 
“unless it is justified by an overriding requirement in the public interest.” 60 
 
There is also recognition in international laws of the right of protection of sources. The UN 
Special Rapporteur on Freedom of Expression has noted in a review of the laws of Poland 
that. 
 

[I]n order for journalists to carry out their role as a watchdog in a democratic society, 
access to information held by public authorities, granted on an equitable and impartial 
basis, is indispensable. In this connection, the protection of sources assumes primary 
importance for journalists, as a lack of this guarantee may create obstacles to 
journalists' right to seek and receive information, as sources will no longer disclose 
information on matters of public interest. Any compulsion to reveal sources should 
therefore be limited to exceptional circumstances where a vital public or individual 
interest is at stake.61 

 

Legal Rights and Issues in OSCE States 
 
                                                
54 4th European Ministerial Conference on Mass Media Policy, The Media in a Democratic Society, Prague, December 1994, 
Resolution No. 2 Journalistic Freedoms and Human Rights. DH-MM(2000)004, 4 September 2000. 
55 Committee of Ministers Recommendation No. R (96) 4 on the Protection of Journalists in Situations of Conflict and 
Tension, 3 May 1996.  
56 Recommendation No. R (2000) 7 of the Committee of Ministers to member states on the right of journalists not to disclose 
their sources of information. 
57 Declaration on freedom of expression and information in the media in the context of the fight against terrorism, 2 March 
2005.  
58 Goodwin v. The United Kingdom, infra.  
59 Ernst and Others v. Belgium - 33400/96 [2003] ECHR 359 (15 July 2003). 
60 Roemen and Schmit v. Luxembourg - 51772/99 [2003] ECHR 102 (25 February 2003). 
61 Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Mr. 
Abid Hussain, submitted pursuant to Commission resolution 1997/27, Addendum: Report on the mission of the Special 
Rapporteur to the Republic of Poland 
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Nearly all OSCE participating States recognize the right of journalists from revealing their 
sources. The sources of the protections include constitutional provisions, laws, regulations 
and court decisions.  
 
The right of protection of sources has been long recognized by many participating States. The 
US State of Maryland first adopted a law in 1896. Austria has had legal protections since 
1922.62 Norway adopted protections in 1951.63 
 
It is constitutionally protected in a number of participating States including Spain, Portugal, 
Sweden, Macedonia, and Andorra. In Germany, the courts have ruled that the protection of 
sources is part of the general constitutional protections on freedom of the press.  
 
Most OSCE participating States have adopted specific legal provisions on protection of 
sources. The protections can be found in a number of difference statutes. In many countries, 
the protection is included in the laws on media or journalism. In Austria, the protections are 
in the 1981 Media Act. In others, it is found in the criminal or court laws. In the UK, the 
protection is included in the Contempt of Court Act. In Switzerland and Germany, it is found 
in the Penal Code.  
 
Belgium is one of the few countries that has adopted a free standing law on protection of 
sources. The law, which was adopted in 2005 and extended in 2006, provides for a 
comprehensive system of protections. 
 
There are only a handful of countries in the OSCE including the US, Canada, Ireland, and the 
Netherlands that have not adopted a legal protection of journalists’ sources. In the US, there 
is no law on the national level, although protections exist on the state level in all but one 
state. Rather, there are guidelines issues by the US Department of Justice which apply to 
subpoenas of the news media.64 However, these have been the subject of great controversy 
and several bills are now pending the US Congress to incorporate the provisions into law. In 
the Netherlands and Canada, there has been limited judicial recognition of the right.  
 
Irregardless of the protections, there have been numerous problematic cases in OSCE 
participating States in the past few years, where journalists have been arrested and 
newsrooms searched and equipment seized in an effort to identify sources or force journalists 
to cooperate in investigations: 
 

¥ In the US, Judith Miller of the New York Times spent 85 days in jail before finally 
revealing that presidential aide Lewis Libby was the source of information that the 
wife of an administration critic on Iraq was an employee of the CIA; freelance writer 
Vanessa Leggett spent 168 days in jail in 2001 for refusing to provide to the FBI all 
notes and tapes (not even allowing her to keep copies for her research) that she had 
gathered for a book following a failed Houston murder prosecution; blogger Josh 
Wolf spent 226 days in jail for refusing to testify about what he saw at a 
demonstration in San Francisco.  

¥ The Netherlands - Two journalists from the newspaper De Telegraaf were detained in 
November 2006 after refusing to disclose the source of intelligence dossiers on a 
criminal.  

                                                
62 The Law Reform Commission of Western Australia, Project No 53 - Privilege For Journalists Working Paper, June 1977.  
63 Id. 
64 28 C.F.R. § 50.10. 
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¥ Italy- Police searched the offices of La Repubblica and the Piccolo newspapers and 
two journalists homes and seized files following stories about Italy’s role in the 2003 
kidnapping of Egyptian cleric Osama Moustafa Hassan Nas. In 2003, the police 
raided Il Giornale and seized a reported 7,000 files.  

¥ Belgium - Stern reporter Hans-Martin Tillick was detained and his office and home 
searched after the he wrote a story based on internal documents from the European 
Union’s Anti-Fraud Agency (OLAF). OLAF claimed to have a source that he paid for 
the documents. A similar request to German Authorities was rejected as insufficient. 
The EU Ombudsman found OLAF guilty of maladministration for making the claim 
but the European Court of Justice rejected a challenge in October 2006 to force the 
return of the documents. Belgium has since amended their law.  

¥ France - Police searched the offices of Le Point and LÕEquipe and seized computers 
following the publication of stories about investigations into doping in bicycle racing. 
The Minister of Justice Pascal Clément promised in June 2006 to strengthen the law 
protecting journalists. However, in July 2006, police searched the offices of Midi 
Libre following a complaint of breach of professional secrecy. 

¥ Russia - Twenty armed police searched the offices of Permsky Obozrevatel in August 
2006 and seized computers and other equipment, claiming that the newspaper had 
obtained classified information. There have been many other reported cases in the last 
five years of newsrooms searched and journalistic materials being seized.  

 
Recommendation: 
 

- Each participating State should adopt an explicit law on protection of sources to 
ensure these rights are recognized and protected. 

 

Application of the Law 

Defining Journalists 
 
A key question is determining who the law provides protections to. Media is constantly 
changing and each technical change results in new forms of media being created from 
newswires, radio and television to the Internet.  
 
In some countries, the journalist must be officially recognized before they have protections. 
This may be a double-edged sword in that it requires journalists into a licensing scheme 
before they can be protected.  
 
The laws of the participating States vary on which types of journalists they protect. Some 
apply generally to all types of media. The Belgium law defines journalists as “any self-
employed or non-self-employed person and any natural person who contributes regularly and 
directly to the acquisition, editing, production and dissemination of information by way of a 
medium in the public interest”.  
 
In other countries, the protections only provide for protections for certain types of media. In 
Bulgaria, the Radio and Television Act provides for protection of sources but it does not 
apply to print journalists. It is reported that in practice, the courts have recognized the same 
rights for them.  
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There are a growing number of participating Sates where the laws apply equally to Internet-
based media. However, in Kyrgyzstan, the Law on Mass Media does not apply to the 
Internet.  
 
The best approach is to apply the protections to any person or organisation who gathers and 
disseminates information to the public. The Council of Europe recommends that they should 
protect “any natural or legal person who is regularly or professionally engaged in the 
collection and dissemination of information to the public via any means of mass 
communication”. In Belgium the Court of Arbitration ruled in 2006 that the protections 
should extend to all persons including those who do not write on a regular basis.  

Assistants and Third Parties 
 
Many journalists are part of a team that gathers, processes and disseminates the news. Other 
parts of the team includes editors, assistants and printers, and outside parties such as Internet, 
security, equipment and service companies. Each of these may collect information in the 
course of their business with the journalists that gives them insight to who the journalist 
might be talking to or where they are at a particular time. Therefore, they need to also be 
covered.  
 
Only a few OSCE participating States specifically recognize the need to protect these other 
parties. In Belgium, the protections apply to the editorial staff or “anyone who directly 
contributes to the gathering, editing, production or distribution”. In Austria. The protections 
apply to “media owners, editors, copy editors and employees of a media undertaking or 
media service”. 
 
The Council of Europe recommends that states take a broad approach and provide protections 
to all involved including, “Other persons who, by their professional relations with journalists, 
acquire knowledge of information identifying a source through the collection, editorial 
processing or dissemination of this information.” 
 
Recommendation: 
 

- The protections should apply to all persons involved in the media or in the provision 
of information to the public. It should apply no matter the format or medium 
including print, broadcast, electronic, Internet, and books. It should also extend to all 
those with professional relations to journalists including media companies and 
organizations, editors, printers, distributors, and telecommunications providers. 

 

Protections on Identifying Sources 
 
Nearly all OSCE participating States give journalists and other media professionals the right 
not have to disclose the identity or related identifying information of their sources to officials 
or private parties. The protection is absolute in a few countries. In most States, the protection 
can be overridden if a compelling enough interest is shown. 
 
In Georgia, Turkey and Poland, protection of journalists’ sources is absolute. In Sweden, the 
Law on Freedom of the Press, which is part of the Constitution, prohibits journalists from 
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disclosing their confidential source. In Iceland, the right is absolute for civil cases. In 
Kosovo, the newly adopted Law on Defamation and Insult gives an absolute right of 
protecting a source and prohibits any adverse inference from the refusal to disclose.  
 
Even in countries where the law provides for an absolute right, there may be some instances 
in practice where it can be overridden. In Lithuania, the Constitutional Court ruled in 2002 
the lack of exemptions to protection of sources in the Law on the Provision of Information 
to the Public “violate[d] the values entrenched in the Constitution.”65 It said that the 
protection could not be absolute in vitally important cases such as to protect the constitutional 
rights of a person because the harm would be greater than the benefit. 
 
More commonly, the national laws or practices provide for a qualified right where the right to 
protect the source can be overridden in specific cases and sets guidelines. In Finland, it must 
involve the violation of a crime punishable by imprisonment of six years or more. In 
Azerbaijan, the Law on the Mass Media allows for a court to force disclosure in cases to 
protect human life, prevent a serious crime or to protect a persona accused of committing a 
serious crime. In Armenia, disclosure can only occur in cases where it is: 
 

directly related with a criminal case and only for the sake of clearance of heinous 
crimes or highly heinous crimes, particularly if the need of public interest defense 
under criminal law outweighs the public interest in non-disclosure of information 
source, and there are no more alternative means for defending the public interests. 

 
In Luxembourg, the 2004 Law on the Freedom of Expression in the Media, journalists can be 
forced to disclose a source where it involves the prevention crimes against individuals, drug 
trafficking, money laundering, terrorism or state security.66  
 
In some countries, the threshold for overcoming the protections is very low. In Belarus, the 
Law on Media allows for the court to order disclosure in cases where “is necessary for the 
purpose of investigation or consideration of cases under their procedure.” In Kyrgyzstan, any 
court or investigating official may require disclosure in civil or criminal cases. In Hungary, if 
a source discloses a state secret (a very broad definition) to a journalist, the journalist must 
inform the authorities or face criminal penalties themselves.  
 
In Portugal, the European Federation of Journalists has expressed concern about a proposed 
change to the law to allow for the disclosure of sources in cases where it would be “difficult 
to obtain information in any other way”.67  
 
The Council of Europe has set out detailed process states should follow before a disclosure 
can be made: 
 

a. The right of journalists not to disclose information identifying a source must not be 
subject to other restrictions than those mentioned in Article 10, paragraph 2 of the 
Convention. In determining whether a legitimate interest in a disclosure falling within 
the scope of Article 10, paragraph 2 of the Convention outweighs the public interest 
in not disclosing information identifying a source, competent authorities of member 

                                                
65 Decision of 23 October 2002.  
66 Loi du 8 juin 2004 sur la liberté d’expression dans les medias, §7. 
67 EFJ, Letter to the Portuguese Parliament on Protection of Sources and Authors' Rights in the draft proposal for revision of 
the Journalism Law, 23/11/2006.  
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States shall pay particular regard to the importance of the right of non-disclosure and 
the pre-eminence given to it in the case-law of the European Court of Human Rights, 
and may only order a disclosure if, subject to paragraph b, there exists an overriding 
requirement in the public interest and if circumstances are of a sufficiently vital and 
serious nature. 
 
b. The disclosure of information identifying a source should not be deemed necessary 
unless it can be convincingly established that: 

i. reasonable alternative measures to the disclosure do not exist or have been 
exhausted by the persons or public authorities that seek the disclosure, and 
ii. the legitimate interest in the disclosure clearly outweighs the public interest in 
the non-disclosure, bearing in mind that: 

- an overriding requirement of the need for disclosure is proved,  
- the circumstances are of a sufficiently vital and serious nature,  
- the necessity of the disclosure is identified as responding to a pressing social 
need, and  
- member States enjoy a certain margin of appreciation in assessing this need, 
but this margin goes hand in hand with the supervision by the European Court 
of Human Rights. 

 
Recommendations: 
 

- Journalists should not be required to disclosure the identity of their confidential 
sources.  

 
- Journalists should not be required to provide unpublished materials or drafts that 

reveal information about their sources or journalistic processes.  

Protections against Searches 
 
Protections on sources are not effective if officials can order the searching of journalists’ 
offices or homes to obtain the information. As noted above, in a number of countries 
authorities have searched journalists’ offices and homes either to obtain information on the 
journalists sources or as a pretext to impede their work on stories that were sensitive to the 
authorities.  
 
A number of the laws of the participating States specifically include these protections. In 
Austria, the Media Act prohibits searches that are undertaken to circumvent the protections of 
sources. Similarly, the Swedish constitutional rights on “freedom of informants” overrides 
the Judicial Code and limits the decision to authorize searches to the Chancellor of Justice 
where the media is involved.  
 
In Germany, the Constitutional Court ruled in February 2007 that searches of a newsroom 
violated the Constitutional protections on freedom of the press.68 In Canada, the Superior 
Court of Ontario ruled in 2006 that the law which authorized the searching of the home and 
office of Ottawa Citizen reporter Juliet O’Neill violated the Charter of Rights and Freedoms 

                                                
68 Decision BvR 538/06; 1 BvR 2045/06, 27 February 2007.  
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and that the threat of criminal action against the reporter in order the identify her source was 
abusive. 69  
 
This has also been the subject of decisions of the European Court of Human Rights. The 
ECHR has been extremely concerned about the effect of searches of the right of expression. 
In a 2003 case involving Luxembourg, the court stated: 
 

[A] search conducted with a view to uncover a journalist's source is a more drastic 
measure than an order to divulge the source's identity. This is because investigators 
who raid a journalist's workplace unannounced and armed with search warrants have 
very wide investigative powers, as, by definition, they have access to all the 
documentation held by the journalist… It thus considers that the searches of the first 
applicant's home and workplace undermined the protection of sources to an even 
greater extent than the measures in issue in Goodwin.70 

 
In another 2003 case, the European Court also found a violation of free expression where the 
Belgium Government had used 160 police officers to raid the officers of newspaper offices 
and four journalists homes was disproportionate.71  
 
Recommendation: 
 

- It should be prohibited to conduct searches of a journalistÕs office or home to bypass 
protection of sources rules.  

 

Electronic surveillance 
 
Another issue to consider is the use of interception of communications or other surveillance 
to obtain information about a journalist’s sources. As with searches, these can be used to 
bypass legal protections. The surveillance is also likely to result in the interception of 
information about other sources, pending stories and the personal life of the journalist. 
However, there is the additional issue that the surveillance is usually conducted in secret so 
the journalist is not aware of the intrusion and cannot be challenged or limited.  
 
Journalists and other media organisations are protected under the general laws of the nation 
on the protection of private life in their telephone communications. Most, if not all, 
participating States have laws or rules on interception. Under the European Convention on 
Human Rights, all COE member states must have laws which provide for adequate 
protections based on ECHR decisions on limits to surveillance under Article 8 and the 
protection of personal life.72  
 
There is a worrying trend in the use of both authorized and unauthorized electronic 
surveillance to secretly identify sources. There have been a number of recent incidents in 

                                                
69 Canada (Attorney General) v. O'Neill, 2004 CanLII 41197 (ON S.C.), (2004), 192 C.C.C. (3d) 255. 
70 Roemen and Schmit v. Luxembourg (51772/99) [2003] ECHR 102 (25 February 2003), s57. 
71 Ernst and Others v. Belgium (application no. 33400/96). 
72 See Klass and Others v. Germany - 5029/71 [1978] ECHR 4 (6 September 1978); Malone v. The United Kingdom - 
8691/79 [1984] ECHR 10 (2 August 1984); Halford v. The United Kingdom - 20605/92 [1997] ECHR 32 (25 June 1997); 
Amann v. Switzerland - 27798/95 [2000] ECHR 88 (16 February 2000). 
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OSCE participating States where protection of source shave been undermined by electronic 
surveillance.  
 

¥ In Germany, an extensive parliamentary report released in 2006 found that the Federal 
Intelligence Agency (the BND) had been illegally spying on journalists, including 
placing spies in newsrooms for over a decade to identify sources.  

 
¥ In the Netherlands, the government monitored the telephones of journalists from the 

newspaper De Telegraaf who had revealed that a criminal kingpin was obtaining 
confidential information while still in jail. The tap was approved by an appeals court 
in May 2006.  

 
¥ In Latvia, the Financial Police wiretapped the telephones of a television reporter Ilze 

Jaunalksne and then leaked the tapes to the media. The judge who authorized the taps 
has been removed and changes have been filed against the police officers. The 
journalist was awarded !42, 000 in damages in February 2007.  

 
¥ In the Czech Republic, two journalists in 2006 were among the many persons 

wiretapping in a bid to reveal who had leaked information about organized crime 
connections with the civil service.  

 
In a few participating States, the protection of sources legislation specifically limits the use of 
surveillance to identify sources or other protected materials. The Belgium Law on Protection 
of Journalists’ Sources only allows detection or investigative methods when it is authorized 
by a judge under the same limits as forcing the disclosure of a source. Under the US 
Attorney’s General’s Guidelines, the Attorney General must approve any request for a 
journalists’ phone records after following a series of criteria. In Georgia, the interception of 
journalists communications to violate professional secrets is a criminal offence.73 
 
The Council of Europe Guidelines propose strict limits on the use of surveillance. Principle 6 
states that “interception orders or actions concerning communication or correspondence of 
journalists or their employers” should not be applied “their purpose is to circumvent the right 
of journalists, under the terms of these principles, not to disclose information identifying a 
source” and any of these techniques has been used, that the “measures should be taken to 
prevent the subsequent use of this information as evidence before courts”.  
 
Related to the surveillance of communications is the increased collection of transactional 
information by telecommunications companies. Many collect detailed records on calling 
information, including the location of mobile phone users when calls are made, records of 
emails sent and received and web sites visited. Some keep it for extended periods for 
marketing purposes. Search engine company Google retains records of all searches 
indefinitely, although they recently promised to reduce the identifiable information to two 
years. The Gmail service retains records for extended periods and automatically searches it 
for keywords for ad delivery.  
 
These records can be used by authorities to gather a detailed record of the activities of 
journalists including who their sources are. In the US, a court of appeals ruled in 2006 that 
the New York Times could be forced to turn over its telephone records in an investigation on 

                                                
73 Comments of Tamar Kordzaia, Young Lawyers Association. 
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who leaked information to it about an anti-terrorism investigation. In the UK in 2006, police 
in Suffolk obtained the phone records of a journalist from the East Anglian Evening Star 
when he telephoned the police to inquiry about a "cold case" to discover the source of his 
information.  
 
The information is also more easily accessible to other parties. In the US, private 
investigators working for technology company Hewlett-Packard illegally obtained the 
telephone records of several journalists following stories about HP board meetings. In 
Finland, the former CEO and other employees of telecommunications company Sonera and 
several government officials were convicted in 2005 of illegally obtaining the phone records 
of two journalists from Helsingin Sanomat and employees of the Sonera to discover who 
wasthe source of a leak.  
 
This problem is compounded by the adoption of new laws such as the 2005 EU Directive on 
Data Retention that requires telecommunications providers to automatically collect and retain 
all information on all users' activities. This information includes details about emails sent and 
received (or at least the information on the sender and recipients, subject, the names of 
attachments and the size of the message), web sites visited, and instant messages. Mobile 
telephone companies are required to collect information on calls and messages sent and 
received including the location of the person when they make calls. The length of the 
retention can last up to two years. There has been little recognition of the importance of 
journalistic issues when developing these laws. 
 
Recommendations: 
 

- Governments should not use wiretapping or other types of surveillance of media to 
identify sources.  

 
- Governments should refrain from enacting laws that require the routine collection or 

monitoring of all telecommunications information that would infringe of the 
journalistÕs right to protect sources. 

 

Journalists as Witnesses 
 
A related area to protection of the identity of sources is whether journalists are required to 
testify in court as witnesses. There is the concern that requiring them to testify about what 
they saw and what people told them would cause their sources to not tell them information. 
There is also concern that it would undermine their credibility with their sources and the 
public if they were to be seen as investigative arms of the police rather than independent 
gatherers of information. In some cases, this could lead to their endangerment in areas such 
as war zones.  
 
Most of the legislation in OSCE participating States appears to be silent on this issue but in 
practice, it does not appear to be common. In Canada, the Supreme Court ruled in 1989 that 
journalists can be compelled to testify only if it is not shown that the collection would 
“detrimentally affect journalists’ ability to gather information.”74 
 
                                                
74 Moysa v. Alberta (Labour Relations Board), [1989] 1 S.C.R. 1572. 
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The International Criminal Tribunals Appeals Court ruled in 2002 that a two part test must be 
satisfied before a journalist can be compelled to testify before the Tribunal: “First, the 
petitioning party must demonstrate that the evidence sought is of direct and important value 
in determining a core issue in the case. Second, it must demonstrate that the evidence sought 
cannot reasonably be obtained elsewhere.”75  
 
Recommendation: 
 

- Journalists should not be required to testify in criminal or civil trials or provide 
information as a witness unless the need is absolutely essential (like preventing a 
serious crime), the information is not available from any other means and there is no 
likelihood that doing so would endanger future health or well being of the journalist 
or restrict their or others ability to obtain information from similar sources in the 
future.  

 
 

                                                
75 Prosecutor v Radoslav Brdjanin and Momir Talic, Case IT-99-36-AR73.9, Decision on Interlocutory Appeal, 
11 Dec 2002. The journalist in the case proposed a more stringent five part test to compel testimony from journalists: 

 
(1) is “of crucial importance” to determining a defendant’s guilt or innocence;  
(2) cannot be obtained “by any other means or from any other witness”;  
(3) will not require the journalist to breach any obligation of confidence;  
(4) will not place the journalist, his family, or his sources in reasonably apprehended personal danger;  
and (5) will not serve as a precedent that will “unnecessarily jeopardise the effectiveness or safety of other 
journalists reporting from that conflict zone in the future. 
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PROPOSED GUIDELINES ON ACCESS TO INFORMATION, 
STATE SECRETS AND PROTECTION OF JOURNALISTSÕ 
SOURCES 
 
Access to Information 
 
All participating States should adopt freedom of information legislation that gives a legal 
right to all persons and organizations to demand and obtain information from public bodies 
and those who are performing public functions. Individuals should also have a right to access 
and correct all personal information held about themselves. 
 
Public bodies should be required in law to respond promptly to all requests for information. 
Requests for information that are time-sensitive or relate to an imminent threat to health or 
safety should be responded to immediately. The process for requesting information should be 
simple and free or low-cost.  
 
Some information of a sensitive nature may be subject to withholding for a limited, specified 
time for the period it is sensitive. The exemptions should be limited in scope. The official 
who wishes to withhold the information must identify the harm that would occur for each 
case of withholding. The public interest in disclosure should be considered in each case. In 
cases where information may be deemed sensitive by any other law, the FOI law must have 
precedence. 
 
There should be an adequate mechanism for appealing each refusal to disclose. This should 
include having an independent oversight body such as an Ombudsman or Commission which 
can investigate and order releases. The body should also promote and educate on freedom of 
information. 
 
Government bodies should be required by law affirmatively to publish information about 
their structures, personnel, activities, rules, guidance, decisions, procurement, and other 
information of public interest on a regular basis in formats including the use of ICTs and in 
public reading rooms or libraries to ensure easy and widespread access.  
 
There should be sanctions available in cases where it is shown than an official or body is 
deliberately withholding information in violation of the law.  
 
State Secrets 
 
The definition of state secrets should be limited to only those things that directly relate to the 
national security of the state and where their unauthorized release would have identifiable 
and serious consequences. Information designated as “Official” or “work secrets” should not 
be considered to be classified as state secrets and limits on their disclosure should be found in 
the access to information law.  
 
Information relating to violations of the law or human rights, maladministration or 
administrative errors, threats to public health or the environment, the health of senior elected 
officials, statistical, social-economic or cultural information, basic scientific information, or 



Preliminary version 2/5/07 35 

that which is merely embarrassing to individuals or organisations should not be classified as a 
state or official secret.  
 
Information created and held by private parties should not be classified as secret except in 
cases where there is a contractual relationship between the party and the government relating 
to the information.  
 
Information should only be classified as a state secret for a limited period of time where the 
release of the information would cause a serious harm to the interests of the nation. 
Information that is classified should be regularly reviewed and have a date after which it will 
be declassified and released. It should be presumed that all information should not be 
classified for more than 15 years unless compelling reasons can be show for withholding it. 
 
Governments should institute a review of all secret information over 15 years old and 
automatically declassify and release it. All information that was designated as secret by a 
previous non-democratic government should be declassified and presumptively released 
unless it is shown that its release would endanger the national security or be an unwarranted 
invasion of privacy.  
 
Limits on access to secret information should be proportional and should not limited access 
by elected officials, judges and others who have a need to access information to provide 
oversight or handle cases. 
 
An independent body that is not part of the intelligence, military or security services should 
have oversight over classified information and ensure that the system is operating properly, 
receive complaints about improperly classified information, and review and order the 
declassification of information.  
 
There should be sanctions for those who deliberately improperly designate information as 
secret or maintain excessive secrecy.  
 
Criminal and Civil Code prohibitions should only apply to officials and others who have a 
specific legal duty to maintain confidentiality.  
 
Whistleblowers who disclose secret or merely non-public information of public interest to the 
media, elected representatives, or the public should not be subject to legal, administrative or 
employment-related sanctions. A comprehensive system with adequate reporting and 
oversight mechanisms should be enacted in each state to ensure that these rights are 
protected. Those who harm or threaten to harm the interests of whistleblowers should face 
sanctions.  
 
Those outside the government including the media and civil society organizations who 
receive or further publish information that is classified as state secrets should not be subject 
to criminal or civil sanctions if there is a public interest in disclosing the information.  
 
Protection of Sources 
 
Each participating State should adopt an explicit law on protection of sources to ensure these 
rights are recognized and protected. 
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The protections should apply to all persons involved in the media or in the provision of 
information to the public. It should apply no matter the format or medium including print, 
broadcast, electronic, Internet, and books. It should also extend to all those with professional 
relations to journalists including media companies and organizations, editors, printers, 
distributors, and telecommunications providers. 
 
Journalists should not be required to disclosure the identity of their confidential sources.  
 
Journalists should not be required to provide unpublished materials or drafts that reveal 
information about their sources or journalistic processes.  
 
It should be prohibited to conduct searches of a journalist’s office or home to bypass 
protection of sources rules.  
 
Governments should not use wiretapping or other types of surveillance of media to identify 
sources.  
 
Governments should refrain from enacting laws that require the routine collection or 
monitoring of all telecommunications information that would infringe of the journalist’s right 
to protect sources. 
 
Journalists should not be required to testify in criminal or civil trials or provide information 
as a witness unless the need is absolutely essential, the information is not available from any 
other means and there is no likelihood that doing so would endanger future health or well 
being of the journalist or restrict their or others ability to obtain information from similar 
sources in the future.  


