SECTION 28 DATA PROTECTION ACT 1938

CERTIFICATE OF THE SECRETARY OF STATE

Wherens:
. Uy sective 28(1) of Lhe Data Protection Act 1998 ("the Act™) personat daty are exsmpt from any of the provision
of

{a) the data protection principles,
) Tarts T7, U1 anedf Vo and
{9 serticn 35
of the -&d i the exemption is required for the gutposs of safeguording natonal seamity;
G by subsecdon 28(7) it is provided hat o ceritlicate signed by a mMinister of the Crown cerdifving that the
wxomption frotn all er any of the provisions merxionad in enbsection 28(1) is or al any me was required for tho

parpose tere rrentioned in respect of personal data shall be aonchusive evidence of thal fact;

{iii} by sabsection 28(3} itis provided that @ cartificats under subvection 28(2) may idepiify the personal dma Lo whi- b
it spplies by means i a penival deseriplion and may be expressed 1o bsve prospective eftect.

And Consideving the potentially sgve:ss repercussions for the national sscurity of the UK were the excmgetions hereafter
identified not avadeble

And for the reasons given in wy jublis swtenyn! issued on 10 Decenber 2007, i sutomary that: -

1 The woeh. of the seomity and mtedligeace services of the Crown requires L8y,
2, “The general principle of actther confirming, nor deaying whether e Govemnmint Communisations Headqumiers

{(GGCHIY) pracesses data abawt 20 individunl, or whether others 4 provessing personal date for, on behalf of, with
2 view lu 2ssist or i 1elation to the functions of GCHQ, is an essenticl pact of that secrecy.

I denting with sulject uecias reiuests ynder the Data Protactinn At 1998, GCHG will examing each indivitual
case to detsnnine-

() whether sdheeence to the yenersl principle {5 required for the pupose of saferuarding natonal secunty.
and
(L) i e event that suzh adherence is nol e irca that the data subiect kas been irforsaed tiat refevent dat

gre hawe processesd by of on bel 3 o G0 whethes and 10 what satznt fhe pon-zommanication of
such data or of any dezsaipton of such Jutz s reauired for the prpose of safeguarding natsonal SeCiT.

2 e veary naiare of the werk of GCH{) eguires exempiienon nasonal secunity gronnds from thase paits of thy
Aet whizh would provent it fat weample passing <at cutside e Luropean Econom:c aren and which would
alaw access (o SCH)'s preanises by third partics.



- Ngw, therefore, I, the Right Honoursgble Jack Straw ME, baing a Miajster of the Crown wha 15 a member of 1ha Cabinet in
exercise of the powers confured by the seid section 28(2) do issuc this cerificnie and cetify os follows: -

1. that any personal data processed by GCHI as described m Cotamn 1 of Part A in the tabie pelow arc and shall
contnue to be required 10 be manpt from those pravisions of the ASt wehich arc set oul in Colwnn 2 of Pari A

2. that any personal data processud by aty other petsaen of body in the eurss of fiate Processing operafions carmed
gut for, on behalf of, with 2 view 10 assisting or in reltion to the functions of GCHQ under the intelligence
Cervices Aot 1994 gs described in Coluran 1 of Part B in (ke 1able betow are and shall continug to be exanpt {tom

thoge provisians of the AGt which sre set out in Colusan 2 of Part By

i, that @y persenal daty processed by GCNG as dezanbet in Columm | of Part € of the table below are and shall
continne to be required to be exermpt from those provisions of the Act as ars sct out 1 Columa 2 of Part C below,
and

q, ihat any personal data prucasssd by GCHE as described o Colurin 1 of Part 1 of the table betow are and shall

contmue to be required o be exempt fiom those provisions of the Act as are s ot in Colummn 2 of Part I below

all Tt the purpose of saleguarding national security, providad that in respect of the data processed o5 describest in pusts b
and B, inthe anached Table: -

{2) to data shall be exempt fivm the provisiuaz of section 7(1 ¥a) of the Act if GCH(Q, alter eunmining any raquest by
a data subject for aceess to relevutit perrenal data, determines thal adverence 1o the principle of neither confirming

por denying whether GCHQ holds dats about an mdreidual ic not requited for the purpose of saf egniarding
natiunal secusity;

{1} no data sholl be exempt fium the provisions of sections T(HD), (€) of (d) of the Ast i GCENGE, after meumning
any request by a daio subject for access ta relevant personial data, determinios that non-commmunication of such data
or any description of such data is et regquited for the prpese < zafrguarding nath:ral security.

4, This certifivate gives notice that | teouire GCHOQ by virtue of my audoerity atising fram Section 3(1) of the
Intelligence Services Act 1994 to report to me on the cperativn of the exemprions depaibed w this certiflcate,

5. This cegtificae in all respects supersedes the cetificaie, issued by the Sewretary of State wnder Sevtion 28(1) of the
Act, in respect of GCHQ, dated 30™ July 2000 and the said suporseded certificare is hereby revoked.




PART A

institununs, personal refetees and ot

personal daty recorded, held, vrganised, adapted,

attered, retripved by or atherwise available 1o GCHOQ,

it} personat data disclosed to or received from the Secudly
Sepvice, 518, Civil Service departments, Govemment
Agencive and others.

i)

Column 1 Column 2
1 Personal Bat processed M the perfarmance of Ui 1) Sactions 7(1),10 and 12 of Part I
Amctons described in section 3 of the Intelligence | i) Sections 18(¢), 16(e), 16(5,17,21,22 wnd 24 of Part TH;
: Serviess Aoy 1994 (“ISA™) or personal datal i) Parl V',
: processed in accordancs with section A(2)a} 1SA. | 1¥) the first data protection printiple;
v} the secand data protestion principle;
2 Personal daa relatng to the vetting of candidates, | vi) the sixth data protection principle to the extant
' siaff, confractors, agents and other contacis of aecassary 10 be consistent with the exemptions
GCHQ ip occordance with the Govenunent's contained in ths cextificate; and
seeurity and  vetiing  guidelines  and  poliey ; vil) the eighth data protection peinciple.
t including but nat b o, ;i
i) personal dota obtained team othar guvemment
deprutments or agencies, banks and Buancial institations,
persensl referecy and ofhwis,
{i) parsonal data recorded, held, organised, adapted, altcrr:rl,_’{
‘wirieved by or ethierwise available to GCHQ; ¢
i) personal data disclosed to ot recerved from the Secunty
Service, 818, Civil Service departments, Govemmunt
Agencies and ofhers,
PARTD
Columnn 1 Column 2
1 Porsonal uats processed for, of behalf =f, ot witha | 1) Sectigns 7(1),10 and 12 of Part 1
view to ussisting GCHQ in relation o the exercise of its i) Sections 16 {€),18{e),16(), 17,21,22 and 24 of Part LI
functions as deseribed in section 3 of ths Infelligence to the extent that those provisions require any
Services Act 1994 ("ISA") or prysonsi dats processed for or veference to GCHQ or dam processing operations
on behalf of GCHQ in accordancs with section 4(2)(8) 18A. | caried oui by or in suppoit of GCHEY,
i) Parl v,
2. Personal data relating 1o the vering of candidates, | iv) sgetion 55,
saf, contracwoms, agents and other contacts of GCHQ i} v) the first data preotection prineiple;
accordance with e Gevernment's sesudty and veltipg) vi) the second data protection principle,
giidelines mnd polisy including but not Bnvted to: viiy  the sixth data protoction principle to the extent
necessary 10 B¢ consistent with the exemptions
) personsl data obtained from gther goventmenl confained in this cerdiicate.
depitieents or agencies, basks and flhannal viif)  the cighith data protection princigle.




PARTT ]
Column 3 Column 2 ]
Personal dat processed by GUHQ and/or {16 suthorised | i} Sectinons 16{1)(D), 47 and 30 .md Sehedule 9. ‘
contractors for Lhe purposes of administraton of human i) the eighth data protection poneiple.
! resources (lnctuding that refated to former members of staff)

snd staff pay, tax and national insurance contu’buﬁor.s]
including but not Hmited to!

B personal data obisiced from dat subjeats, their line
mensgers and  personnel  offices and  other
mermbers of GCHQ stafl,

i) personat data discloged 1 GUHEY management and
pecsonnel officers;

i) personal data recorded, held, orpanised, adapted,
altered, retrieved by ar othenvise uvailsble (0

GCHQ.
PART D
Columin } Calumn 2
Dirsonal dats obtaned or processed by GCHQ andiur #5] 1} Section 16(1)(f, 47 and 50 and Scheduls Y.
authorised contractors and agenty, (4) for the purpnges of or i) the eightly data protection principle.

pursuant to comuneicial agreements {inclading under HMG
Povme Finance Initative) (whether conchuded  of
otherwite}, or other armpgements with thind paties, in
relation to which GCHQ supplics gaods or services or wader !
which GCHQ receives goods or sexvions, whether o7 not the,
goods or services are supplied or recoived under those
ngrecinents o olherwise, (8) for the pugposss of
menagement,  financial  accountivg  end fingnelal
admudsradon of the aetivities of GUHE; (€@ for
pugposes of marketing, advertising md the protiation of
public relations in connestion with the activities of GLHL,
Lty for the purposes of sceurity, cime prevention and
detection and the apprehension atd presesntian of oflendes
l Gincloding the use of CCTVY {and to the extent that the said

data referred to in paragraphs (), b), (¢} and (d) do oot
comprise data to whicls Part A or puct B applies).

g'F

dated the . 2. day of LTI L 200

The Right Hom Jack Stzaw MP



