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SECTION 28 DATA PitOTECTION ACT 1998

C'ERTITICATE OF THE SECIttTARY OF STATE

by t,ectiun 28(1) of the Data Proteetion Act 1995 (''the Act") personal dam are exempt from any of the pretision
of

(a) t h e  data protection prineipl;

(b) P a r t s  II, Ill and V; and

(c) s e c t i c n

of the Act If the exatnption is required for the purpost of safeguarding nstional sectnity,

(ii) b y  subsection 28(2) i t  is provided that a certificate signed by a Minister of the Down certifying that the
exemption from all or tiny of the provisions mentioned in snbseetion 28(1) is or at any time was required for the
purpose there =Taloned in respect of personal data challbe oonclusi,m evidence of that fact;

(id) b y  subsection28(3) it is pravided that a ettlificato tinder sulAcction 282) may identify the pconnal dam to
it applies by mean5 of a general description and may be expressed to bmve prospective effect_

And Considering the pounnially advetse repercussion& fat the nahottal sucurity of the UK were ate exemptions lirrafter
ilentified not available

And tor the reasons given to lily public statement issued on 10 Dect..intier 2001, in summary that: -

'11 Nvoii• of the security and intelligence services of the Crown requires r.euelzy.

2. T r y '  general ptineiple of neither confirming nor denying whetlicr the (ovanment Communications Headtptai kers
(Or:HQ) processes data about en Ind:widual, or whether others are prozessing personal data for, on behalf of, with
a view to assist or in !elation to the functions of GCHQ is all es:5entita part of that secrecy

In dealing with sub.iect access repiests under the Data Proteetirut Act. 1998, GCHQ will mernirte each individual
e5tttOdetennine:-
(a) t v i l t r h t 7  adittcence to thf.; general pririciox is, required for the putpose of safer:wsding national sectizty,

ant'.
(b) i n  the event that suzli adherence is not 1-:•rItlireci that the data subject has been infoinied that relevant

ere !wing processed by et on bel,.•Ift i ,  wItcati l  and la what extent the non-r.orntiraniation of
such data or of any detuttption of such dam is required for the puipoe of saftguardme stattoiszi

ihe very retort of ate well_ of OCEIQ tequirez e:entptionen national sA'rrttuty ground!. tram those parts of 01';
Act wIdch vp•eald prevent it cot tramp!v passing (irstfs elJuide list ElltOpeall Economic Area and whielt \yea!
aroow w..:zess to GCHQ's premt9es by third parties.



• Now, (herefore, 1, the Right lionotuable Jack Straw NEP, being a Minister of the Crown who is a member of the Cabinet in
exercise of the powers confred by the said seedon 2%(2) do issue this cerdlimte and certify as follows: -

that any personal data proce-ssed by GCHQ as described in COI-Omn 1 of Part A in the table below ore and Alai!
continue to be required to be fozmnpi from those provisions of the Act which are set Out in Cal-tuna 7 of Part A

2. t h a t  arty personal data processed by any other person or body in the coarse of data processing operations can
out for, on behalf of with a vielv to rissisring or in relation to the functions of GCHQ under the Intelligence
Services Act 1994 as described Column 1 of Part13 in the table below are and shall corxinne to be exempt from
those previsions of the km which al-t sin wnin Column 2 of Part Ft.,

3. t h a t  arty personal data pronFA:ii Ity GCHQ as iltvatb,:c! in Column 1 of Part C of the table below are and shall
contltme to be requited to be exempt front those provislons of the Act as are set out in Column 2 of Part C below.
and

t. t h a t  any personal data processed by GCHQ as described hi Colitma I of Part 1) of the table below are and shall
cortirtue to be required to be exempt from those provisions of tli•• Act as ate set out in Colman 2 of Part 1) lit,iow

all for the purpose of safeguarding national security, provided that in respect of the data pt eQessed as dfiscribed in purls A
and B, in the attached Table: -

no data shall be exempt !lulu the provi.',It•ro• of semion 7(1)(a) of the Act if GCHQ, utter examining any request le!
a data subject for access to relevut it perranal data, de-len-nines that adliezettce to the principle of neither confirming
nor denying Whether GCHQ holds data about an individual ii. not required for the purpose of Weguardittg
national securitr,

(b) n o  data shall be exempt limn the prcrvisions of 5et.1ions ) ( b ) ,  (c) or (d) of the Act if GC11'0, after examining
any request by a &ill) subject for riecess to relevant personal data, determines that non-communication of such data
or any description of such data is r...:!t required for the puttre4..t L'afrottarding nail 'at  security.

This certifitate, gives notice that I require GCHQ by virtue of my authority ailsing Imm Section 3(1) of the
intelligence Services Act 1994 to report to me on the cr-a.tit,•n of the exempticnr JIrtrtjIarLI ui this F.,ertificate,

5, T h i s  cortitlaite a I l  respects superszdes the cettificate, issued by the Secretary of State under Sw im 2S (I) of the
Act, in respect to GCHQ, dated 30n• July 2000 and the said superseded certificate is hereby revoked.

(a)



1 P e r s o n a l  data processed in the performance of Tby
fun cdons described in section 3 of the Intelligence
Services A c t  1991 (" ISA") o r  personal data
processed in accordance with section 4(2)(a) ISA.

2 P e r s o n a l  data reining to the vetting of amdidates,
Staff. contractors, agent and other contacts o f
GCHQ i a  accordance wi th  the Govenunent's
security and  vetting goideti!te a n d  pol icy
including o t  n.ra

i) personal data obtained trom other government
eepartmrsits or agencies, banlLs and Euiancial institutions;
persoual refercca and otheu,

II) personal data recorded. held, organised, adapted, altered,
retrieved by or otherwise available to GCHQ;

iii) personal data disclosed to or received It t i t , :  Security
Service, S1S, S e r v i c e  departments, Government
Agencies and others.

Column 1

Column
1 P e r s o n a l  (latA puzessal for, on behalf •••-f, at with n
ViCrAY to assisting GCHQ in relation to the exercise of its
functions as described in section 3 of the Intelligence
Services Act 1994 ("ISA") or personal data processed for or
on behalf of GCHQ in accordance with section 4 (2.)(a) ISA,

2. P e r s o n a l  data relating tp the vetting of candidates,
staff, contractors, agents and other contacts o f  GCHQ in
accordance with dr-.; Go?itritinclit's r,cctuity and vetting
guideli= p o l k y  inchtline but not limited to:

i) personal data obtained front other grivitroent
der:,itn•..,r,ts agenc..c....;„ urink,,,, and finatimal
inatitunons, personal ref-elms and orlizi,••

ii) personal data recorded, held, organised, adapted,
altered. retrieved byes otherwise available to (ICHQ,

iii) personal data disclosed to or received from the Security
Senice, 513, Civil Service departments, Gov eminent
Agencies and otheis.

PART A

PART B

Column 2
Sections 7 (1),l 0 and 12 of Part II;
Sc'ctions Lols), 16( e), 16(f)•17•21,22 and 74 of Part 11.1;
Part V;
the first data protection principle;
the second data pmtecdon principle;
the sixth data protection principle to the extent
necessary to be consistent whit the exemptions
contained in this certifcate; and
the eighth data protection principle.

C O N  tan 2

i) S e c t i o n s  7(1),10 and 12 of Port
ii) S e c t i o n s  16 (e),16(e),16(1), 11,21,22 and 24 of Part 11I

to the extent that those 'provisions require any
reference to  GCHQ or  data pireeti4btg operations
carried out by or in support of GCHQ,

iii) P a r t  V;
section 551
Use first data protection principle;

vi) t h e  second data protection principle;
vii) T h e  sixth data protection principle to the extent.

necessary so be consistent with the exemptions
contained in this certificate.

viii) t h e  eighth data protection principle.



PART C
Cotu mu 1  C o l u m n  2 i

Personal data processed b y  GCHQ anclior its authonsad i )  S e c t i o n s  16(1)(f), 47 and 50 and Sclinclute—§_ 1
contactors for the purposes of administration of human i t )  t h e  eighth data protection principle.
resources (including that related to former members of slag)
and staff pay, tax and national insurance contributions I
including but not limited to: 1

i) p e r s o n a l  data obtained front data subjects, their line
-managers and porsomtel officers a n d  other
members of GCHQ staff.,

ii) p e r s o n a l  data disclosed 1.:; GCHQ management and
personnel officers;

all p e r s o n a l  data recorded, held, organised, adapted,
altered, rorieved by t z  otherwise available to
GCHQ,

Me Right H011 Jack S Wm' MP

PART D
Column I

Petse•nal data obtained or processed by GCHQ andior its i )
authorised contractors and agr2:1. (a) for the purptise.;; of or i i )
pursuant to coutumcial agreements (including under HMO
Private Finance initiative) (whether concluded o r
othexwisc), or  other arrangements with third parties, i n
relation to which GCHQ supplies goods or servicm or under
which OCHQ receives goods oi s('rvicM whether or not ttle
goods or services arc supplied or received under those
agreements o r  otherwise ( b )  f o r  t he  purposes o f
trealagement, f inanc ia l  accounting a n d  f inancial
adouniqration o f  Ow G C H Q ;  (c) lo t  t i t
purposes of markoing, advartising and the yrom Won f.1
public relations in connection with the activities of GCHQ,
(d) for the purposes o f  security, crime prevention and
detection and the apprehension and prom:mien of offoldets
(inelocling the use of CCTV) (and to the extent that the said
data referred to in paragraphs (a), b), (c) and (d) tie not
comprise data to which Part A or pact 13  applies).

Cotunth 2
Section 16(1)(1), EV? and 50 and Schedule 9.
Uta eighth data protection principle.

dated (he  d a y  of
IrQ--t—Notdatt-. 2001


