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Bulk Personal Data Acquisition Retention {BPDAR]) form January 2016 to present

Bulk Personal Dataset: Record form

Piease read the Notes for Guidance tinsert link here) as you complets this form

Frelds wilt expand as you type

' 'Dataset'_nmfna.
BPD ref, no. <<Relevant Team to aliocate>>
G_urmnt_Enﬂorser
{m!szmﬂﬂm;@ fal
-_cycla ara managed appropﬂately

.Cu'rrén_t Re_q_u'es'_'té_r_'

- Role; the requester p|ca¥Iy tha analyst wha Wit uSe the dataset operatlonally' . ':

and has rrst-hand knaw}edga af lts va ua to the mzsm_ ' ' o
1. Information about the dataset

General description of dataset

Brief description of déta )

: ._-'s;&ur'cej c's'f'.'détaéet ]

Classiflcatlon, othar pratactt\fe marking, -
' Ecucm g applicab!e]' '_

Othar handllng instmctions impnsed byz .

sourca _

Plans for Acquisition and Disposal

Definitive answers may not be possible — give as much information as you can abouf what you sxpect to happen.

Initial acquisition of dataset

Does GCHQ have thé data? YES / NO

If yes, when was It feceived?

It yes, how and where is it held now?
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- :1§ 16, whan and how do you éxpect to.

aoalva it}

Further acquisition of data

s this aone-off acquisition? . YES /NO

no; Hiow fraquantly wil further data
T e

By what method?

quisition re place or add -
10 the xisting datasat?

Dedetion { disposal of dataset

YES fNC

T Whols datesetr.

izl date flems?.
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Detalls of dataset

The purpose of this section is to enable the relevant team to determine:

{t) fow infrusive the data is;
() how sensifive it is that GOCHQ has it and is using it for intelligence purposes.

tnirusiveness and sensitivity wilf be assessed by the rels want team and recorded in the “Authorisation to Acquire” section below.

Aporosmats sz of detaset

Does this dataset contain any of the fallowing personal Information?

{¥es, No, Not Known yet Y, N, N/K)

Parscnal detalls _ . '_:.'_'f_-‘ii-_tér_i_i:"'[transaction datai[s

e DoB honaﬂt : addrass,- '
( s na ¥ - Other {please specify be!ow}
 phone nio., emall address, etc.)

Pgss'port,'ide'ntity card numhai‘s

Barik aceount, credit card details.

Does this dataset contain any of the following sensitive personal information?

{Yes, No, Not Known yet — Y, N, N/K)

- Raclal or ethnic erigin

" Political opirions

" " Religlous, or similar, beliefs.

* Physical or mental hgaith

- -S'e_x'u:a'l' lﬁ'é"

Commlssion ar. a[laged cnmmlss:on-

U of any offence".

Lagal prﬁt;'é_e_tlings an’d 'thgir'_ g

-outcomes_. iric!udlng 'sb‘l‘tteh‘t:_ing- :

Any other personal lnformatlon that
'appears sm'nlarty sensitwa plaasa'-

spec{fy below
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What propnrtwn of the data (Hfgh Medium, Low, Zero, Not Known — H, M, 1, 0, N/K) relates to..

y -".paopla of no probab!e [ntaltigance interest?

gre:gn ngngg nationals?

chlldr&nlmlnors? :

.d'befom the dataset

ris made. availab!e to ana!ysts? if o_ which?

4 of 17

EraomstiLe ynder

This information is erempst frum disclosure under the Ereedam of Information Act 2000 and may be subect n &
oha g3 quv b

other UK information teqislaten Refer disclosure requests to GUHGD on 01242 221491 »A0305, emast inf faleg T
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2. Acguisition

Legal Adviser endorsement

| canfirm that all legal criteria for the dataset’s acquisitlon have been satisfied.

Name: -_'Eéé_i_ti't_:in':_ | Date;:

LA Comment {if applicable) |- .o oo U

Initial justification to acquire

Iiteliigence case to justify GEHO's acquisition of thls dataset, Inciuding how |

mission purposes — see notes for completion <<link when avaliable>>

Couldthe dataset have been acquired by other means? - -

Wiio wili iave access fothe BRD?

15 the BPD likely to include confidehtial com

splritualieligloiss counselling)?

What are the plans for exploltation, of this dataset?

Intelligence case cqmplétgd by o

Name: - Posrtlon : . Date:-

5of17

Trenformation @ exgmit from discinsure under the Freedem of Information Act 20255 and may pe aubwrt 1o exemption under
sther Uk e rminton leaslatan Refer disclasune requasts bo (CHO an N1242 221497 (20203 amailh infrienTyoha. g3 gov Uk
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Endorsedby o

- Nametl. . Dater

Autharisation to acqguire

Authoriser 10 sefect and delete one enlire blue box, as applicable, then complete remaining pink fields. Copy & paste v into

appropriate boxes.

Intrusiveness -

6 of 17

Thes information 5 exempl frum disclosure under the Freedom of Information Act 2059 and may be subect 16 erempton under
other UK infermation tegislatisn. Refer disclosure requests to GCHO on 01242 721491 ¥30364. emat infoleq Fachy g gov ok
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Authariser's comments 1T

Signature of
authorising officer
feopy & paste jpg of

signature into box)

Namae:

* Posttion:

Date:

7 of 17
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3. Experimentat Use
To he completed only if it is proposed to use some or all of this dataset for an experimental purpose.

Justification for experimental use of dataset

Description of proposad exparimental use * -

inteligence case (o ustit exporimantal use

‘intelligence case completed by -

[ Position:. l " Dater

Name '__.p'_c';;‘_:s_it_i_qh’;_ ' [ > 'D'éte;’

Authorisation of experimental use

Authoriser {o select and delate one entire blue box, as applicabla, then complele remaining pink fields.

- Authoriser's comments L

8 of 17

This inforrnatan s esgmipt from disclesure under the Freedmm of Informatien Act 23090 and may be subject to esemptan anides
ather LK mformation legislabon Refer disclosure requests to GUHD on 01242 221481 40005 emal infoleg i
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Signature of
authorising officer

fcopy & paste jpg of

signature info box)

Name:

- Datel.

9 of 17

Thes infuermatic

Tther LIK

undar the Freedsm of Infemaghien At 2007 ang ms
asUte reguasts tp GUHO on G1242 521401 14

OFFICIAL

seerrrd o apsotne e
o tegistation Fafar dis




OFFICIAL

4. Disclosure
To be completed only if if is proposed to share some or aff of this dataset with an external organisalion other than that which
provided the data to GCHQ in the first place. This doss not include intefligence Reporting.

Justification for disclosure

Wht data wil bs shared, wih whom and how?

Initalligence case completed by - L

 Pasition;:

 Nama: ’ ‘Position: ' " Date:

Autharlsation to share

Authoriser to select and delata one enlire biue hox, as applicable, then complete remaining pink fields.

10 0f 17

This informaton is exempl frem daclosure under the Freedom of Infarmistion Act 20050 and may be subject o exempton under
other UK infurmation fegistation Refer disclosurs requests to GCHO on (1242 201491 130355, emanl infalegid gohy gsi gav.ut
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Authoriser's commants

Signature of
authorising officer
{copy & paste jpg of

signature info box)

Name: ‘Position:’ " Date;.
11 of 17
L1 exedrpt from meciosure under the Freeanm of Informahinn Act 2000 and y be subeet to exempltion under

Gmy tonsslatan R

ater digllagure reguents
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5. Continued Retention

<<Month yyyy>>

Justification to retaln — submission to Reaview Panel

If. in the Endorser's view, continued refention cannof be justified, make a brief note to this effact in the ‘Intelfigence case’ box and

proceed o the 'Finaf disposal of dataset’ section below.

Intsliigence case to justify GCHQ's contlaued ratention and use of this data . .

Inteligarica case Somplated by 1

| postion: | oae

Endorsedby

* Narrig: Position: | - Date:

Authorisation ta retain

Authariser (o select and delete one enfire blue box, as applicabte, then complete remaining pink fields, Copy & paste v inta

appropriate box.

12 of 17

This information s exemipt from daclosure under the Freedom of Infermaltion Agt 2039 andg may be subiect 1o exemplion under
other UK infermation legisiation Refer disclosure requests to GCHQ on 01242 221491 x30208, email infoleg Bachs gs gov uk
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Atithoriser's r.‘.omr_he'nt's.'-f'_-_".--_'.-_. e

Signature of authorising officer,
on behalf of the
Retention Review Panel

{copy & paste jpg of

signature into box)

Name; : '_-ﬁf:-_éi_t_l.dn:’ - .Date:

13 of 17

Tresedernaton o eserapt from disoissdre under the Freedom of Information Act 2000 and may 66 subect to exemption under
wrher LV mfermaton legslatan Refer disslosore requests o GOHY an 01242 221401 « 36255 email nlsfegqddgohg g8 gov uk
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6. Template for subsequent Continued Retention requests

For each subsequent retention request, copy everything between the blue lines and paste it above (after the

previous “Back to top™ link), leaving these blank templates for future use...

Justification to retain — suhmission to <<Month YYyy>> Review Panel

i, in the view of the Data Sponsor, continued refention cannof be justified. make a brief note lo this effect in the ‘Intelfigence case’

box and proceed fo the 'Final disposal of dataset’ section befow.

Intetligence case to Justify GCHQ's continued possession of this data™

‘intelligance case complotedby

Name:. | postion: | Dater

| Pasitio 1 Date:

Authorisation to retain

Authoriser o select and delete one antire biue box, as applicable. then complete remaining pink fields. Copy & paste v into

appropriate box.

14 of 17

Thiz informatien is exemtit fram disclosure under the Freedom of informabion Act 2000 and miay be subject fo exemiphon under
other Ut nformation leqistatton Refer disclosure requests to GCHO on 01242 221481 237308 email infuleg Biacba gsi gov uk
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: :.'1 .12 months after EC(;LIISItIOI"I.
{4 e at the next but one meetmg of the BPD Retentron Rev:ew P' el

months tlme, fnr the fOIIDng reasonS‘ : o

Authoriser's comments.

Signature of authorising officer,

on behalf of the

Retention Review Panel

{copy & paste jpg of

signature into box}
15 of 17
Tris infonmatan i2 exempt from diseiosure under the Freedom of Infermation Act 2007 and may be subiect to evemption under
rer UK informaton fedislatisn. Refer discigsure requests 1o GUHQ on 01242 201401 30288, emaid infolegd arhyg asi gov uk
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- Name:~

7. Final disposal of dataset

To be completed by the Endorser when GCHQ  finally relinguishes interest in this datasel.

Complete one of these tablas, as applicable:

o }f GCHQ‘s acqulsition of thls ¢ ataset was authorised hy g rgl ag@ng tgag hut data was :
: R ._ L . Data or NiA
never ln fact rer:e ed. date on _ hich apprt.wal m acquire explred or was terminatsad )
As Endorser, 1 canﬂrm that GCHQ no
' 'cepy & paste .jpg of :_
srgnature inite box)
Date or NfA
If this dataset has been explotted far mteillgenne pu posas but lts retentmn by GCHQ can nn
: : Date or N/A
onger he just:f‘e date on whlch authorisation to refain axpir o was terminated

16 of 17

This nformaticn 1 exemedt frem disciosure under the Freedom of Informaton Ant 2000 and may be subsct io esemplisn under
ather UK mfomation leaislaton Refer disclosure requests by GOHO on 01342 721491 2306005 email infoleg |
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As Endarser. | confirm that all copies ofi
this personal data have been deieted

and any ramovabla madia proper[y

_ disposed of_'_
(copy & paste jpg of
'_ slgnatum .‘nto box}
© " Naine: " “Position: . Date:’
17 of 17

Trow nfoirmaton s exempt from declosure under the Freedom of Information Act 2600 and miay Le stbiert to exemptian under
other Uk intermation tegistaton. Refer disclosure requests 1o GOHO an 01242 321491 30208 emanl ifoeqinioohy gaigay uk
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