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Briefing - UK-US Intelligence Sharing Arrangements

Urgent transparency is needed regarding the UK's intelligence sharing arrangements with the
United States, which allows UK and US agencies to share, by default, any raw intelligence and
methods and techniques related to the acquisition of such intelligence. In a recent YouGov
poll, three quarters of Britons said that they want the UK Government to tell the public what
safeguards govern these arrangements. Privacy International urges the Government to improve
public understanding about the scope of intelligence sharing with the US and the safeguards
and oversight currently in place.

JULY 2017
Background

While the 2015 National Security Strategy and Strategic Defence and Security Review has
referenced an “intelligence sharing partnership” with the US, details about the scope of these
arrangements as well as the relevant safeguards and oversight mechanisms are currently not
publicly available.

The original UK-US Communication Intelligence Agreement ("UKUSA Agreement”) - drafted
shortly after World War Il - allows UK and US agencies to share, by default, any raw
intelligence and methods and techniques related to the acquisition of such intelligence.’ A
1955 revision of the UKUSA Agreement is the most recent version of the agreement to have
been made public. Both communications methods as well as the nature of signals intelligence
have changed dramatically since 1955.

Over the last few years, information about the nature and scope of the surveillance conducted
pursuant to the Five Eyes alliance has been disclosed to the public. The media has revealed,
for example, that the NSA, together with GCHQ, acquired the contact lists and address books
from hundreds of millions of personal email and instant-messaging accounts as well as
webcam images from video chats of millions of Yahoo users." It has further revealed that the
two agencies have cooperated to tap and extract data from the private fibre optic cables
respectively connecting Yahoo and Google data centres, located around the world."

The media has disclosed that, in addition to joint surveillance operations, the UK and US also
grant each other broad access to the signals intelligence they each gather. For instance, it has
revealed that the NSA has access to data flowing through undersea cables that land in the UK
and intercepted by GCHQ and that GCHQ has access to a database containing the content
and metadata of hundreds of millions of text messages collected by the NSA." It has further
revealed that the UK and US (as well as a number of other countries) each have access to a
network of servers storing information acquired under various programs operated by their
respective intelligence agencies.”

More recently, it has been reported that the current intelligence sharing arrangements
between the UK and the US also allow US intelligence agencies to collect intelligence and

Pl is a registered charity in England and Wales No 1147471



operate from within the UK, including in support of special operations involving lethal force.”
It is still not publicly known whether the acquisition of intelligence by US agencies operating
within the UK on military bases is subject to UK law governing intelligence gathering.

Investigatory Powers Tribunal Proceedings

In light of some of these disclosures, Privacy International (together with nine other human
rights and civil liberties NGOs) brought a challenge to the legality of UK-US intelligence
sharing before the Investigatory Powers Tribunal (IPT) in 2013. During the proceedings, the
Government alluded to secret internal guidance governing intelligence sharing, but has
consistently refused to make them publicly accessible or subject to parliamentary scrutiny.

The Government presented this secret guidance to the IPT in a closed hearing, following
which it disclosed a “note” containing no heading and just a few paragraphs of text, which
appear to summarise some of the arrangements. It remains unclear, however, whether the
note is an actual policy, part of a policy, a summary of a policy, or a summary of submissions
made by the Government in the closed hearing. It is also unclear whether the note sets out an
approach that the Government considers binding or is simply a description of desirable
practices. Finally, itis unclear who drafted or adopted the note (and under what legal
authority) or who has the power to amend it. The date on which the arrangements came into
force is unknown. It is equally unknown if the arrangements have ever been altered or
amended.

The note also only governs UK “receipt” of intelligence gathered by the US, but not when and
how the UK shares information in the opposite direction. The note’s use of the word “receipt”
leaves unclear whether it also covers joint operations or UK direct access to US raw
intelligence, as opposed to a more formal handover of information from the US to the UK.

The Investigatory Powers Act

When the Investigatory Powers Bill was announced, the Home Secretary said that it was about
“strengthening the safeguards, and establishing a world-leading oversight regime,” but the
Act fails to provide any details about safeguards or oversight regarding intelligence sharing.

In a YouGov poll carried out by Privacy International, 78% of British people say they do not
trust the US President Donald Trump to only use surveillance powers for legitimate reasons.
There is widespread concern that Trump will also use his powers for personal gain. Three
quarters of Britons want the UK Government to tell the public what safeguards exist to stop
Trump from misusing their data.

Recommendations
e Make public full details regarding the scope of these arrangements - including the text
of the current version of the UKUSA Agreement - as well as the relevant safeguards and

oversight mechanisms.

e Make public subsequent revisions to the UKUSA Agreement as well as other instruments
constituting agreements to exchange intelligence between the UK and the US.
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e Initiate a full public inquiry into the UK's intelligence sharing arrangements with the US,
which should examine the sufficiency of existing safeguards and oversight and whether
UK-provided intelligence has played a role in US actions implicating human rights, such
as US special operations and targeted killings.

e Amend the Investigatory Powers Act to place safeguards and oversight related to
intelligence sharing into primary legislation.

e Make public information about whether the acquisition of intelligence by US bases in
the UK is subject to UK or US law governing intelligence gathering.

For more information contact Edin Omanovic at edin@privacyinternational.org or +44(0)
20 3422 4321.

Privacy International is committed to fighting for the right to privacy across the world. Founded in
1990, Privacy International was the first organisation to campaign at an international level on
privacy issues. We advocate for strong national, regional, and international laws that protect
privacy; conduct research to catalyse policy change; and raise awareness about technologies and
laws that place privacy at risk to ensure that the public is informed and engaged.
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