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Introduction

State surveillance has historically played a central and well-documented role in
Central Asia. The region is characterised by authoritarian systems of governance
wherein entrenched power elites exercise dominance over political and economic
affairs. As technological means of conducting surveillance advance, Central Asian
states are engaging in the wide-scale surveillance of the telecommunications, internet
activity, and electronic devices of the civilian population in order to consolidate
political control, silence dissent, and undermine the enjoyment of individuals’ human
rights.

While regimes in the region recognise the role that modern information
communication technologies and telecommunications networks can play in
economic development, they also perceive the threat to centralised state power
that modern telecommunications and access to platforms and high-speed networks
represent. For human rights activists, political movements, minority groups, labour
representatives, and others, these technologies enhance their ability to organise,
and to build knowledge, capacity, and support. Communications technologies have
transformed the production, dissemination and acquisition of news, data, analysis,
and opinion, and have emboldened democratic accountability and democratisation.
As a consequence, efforts to improve telecommunications infrastructure and attract
foreign investment in Central Asia have been accompanied by the expansion of state
censorship and electronic surveillance.

The electronic surveillance capabilities of various Central Asian regimes have

been provided by a range of commercial actors, including manufacturers of
telecommunications equipment, communications service providers (CSPs), and
surveillance companies that directly market and sell products and services to the
region’s law enforcement and intelligence agencies. These products and services
facilitate a legal and technological architecture based on a Russian model known

as the System of Operative Investigative Measures (known by the Russian acronym
SORM), which enables state authorities in Central Asia to directly access commercial
telecommunications networks and to obtain individuals’ data.

Further, some countries are equipped with sophisticated surveillance capabilities
that allow the monitoring of communications on a mass scale. These surveillance
capabilities are centralised and accessed by security agencies in monitoring centres,
located across the region, allowing agents to intercept, decode, and analyse the
private communications of thousands of people simultaneously. While monitoring
centres are used across the world for law enforcement and intelligence gathering
purposes, in the absence of a strong legislative framework and a rigorous oversight
regime, they can facilitate sweeping violations of human rights.

This report identifies some of the local and multinational companies involved in the
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provision, brokerage and maintenance of monitoring centres in the region, and the
technical and legal infrastructure that enables their use. It also includes testimonies
from activists and journalists who have been subjects of state surveillance. The five
republics that constitute the Central Asian region (Kazakhstan, Kyrgyzstan, Tajikistan,
Turkmenistan, Uzbekistan) provide a unique backdrop to the examination of the
surveillance technology industry: the region contains some of the most authoritarian
systems of governance in the world with repressive state authorities increasingly
seeking to clamp down on internet and telecommunications freedoms, and despite
massive human rights issues within all of the countries, there are currently few trade
restrictions stopping companies from empowering these state authorities with
surveillance technology.

It is important to establish that this report focuses on domestic electronic surveillance
for ostensibly law enforcement or national security purposes, and not on foreign or
military intelligence collection.

The purpose of this report is to foster an effective policy and legislative response to
the developing global surveillance industry by highlighting specific types of actors
and technologies. Case studies are provided summarizing some of the ways in which
surveillance affects people in the region and how it undermines human rights, but
the report is not a comprehensive review of the surveillance capabilities or legislative
framework in the region. Rather, this report aims to advance understanding of how
the surveillance technology industry and other actors operate and how they are
facilitating electronic surveillance by authoritarian States in a manner that puts at

risk the enjoyment of human rights. An appropriate response is multilayered: a list of
recommendations is presented for commercial actors involved in facilitating electronic
surveillance, and for policy makers working across different governmental and
multilateral levels.

State surveillance can only legitimately be exercised where the means and ends of
surveillance are prescribed by law. Surveillance must only be conducted within a
robust legislative framework that stipulates an appropriate system of safeguards and
oversight, and in keeping with international human rights law, particularly the principles
of necessity and proportionality.

The Snowden leaks and subsequent calls for reforms within the Five Eyes countries
have revealed the extent to which unrestrained technological capabilities can
overwhelm weak legislative constraints and oversight mechanisms, even in countries
with established regulatory systems of checks and balances. In authoritarian and
repressive systems of governance, the potential for such surveillance capabilities to be
used for political control and abuses of human rights is clear.
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The arbitrary surveillance of electronic communications and the monitoring of online
activity not only undermines the enjoyment of human rights, but also threatens to
undermine progress by reinforcing established power structures, and depriving actors
for change of essential tools for communication and organisation. |t compromises the
fundamental human right to privacy and other rights which depend upon it, including
the rights to freedom of expression and assembly, and puts the security of users at
risk, potentially making them vulnerable to arbitrary detention, torture, and killings.
Perversely, therefore, while new communications channels have the potential to
accelerate societal, economic, and political change in regions like Central Asia, they
may also facilitate increased opportunities for intrusive surveillance that undermines
the benefits gained.
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Executive Summary

Testimonials taken by Privacy International attest to the use by
Central Asian governments of electronic surveillance technologies
to spy on activists and journalists, domestically and abroad, in
order to clamp down on dissent and to reenforce their political
control.

Two multinational technology companies, Verint Israel and

NICE Systems, have been supplying monitoring centres to both
Kazakhstan's KNB and Uzbekistan's SNB, two security agencies
widely implicated in human rights abuses. The monitoring centres
allow them direct, unchecked access to the telephone calls and
internet activity of the civilian population on a mass, indiscriminate
scale.

Verint attempted to facilitate Uzbek authorities’ interception of
encrypted SSL traffic using fake certificates, based on technology
provided by US-based company Netronome. If this had been
successful, it would have allowed authorities unprecedented access
to private communications.

Germany-based companies Trovicor and Utimaco, and a number
of Russian companies, have also marketed monitoring centres to
governments in the region.

Kazakhstan has distributed monitoring nodes known as Punkt
Upravilenias which facilitate access to networks via the SORM
interception regime. The installation of these nodes was tendered
to local companies but was likely supplied by foreign surveillance
companies.
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Numerous surveillance techniques can be employed by PUs, and
have been marketed and supplied to Kazakhstan by Russian and
US-based companies.

Documents show how various local companies acting as re-sellers
and distributors for manufacturers abroad compete as prime
bidders in tenders for surveillance projects.

Foreign and domestic communications service providers have
provided Central Asian governments with direct access to their
networks in return for permission to operate.

Large telecommunications equipment manufacturers, on whose
hardware the networks are based, have adapted their technology in
order to facilitate government access to communications.

As first identified by Toronto-based Citizen Lab, invasive software
used to hijack devices, manufactured by ltaly-based company
Hacking Team and UK/Germany-based company Gamma, appear to
be in use in Uzbekistan and Turkmenistan respectively.
International institutions and individual states with interests in
Central Asia have been actively encouraging increased surveillance
and censorship capabilities in the region.

The legal framework governing electronic surveillance in Central
Asia is inadequate to ensure compliance with international human
rights standards.
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Recommendations

To companies selling electronic surveillance equipment to government agencies
for the purpose of law enforcement or intelligence gathering; communications
service providers; and telecommunications equipment manufacturers:

— Do not export a product if the beneficial end-user cannot be clearly identified
or if they have a documented record of human rights abuse that is likely to be
enabled by the product.

— Do not export a product if there is no clear legal framework or oversight
mechanism governing its use within the country of destination.

— Stipulate clear end-use assurances in contractual agreements with customers
encompassing strong human rights safeguards and protecting against
their arbitrary and unlawful use. Carry out a periodic review and refuse to
carry out maintenance, training, or updates if the end-use does not conform to
these contractual obligations.

— Develop internal policies relating to re-sellers and distributors, and include
provisions in contractual agreements ensuring their adherance to export
control regulations and to the developer’s own human rights provisions.

— Original Equipment Manufacturers (OEMSs) should ensure that the company
incorporating their equipment adheres to export control regulations and to the
OEM'’s own human rights provisions.

— Carry out due-diligence and Know Your Customer checks on any potential
beneficial end-users.

— Commit to and publish strong Corporate Social Responsibility committments
conforming to the ‘Respect’ principle of the United Nations’ Guiding Principles
on Business and Human Rights.

— Initiate an annual review of adherence to Corporate Social Responsibility
committments and international human rights standards and publish
outcomes. Included within this must be strong transparency measures
containing, to the greatest extent possible, a list of all end-users.
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To communications service providers and telecommunications equipment
manufacturers:

Exhaust all available national and international legal avenues to challenge
government policies and practices which undermine international human rights
law.

Do not sell products or services to a market in which the human rights record
of the government, and a lack of meaningful oversight over electronic
surveillance activities, means that products and services will be used to
further undermine international human rights standards.

Refuse to comply with any government requests for access to networks and to
subscribers’ data which conflict with international human rights law.

Do not allow or facilitate security agencies’ access to networks if the relevant
legal and regulatory framework does not provide for meaningful oversight of
security agencies’ activities.

Develop a policy on the minimum legal framework, regulatory and
technological safeguards, and standards of oversight that must be

evident in an end-user destination before the CSP or telecommunciations
equipment manufacturer would agree to provide network services or
infrastructure. Examples of possible requirements may include stipulation that
agencies provide copies of warrants prior to any interception and information
about actual intercepts conducted, or that CSPs retain the ability to challenge
the interception activities of authorities where there is an unsubstantiated
cause, and retain powers to notify subscribers of activities taking place.

Publish policies in relation to these issues and report on how networks
and subscribers’ data are accessed by authorities, and what form of oversight
exists.

Take action through industry initiatives to collectively put pressure on
governments to improve technological and legal safeguards in Lawful
Interception and other electronic surveillance practices.
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To multilateral institutions, foreign governments, and export control authorities:

Do not approve the export of listed surveillance technologies where

there is a risk they will be used for internal repression or to otherwise
undermine human rights, or if there is no clear legal framework governing the
use of the item.

Ensure initiatives to develop telecommunications infrastructure in Central Asia
carry strong prerequisites for reform of legal frameworks and oversight
mechanisms pertaining to electronic surveillance, and respect for international
human rights standards.

Call upon states to respect international human rights standards when
authorising exports of electronic surveillance technology.

Commit to and implement agreements on export control measures related to
electronic surveillance technologies. While some measures have already

been taken at the Wassenaar Arrangement (WA), this does not mean that
national governments and regional institutions such as the EU should not
pursue their own solutions. Any effective agreement must also include non-WA
participating states China and Israel.

Identify products that can be subjected to export licensing without harming
security research or otherwise impact negatively on the development of the
ICT sector. A solution could include not just the addition of a product on a
national or multilateral export control regime control list, but also end-use and
end-user stipulations.

Ensure strong human rights criteria are included in export control provisions
that are specific to surveillance technologies. Human rights criteria

should take into account the state’s legal framework, oversight mechanisms,
and respect for international human rights standards, and the end-user’s
record regarding the use of electronic surveillance.

Given the amount of training, maintenance, and software updates needed for
surveillance technologies to work, subject transfers of technology and
technical assistance to licensing restrictions.

Work within export control regimes, and with multilateral institutions, and other
states to identify and mitigate challenges to applying and enforcing export
control regulations on surveillance technologies, particularly regarding
brokering, re-export, incorporation, and diversion challenges.
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Human Rights & the Political Situation in Central Asia

The countries that make up the Central Asian region (Kazakhstan, Kyrgyzstan,
Tajikistan, Turkmenistan, Uzbekistan) share some common characteristics, but
are largely ethnically, historically, socially, economically, and politically distinct.
While this report focuses on the region as a whole, it is important to be mindful of
these differences, and to note that each state’s adherence to international human
rights standards is disparate. While there are serious human rights concerns in

all five states, this report focuses on Kazakhstan and Uzbekistan, as it is in these
two countries that the use of communications technology, and corresponding
proliferation of electronic surveillance, are most widespread.

Since their independence from the Soviet Union in 1991, democratisation has proved
a slow process in the Central Asian republics. Political systems have remained
steadfastly authoritarian and dictatorial. Nursultan Nazarbayev has been President of
Kazakhstan since 1991, while Askar Akayev held the post of President of Kyrgyzstan
from 1991 until the Tulip Revolution in 2005, since which time Kyrgyzstan has faced
political and ethnic turmoil. Emomalii Rahmon has been in effective power in Tajikistan
since 1994, and President Gurbanguly Berdymukhamedov won the most recent
election in Turkmenistan in 2012 with a 97 per cent share of the vote without any
meaningful opposition.t Islam Karimov has held the post of President of Uzbekistan
since its independence in 1991. The Organisation for Security and Cooperation

in Europe (OSCE), which monitors elections and of which all five republics are
members, has found severe democratic deficiencies in all of the most recent
presidential elections in each country.?

Kazakhstan

Human Rights Watch, in its 2014 World Report, noted that “Kazakhstan’s poor human
rights record continued to deteriorate in 2013,”3 citing as a cause overly broad laws
that allow for the suppression of free speech, dissent, and freedom of assembly and
religion. Torture remains commonplace.*

1 “Turkmenistan’s President Re-elected With 97% of Vote”, New York Times, 13 February 2012,
available at http://www.nytimes.com/2012/02/14/world/asia/berdymukhammedov-re-elected-

president-of-turkmenistan.html

2 For final reports, see http://www.osce.org/odihr/elections

3 “Human Rights Watch World Report 2014”, Human Rights Watch, 2014, available at
http://www.hrw.org/sites/default/files/wr2014_web_0.pdf

4 “Human Rights Watch World Report 2014”, Human Rights Watch, 2014, available at

http://www.hrw.org/sites/default/files/wr2014_web_0.pdf
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During unrest in 2011, security forces used excessive force; they fired on crowds,
resulting in some 15 people dying and over 100 more being injured. In the aftermath
of the violence, many report being stripped naked and beaten for several hours in
order to extract confessions.® Civil society activists and prominent members of the
political opposition were imprisoned. Opposition groups and independent media
outlets and journalists were harassed, and often forced to close.

Kyrgyzstan

Torture and ill-treatment, according to the UN Special Rapporteur on torture and
other cruel, inhuman or degrading treatment or punishment, remains “widespread”
in Kyrgyzstan.® Human rights defender Azimjon Askarov, whose trial was ‘“marred by
serious violations of fair trial standards,” is serving a life sentence, while authorities
refuse to investigate his credible claims of torture.” Ethnic violence that erupted in
2010 has led to the disproportionate targeting of ethnic minorities, while, according
to Amnesty International, authorities have failed “to impartially and effectively
investigate the June 2010 violence and its aftermath and provide justice for the
thousands of victims of serious crimes and human rights violations, including crimes
against humanity.”” Further, gender-based violence remains a ‘long-standing’
problem, and LGBT groups face police extortion, beating, and sexual violence.®

In 2007 journalist Alisher Saipov was murdered by as yet unidentified killers;
independent online news agencies have been subject to censorship.12

Tajikistan

In Tajikistan torture and ill-treatment of detainees in order to obtain confessions is
widespread. Amnesty International reports that state authorities use “‘electric shocks,
boiling water, suffocation, beatings, and burning with cigarettes...rape and threats of
rape in relation to female and male detainees, as well as psychological torture.”1t

5 “Amnesty International Report 2013: The state of the world’s human rights”, Amnesty
International, 2013, available at
http://files.amnesty.org/airl3/AmnestyInternational_AnnualReport2013_complete_en.pdf

6 Report of the Special Rapporteur on torture and other cruel, inhuman or degrading treatment
or punishment - Mission to Kyrgyzstan, Juan E. Méndez, UN Human Rights Council, 2012,
available at http://daccess-dds-ny.un.org/doc/UNDOC/GEN/G12/106/04/PDF/G1210604.pdf?0penElement

7 “Human Rights Watch World Report 2014”, Human Rights Watch, 2014, available at
http://www.hrw.org/sites/default/files/wr2014_web_0.pdf
8 “Amnesty International Report 2013: The state of the world’s human rights”, Amnesty

International, 2013, available at http://files.amnesty.org/airl3/AmnestyInternational

AnnualReport2013_complete_en.pdf

9 “Human Rights Watch World Report 2014”, Human Rights Watch, 2014, available at
http://www.hrw.org/sites/default/files/wr2014_web_0.pdf

10 “Human Rights Watch World Report 2014”, Human Rights Watch, 2014, available at
http://www.hrw.org/sites/default/files/wr2014_web_0.pdf

11 “Amnesty International Report 2013: The state of the world’s human rights”, Amnesty

International, 2013, available at

http://files.amnesty.org/airl3/AmnestyInternational_AnnualReport2013_complete_en.pdf
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A human rights monitoring organisation was recently forced to close, and it remains
a criminal offence to criticize the President or government representatives 12 Popular
websites, including social media, are subject to periodic censorship, while the LGBT
community are subject to discrimination and beatings by police.?3

Turkmenistan

Turkmenistan is one of the most repressive countries in the world. There are reports
of torture and ill-treatment of alleged criminals by security forces, which treatment
includes “electric shocks, asphyxiation, rape, forcibly administering psychotropic
drugs, deprivation of food and drink and exposure to extreme cold.”4 Human rights
defenders in-country and abroad, and their families, are subject to harassment and
threats.15 Male homosexuality is punishable by up to 20 years in prison.16 There

is no credible political opposition and power is concentrated in the presidential
administration. Independent media is non-existent, and those media outlets that do
exist are used as vehicles for state propaganda. Freedom House ranks Turkmenistan
196 out of 197 countries for freedom of the media,” with North Korea placing last.
Turkmenistan is currently listed as a ‘Country of Human Rights Concern’ by the UK
Government.18

12 “Human Rights Watch World Report 2014”, Human Rights Watch, 2014, available at
http://www.hrw.org/sites/default/files/wr2014_web_0.pdf

13 “Human Rights Watch World Report 2014”, Human Rights Watch, 2014, available at
http://www.hrw.org/sites/default/files/wr2014_web_0.pdf

14 “Amnesty International Report 2013: The state of the world’s human rights”, Amnesty

International, 2013, available at
http://files.amnesty.org/airl3/AmnestyInternational AnnualReport2013_complete_en.pdf

15 “Turkmenistan (2010-2011) Situation of Human Rights Defenders, International Federation for
Human Rights, updated as of May 2011, available at
http://www.fidh.org/en/eastern-europe-central-asia/Turkmenistan,766/TURKMENISTAN-2010-2011

16 “Corporate report Turkmenistan - Country of Concern”, Foreign & Commonwealth Office, updated

16 October 2014, available at https://www.gov.uk/government/publications/turkmenistan-country-

of-concern/turkmenistan-country-of-concern

17 “Press Freedom Rankings”, Freedom House, 2014, available at
https://freedomhouse.org/report/freedom-press-2014/press-freedom-rankings#.VGEUTHnMBsB

18 “Human Rights and Democracy 2013-2014”, Foreign & Commonwealth Office, 2014, available at
http://www.hrdreport.fco.gov.uk
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Uzbekistan

In Uzbekistan, torture and ill-treatment of detainees is regarded by the International
Committee of the Red Cross (ICRC) as ‘systematic’. This led to the ICRC deciding
to cease prison visits in 2013 for lack of cooperation.1® Methods of torture include
“beating with batons and plastic bottles, hanging by the wrists and ankles, rape, and
sexual humiliation.” 2@ |t is estimated that possibly thousands of prisoners are being
held in Uzbekistan on political grounds.2? Human rights activists, civil society, and
journalists face excessive harassment, including questioning, beatings, and house
arrest.?2 Amnesty International reported in 2013 that journalists and human rights
defenders are subject to routine monitoring by uniformed and plain-clothes security
officers, questioning, house arrest, and beatings by law enforcement officers or
people suspected of working for the security services.23 Freedom of association,
assembly, and the work of civil society is extremely restricted.?4 Independent

and foreign-owned media is subject to severe restriction, and publicly insulting

the President is punishable by up to five years in prison.2®> Freedom House ranks
Uzbekistan ahead of Turkmenistan and North Korea for press freedom.26 Adults and
children are forced en-masse into labour to pick cotton during the harvest. Indeed
in 2009 all of the Central Asian republics were listed by the US Department of Labor
as using child labour. Uzbekistan is currently listed as a ‘Country of Human Rights
Concern’ by the UK Government.2?

19 “Human Rights Watch World Report 2014”, Human Rights Watch, 2014, available at
http://www.hrw.org/sites/default/files/wr2014_web_0.pdf

20 “Human Rights Watch World Report 2014”, Human Rights Watch, 2014, available at
http://www.hrw.org/sites/default/files/wr2014_web_0.pdf

21 “Uzbekistan 2013 Human Rights Report”, US State Department, 2013, available at

http://www.state.gov/documents/organization/220622.pdf

22 “Amnesty International Report 2013: The state of the world’s human rights”, Amnesty
International, 2013, available at
http://files.amnesty.org/airl3/AmnestylInternational_AnnualReport2013_complete_en.pdf

23 “Amnesty International Report 2013: The state of the world’s human rights”, Amnesty
International, 2013, available at
http://files.amnesty.org/airl3/AmnestyInternational_AnnualReport2013_complete_en.pdf

24 “Uzbekistan 2013 Human Rights Report”, US State Department, 2013, available at
http://www.state.gov/documents/organization/220622.pdf
25 “Uzbekistan 2013 Human Rights Report”, US State Department, 2013, available at

http://www.state.gov/documents/organization/220622.pdf

26 “Press Freedom Rankings”, Freedom House, 2014, available at
https://freedomhouse.org/report/freedom-press-2014/press-freedom-rankings#.VGEUTHNMBsB
27 “Human Rights and Democracy 2013-2014”, Foreign & Commonwealth Office, 2014, available at

http://www.hrdreport.fco.gov.uk
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International Context

There are significant foreign interests in Central Asia. Foreign interests are driven
by securing access to the republics’ commodities, capitalising on their high
geographically strategic value, and minimizing threats from foreign states and
non-state actors. A number of Central Asian countries are large exporters of natural
resources, particularly crude oil and natural gases from the Caspian Sea Basin,

as well as precious metals and other commodities such as cotton. The region is

of renowned geo-strategic value and was the scene of the ‘Great Game’ between
imperialist Russian and British forces during the 19th century. The close proximity of
Iran, Afghanistan, China, Russia, and the Middle East, as well as perceived and real
issues of domestic terrorism and other non-state threats, such as drug trafficking, all
combine to mean that the region is of significant strategic interest to foreign actors.
As foreign governments seek to develop their trade and security links, they invest

in critical infrastrastructure, encourage security cooperation and provide political
support to Central Asian regimes. In doing so they often overlook significant human
rights abuses in the countries.

Securing access to the region’s commodity exports is a key driver of foreign policy
positions with respect to the Central Asian countries: Kazakhstan, Turkmenistan and
Uzbekistan hold an estimated 700 trillion cubic feet of proven natural gas reserves,
which is among the largest reserves in the world. At over 30 billion barrels, the
proven oil reserves in the region are estimated to be only slightly below those of
the US.28 Uzbekistan's economy is largely based on commodities: in 2012 it was the
world’s 14th largest producer of natural gas;2° ninth largest producer of gold;3¢ and
a significant manufacturer of cotton. Turkmenistan holds the world’s fourth-largest
reserve of natural gas.3! Kazakhstan is a significant producer of crude oil. In 2013, it
was thought to be the 18th largest producer in the world,32 while Kyrgyzstan relies
mostly on agriculture and precious metals, and Tajikistan on cotton and aluminium.33

28 “BP Statistical Review of World Energy”, British Petroleum, June 2013 cited in “Central
Asia: Regional Developments and Implications for U.S. Interests”, Jim Nichol, Congressional
Research Service, March 21 2014, pp. 48, available at http://fas.org/sgp/crs/row/RL33458.pdf

29 “The World Factbook”, Central Intelligence Agency, available at
https://www.cia.gov/library/publications/the-world-factbook/rankorder/2249rank.html
30 “Gold”, Micheal W. George, U.S. Geological Survey, February 2014, available at

http://minerals.usgs.gov/minerals/pubs/commodity/gold/mcs-2014-gold.pdf

31 “Turkmenistan, gas and stability: Elsewhere in Turkestan”, The Economist, 9 July 2009,

available at http://www.economist.com/world/asia/displaystory.cfm?story_id=14009121

32 “Kazakhstan”, U.S. Energy Information Administration, October 28 2013, available at
http://www.eia.gov/countries/country-data.cfm?fips=kz

33 “U.S. Relations With Tajikistan”, U.S. Department of State, 10 February 2014, available at
http://www.state.gov/r/pa/ei/bgn/5775.htm
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Regional Support for Surveillance

Internal security and political stability continue to be cited by governments in Central
Asia as factors justifying expansion of surveillance and censorship practices. These
claims echo those made by the two biggest economic actors and political powers in
the region, China and Russia.

China’s role in the region is linked to economic and security interests, and has been
increasing. China it is now the biggest trading partner of all the Central Asian states,
excluding Uzbekistan.34 China’s security priorities in the region involve curtailing
extremist elements and the threat of Uighur separatist groups, countering any threats
caused by the withdrawal of ISAF troops from Afghanistan, and minimizing political
instability within the region.3® Border security and transnational crime are also

issues for Beijing, with Xinjiang province sharing a 2,760km border with Kazakhstan,
Kyrgyzstan, and Tajikistan.

China was a founding member of the Shanghai Cooperation Organisation (SCO)

in 2001, together with Russia, Kazakhstan, Kyrgyzstan, Tajikistan, and Uzbekistan,
allowing it to exercise its security interests in the region with Russian acquiesce.

The SCO was initially used by China to resolve its lingering border disputes in the
region, but today the SCO facilitates the development of regional military, security
and economic cooperation, including joint military exercises, programmes for tackling
non-state threats such as terrorism, drug trafficking and separatism, and energy
cooperation initiatives. Its explicit aims are to focus on countering the ‘three evils’ of
extremism, separatism, and terrorism in the region.3¢

34 “Rising China, sinking Russia”, The Economist, September 14 2013, available at http://www.
economist.com/news/asia/21586304-vast-region-chinas-economic-clout-more-match-russias-rising-
35 “China’s Central Asia Problem”, International Crisis Group, 27 February 2013, available at

http://www.crisisgroup.org/en/regions/asia/central-asia/244-chinas-central-asia-problem.aspx

36 The Executive Committee of the Regional Counter-Terrorism Structure, Shanghai Cooperation

Council, available at http://www.sectsco.org/EN123/AntiTerrorism.asp
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The SCO has made efforts to encourage members to counter perceived threats
from ICTs and to coordinate responses. In 2011, it adopted Rules of Conduct in

the Field of Safeguarding International Information Security, seeking to enhance
cooperation among states in addressing “the common threats and challenges in the
information space” by “curbing the dissemination of information that incites terrorism,
secessionism or extremism or that undermines other countries’ political, economic
and social stability, as well as their spiritual and cultural environment.”37 In turn, the
permanent representatives to the UN of China, Russia, Tajikistan and Uzbekistan
proposed that the same rules be endorsed by the UN General Assembly in the form
of a resolution. In addition to recognising the need to counter the ‘three evils’, it also
stipulates that it is a state’s right and responsibility to control and monitor internet
technologies on their territories, and that cooperation between state and private
companies is essential to combat cyber threats.38

An analysis by the Human Rights Initiative of China reports how the SCO also acts
as a platform for intelligence-sharing between members, including through the use
of shared databases, and lists of individuals and supporters deemed relevant to

the goal of countering terrorism, separatism, and extremism. Both Kazakhstan and
Uzbekistan have stated in reports to the UN Security Council that they use SCO lists
for monitoring, denying entry to, and sharing intelligence on specific individuals.3°
SCO members contribute intelligence drawn from various sources, including internet
and telecommunications networks, to various Regional Anti-Terrorist Structure (RATS)
databases. At one point it was envisaged that the databases would be used to record
up-to-date locations of specific individuals and to identify individuals who possess
the ‘intent’ to engage in criminal activity.4? In September 2014, a meeting of the SCO
RATS Executive Committee in Uzbekistan agreed to create a group of experts “to
reveal and prevent use of internet for terrorism, separatism and extremism in 2015-
2016."41

37 “Central Asia: Censorship and Control of the Internet and Other New Medial”, Brigitte
Dufour and Farid Tuhbatullin, International Partnership for Human Rights, Turkmen Initiative
for Human Rights and Other Partner Organizations, FOCUS March 2012 Vol. 67, available at
http://www.hurights.or.jp/archives/focus/section2/2012/0@3/central-asia-censorship-and-control-

of-the-internet-and-other-new-medial.html#n5

38 “The Complexities of Central Asian Cyber Security”, Nuria Kutnaeva, Journal of European
Security and Defense Issues Vol. 5 Issue 2, 2014, p. 18, available at
http://www.academia.edu/7287652/Regional_Cyber_Security

39 “Counter-Terrorism and Human Rights: the Impact of the Shanghai Cooperation Organization”,
Human Rights in China, 2011, p. 88, available at
http://www.hrichina.org/sites/default/files/publication_pdfs/2011-hric-sco-whitepaper-full.pdf

40 “Counter-Terrorism and Human Rights: the Impact of the Shanghai Cooperation Organization”,
Human Rights in China, 2011, available at
http://www.hrichina.org/sites/default/files/publication_pdfs/2011-hric-sco-whitepaper-full.pdf

41 “SCO RATS Council holds session in Dushanbe”, UzDaily, 19 September 2014, available at
http://www.uzdaily.com/articles-id-29281.htm
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As former republics of the Soviet Union, Central Asian republics retain linguistic,
cultural, and political ties with modern Russia. Russia regards the region as within its
post-Cold War sphere of influence. In Central Asia, it seeks to limit and reverse the
eastward expansion of NATO, and consolidate its international political power through
gas and other energy exports, and political, security, and trade cooperation. Russia
regards regime stability as its highest security priority in the region; Uzbekistan and
Kazakhstan, the two largest military powers in the region, face various internal threats,
and Russia is the dominant provider of military and security assistance for these and
other Central Asian states.4? Uzbekistan, Tajikistan, Kazakhstan, and Kyrgyzstan are
members of the Commonwealth of Independent States (CIS), a regional cooperation
bloc established after the break-up of the Soviet Union, which includes Russia. Russia
is also seeking to develop the Eurasian Economic Community, a free trade area
including itself and the Central Asian republics, excluding Turkmenistan, which would
further trade and economic cooperation and reinforce its role in the region. Tajikistan,
Kazakhstan, and Kyrgyzstan meanwhile are also members of the Collective Security
Treaty Organisation (CSTO), a military alliance including Russia and several former
Soviet Republics (Uzbekistan withdrew in 2012).

Similar to the SCO, the CSTO is also seeking to develop regional cooperation

in the field of surveillance in order to counteract the perceived threat of political
instability posed by social media platforms and ICTs. The Moscow Times quoted a
source from within the CSTO claiming that “in the modern environment there is an
infrastructure that allows for creating destabilizing situations in any, even the most
trouble-free country...” and that “experts of the highest level” within the organisation
were already working on this.43 In his keynote speech to an informal CSTO summit in
2011, Kazakhstan’s President Nursultan Nazarbaev spoke of the need to develop an
“impregnable wall” to counter any threat posed to the region from the use of ICTs. 44

42 “External Support for Central Asian Military and Security Forces”, Dmitry Gorenburg, Stockolm
International Peace Research Institute and Open Society Foundations, January 2014, available
at http://www.sipri.org/research/security/afghanistan/central-asia-security/publications/
SIPRI-OSFnolWP.pdf

43 “CSTO wants to monitor the internet to prevent a repeat of Arab revolutions”, The Moscow
News, 13 September 2011, available at http://themoscownews.com/society/20110913/189040987.html
44 “CSTO Moves Into The Information Age”, Roger McDermott, Radio Free Europe Radio Liberty,

4 September 2011, available at

http://www.rferl.org/content/commentary_csto_moves_into_information_age/24317363.html
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According to an analysis*® in per Concordiam, a journal produced by the Marshall
Center, in 2010 the CSTO adopted regulations to develop cooperation in the field

of information security among members, with a particular focus on combatting
extremism and terrorism. Operations throughout 2009-2010 resulted in more than
2,000 websites being identified as containing material considered to incite ethnic

and religious hatred, following which some 600 sites were suspended.“6 In 2011, the
organisation adopted a secret document which recognised the role that social media
platforms played in the organisation of protests in Russia.4” Experts suggest that the
CSTO coordinates operations to close websites that are “working against the state,”
and that “the work on information counteraction is one of the priorities of the CSTO's
activity.” 48

45 “The Complexities of Central Asian Cyber Security”, Nuria Kutnaeva, Journal of European
Security and Defense Issues Vol. 5 Issue 2, 2014, pp. 18, available at
http://www.academia.edu/7287652/Regional_Cyber_Security

46 “The Complexities of Central Asian Cyber Security”, Nuria Kutnaeva, Journal of European
Security and Defense Issues Vol. 5 Issue 2, 2014, pp. 18, available at
http://www.academia.edu/7287652/Regional Cyber_Security

47 “Russia’s Surveillance State”, Andrei Soldatov and Irina Borogan, World Policy Journal
Vol. XXX N. 3 Fall 2013, available at
http://www.worldpolicy.org/journal/fall2013/Russia-surveillance

48 “CSTO Moves Into The Information Age”, Roger McDermott, Radio Free Europe Radio Liberty, 4
September 2011, available at
http://www.rferl.org/content/commentary_csto_moves_into_information_age/24317363.html
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Surveillance in Central Asia

As electronic surveillance practices evolved through the Cold War and alongside
the commercialisation of digital networks, Soviet and Russian domestic surveillance
laws and techniques developed separately from those in the US and in European
countries. In the US and Europe, legislation and protocols were established to
regulate government access to telecommunications networks in the form of Lawful
Interception. The 1994 Communications Assistance for Law Enforcement Act
(CALEA) established a regime within the US, while technical protocols were enacted
across Europe under the auspices of the European Telecommunications Standards
Institute (ETSI). Modern electronic surveillance techniques in the Central Asian
republics have been primarily influenced by those of Russia: as the various former
Soviet republics shared similar intelligence practices and structures, and relied on the
same telecommunications equipment and infrastructure, many, including the Central
Asian republics, adopted surveillance models and similar regimes to Russia’s System
of Operative Investigative Measures (SORM).4® SORM was put into practice across
Russia in the early 1990s and provides an architecture by which law enforcement
and intelligence agencies can obtain direct access to data on commercial networks.
SORM-1, put into place in the early 1990s, allows for access to telephone and
mobile networks. SORM-2, implemented in 1998, applies to IP traffic, and SORM-3
to interception of all communications media, providing quick access®? and long-term
storage for a period of three years.5!

For the SORM architecture to work as a whole, there are three types of commercial
actors involved, each of which is generally focused on providing different types of
products and services.

The first type of commercial actor is the manufacturer of telecommunications
equipment that forms the basis of a network. This includes equipment such as
switches and exchanges used to connect traffic between lines, as well as other
hardware and services which ensure telecommunications infrastructure, as a whole, is
able to support different networks and services.

The second type of commercial actor is the communications service provider (CSP)
which manages a network and charge subscribers for certain services, such as
internet, mobile and fixed-line telephony services. CSPs are themselves responsible
for ensuring that their networks function and that their activities are in line with the
national legislation of the country in which they are operating. This invariably

49 “Lawful interception: the Russian approach”, Andrei Soldatov and Irina Borogan, Privacy
International, 4 March 2013, available at

https://www.privacyinternational.org/news/blog/lawful-interception-the-russian-approach

50 Norsi-Trans available at http://www.norsi-trans.ru/pcategory/sorm-123/

51 “Lawful interception: the Russian approach”, Andrei Soldatov and Irina Borogan, Privacy
International, 4 March 2013, available at

https://www.privacyinternational.org/news/blog/lawful-interception-the-russian-approach
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includes statutory requirements that the CSP facilitates access by law enforcement
and security agencies to their networks and to their subscribers’ data. SORM
requires Internet Service Providers (ISPs), one type of CSP, to keep a detailed
record of their subscribers’ internet activity and, if necessary, to install the hardware
necessary for doing so. Under SORM in Kazakhstan, for example, this information
includes details regarding users’ identities, data regarding specific visits, and details
concerning the traffic being transmitted.52

The third type of commercial actor is the surveillance company that directly markets
and sells products and services for law enforcement purposes. These companies
provide ‘solutions’ intentionally designed to enable state agencies to intercept,
analyse, or disseminate data from networks for law enforcement or intelligence
purposes.

Surveillance companies sell electronic surveillance solutions either directly to
governments or particular agencies, or to CSPs in order that the CSPs can meet their
statutory obligations. Some CSPs therefore contract surveillance companies at their
own expense, and incorporate electronic surveillance solutions within their networks.
Some large manufacturers of telecommunications equipment also sell solutions or
specific components for the purpose of electronic surveillance. CSPs also purchase
equipment from telecommunications equipment manufacturers both to ensure that
their networks function, and to guarantee that their networks can enable access to
state agencies.

Authorities ensure that CSPs provide access to their networks by making operating
licenses contingent on cooperation. The key feature of Lawful Interception models,
including SORM'’s, is that CSPs and equipment manufacturers are required to
ensure that their network and equipment is comptaible and made accessible to a
Law Enforcement Monitoring Facility (LEMF) from which analysts request, receive,
store, and analyse intercepted data. The capabilities of these monitoring centres
vary widely; some are used to simply request information from a CSP related to

a telephone call, while others are used to intercept and view the IP activity and
communications of an entire nation. In the SORM model, a Punkt Upravlenia (PU)
acts as a monitoring node used to manage the interception process, although in
Central Asia they are connected to the networks of specific CSPs and can be used to
intercept smaller networks and discrete numbers of subscribers.

52 “Kazakhstan”, OpenNet Initiative, 2010, pp. 188, available at
https://opennet.net/sites/opennet.net/files/ONI_Kazakhstan_2010.pdf
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Throughout Central Asia, the various successor agencies to the Soviet KGB continue
to act as the lead agencies within the republics’ intelligence architecture.53 In
Kazakhstan, for example, it is the successor agency to the KGB, the National Security
Committee (KNB), which has procured monitoring centres, despite legislation
stipulating that the Ministry of Internal Affairs, the Financial Police, and other agencies
all have the authority to interfere with private communications.5* Such agencies,

often comprised at senior level by former KGB officers, are still characterised by the
practices and culture of the KGB.5¢ This legacy has also led to their centralisation, and
exclusive governance under the control of the executive, specifically the president.

A significant point of their focus as a result is to monitor the activities of dissidents,
human rights activists, journalists, and powerful local and foreign business people.56

Profile

KNB

Established in 1992 to replace the KGB after the break up of the Soviet

Union, the National Security Committee (KNB) is Kazakhstan’s interior
intelligence agency and is directly accountable to the president. Its mandate
includes counter-espionage, counter-terrorism, the provision of governmental
cryptographic capabilities, and the development and implementation of public
policy. Headed since 2010 by one of the leaders of one of Kazakhstan's elite
factions, Nurtai Abykayey, it is composed of Joint Chiefs of Staff, national
counterintelligence services, the Border Guard, and special purpose military
units.5” Barlau, Kazakhstan's foreign intelligence agency, was formerly controlled
by the KNB, but was replaced in 2009. Jane’s Intelligence Digest argues that
Barlau was “heavily involved in monitoring dissidents and expatriates abroad”
due to the KNB being “primarily a political and internal security agency.”%8

53 “Central Asian Security Post-2014. Perspectives in Kazakhstan and Uzbekistan”, Roger N
McDermott, Danish Institute for International Studies, 2013, pp. 9, available at http:/
subweb.diis.dk/graphics/Publications/Reports2013/RP2013-12-McDermott-Kazakhstan_web.jpg.pdf

54 “Kazakhstan”, U.S Department of State, 2011, pp. 10, available at
http://www.state.gov/documents/organization/186676.pdf

55 “Central Asian Security Post-2014. Perspectives in Kazakhstan and Uzbekistan”, Roger N
McDermott, Danish Institute for International Studies, 2013, available at http://subweb.diis.

dk/graphics/Publications/Reports2013/RP2013-12-McDermott-Kazakhstan_web.jpg.pdf
56 “Central Asian Security Post-2014. Perspectives in Kazakhstan and Uzbekistan”, Roger N

McDermott, Danish Institute for International Studies, 2013, pp. 9, available at http:/
subweb.diis.dk/graphics/Publications/Reports2013/RP2013-12-McDermott-Kazakhstan_web.jpg.pdf
57 Security Sector Reform in Central Asia, Erica Marat, The Geneva Centre for the Democratic
Control of Armed Forces, 2012, DCAF, available at
http://www.dcaf.ch/Publications/Security-Sector-Reform-in-Central-Asia

58 “Syrbar: Kazakhstan’s new Foreign Intelligence Service”, Jane’s Intelligence Digest, 9
March 2009, released on Wikileaks on February 19 2013, available at https://wikileaks.org/
gifiles/docs/63/63743_kazakhstan-s-new-foreign-intelligence-services-.html
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Profile

KNB

The KNB is heavily involved in clamping down on dissent in Kazakhstan. Amnesty
International documents “frequent reports of Committee of National Security
(KNB) officers violating human rights, including by resorting to torture and other
ill-treatment, ostensibly in pursuance of [countering terrorism and other threats
to national security], including to obtain confessions.”5? Ramazan Yesergepov,
an investigative journalist, editor, and labour rights advocate was arrested by
KNB agents for the collection and publication of state secrets after publishing
an article entitled “Who Rules the Country: the President or the Kazakh National
Security Committee?”. His trial and subsequent treatment has been roundly
condemned by numerous human rights organisations.

In 2009, a former defence minister accused the KNB of intercepting his and
other members of the Kazakh parliament’s phone calls.%? In 2012, KNB officers
were accused of being involved in the coercion of testimonies of 37 defendants
accused of organising mass protests by using violence, psychological pressure,
suffocation, and other forms of ill-treatment.5?

Profile

SNB

The National Security Service (SNB) is currently Uzbekistan’s lead intelligence
agency and one of its most powerful entities. Established in 1991 as the
successor agency to the KGB, it reports directly to the president with a mandate
to concentrate on internal security and counter-espionage. lts mandate also
includes working on the development of technical measures related to national
security, such as standardisation, licensing, and certification in the field of
encryption. The SNB’s head, Rustam Inoyatov, and its senior officials, are
described as some of the most highly influential factions within Uzbekistan.

The SNB recently consolidated its position in Uzbekistan by taking control over
one of its rival factions, the Ministry of Interior Affairs. As a result, the SNB now
controls the police. Inoyatov’s second-in-command was also made head of

58 “Syrbar: Kazakhstan’s new Foreign Intelligence Service”, Jane’s Intelligence Digest, 9
March 2009, released on Wikileaks on February 19 2013, available at
https://wikileaks.org/gifiles/docs/63/63743_kazakhstan-s-new-foreign-intelligence-services-.html

59 “Kazakhstan. Submission to the United Nations Commission Against Torture”, Amnesty
International, 2014, available at http://www.amnesty.org/en/library/asset/EUR57/002/2014/
en/17b29f06-32al-4a4a-bb38-e605a140550f/eur570022014en.pdf

60 “The Global Intelligence Files - Central Asia Intelligence”, Wikileaks, 19 February
2013, available at https://wikileaks.org/gifiles/docs/54/5475076_central-asia-intelligence-.html
61 “Kazakhstan: Submission to the UN Committee Against Torture”, Human Rights Watch, October

2014, available at

http://www.hrw.org/news/2014/10/20/kazakhstan-submission-un-committee-against-torture
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Profile

SNB

the President’s personal security service.®2 Inoyatov is described by the US
Embassy as being “one of two or three top power brokers in Uzbekistan,” and
as a "key gatekeeper to President Karimov and a decider of issues large and
small that do not necessarily fall under a strictly intelligence purview.”83 He is
touted as a possible successor to the incumbent and ageing President Karimov.
Karimov’s daughter, Gulnara Karimova, presumed successor to her father, is
reportedly currently under house arrest, and claims that the SNB is engaging in
a smear campaign against her.4 According to correspondence seen by Privacy
International, Gulnara Karimova claims to have become a target for electronic
surveillance.

The SNB have been roundly condemned for wide-scale abuses of human rights.
The 2005 Andijan Massacre, which took place outside of the SNB headquarters
building, saw SNB officers fire indiscriminately at civilian crowds, killing
hundreds. Survivors and refugees have been subsequently targeted by the SNB
and placed under extensive surveillance.%5

Human rights activists complain of brutal treatment at the hands of the SNB.
For example, Gulshan Karaeva, a human rights activist who in 2012 published a
report detailing efforts by the SNB to make her into an informant, was subjected
to a series of physical attacks and threats.%¢

The SNB tightly controls all forms of media in Uzbekistan. The OpenNet Initiative
reports that SNB officers frequently visit ISPs and internet cafes to monitor
compliance.®” The SNB also polices the output of traditional media outlets and
journalists.
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“Uzbekistan’s Feuding Family Elite”, Inga Sikorskaya, Institute for War and Peace Reporting,
31 January 2014, available at http://www.refworld.org/publisher,IWPR,,UZB,52f@afbe4,0.html
“Cable reference id: #O@8TASHKENT610 - Ambassador’s May 28 Meeting With Uzbek Intelligence
Chief”, 30 May 2008, published on Wikileaks on 1 September 2011, available at
https://cablegatesearch.wikileaks.org/cable.php?id=08TASHKENT610&g=nss%20Quzbekistan

“Gulnara Karimova replies to property claims”, UzNews, 26 December 2013, available at

http://www.uznews.net/en/politics/24761-gulnara-karimova-replies-to-property-claims

“Saving its Secrets. Government Repression in Andijan”, Human Rights Watch, 2008, available
at http://www.hrw.org/sites/default/files/reports/uzbekistan@508webwcover.pdf

“Universal Periodic Review: HRW Submission on Uzbekistan - Submitted in October 2012”7,
Human Rights Watch, updated in April 2013, available at http://www.hrw.org/news/2013/04/19/

universal-periodic-review-hrw-submission-uzbekistan-submitted-october-2012

“CIS Overview”, OpenNet Initiative, 2010, available at

https://opennet.net/research/regions/cis
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Privacy International identified activists and journalists currently living in Central Asia,
and those in exile ouside the region, who believe that they have been targeted by
state electronic surveillance in an effort to silence them. It is clear that the authorities’
perceived and actual surveillance capabilities have led to a culture of self-censorship
in Central Asia. For example, surveillance targets in Turkmenistan attest that the
threat of reprisals on the part of the government for even minor disobedience is so
great that they could not risk Privacy International publishing their testimonies, even
anonymously. One of the few remaining human rights advocates in the country,
Natalia Anurova, informed Privacy International that very little communication

is occurring by electronic means within Turkmenistan as a result of government
surveillance and censorship techniques.

The following case study on individuals who have been surveilled in Uzbekistan
shows how they and their communications have been targeted. Their accounts vividly
demonstrate the inherent danger of equipping such authorities with sophisticated
mass or intrusive surveillance technologies. Where individuals have provided their
consent, we have revealed their identities. In all other cases, we have concealed
identities for security reasons.

Case Study: Uzbekistan

Numerous journalists and activists living in Uzbekistan and outside of it, in exile,
report that their communications have been monitored. Uzbek authorities appear to
be monitoring phones calls and emails of Uzbeks working on what state authorities
perceive to be politically sensitive topics, often using transcripts of private
communications in criminal proceedings against them. In some cases, authorities
also appear to have obtained access to VolP communications such as Skype. While
the methods and stories vary, the accounts evidence the politically-motivated nature
of surveillance in Uzbekistan.

The main targets of the SNB’s electronic surveillance efforts are business leaders
with perceived political influence and members of the political elite. Human rights
activists and journalists are targeted where they are considered a viable threat to the
regime.

In 2013, when the SNB arrested Nabidzan Dzurabaev for allegedly attempting to
topple the government, his wife enlisted the help of Mamur Azimov, a local human
rights lawyer. Azimov in turn contacted Talib Yakubov, an Uzbek human rights
campaigner in France. The three men discussed Dzurabaev’s case on Skype
repeatedly. The SNB summoned Dzurabaev’s wife and ordered her to stop passing
information to Yakubov in France, or face jail time. Azimov was also summoned to
the SNB offices, and ordered not to communicate with either Mr. Yakubov or Mr.
Dzurabaev’s wife. Azimov claims that a transcript of his mobile phone conversations
for the entire month of May 2013 was produced at his sentencing, despite not being
under formal investigation until 30 May.

033/76



Testimonies

Private Interests: Monitoring Central Asia

In several cases Uzbek authorities appear to have obtained transcripts of Skype
conversations. In the autumn of 2013, Kudrat Rasulov, a young Uzbek journalist,
contacted two exiled Uzbek opposition politicians and human rights activists, Tulkin
Koraev and Mukhamad Solikh. The three viewed a documentary about corruption

and non-violent resistance on YouTube,®® which Rasulov later forwarded to his friends
in Uzbekistan. On 27 December 2013, Rasulov was found guilty of transmitting
undesirable content over Skype and Facebook with the intention to destabilize the
state and political order. He is serving an eight-year sentence as a result.

In 2012, in another case involving Skype, Fazliddin Zayniddinov, based in Uzbekistan,
used Skype to contact Mukhamadsalikh Abutov, a political blogger and a religious
leader who had immigrated to Sweden after serving a jail sentence. They discussed
religious subjects. Some months later Zayniddinov was jailed, and in May 2013 was
featured in a state sponsored YouTube documentary that accused Zayniddinov of
paying Abutov US$100 to topple the Uzbek government.6® According to them both,
they had had no contact with each other except by Skype.

Communications surveillance complements physical spying and other intelligence
gathering techniques in Uzbekistan. In the case of Alex Sherm and several of his
family members, communications surveillance and physical monitoring came close
to destroying their lives. From 2002 to 2004, while Sherm was First Deputy Assistant
Treasurer of the Uzbek National Treasury, he accused a group of other ministers of
sending the country into financial ruin. During this time, he suspected that his phone
calls and emails were being monitored. His wife was writing an academic dissertation
that required her to meet with foreign political entities and ambassadors; the SNB
described these meetings to him in great detail, suggesting that his wife was also
being monitored. Sherm believes that the extent of detail cited by the SNB agents
shows that his home phone and his computer were being monitored. In 2004, he
decided to leave everything behind - his family, friends, and career — to move to the
United States. He even refrained from communicating with his family because he
suspected they were monitored, on the basis of this past experience and because
he had previously contacted one relative whose small business was subsequently
damaged by an unexplained fire.

The surveillance of Sherm’s calls — or of those of his interlocutors — combined with
physical surveillance almost had deadly consequences. In 2011, he reported to the
Human Rights Watch Uzbekistan Office Director that his family was being threatened
and monitored. Human Rights Watch agreed to meet Sherm’s family members,
Gulnoza Rizaeva and Anvar Rizaev. The family and a Human Rights Watch employee
communicated by mobile phones. Immediately following their meeting, Rizaev and
Rizaeva were in a car crash. Other family members were also summoned to the SNB
offices and questioned extensively regarding their correspondence with Human Rights
Watch and Sherm. Sherm’s family are issued summons by the SNB if Sherm attempts
to contact them. He now prefers to keep away for their own safety.

68 “Kypousicu3 KMIMHUHT o3oauru (¥36.)”, 10 November 2011, available at
http://www.youtube.com/watch?v=sSdRF2QQc@8
69 “Vatangadolar”, 24 May 2012, available at

https://www.youtube.com/watch?v=hQ7Lew98xNo
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Mutabar Tadjibayeva, a lawyer, has had persons close to her killed following
conversations with them. In May 2005, Tadjibayeva received a call to her cell phone
by Sharif Shakirov; they discussed the massacre of protesters at Andijan then
unfolding in eastern Uzbekistan. Tadjibayeva soon received another phone call from
the counterterrorism department of the Uzbek Ministry of Internal Affairs. The agent
told her she must remain at home for the next ten minutes, during which time she
would receive a visit from SNB agents. At her home, SNB officers told her that she
was not permitted to go to Andijan and placed her under house arrest. When she
continued to circulate the information on Andijan via her mail.ru email account and
mobile phone, Tadjibayeva received another phone call from the counterterrorism
department telling her that should she not stop circulating this information she would
be arrested and treated as a terrorism suspect.’®

On 7 October 2005, Tadjibaeva was contacted by a United Arab Emirates-based
correspondent for the UN’s Integrated Regional Information Networks (IRIN). He
asked to see all files related to the massacre, including evidence of gross violations
of human rights by Uzbek authorities. Tadjibaeva disregarded the warnings she had
received and provided IRIN with the files she possessed regarding the massacre,
sending them from her mail.ru account. Tadjibayeva was arrested later that day.
People featuring in the documents were contacted by SNB and testified against
Tadjibayeva. She was then sentenced to five years and claims to have been tortured
during her interrogation and detention. Tajibayeva’s computer files were destroyed by
the SNB during the trial. No alternative copy of the documents exists.

Tadjibayeva has good reason to suspect her communications are still being
monitored by Uzbek authorities. Though she received asylum in France, Tadjibayeva
claims that any time she speaks to individuals who need human rights assistance

in Uzbekistan via phone, email or even internet programs like VoipGain, they are
approached by SNB agents and pressured into ceasing communication with her.

At the end 2013, Tadjibayeva used VoipGain to call the mobile of the Uzbekistan-
based brother of a political prisoner’* about financial support for families of political
prisoners. A doctored version of the conversation was then made available to a pro-
government media outlet via an SNB email account, according to a source with close
knowledge of the incident.”2

Privacy International spoke to Uzbek activists who claim to have had their Facebook
and other social media accounts accessed and have been called in for questioning by
SNB agents. Tulkin Karaev, an Uzbek human rights activist now living in Sweden after
being forced to flee Uzbeikistan as a result of mounting pressure from the authorities
and growing security concerns, suspects that a number of his devices and accounts
have been hacked. His Gmail account has been repeatedly hijacked by what Karaev
says can only be the SNB. Karaev had managed to reclaim his inbox through Gmail’s
recovery procedures only to find the inbox linked to an unfamiliar email address and

70 “[epiue nst pam 111 UCIIAMUCTOB”, War and Peace, 24 October 2009, available at

http://www.warandpeace.ru/ru/commentaries/view/40600

71 Who cannot be named for security reasons.

72 Who cannot be named for security reasons.
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an Uzbek number instead of his own Swedish number. When he confronted the owner
of the unfamiliar address, the responder used aggressive language and attempted

to blackmail Karaev, stating that he was now in possession of Karaev's entire Gmail
archive as well as all contacts, which he would use as he pleased should Karaev
continue to contact him. Karaev continues to receive dozen of SMS from Google’s
Gmail notifying him that someone is attempting to log into his account.

Farkhodon Mukhtarov of the Human Rights Alliance of Uzbekistan?3 struggles to
single out specific examples of surveillance from his own experience. After the 13
May 2005 Andijan massacre in particular, Mukhtarov reports that monitoring and
pressure on human rights campaigners increased substantially. Mukhtarov himself
noticed that he was being followed. He tried to evade his surveillants by using
multiple internet cafes in the course of one day in order not to endanger just any one
e-cafe owner. In autumn 2006, when he was sure he was not being watched, he went
to a trusted venue near the Guncha Cinema in the capital, Tashkent, and downloaded
the anonymizer software “AHOHMMMayc” in order to access content blocked in
Uzbekistan. SNB agents raided the cafe two hours later, scanning the computers
and quizzing the owners regarding the usage of the anonymizer. In 2008, Mukhtarov
was arrested and sentenced to six years for alleged fraud. He served only two years
following international pressure.’2 He claims many of his possessions vanished from
his apartment during the preliminary investigation and that he has not been able the
recover the email addresses he used at the time of his arrest.

72 “Uzbekistan: Activist’s Release Shows Sustained Pressure Works”, Human Rights Watch, 5

December 2010, available at http://www.hrw.org/news/2010/12/04/uzbekistan-activist-s-release-

shows-sustained-pressure-works
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Monitoring Centres

Monitoring centres with mass surveillance capabilities have been provided to both
Kazakhstan and Uzbekistan by the Israeli branch of the US-based Verint Systems
and by the Israel-based NICE Systems, according to confidential sources, whose
accounts have been corroborated by Privacy International. These monitoring centres
are capable of mass interception of telephone, mobile, and IP networks. Such a
system means that the communications of every individual are within the reach of
the security and law enforcement agencies. While some technical limitations to the
ability to analyse intercepted material exist, future upgrades can be made using the
enabling infrastructure. Training and technical support is also provided by NICE

and Verint engineers to maintain the centres. Communication service providers
operating in the region are required to subcontract to a local company to ensure the
SORM functionality of their equipment, and to have their networks connected to the
monitoring centres. CSPs do not have direct legal access to the monitoring centre,
and are not informed of the activities taking place there, nor are they provided with a
justification or legitimate authority when data on an individual user is requested.

Verint Israel’s contracts in Central Asia are approved by the Israeli national security
apparatus, to which Verint Israel has extensive ties.’® In line with its wider global
strategy, Israel seeks to build international support through economic and military
ties, to build military and commercial relationships in order to generate revenue for
its military and intelligence establishments, and to receive military and intelligence
cooperation. The proximity of the Central Asian region to Israel itself, the fact that it
consists of nominally Islamic countries, its proximity to Iran, and to the wider Middle
East, all act as strong foreign policy incentives for Israel. Reports from 2012 indicate
Kazakhstan is in negotiations with Israeli company Elbit to set up drone manufacturing
in the country.’8 |srael and Kazakhstan formally signed a defense agreement in 2014
which will see increasing Israeli defense exports to the country.””

75 “Israeli Spy Companies: Verint and Narus”, Richard Sanders, Press for Conversion, Spring
2012, Issue No. 66, available at http://coat.ncf.ca/P4C/66/spy.pdf; “Shady Companies With Ties
to Israel Wiretap the U.S. for the NSA”, James Bamford, 3 April 2012, Wired, available at
http://www.wired.com/2012/04/shady-companies-nsa/all/1; O’Harrow, Robert, “No Place to Hide”
Simon and Schuster, 2006, p297

76 “External Support for Central Asian Military and Security Forces”, Dmitry Gorenburg,

Stockholm International Peace Research Institute and Open Society Foundations, January 2014,
available at http://www.sipri.org/research/security/afghanistan/central-asia-security/
publications/SIPRI-OSFnolWP.pdf

77 “Israel Signs Defense Agreement With Kazakhstan”, Ari Yashar, Israel National News, 21

January 2014 http://www.israelnationalnews.com/News/News.aspx/176567#.U9prnXkdtn®@
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Company Profile

Verint

Israel Verint Israel is the Israeli office of Verint Systems, a US-based Nasdag-

listed software and hardware manufacturer specialising in data analytics and
intelligence solutions. Verint describes itself as “a global leader in Actionable
Intelligence” providing “solutions for customer engagement optimisation,
security intelligence, and fraud, risk and compliance” with “more than 10,000
organisations in over 180 countries [using] Verint solutions to improve enterprise
performance and make the world a safer place.” To the year ending January
2014, Verint posted revenue of US$910 million.”¢

Verint was originally part of Comverse Technology, but in 2013 it acquired
Comverse's stake. Comverse Technology was founded in Israel by, among
others, Jacob ‘Kobi’ Alexander, who in 2006 was involved in a serious options
backdating scandal.”® As reported by James Bamford, during the 2000s, Verint
was involved in supplying the wiretapping equipment to Verizon during the
National Security Agency warrantless wiretapping scandal.8®

Verint’s current focuses include ‘Enterprise Workforce Optimisation,” which
involves call centres and call centre optimization solutions, as well as ‘Video
and Situation Intelligence,” which includes advanced cameras and analytical
tools typically used around critical infrastructure and for national security. As
part of its ‘Communications & Cyber Intelligence’ section, Verint sells cyber
security solutions, mobile tracking technology, off-the-air interception devices
used to intercept mobile calls, and open source analytical tools. Its SkyLock
system claims to be able to track the location of a mobile phone anywhere in
the world.8! Targeted at CSPs and law enforcement and intelligence agencies,
Verint sells monitoring centres that “enable the interception, monitoring, and
analysis of target and mass communications over virtually any network” which,
according to Verint's website, are in use in more than 75 countries.82

76 Verint, Press Release, Verint Announces Fourth Quarter and Full Year Results,
http://www.verint.com/assets/verint/documents/january-31-2014-earnings-press-release
exhibit-99%201_3_31_14.pdf?_ga=1.84395997.57461801.1410275227

79 “In a Faded Wall St. Scandal, Lessons for a Current One”, Solomon, S, 26 March 2013 available
at http://dealbook.nytimes.com/2013/03/26/in-a-faded-wall-st-scandal-lessons-for-a-current-
one/?_r=0

80 Bamford, James, “The Shadow Factory: The Ultra-Secret NSA from 9/11 to the Eavesdropping

on America”, 2008, Knopf Doubleday Publishing Group 81 “For sale: Systems that can secretly
track where cellphone users go around the globe” Timberg, Craig. Washington Post, August
2014, http://www.washingtonpost.com/business/technology/for-sale-systems-that-can-secretly-
track-where-cellphone-users-go-around-the-globe/2014/08/24/f0700e8a-f003-11e3-bf76-
447a5df6411f_story.html

82 “Verint to supply new Swiss spying system”, Swiss Info, 15 January 2014, available at

http://www.swissinfo.ch/eng/verint-to-supply-new-swiss-spying-system/37740006
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Company Profile

NICE
Systems

Originally a manufacturer of surveillance products for military users only, today
NICE positions itself as “the worldwide leader of intent-based solutions that
capture and analyze interactions and transactions, realize intent, and extract
and leverage insights to deliver impact in real time.”84 Founded by seven former
members of the Israeli Army,85 it is based in Israel, though its shares are also
traded on the US NASDAQ.

NICE has three main branches: NICE Enterprise, focusing on call centres

and associated products including big data analytics and voice analysis,
NICE Actimize focusing on analytical solutions for financial institutions to
meet financial compliance requirements including anti-money laundering, and
NICE Security. NICE Security offers video-based surveillance solutions and
associated analytics, as well as electronic surveillance technologies including
tools for the interception of satellite phones. NICE monitoring centres include
capabilities to intercept, on a mass scale, telephone, mobile and IP data,

and a location tracking centre that allows users to “Locate anyone, anytime,
anywhere” via mobile phones.8” NICE also markets various other analytical
components that can be used in a monitoring centre, such as a Pattern Analyzer
which aims to “identify behavior irregularities that may point to criminal or
terrorist activities.” 87

NICE lists some 25,000 organizations in more than 150 countries as customers,
including over 80 Fortune 100 companies. NICE Security lists the Statue of
Liberty, Beijing Metro, New York Police Department, and the Eiffel Tower among
its list of projects.88 NICE's reported revenues in 2013 totalled US$951 million,
a company record driven by “continued market demand and the growth of

our analytics based advanced applications...in all business segments and
geographies.”8° Haaretz reports that WikiLeaks disclosures show NICE “has
technology that is used to monitor some 1.5 billion people.”9°

82 “Verint to supply new Swiss spying system”, Swiss Info, 15 January 2014, available at
http://www.swissinfo.ch/eng/verint-to-supply-new-swiss-spying-system/37740006

83 “Verint to supply new Swiss spying system”, Swiss Info, 15 January 2014, available at
http://www.swissinfo.ch/eng/verint-to-supply-new-swiss-spying-system/37740006

84 NICE Systems, Company Overview
http://www.nice.com/company-overview

85 NICE Systems Newsletter, Volume 2, Issue 3, 2006,
http://www.nice.com/news/newsletter/6_03s/anniversary.php

86 NICE Systems, Location Tracking,
http://www.nice.com/intelligence-lea/location-tracking
87 NICE Systems, Pattern Analyzer,

http://www.nice.com/intelligence-lea/pattern-analyzer

88 NICE Systems, Company Overview
http://www.nice.com/company-overview
89 NICE Systems, NICE Reports Record Revenues and EPS for the Fourth Quarter and Full Year 2013,

http://www.nice.com/nice-reports-record-revenues-and-eps-fourth-quarter-and-full-year-2013

90 “In Ex-Soviet States, Russian Spy Tech Still Watches You”, Orr Hirschauge, Haaretz, 10 June

2013, limited access available at http://www.haaretz.com/business/.premium-1.528811
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Kazakhstan's Monitoring Centres

Verint Israel and NICE Systems both maintain monitoring centres in Kazakhstan,
contracted directly by the Kazakh National Security Committee (KNB). In Astana, the
two monitoring centres are located in the same building on Kenesary Street. Both
Verint Israel and NICE also provided and maintain monitoring centres in Almaty.

Verint Israel has had contracts in place with the KNB relating to monitoring centres
since the early 2000s. The contracts were concluded by the KNB which is, itself,
responsible for paying Verint. As a result, Verint is subject to less rigorous oversight
and regulation in the country than CSPs and other contractors, which typically
need operating licenses. Since the early 2000s, Verint Israel’s monitoring centre
has facilitated requests for telephone-based intercepts by the KNB. In 2012, the
monitoring centre was upgraded to allow access to IP data via Deep Packet
Inspection (DPI) techniques. DPI technology is commonly used to facilitate data
flows through networks. Among its uses is traffic routing, the management of
network congestion, scanning for malicious packets, and the collection of statistical
information. As these techniques analyse and monitor traffic, they are, by design,
suitable for electronic surveillance, and are widely used for electronic surveillance
and censorship across the world. The ‘depth’ of DPI technology can vary widely —
ranging from applications that can only identify limited metadata about traffic, to
some technology that can read the content of communications. Generally, DPI can
allow officers to query requests based on any selector, such as a user’s |IP address.

Verint describes its monitoring centres as being split into two functional areas: a
‘back-end’, consisting of the monitoring centre itself where analysts request and
receive data, and a ‘front-end’ located within the telecommunications network itself,
which intercepts the data before subsequently sending it to the monitoring centre.%!
Across Kazakhstan, network nodes used by communications services providers are
fitted with taps that are then connected to the monitoring centre. Most commonly, a
local company that is certified to ensure networks are compliant with SORM will carry
out the installation and configuration of the cables. When a request for data is made
at the monitoring centre, the appropriate front-ends of the system located within the
network respond by intercepting the data and forwarding it on to the back-end.

The centre is managed and used by the KNB directly, though technical maintenance is
carried out by two employees working directly for Verint based in Kazakhstan.

NICE Systems’ services were contracted for by the KNB in 2013, when they were
given a DPI project similar to Verint's. NICE’s monitoring centre is located in the same
building as Verint Israel’s, directly across the hall.

91 Verint, Press Release,Verint Selected To Provide Law Enforcement Communications Interception
Solution To A New Customer In Asia Pacific, July 2002, http://phx.corporate-ir.net/phoenix.
zhtml?c=131043&p=irol-newsArticle_print&ID=312250&highlight=
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Uzbekistan’s Monitoring Centres

Both Verint Israel and NICE Systems also maintain monitoring centres in Uzbekistan.
As opposed to telecommunications providers, which are required to have a license

in order to operate in the country, Verint and NICE are exempt by virtue of being
contracted directly by the SNB. These CSPs are required to make their networks
directly accessible to the monitoring centre where each CSP has its own dedicated
server rack to handle the information received from the network. The required servers
are manufactured by large multinational server manufacturers and storage provided
by Netapp and EMC.

Verint has provided a turn-key monitoring centre in Uzbekistan since the early 2000s
based in Gazalkent district in the capital, Tashkent. Verint is contracted to provide
not only the monitoring centre, but also technical maintenance, and has maintained

it on an ongoing basis. Local IT specialists oversee the centre with the help of Verint
employees. Verint and NICE employees travel to the Central Asian republics, where
the monitoring centres are situated, and are accompanied by SNB agents at all times,
while Uzbek authorities and technicians also come to Verint Israel’s Tel Aviv office to
see the development of projects.

The project initially focused on circuit-switched PSTN (telephone) interception,
facilitating requests for metadata concerning a particular call from an individual
person (known as Intercept Related Information (IRI)), or recording of calls (known as
Communications Content (CC)). In 2012 Verint upgraded the monitoring centre with
DPI capabilities allowing the centre to intercept internet data. Similar to Kazakhstan,
such DPI capabilities would allow authorities access to a wide range of IP data.

Verint also provided a mediation device in 2012. One Verint mediation device, Star-
Gate, receives intercepted information communication content and data from the
access provider, converts the collected data format into the requisite format, and
then delivers the data directly to the appropriate law enforcement agency.®?

The number of targets for each telecom varies throughout the year. In 2013, the
number of subscribers being targeted at any one time for IP-based interception was
between 300 and 600, near the system’s maximum capacity. The amount of targets
for targeted circuit-switched based interception was in the thousands.

Verint has also attempted, at the request of the SNB, to provide an SSL man-in-the-
middle capability (MITM) in order to gain access to SSL-encrypted communications,
such as those now offered by default by Gmail, Facebook and other service
providers. Netronome, an American company owned by Blue Coat was chosen to
facilitate the replacing of the certificate. To use this capability a limited number of IP

92 See Comverse Infosys, “STAR-GATE Annex: Intercepting Packet Data Compliance with CALEA and
ETSI Delivery and Administration Standards” available at http://www.quintessenz.at/
doqs/000100002079/Verint%20-%20STAR-GATE,%20Interception%200f%20Packet%20Data%20.pdf
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addresses are flagged and when traffic from those IP addresses passes through
the tap, the packets are forwarded to the SSL device which MITMs the connection
presenting a self-signed certificate. It is not known whether this capability is being
deployed on a broad scale, or whether it has been reliably deployed.

Verint's monitoring centre in Uzbekistan is a highly secure facility guarded by armed
guards. It also has heat detectors and video cameras installed to observe the
perimeter outside. Both monitoring centres are located inside the police and military
industrial district in Gazalkent District in Tashkent, Uzbekistan’s capital.

Similar to Verint Israel, NICE Systems has also maintained a contract for a monitoring
centre in Uzbekistan since the early 2000s, which was similarly upgraded to intercept
IP data in 2012. The location of NICE’s monitoring centre and the names of their on-
site staffers in Uzbekistan are unconfirmed at this time.

The SNB has two different monitoring centres functionally carrying out the same
tasks in order to, variously, cross-check the data obtained by the monitoring centres,
balance and compare the results, see if one comes out on top of another, and to
make the companies compete so that the SNB gets the best price.

Kyrgyzstan’s Monitoring Centres

Kyrgyzstan likely uses monitoring centres supplied by a Russian developer. Russian
manufacturers of monitoring centres have a particular advantage in Central Asia

given their familiarity with the SORM architecture and with the telecommunications
infrastructure and hardware. The Kyrgyz parliament’s Defense and Security Committee
decided in 2012 to use a Russian company to connect the telecommunications
networks to a monitoring centre as it would be three times cheaper than a system
offered by Verint.93

Tajikistan’s Monitoring Centres

A 2010 document obtained by Privacy International shows that the German company
Trovicor GmbH had marketed a monitoring centre “for all cellular networks” to the
Ministry of the Interior of Tajikistan in 2009, though it is unknown if the sale went
ahead. Trovicor’s monitoring centres were previously sold by Siemens and then
telecommunications equipment manufacturer Nokia Siemens Networks (NSN). NSN
used to sell monitoring centres directly as part of its network infrastructure solutions.
After becoming embroiled in controversy following its provision to Iran of a monitoring
centre in 2009, the monitoring centre business was sold to a private equity fund and
reincarnated as German-based Trovicor Intelligence Solutions.%4

93 “In Ex-Soviet States, Russian Spy Tech Still Watches You”, Andrei Soldatov and Irinia
Borogan, Wired, 21 December 2012, available at http://www.wired.com/2012/12/russias-hand/all/
94 “In Ex-Soviet States, Russian Spy Tech Still Watches You”, Andrei Soldatov and Irinia

Borogan, Wired, 21 December 2012, available at http://www.wired.com/2012/12/russias-hand/all/
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Also listed within the proposals was a “LIMS” solution. LIMS stands for Lawful
Interception Management System, a device commonly used within monitoring centres
and manufactured by the German company Utimaco. LIMS is a mediation platform
which carries out administrative functions between the network nodes of CSPs and
the monitoring centre. The functions include the storage of data, decoding, and the
management of access rights.
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Kazakhstan's Punkt Upravlenias (PUs)
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In addition to the monitoring centres sold directly to the KNB for their exclusive

use, Kazakhstan’s authorities also rely on distributed monitoring nodes called PUs
to manage and access intelligence from smaller segments of the network. Within
the Russian SORM architecture, the interception of networks is managed by a PU
connected to switching nodes within the network and communication lines.? These
PUs are purchased directly by CSPs and connected to their network. Typically, small
local telecommunications companies act as the prime bidder for the supply of PUs,
although they maintain commercial partnerships with several larger foreign-based
companies which manufacture the necessary hardware. Several other companies
certify, test, and maintain PUs throughout Kazakhstan.

95 “Lawful interception of messages: Approaches ETSI, CALEA and Lawful”, B.C. Goldstein and
B.C. Elagin, Journal Herald of communication, No. 3, 2007, available at

http://files.iks.sut.ru/publications/2007-016.pdf
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In 2013, TNS-Service, a Kazakh re-seller of telecommunications equipment, won

a contract worth roughly €853,000 to supply a PU to Kazakhstan's largest and
majority-state owned CSP, Kazakhtelecom. Connected to Kazakhtelecom'’s network,
the centre facilitates the monitoring of the telephone calls of just under 180,000
subscribers in Aktobe, a major oil producing city, and over 520,000 subscribers in
Almaty, Kazakhstan’s largest city. It is intended that the monitoring system be able to
support at least 100 simultaneous interceptions. The PU connects to digital switches
produced by large international telecommunications equipment manufacturers.
These switches are able to follow a range of interception protocols which allow
authorities to access data, including the European ETSI protocol, the US CALEA,
and Kazakhstan’s own standard, or alternatively converters can be used to provide
access.. The PU in Almaty subsequently connects to the switching system of Almaty
Region, Jambyl, Kyzylorda, and South Kazakhstan Region, while the PU at Aktobe
connects to the Mantistau, Atyrau, and West Kazakhstan Regions’ switching systems.

According to tender documents, the PU centre consists of two components: an
Interception Management System (EMS) and a Monitoring System (CM). The EMS
serves as a centralized server for provisioning and managing interceptions, acting
as an interface between agents and the intercepted material, storing and managing
interceptions, and managing user access rights. It serves as a centralized control
device connected to the switches and data network interfaces, and “must support a
minimum of interfaces and protocols to intercept the following major manufacturers
of communication and switching equipment: Alcatel Lucent, Nortel / Genband,
Cisco, Ericsson, Nokia-Siemens, Huawei, Broadsoft, Juniper.” The user interface also
maintains a central database of all the intercepts requested, and provides a single
point of initialization, administration, auditing, security monitoring and reporting.

Generally, CMs connect to the telecommunications network and are used to
intercept the content of communications and data by conducting data collection and
storage, and then preparing the intercepted material in the format required for

the EMS. The CM is built around a central core in which all the data contents and
processed intercepted data are stored and made available. It collects and decodes
both audio information and IP data, providing for “an automated, constantly working
mechanism to record any sound and intercepted packet content.” The content of the
intercepted messages is said to fall into one of two categories: audio communication
(such as the sound of telephone conversations), and non-audio communication (such
as text messaging or content faxing, etc.) as well as IP data (e-mails, web browser,
etc).

“Reproduction, transcript, translation, review, reporting, and analysis” is then
performed for processing audio and packet information, regardless of where the
material was intercepted from within the telecommunications network.

According to tender documents, the entire PU system should also:

— Provide the user with a variety of tools to manage, select and view the
collected information. For processing the recorded session, the system should
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provide the ability to choose the speed and direction of playback recordings
or parts.

— Provide the user with a rewind/fast-foward function to enable the the user to
go to the beginning or end of the track.

— Be equipped with a minimum of functions of the graphic equalizer, including
the ability to remove noise and change the tone without changing the tempo
record.

— Allow handlers to search by date / date and time.

— Allow handlers to search the data according to various fields of classification
such as, labelling, status, and other attributes of the session.

— Provide handlers for the window automatically output a list of the most recent
sessions over a period of time specified by the user.

— Have a field for the status of each individual session, which is automatically
filled by the system.

— In playback mode, the screen should display a visual representation of the
sound track before the interception system.

The system “must be designed for continuous operation without interruption,

24 hours a day, 365 days a year.” The winner of the tender, TNS-Service, acts as

a prime contractor, and is a re-seller for various commercial manufacturers of
telecommunications equipment abroad.?® Ronex and OTC Network, two other
Kazakh telecommunications equipment re-sellers, also bid as part of the tender
process. An archived version of TNS-Service’s website from 2010 describes the
company as having worked in the telecommunications industry since 2010 and having
“all necessary licenses and permissions including a Permission for work connected
with the Defense of State secrets and a License for delivery of special technical
devices for the entities of operative-detection activity [SORM],”®7 and having had
supplied and installed “various telecommunication equipment and special technical
equipment” for the KNB.98

Tender documents show that a PU capable of intercepting the telephone calls of up
to 8500 subscribers was sought in March 2014 by a subsidiary of the state-owned
nuclear company Kazatomprom, as well as by Bailanys, a company that provides

96 For example: Tait, available at
http://www.taitradio.com/our-partners/reseller-partners/europe-middle-east-africa

97 “About the company”, TNS Service, available at http://web.archive.org/web/20100822023054/
http://www.tns-service.kz/page.php?page_id=144&lang=1
98 See TNS Service website, available at http://web.archive.org/web/20100822023054/

http://www.tns-service.kz/page.php?page_id=89&lang=1&parent_id=34
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landline telephone services. The PU, to be delivered to Almaty, is to be connected to
switches via E1 cables, and should contain a device for collection, and servers for
storing and processing information. The tender specifies that the PU is to have several
collection devices compatible with Odyssey-BPS-15, which belongs to a Kazakh
surveillance company Pro-tech. Odyssey-BPS-15 functions within the broader PU to
intercept 1 -15 E1 lines, according to Pro-Tech’s website.?® The only bidder for the
tender, worth some €50,500, was Pro-Tech.

A tender for support services for SORM centres, including repair, lists some 34
switching centres across Kazakhstan as being engaged in the transmission of voice
data to a PU.

In September 2012, Protei — a large provider of telecommunications equipment and
services, including monitoring centres for SORM - completed installation of advanced
network equipment for a Kazakh operator, Nursat, in conjunction with local company
Ronex, which is listed as a sales partner. The installation involved the provision of
SORM-compatible equipment for use on Nursat’s network. Included was a softswitch
in Almaty and IP-telephony gateways in 17 cities across Kazakhstan. Protei claims that
a "key technical feature of the project was the implementation of functional SORM
for the entire network using a single access point. The switch has a built in Switchb
SORM subsystem, which provides remote access to different segments of the
network with the possibility of setting on a control in all regions.” According to Protei,
the centralised application has proved successful, and, as a solution, cost-effective
for the provider.

Further surveillance systems and capabilities are then enabled, which transmit
intercepted data to a PU. A system for the active monitoring of internet users

was sought in 2013 for use in the PU in Almaty. The system transmits copies of
targeted users’ traffic to the PU, and is located on five telecommunications nodes
on broadband infrastructure manufactured by Juniper, a large telecommunications
equipment manufacturer.

Altel, another Kazakh CSP and Kazakhtelecom subsidiary, sought in 2011 to install

an SMS interception system capable of intercepting SMS messages at a maximum
rate of 200 per second and storing them for a minimum of three years. Re-sellers
Ronex and OTC Networks both bid for the contract. The system integrates the PU
interception system with a SMS Centre, a transport platform that allows operators to
deliver SMS functionality across their networks.

The system responds to requests from the PU and then forwards intercepted
messages back to it. It is to be able to:

— Record information in a database (the database);

99 “ATIIK ‘Opnucceitr’”, Pro-tech, available at
http://www.pro-tech.kz/index.php/produkty/sorm-1/apk-odissej
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— Allow for searching through the database by keywords, including phone
number, IMSI, date and time of SMS sending and receiving, and any text
contained in the SMS;

— Storage of information for the required time period in accordance with the
technical requirements of the customer (not less than three years);

— Handle a traffic flow of at least 200 messages per second with the
possibility of further expansion; and

— The timing of the selection parameters posts should be less than 30 seconds
after receiving from the PU data on the parameters of selection.

Signatec marketed products include ALOE Systems’ NetBeholderi?? and IP SORM
January, manufactured by MFI-SOFT, fulfilling the functions of SORM-3.101

‘NetBeholder’ is produced and sold by the Canadian based ALOE Systems, which
acts as an agent for MFI-SOFT. Consisting of both hardware and software, the
system is marketed as “a high-end system for lawful interception that performs
detection, monitoring, storage and analysis of all types of information circulating over
IP networks - including web, email, Instant Messengers, VolP and many more.”102

‘NetBeholder’ is produced and sold by the Canadian based ALOE Systems, which
acts as an agent for MFI-SOFT. Consisting of both hardware and software, the
system is marketed as “a high-end system for lawful interception that performs
detection, monitoring, storage and analysis of all types of information circulating over
IP networks - including web, email, Instant Messengers, VolP and many more.”102

Once a subscriber is targeted via a selector consisting of, for example, an email, IP
address, or keyword, the system’s probes are used to copy and collect the relevant
data before storing it in a database. NetBeholder passes intercepted information via a
dedicated cable to a PU at a bandwidth of at least 10 Mbit/s for the volume of traffic
processed more than 1 Gb/s.

‘IP SORM January’ is capable of intercepting all telephone calls, SMSs, MMSs, and
internet activity and provides agencies with quick access via a PU. It is also capable of
identifying the location of subscribers, of handling 100 simultaneous searches, and of
storing intercepts for three years. This level of information means that it is able to store
more than 10 terabytes of data, roughly equivalent to the US Library of Congress.

100 “ATIK ‘NetBeholder’”, Pro-tech, available at
http://www.pro-tech.kz/index.php/produkty/sorm-2/netbeholder
101 “MIC COPM ‘AuBapp’”, Pro-tech, available at
http://www.pro-tech.kz/index.php/produkty/sorm-3/1ls-sorm-yanvar
102 “Products”, Net Beholder, available at

http://web.archive.org/web/20110527205523/http://www.netbeholder.com/en/products.html
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Riders on the SORM:
The Role of CSPs

Communications service providers typically provide law enforcement agencies
(LEASs) with access their networks and subscribers’ data when operating in a country.
However, the extent of access, and the circumstances under which and conditions
on which it is provided, varies greatly depending upon the relevant legal and political
context.

The growth of modern digital networks during the 1990s saw the introduction

of legislation and protocols including CALEA and ETSI LI in the US and Europe
respectively. The advent of these frameworks, aimed at ensuring security agencies
had the same ability to intercept communications as they had in the age of the
circuit-switched telephone, ensured that all telecommunications network equipment
manufacturers and CSPs were henceforth obliged to design telecommunication
infrastructure to be accessible by states.

As the demand for modern telecommunications infrastructure and operators has
grown in emerging markets, American and European companies, accustomed to
providing interception-ready products and services, were well placed to expand
their operations abroad. However, whereas the development and provision of Lawful
Interception capabilties by CSPs in the US and Europe has traditionally been in the
context of robust legal constraints on state surveillance activities, the extension

of such capabiltiies to emerging markets poses serious questions about the
responsibilities of CSPs.

Furthermore, the direct access mandated under the SORM model represents

a departure from American and European Lawful Interception protocols and a
considerable challenge to the protection of individual human rights. In the Russian
SORM model for circuit-switched networks, the PU is connected directly to node
connections within the network. SORM thus allows states to intercept and analyse
citizens’ communications within a more limited system of checks and balances. As
such, CSPs operating on SORM networks have little meaningful opportunity to
monitor and control state agencies’ interception activities and or mediate the access
the state has to subscribers’ data. According to Boris Goldstein, a professor at the
Bonch-Bruevich State St. Petersburg University of Telecommunications and a leading
expert on the technical aspects of SORM, while in the US and Europe CSPs play a
more direct role in facilitating access, the functioning of SORM rests entirely on the
PU and on the agency under which it is used, and avoids the requirement to establish
judicial authority and permission of the CSP.1e3

103 “Lawful interception of messages: Approaches ETSI, CALEA and Lawful”, B.C. Goldstein and
B.C. Elagin, Journal Herald of communication, No. 3, 2007, available at
http://files.iks.sut.ru/publications/2007-016.pdf
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Foreign investors and CSPs operating in the region represent the only commercial
entities realistically able to challenge unlawful or arbitrary access to their networks.
Yet the direct form of access to CSPs’ networks available to national security
agencies under SORM means that these CSPs are limited in their ability to challenge
state demands. Domestic CSPs in the republics, although dominant in large areas of
the market, are largely state-owned and are therefore ill-placed to resist illegitimate
and unnecessary access to their networks.

Kazakhstan (2012) 1

Population 16,700,000
Fixed Line Subscribers 4,300,000
Mobile Subscribers 28,700,000
Fixed Broadband Subcribers 1,600,000
Mobile Broadband Subscribers upto 7,000,000

Kazakhstan's telecommunications infrastructure is dominated by the majority state-
owned Kazakhtelecom. According to Kazakhstan’s communications law, all ISPs and
telecommunications network operators are mandated to connect their networks to

a public network owned by Kazakhtelecom.1?% Foreign companies are prohibited

from owning or operating trunk cables used to carry large amounts of data.196
Kazakhtelecom has a 93 per cent market share of the fixed-line market while its market

104 “An In-Depth Study of Broadband Infrastructure in North and Central Asia”, Economic and
Social Commission for Asia and the Pacific,January 2014, available at http://www.unescap.org/
sites/default/files/Broadband%2@Infrastructure%20in%2@North%20and%20Central%20Asia%20@
FINAL%20_English.pdf

105 “Kazakhstan”, OpenNet Initiative, 2010, pp. 187, available at
https://opennet.net/sites/opennet.net/files/ONI_Kazakhstan_2010.pdf
106 “Doing business in Kazakhstan 2013, Reach, relevance and reliability”, Deloitte TCF, 2013,

pp.8, available at http://www.deloitte.com/
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share of the fixed broadband market is above 75 per cent. Altel, a Kazakhtelecom
subsidiary, was as of 2013 the only operator licensed to operate advanced LTE
technology.

Other major CSPs with foreign-owned assets include: TeliaSonera, a Swedish-Finnish
CSP and parent company of Kcell, which, as of 2012, had a 50 per cent market share
of the mobile telephony market; Russian operator VimpelCom, whose market share
stood at 32 per cent; and Swedish operator Tele2, whose share was 13 per cent.

Kyrgyzstan (2012) 17

Population 5,600,000
Fixed Line Subscribers 490,000
Mobile Subscribers 6,800,000
Fixed Broadband Subcribers 150,000
Mobile Broadband Subscribers 2,000,000

Despite attempts to privatise the state-owned operator Kyrgyztelecom, it remains
government-controlled and is the leading ISP with a 60 per cent market share. It is
one of only two providers of fixed-line services, the other being Saima Telecom, which
is majority owned by a consortium of Russian investors. Kyrgyztelecom has a market
share of over 90 per cent of the fixed-line market.

Other major CSPs with foreign-owned assets include Russian-based VimpelCom
and MegaFon, which both provide mobile telephony services and have a 40 per cent
market share each.

107 “An In-Depth Study of Broadband Infrastructure in North and Central Asia”, Economic and

Social Commission for Asia and the Pacific, January 2014, available at http://www.unescap.org/
sites/default/files/Broadband%2@Infrastructure%20in%20North%20and%20Central%20Asia%20FINAL%20_

English.pdf
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Tajikistan (2012) s

Population 8 y 000 y 000

Fixed Line Subscribers 400 y 000

Mobile Subscribers 6,500,000

Fixed Broadband Subcribers 6000

Mobile Broadband Subscribers 50 y 000

State-owned Tajiktelecom is the country’s dominant fixed-line operator and is a major
internet service provider in the country.

Several foreign CSPs operate in the mobile telephony market, including: Babilon-
Mobile, with a 35 per cent market share; Tcell (a subsidiary of TeliaSonera) with 35
per cent; MegaFon with 21 per cent; and Beeline/Tacom (a subsidiary of VimpelCom)
with a 9 per cent market share.

Turkmenistan (2012) o

Population 3 y 200 y 000

Fixed Line Subscribers 575,000

Mobile Subscribers 4 . 500 y 000

Fixed Broadband Subcribers 2000
Mobile Broadband Subscribers 10 y 000
108 “An In-Depth Study of Broadband Infrastructure in North and Central Asia”, Economic and

Social Commission for Asia and the Pacific, January 2014, available at http://www.unescap.org/

sites/default/files/Broadband%2@Infrastructure%20in%20North%20and%20Central%20Asia%20FINAL%20_

English.pdf
109 “An In-Depth Study of Broadband Infrastructure in North and Central Asia”, Economic and

Social Commission for Asia and the Pacific, January 2014, available at http://www.unescap.org/

sites/default/files/Broadband%2@Infrastructure%20in%20North%20and%20Central%20Asia%20FINAL%20_

English.pdf
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Turkmenistan lags behind the rest of the region in its telecommunications
infrastructure. State-owned Turkmentelecom enjoys a near-monopoly of all
telecommunications services in Turkmenistan. It is the only available provider of fixed-
line and fixed-internet services, while its subsidiary, Altyn Asyr, is the market leader

in the provision of mobile services, having launched a 3G network in 2010 and 4G in
2013.11@ Restrictively expensive rates charged by Turkmentelekom limit internet usage
rates, and all online activity in internet cafes is recorded by state authorities.11

MTS Turkmenistan, a subsidiary of Russia’s Mobile Telesystems, is the only foreign
mobile services provider operating in the country and provides mobile data services
via GPRS. The Turkmen Ministry of Communications signed an agreement with

the Indian company TATA Communications in 2008 connecting Turkmenistan to

the internet backbone via the Transit-Asia-Europe fibre optic cable. It is connected
to other CIS states through a microwave radio relay via leased connections to

the Moscow internet gateway switch. An exchange in the capital, Ashgabat,
switches international traffic through Turkey via satellite. Turkmenistan'’s first
telecommunications satellite, developed by the French defence contractor Thales, is
due to be launched at the end of 2014.

All media, traditional and electronic, is highly censored.112 After conducting tests,
the OpenNet Initiative concluded that Turkmenistan’s use of pervasive filtering
techniques meant its internet access is one of the most restricted in the world.113 |n
2014 Reporters Without Borders named Turkmentelekom an ‘Enemy of the Internet’.

Uzbekistan (2012)

Population 30 . 000 y 000
Fixed Line Subscribers 1 y 960 y 000
Mobile Subscribers 20 y 000 y 000

Fixed Broadband Subcribers 200 y 000
Mobile Broadband Subscribers 500 y 000
112 “A Sobering Reality: Fundamental Freedoms in Kazakhstan, Turkmenistan and Uzbekistan, Twenty

years after the Soviet Collapse”, 2012, available at http://www.chrono-tm.org/en/wp-content/
uploads/Summary-Central-Asia-Report-March-2012.pdf

113 “CIS Overview”, OpenNet Initiative, 2010, available at https://opennet.net/sites/opennet.net/
files/ONI_CIS_2010.pdf
114 “An In-Depth Study of Broadband Infrastructure in North and Central Asia”, Economic and

Social Commission for Asia and the Pacific, January 2014
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Despite some efforts to privatise and attract investment in the Uzbek
telecommunications sector, state-owned Uzbektelecom remains the dominant
provider and owner of infrastructure. Uzbektelecom has exclusive ownership of
the international gateways which facilitate cross-border connectivity between the
national network and is the only Tier-1 ISP, meaning that all incoming and outgoing
internet traffic passes through its switches.11% Uzbektelecom is also the dominant
provider of fixed-line telephony.116

Vimpelcom was the market leader in the supply of mobile telephony in 2012 with a
share of 51 per cent, followed by TeliaSonera which maintained a share of 48 per
cent. Both Vimpelcom and TeliaSonera’s activities relating to bribery in Uzbekistan are
currently under investigation by various national authorities.11?

In 2012, MTS’s Uzbek subsidiary had its license revoked by Uzbek authorities for
various regulatory breaches, including taxation violations, leading to the termination
of its operations, bankruptcy and the loss of some nine million subscribers.118 A
settlement between MTS and the Uzbekistan authorities in July 2014 will see MTS
recommence operations in Uzbekistan.

East Telecom, a subsidiary of the South Korea-based KT Corporation, also operates
fixed internet and fixed-line telephony services in Uzbekistan.

OpenNet Initiative concluded that Uzbekistan's internet access is as tightly restricted
as that of China’s and Iran’s,11 and in 2014 Reporters Without Borders named
Uzbekistan an ‘Enemy of the Internet’.

115 “Republic of Uzbekistan” in “Safety on the Line, Exposing the myth of mobile communication
security”, Freedom House, 2012 available at http://www.refworld.org/pdfid/502a0c540.pdf
116 “An In-Depth Study of Broadband Infrastructure in North and Central Asia”, Economic and

Social Commission for Asia and the Pacific, January 2014, available at http://www.
unescap.org/sites/default/files/Broadband%2@0Infrastructure%20in%2@0North%20and%20Central%20Asi
a%20FINAL%20_English.pdf

117 TeliaSonera, Update on investigations of TeliaSonera’s investments in Uzbekistan, http:/

www.teliasonera.com/en/newsroom/press-releases/2014/3/update-on-investigations-of-

teliasoneras-investments-in-uzbekistan/ and “TeliaSonera, Vimpelcom and Karimova face anti-

corruption probe”, Telegrography, March 2014 available at http://www.telegeography.com/

products/commsupdate/articles/2014/03/13/teliasonera-vimpelcom-and-karimova-face-anti-

corruption-probe/
118 “MTS Will Return to Uzbek Mobile Market After Two-Year Hiatus”, lya Khrennikov and Yuliya
Fedorinova, Bloomberg, 31 July 2014, available at http://www.bloomberg.com/news/2014-07-

31/mts-will-return-to-uzbek-mobile-market-after-two-year-hiatus.html
119 “CIS Overview”, OpenNet Initiative, 2010, available at
https://opennet.net/sites/opennet.net/files/ONI_CIS_2010.pdf
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Privacy International wrote to the CSPs concerning some of the finding of this report.
Their responses can be found in the annex to this report.

Swedish operator Tele2 concedes that “intercept activities are carried out in a highly
confidential manner and therefore are unbeknownst to Tele2 Kazakhstan.”122 Their
role is limited to “the installation of technical equipment for SORM, provision of
access to the equipment for designated state authorities and collection and retention
of personal information of subscribers, as well as submission of the information to
them at their lawful request.” Tele2 is not allowed to see any warrants for interception.

TeliaSonera acknowledges “the concerns following legislative, administrative,
license or law enforcement requirements to which we must adhere but which may
impact individual’s privacy and freedom of expression” and that in Central Asia
“companies do not have oversight over how the systems work and how surveillance
data is obtained and used.” TeliaSonera’s position on unrestricted real time access
is that “Governments should not have such access to our networks and systems.”
TeliaSonera considers that it “should retain operational and technical control”
despite the apparent difficulty of their doing so in Central Asia.

Vimpelcom, which is majority owned by Russia’s Alfa Group and Norway-based

CSP Telenor and operates in Kazakhstan, Kyrgyzstan, Tajikistan, and Uzbekistan,
acknowledges that human rights concerns exist where governments are perceived to
be using surveillance for political purposes rather than for reasons of public safety
and that “the current situation is challenging and far from ideal.” Vimpelcom states
that legal frameworks exist which allow “certain government agencies to access
networks and data through relevant technologies on the basis of legal approvals in
which the CSP has no involvement and where it has no ability, legally or technically,
to obstruct or challenge.” Concerning its operations in Kazakhstan, Vimpelcom
attests that “Kazakh legislation requires CSPs to install certain data collection/
processing equipment on telecommunications networks and facilitate direct access
to the national security agency to such equipment and data, which leaves no room for
the Business Unit to control or challenge such activities.”

120 “Privacy and Sorm”, Tele2, available

http://www.tele2.com/Our-Responsibility/social/user-safety/privacy-and-sorm/
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Telecommunications Equipment
Manufacturers

Modern telecommunications infrastructure is made up of various networks and
hardware, produced by numerous manufacturers, which are then used to transmit
data and enable services. Equipment manufacturers may be contracted to provide
variously large-scale network equipment to enable specific networks, or smaller
components to facilitate transmission across networks and enable specific services.
While the purpose of most equipment is to enable networks and not surveillance, in
general, vendors will take into consideration national law enforcement requirements
and ensure that their equipment is capable of fulfilling surveillance requirements.

In certain circumstances, if equipment is not directly compatible with SORM
requirements, converters are used to ensure functionality. Locally-based companies,
licensed and certified to ensure SORM compliance, act as prime bidders for SORM-
related contracts and as re-sellers, sourcing hardware and software, and ensuring
that network components are SORM compliant.

Kazakhstan

Telecommunications equipment is either sold SORM-compatible or is subsequently
made SORM-compatible by a company specialising in SORM certification. All
SORM providers and distributors must be certified by various governmental bodies.
One such company, Ronex, provides SORM-related certification and SORM
installations to the Kazakh telecom industry. In addition to certification, Ronex also
produces converters that are used to ensure switches and other equipment are
SORM compliant. Ronex “has been working in the area of implementing functions for
providing special law enforcement support system (SORM) since 2003.” According
to Ronex, there are currently “over 76 SORM converters operating on the networks
of major service providers such as AO Ksell, AO Kazakhtelecom, AO Altel, TOO
Mobile Telecom Service, etc.”121 Ronex lists subsidiaries of two of the world’s largest
telecommunications equipment manufacturers, Alcatel Kazakhstan and Ericsson
Kazakhstan, as customers for SORM converters.122 Ericsson confirmed in writing to
Privacy International that, since its Lawful Interception Management System does
not conform to the SORM requirement, it works with Ronex as a third party to ensure
their systems are accessible to law enforcement.

Numerous local companies compete for SORM-related contracts in Kazakhstan with
either a local CSP acting as the direct customer, or Samruk Kazana, the state-owned
investment fund that owns Kazakhtelecom. These companies are sub-contracted by
the CSP and serve as middlemen, ensuring the SORM functionality of network
equipment and procuring the necessary technology and working as partners and

121 “Otnen COPM”, Ronex Security, available at http://www.ronex.kz/index.php/2013-12-26-07-41-31
122 “Quick reference sheet”, Ronex Security, available at
http://www.ronex.kz/index.php/2013-12-25-08-15-11/2013-12-26-08-20-50

059/76



Telecomms
Equipment
Manufacturers

Private Interests: Monitoring Central Asia

re-sellers with a number of foreign-based equipment manufacturers and providers of
surveillance technology. Kazakh-based companies that have responded to SORM-
related tenders issued by Kazakhtelecom, its subsidiary Altel, or Samruk Kazana,
include:

— Zhetisu Networks Technologies;
— Ronex Security;

— Alatau Service;

— Pro-tech;

— Network Technologies;
— IP Lobastovas;

— Eklo-Service;

— Arlan and Net Systems;
— TNS Service;

— Timir;

— Newstech Distribution;
— Arlan Si; and

— MDS Company.

Kazakhstan’s technical architecture implementing SORM is based on intercepting
communications and data from telecommunications switches and other network
elements based across the country. From numerous SORM-related tenders, it is
apparent that Kazakh telecommunications infrastructure relies on a substantial
number of hardware network devices sold by the French company Alcatel-Lucent.
These products, such as the S-12 switch, are used not only to transmit data but also
to transmit data to PUs and monitoring centres for electronic surveillance. Alcatel
confirmed to Privacy International in writing that its French-Chinese subsidiary, Alcatel
Shanghai Bell, supplied SORM compatible S12 equipment in 2009 to Kazakhstan.

Telecommunications equipment provided by other foreign companies is also

capable of integrating with a PU. A tender from late 2013, shows that Kazakhtelecom
was seeking repair services for a SIP Platform, a protocol facilitating VolP and

other communication service over IP. The tender shows that Kazakhtelecom is in
possession of lawful interception software from Broadsoft, a US company, from which
Kazakhtelecom purchased a license for Lawful Interception for up to 30,000 users.
Included within the tender is a bid to provide capability for monitoring four E1 lines or
112 simultaneous connections. The SORM functionality appears to have been carried
out by a Russian company that specializes in the sale of SORM equipment, MF| Soft.
A tender for the software from 2013 explicitly asks for the ability to transfer data
(statistical information, voice media streams) onwards to a PU.

Speech recognition software from Nuance, a NASDAQ listed US-based company,

is used for the programme, enabling speech and speaker identification. The system
allows for automatic response to speech over the phone, for example in a customer
support centre. A tender for expanding the BroadWorks SIP platform in 2012 required
the bidder to be certified to work on a SORM subsystem.
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Uzbekistan

Similar to Kazakhstan, telecommunications equipment is required to comply with
SORM. Numerous tenders for hardware, including switching equipment, ask

that bidders comply with the SORM system. Contracts for SORM components

in Uzbekistan are similarly subcontracted to small local companies. All telecoms
operating in the country are obligated to subcontract such work to a local company,
even if better rates can be obtained from foreign distributors.

SORM-related development work in Uzbekistan is overseen by a state-owned
research centre. State Unitary Enterprise Scientific Engineering and Marketing
Research Center (UNICON) is a state-sponsored research and development centre
created in 1992 by decree of the Uzbek Ministry of Communication. The facility,
located at the Uzbek National Communication and Technology University, has a
SORM equipment certification, testing, and development centre. The centre also
handles certification for telecom companies, ICT standardization, standard protocols
development and information security facilities, plus marketing research and
consultancy activities.

Between 2007 and 2010, according to UNICON's annual reports, the facility
collaborated on all SORM projects in the country, which included consultancy work
for SORM contracts with NSN, Huawei Tech, and Iskratel, as well as participating
in the purchase and testing of SORM. In 2009 the certification of SORM-related
equipment jumped 340 per cent in comparison to the previous year (2008). Unicon
has signed SORM-related contracts with Nokia Siemens Networks, Iskratel
(Slovenian-based equipment manufacturer), ZTE (China), Ericsson (Sweden) and
Huawei Tech (China), while SORM integration testing and acceptance was carried
out for the CSPs, Uzbektelecom and Coscom, which were then majority-owned by
TeliaSonera.128 Ericsson confirmed to Privacy International in writing that it had signed
certification and approval contracts with UNICON during 2010-2012.

Chinese-French equipment manufacturer Alcatel Shanghai Bell has been a large
provider of network equipment to Uzbekistan since 2005. In June 2005, Uzbektelecom
and Alcatel Bell signed contracts for the supply of Alcatel S-12 switches, which were
to be used for the modernisation and expansion of Tashkent’s telecommunication
network, valued at some US$4 million, which included SORM functionality. Separately,
by 2009, Uzbektelekom had completed the expansion and reconstruction of an Alcatel
S-12 switching system and implementation of the SORM function in the Karshy district
of Uzbekistan, replacing analogue switching equipment with a modern digital device
produced by Iskratel, another manufacturer of telecommunications equipment. Alcatel
confirmed to Privacy International in writing that Alcatel Shanghai Bell had delivered
SORM-compatible S12 equipment through Uzimpexaloka, an import-export body
created in 1993 by the Uzbek Ministry of Communications.

123 “['omoBoii oTyeT”, UNICON.UZ, available at

http://unicon.uz/www/reports/unicon%20@otchet.pdf

061/76



Private Interests: Monitoring Central Asia

062/76



Private Interests: Monitoring Central Asia

Surveillance equipment for
law enforcement

There is now a substantial and growing market for electronic communications
surveillance products designed and marketed for use by law enforcement and
intelligence agencies. Such equipment can be integrated into the monitoring centres
of specific agencies and used directly by law enforcement and intelligence agencies.
The companies manufacturing these types of technologies regularly exhibit their
products at surveillance and security trade shows. One of the largest trade shows,
focused on North American and European providers, is Intelligence Support Systems
World (ISS World). ISS World is a travelling trade show for surveillance companies
that specialises in providing intelligence solutions for law enforcement and
intelligence agencies, and training to vetted government and industry participants.

In 2012, the KNB and a subsection — Kazakh Security Service — both attended ISS
World,124 as did the Turkmenistan National Security (the successor agency to the KGB
in Turkmenistan) and the Government of Tajikistan.125

Offensive Malware

Offensive malware allows users to target and then effectively hijack a mobile phone
or computer, thereby accessing all data on the device. Malware can even enable the
user to remotely turn on and control the microphone and camera on the device. It is
a particularly intrusive form of electronic surveillance given the personal information
that can be obtained from such intimate access. Generally, available products on the
market work by identifying and then targeting a specific user and then surreptitiously
installing malware onto a device using forms of social engineering. They differ in their
method of delivering the payload, with some methods requiring a user to download
an executable programme while others rely on more covert methods. Such systems
are typically marketed for their ability to avoid detection and to control various
applications and functionalities on a device.

In late 2013, contractual documents were disseminated online showing that a UK-
based surveillance company, Gamma, and a Swiss company, Dreamlab, had entered
into a contract with the Turkmen government to install Gamma’s mobile phone and
computer targeting surveillance technology, FinFisher. FinFisher, which is only sold to
government and law enforcement agencies, allows users to remotely install a trojan
onto a computer or mobile device which subsequently allows for extraction of data
and control of applications such as the webcam and microphone, while also allowing

124 “Surveillance Who’s Who”, Privacy International, available at
https://www.privacyinternational.org/resources/surveillance-whos-who

125 “Program Schedule for Year 2013”, TeleStrategies ISS World, 2013, hosted by Wikileaks at
https://www.wikileaks.org/spyfiles/docs/I18S-2013-Sche2013-en.pdf
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for access to applications such as Skype. Gamma also provides training,
maintenance, and necessary upgrades to the products for customers. Dreamlab
confirmed its relationship with Gamma, and expressed regret for entering into the
contract, while refusing to confirm or deny whether the export to Turkmenistan took
place. In 2013, The Citizen Lab, an interdisciplinary research institute in Canada,
found evidence of a command and control server in Turkmenistan believed to be for
tasking and receiving data from the FinFisher trojan. As of March 2013, 19 countries
were identified as countries in which FinFisher servers were operating.126

The FinFisher trojan was also marketed to the Ministry of the Interior of Tajikistan in
2009 by the German-based surveillance company Trovicor. Documents show that in
addition to providing a proposal to sell the government a monitoring centre, Trovicor
provided price lists of the FinFisher system to the ministry.

In February 2014, The Citizen Lab also published forensic evidence indicating a trojan
manufactured by the Italian company Hacking Team is currently or has previously been
in use in Uzbekistan.127 Similar to FinFisher, Hacking Team’s Remote Control System
can be used to hijack computer and mobile devices, whilst remaining undetectable to
users, as it is designed to bypass common antivirus programmes and encryption. The
analysis indicates that some 21 governments are suspected former or current users
of the Remote Control System. Hacking Team received over €1.5 million in public
financing from two venture capital funds originating from the Region of Lombardy

in 2007. One of the funds, Finlombarda Gestioni SGR S.p.A (FGSGR) has only a
single shareholder - Finlombarda S.pA, a public financial services agency whose only
shareholder is the Region of Lombardy. FGSGR also lists its Head of Venture Capital
as being a Board Member of Hacking Team.

126 The Citizen Lab, You Only Click Twice: FinFisher’s Global Proliferation, 2013,
https://citizenlab.org/2013/03/you-only-click-twice-finfishers-global-proliferation-2/

127 The Citizen Lab, Mapping Hacking Team’s “Untraceable” Spyware, 2014,
https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/
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Central Asia Legal Analysis

International Legal Frameworks

Kazakhstan, Uzbekistan, and Turkmenistan have each ratified the International
Covenant on Civil and Political Rights (‘the ICCPR’). This multilateral human rights
treaty requires them to “respect and to ensure to all individuals within [their] territory”
a range of human rights, including those most directly implicated by communications
surveillance. Namely, the right to privacy (Article 17 ICCPR), and those rights that rely
upon the protection of privacy for their realisation, such as, for instance, freedom of
expression (Article 19 ICCPR), and freedom of association (Article 22 ICCPR).

It is well recognised under international law that respect for the right to privacy
requires that states adopt domestic legislation that articulates clearly and in detail the
circumstances under which surveillance can be conducted as well as the applicable
safeguards. The UN Human Rights Committee (HRC), the expert body charged with
interpretation of the ICCPR, has stipulated that surveillance must be carried out
pursuant to legislation which “specifies in detail the precise circumstances in which
such interferences may be permitted.”128 [t has also held that any such authorised
interference with rights must occur “only by the authority designated under the law,
and on a case-by-case basis,” and that broad-based surveillance, communications
interception, wire-tapping etc, should be prohibited.12? As has been recognised by
the UN High Commissioner for Human Rights in 2014, the very existence of mass
surveillance programmes interferes with the right to privacy.13¢ Further, the UN
Special Rapporteur on Freedom of Expression and Opinion has emphasised that all
“communications surveillance should be regarded as a highly intrusive act” and that
“legislation must stipulate that State surveillance of communications must only occur
under the most exceptional circumstances and exclusively under the supervision of
an independent judicial authority.”131

As States parties to the ICCPR, therefore, Kazakhstan, Uzbekistan, and Turkmenistan
are obliged, as a matter of international law, to refrain from broad surveillance
programmes and to set out clearly in domestic legislation the conditions upon which
limited interferences with citizens’ privacy may be carried out, in exceptional cases.132
Further, as member states of the Organization for Security and Co-Operation in

128 UN Human Rights Committee, General Comment 16, UN Doc. HRI/GEN/1/Rev.9(Vol 1), [8]
129 UN Human Rights Committee, General Comment 16, UN Doc. HRI/GEN/1/Rev.9(Vol 1), [8]
130 UN High Commissioner for Human Rights, The right to privacy in the digital age,
UN Doc. A/HRC/27/47, [20]
131 UN Special Rapporteur on Freedom of Expression, Report (17 April 2013),
UN Doc. A/HRC/23/40, [81]
132 For further detail on the requirements of international human rights law with respect to

State communications surveillance see the International Principles on the Application of
Human Rights to Communications Surveillance, a soft law instrument supported by over 400

civil society organisations worldwide: https://necessaryandproportionate.org/.
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Europe, Kazakhstan, Uzbekistan, and Turkmenistan have each committed themselves
to respect international human rights and to give effect to the rule of law.133

Domestic Legal Frameworks

In purported fulfilment of their international legal obligations, Kazakhstan, Uzbekistan,
and Turkmenistan each reflect the right to privacy in their national constitutions.134

In each constitution, as is required at international law, the states provide that
interferences with the right may only be in accordance with lawful authority and

in limited circumstances. These constitutional protections are reinforced by

domestic criminal laws prohibiting unauthorized surveillance and intrusion into
certain private communications. Article 16 of the Kazakhstan Code of Criminal
Procedure, for instance, which comes into force on 1 January 2015, provides for the
privacy of “correspondence, telephone conversations, postal telegraph and other
communications,” and establishes that “[n]o one has the right to collect, keep, use or
disseminate information regarding the private life of an individual without his consent,
save in cases contemplated by law.”13%

Each State has legislation sanctioning interferences with the right to privacy in
certain circumstances subject to lawful authorization. Kazakhstan, Uzbekistan,

and Turkmenistan each provide, in their criminal codes, for covert surveillance and
interception of the private communications of persons under criminal investigation.136
Formally, authorization for such surveillance and interception typically requires the
issuing of a warrant by a Procurator or a Court, although in certain circumstances the
requirement of a warrant can be temporarily suspended. In Uzbekistan, for example,
wire-taps can occur for limited periods without any warrant if the surveillance, in

the opinion of the investigator “[does] not permi[t] delay.”237 In all three countries,
warrants for targeted surveillance can only legally be issued as part of a formal
investigation by a State investigator or examiner (an agent in a special type of
accelerated criminal investigation common to post-Soviet states and inherited

from Soviet practice). Our research suggests there is no provision in the laws of

133 See, for example, the commitments made in the OSCE Charter for European Security,
Istanbul Document, 1999.
134 Constitution of the Republic of Kazakhstan, (30 August 1995), Article 18; Constitution of

the Republic of Uzbekistan (8 December 1992), Article 27; and Constitution of Turkmenistan
(18 May 1992) No 691-XII, Article 25

135 Code of Criminal Procedure of the Republic of Kazakhstan No 231-V
(in force from 1 January 2015), Article 16(3)
136 See, for instance, Kazakhstan Code of Criminal Procedure, Articles 234, and 243-248;

Uzbekistan Code of Criminal Procedure, Article 166-170; and Turkmenistan Code of Criminal
Procedure, Article 282-284.
137 Uzbekistan Code of Criminal Procedure, Article 170.
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of investigations of specific criminal activity. Further, in each jurisdiction, the State
security services, while holding certain particular investigatory and detention powers,
are required to comply with the same criminal procedure regime as the police and
other law enforcement agencies.138 Accordingly, while the investigators and agents
of the State security services in Kazakhstan, Uzbekistan, and Turkmenistan are
entitled to make requests for covert surveillance warrants, they require approval from
a Procurator or Court prior to the carrying out of such surveillance.

Inadequacies in Legislation

While the legal frameworks governing surveillance by government bodies in
Kazakhstan, Uzbekistan, and Turkmenistan appear, on their face, to reflect those
States’ international human rights law obligations, there are significant gaps in the
legislative regulation of surveillance both within and outside of the formal sphere of
criminal investigations. With respect to the former, the provisions described above
do not circumscribe surveillance powers to a level necessary to protect against
their being used arbitrarily. For example, there appears to be no reference in the
relevant legislation to ex post oversight or scrutiny of warrant processes. There is
no restriction on the duration of warrants or whether they can be renewed regularly
or even indefinitely. There do not appear to be any provisions regulating the use or
destruction of intercepted material or personal data after the surveillance has ceased.
No provision is made in the legislation for dealing with confidential or privileged
material. Further, there are no regulations governing or restricting the retention and
storage of and access to intercepted material.

Outside of the surveillance powers pertaining to criminal investigation processes,
there does not appear to be any legislation in Kazakhstan, Uzbekistan, or
Turkmenistan permitting or regulating bulk collection of data pertaining to internet or
digital communications, internet filtering or monitoring, or collection or interception
of or access to communications data, which we know to be an increasingly common
activity of security services worldwide. Likewise, there does not appear to be any
legislation in Kazakhstan, Uzbekistan, or Turkmenistan permitting or regulating the
use of Trojans or hacking techniques. Therefore, any surveillance being carried out
by State security or law enforcement authorities outside the context of a targeted
criminal investigation, will be entirely unfettered and unregulated, contrary to the
provisions of these State’s domestic constitutions and their obligations under
international human rights law. Having regard to the legislative and other materials
available to Privacy International, there does not seem to be any overarching
oversight regime which would scrutinise the activities of the security services and law
enforcement agencies, either within the context of the surveillance powers stipulated
by legislation or outside of it.

138 Law of the Republic of Kazakhstan No 527-IV-Z on State Security (6 January 2012); Resolution
of the Cabinet of Ministers under the President of the Republic of Uzbekistan No 276 on the
National Security Service (2 November 1991); and Law of Turkmensitan No 283-IV on the Organs
of National Security (31 March 2012)
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This would suggest that security services in Kazakhstan, Uzbekistan, and Turkmenistan
may be acting unconstrained by law or independent accountability mechanisms, which
is plainly a matter of grave concern.

Further, there does not appear to be any publicly-available legislation regulating the
conditions under which private companies operating in Kazakhstan, Uzbekistan, or
Turkmenistan are or may be asked to monitor and intercept telephone, internet, and
other communications or data, or to provide interception capability to government
bodies. As documented in the Annex, before finalising this report, we wrote to a
number of companies that we had identified as providing communication services

in Central Asia. In none of the responses received from companies was there any
detailed reference to the domestic legal framework that they were operating in nor
how their operations complied with that domestic legislative framework, let alone with
international human rights law more generally.

Vimpelcom provided one of the more detailed responses to Privacy International.
They state that in relation to Kazakhstan, legislation imposes “certain obligations on...
telecommunications providers through different legislative acts...” and that there

is a “different regulatory approach depending on the type of data.” VimpelCom
refers to “Kazakhstan legislation” requiring “CPSs to install certain data collecting/
processing equipment on telecommunications networks and facilitate direct access
for the national security agency to such equipment and data.” In so far as there

is any legal framework governing corporate cooperation with State agencies in
Kazakhstan, Uzbekistan and Turkmenistan with respect to the provisions of access

to communications infrastructure, it is likely in the form of licence conditions or
administrative orders made directly to companies, and notified only to those
companies. If that is the legal arrangement for, for instance, CSPs like Vimpelcom
installing certain data collecting/processing equipment on Kazakh telecommunications
networks and facilitating direct access for Kazakh national security agencies, then
that is clearly cause for concern, as it means that there is no possibility for public
scrutiny of the relevant legal framework, nor is there the means to assess the state or
companies’ compliance with the law.
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Conclusion

Global communications platforms and networks are critical to accelerating economic
development, facilitating the enjoyment of human rights, particularly freedom

of expression and communication, and the promotion of democratic ideals. In
authoritarian systems of governance such as those in Central Asia, communications
technologies and networks are essential to the effective work of journalists, human
and labour rights activists, and political actors. Yet, as the surveillance capabilities
of Central Asian governments expand, all of these actors are put at risk, as
technologies that should advance social and economic progress are turned into tools
of repression. The imperative for ensuring that actors for change in undemocratic
societies are able to communicate privately and securely is clear, and demands
urgent attention.

The role of the private sector in enabling unlawful and unrestrained communications
surveillance in Central Asia cannot be underestimated. Interception and surveillance
technologies, designed for use within strict legal frameworks and systems of
oversight, have been exported to the region by companies in circumstances in
which there has been a clear risk they would be abused by relevant governments

in order to consolidate political control. CSPs and telecommunications equipment
manufacturers have facilitated direct government access to their networks and

to their subscribers’ data, in exchange for permission to operate in the countries,
despite the serious human rights concerns raised by bulk interception and
surveillance practices and the complete absence of checks and balances.

The key policy challenge is how to enable communications services and networks

to continue to operate effectively in Central Asia, while ensuring that those
governments’ desire to control and hijack services and networks for political control
is checked. Confronting this challenge requires communications services providers
and telecommunications equipment manufacturers to engage substantively in UN and
industry-led business and human rights initiatives, including, for example, Corporate
Social Responsibility and transparency measures, in conjunction with a broad range
of other regulatory and soft law initiatives.

It also requires a strong regulatory approach towards the electronic surveillance
industry. In Uzbekistan and Kazakhstan, two surveillance companies have enabled
the principal intelligence agencies — widely implicated in human rights abuses -

to have direct, unchecked access to the population’s phone and internet activity
through the establishment of monitoring centres. Sophisticated targeted surveillance
technologies appear to have been exported to at least Uzbekistan and Turkmenistan.
The role of these companies in facilitating unlawful or arbitrary surveillance is clear.
The electronic surveillance industry develops products that are intrinsically open to
abuse because of their mass application or invasive nature, and have supplied them
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in the knowledge that legal provisions are inadequate to effectively prevent their

use in a manner than undermines human rights. Further, due to the very nature of the
industry, surveillance technology companies tend to operate in the shadows, with few
transparency initiatives or human rights commitments. Controls on the export of such
technologies from the countries in which they are manufactured to repressive regimes
like those in Central Asia must be prioritised. These types of technologies, specifically
designed for surveillance and marketed for law enforcement purposes and end-users,
will only continue to grow in number and sophistication. As perceived and real threats
continue to be met by governments with increased censorship and surveillance, the
industry will continue to offer states cheaper and more sophisticated and efficient
options. Ensuring that these technologies no longer undermine human rights in Central
Asia will require significant political will, and industry-led reform.
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Kenneth Page
Privacy International
62 Britton Street
London, EC1M 5UY
United Kingdom

12 November 2014

Dear Kenneth Page,

Thank you for your letter dated 5 November 2014 regarding a request for information and
clarification relating to past Alcatel telecommunications equipment deployment in Central Asia
dating to 2005.

Attached to this letter you will find some clarification on the equipment deployment within the
time constraints outlined in your letter.

| would like to highlight that in line with UN Ruggie Principles published in 2011, Alcatel-Lucent has
taken a number of steps to address our international commitments relating to Human Rights
Freedom of Expession and Privacy, including our involvement in the Telecommunications Industry
Dialogue on Human Rights and implementation of Guiding Principles. We attach great importance
to our corporate responsibility on a global scale relating to Human Rights.

More information on our commitment and activities is available on www.alcatel-
lucent.com/sustainability and http://www.alcatel-lucent.com/sustainability/human-rights .

| remain available to meet with you to discuss any further questions you may have and look forward
to a constructive dialogue.

Yours sincerely,

Christine Diamente

Head of Brand and Corporate Sustainability
christine.diamente®alcatel-lucent.com
mob+44 7590 447 002

lssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss AlCatel-Lucent @

www.alcatel-lucent.com



Further Information on Privacy International Letter dated 5 November 2014:

In both Uzbekistan and Kazakhstan, by law, all networks connected to civil telecom networks must
be compliant with the requirements of SORM. Therefore, any and all Alcatel-Lucent equipment
supplied for connection to the telecom networks are, as they must be, compatible with local SORM
requirements. However, in order to provide the national security services’ respective access, the
operators need to install additional SORM equipment. This equipment is typically subject to very
stringent export control rules and regulations, which Alcatel-Lucent respects and is in compliance
with.

Regarding the specific deployments by Alcatel Shanghai Bell (ASB) referred to in your letter we can
confirm that:

- ASB contracted the referenced deal in the letter with Uzimpexaloka for
end-customer Uztelecom, which included SORM compatible $12 delivery.

- ASB supplied 512 and SORM compatible 512 equipment in 2009 to
Kazakhstan.

Given that these are dated contracts we have not been able to confirm in the very limited amount
of time that you have given us, that ASB provided the additional SORM equipment that would have
been necessary to conduct surveillance.

This information is based on the research we could find within your stated deadline of 12 November
noon GMT.

lssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss AlCatel-Lucent @

www.alcatel-lucent.com



Dear Kenneth and Edin,
On behalf of Elaine Weidman, please find Ericsson’s reply to your request below.

Lawful intercept capabilities are an integral part of telecom standards and are intended for emergencies and fighting crime. Such capabilities are a requirement
from most operators in the world, due to the legal requirements put upon them. Regarding the questions about Uzbekistan and Kazakhstan please see responses
below.

Uzbekistan
UNICON is the Certification Body in Uzbekistan, they provide certification and type approval services but not any solutions or equipment. Certification of the
network is a mandatory requirement in this market.

We have ordered certification/type approval services from them during the period of the time 2010-2012.

Kazakhstan
Since Ericsson’s Lawful Interception Management Systemn does not handle the SORM interface, we work together with a third party, Ronex, to meet that legal
requirement in Kazakhstan.

Kindly note that Ericsson welcomes the multi-stakeholder dialogue around human rights challenges associated with unintended use of telecommunications systems
and more specifically lawful interception functionality. Toward that end, we are in the process of completing a discussion paper on this topic together with the
Institute of Human Rights and Business, where many of the dilemmas that Ericsson have faced are discussed in detail. The paper will be published in the coming
days. We are also actively participating in the Wilton Park event next week, where we have noted that Privacy International will also be attending, and we could
engage with you directly on this topic at that time, should you wish to discuss further.

Don't hesitate to contact me if you require any further information.
Kindly confirm receipt of this email.
Best, Heather

=
>

HEATHER JOHNSON
Director, Communications and Stakeholder Engagement
Sustainability and Corporate Responsibility



As Privacy International already knows, Hacking Team does not disclose the names or locations of clients because our software is used in confidential law enforcement
investigations. So any disclosure is up to the clients themselves should they choose to do so. Therefore, | cannot confirm or deny that Uzbekistan is or has been a client of

Hacking Team. However, Citizen Lab in its own report, concedes that its effort to identify Hacking Team Clients is not conclusive but rather Citizen Lab repeatedly notes that the
21 governments it identifies are “suspected” government users of our system, RCS.

Eric

Eric Rabe



Hi Edin,

Below please find our response to your query.

Best wishes,

Erik

NICE Cyber and Intelligence Solutions help Law Enforcement Agencies (LEAs), intelligence organizations and SIGINT agencies to reduce crime,
prevent terrorism and identify other security threats by providing solutions for lawful communication interception, collection, processing and

analysis. NICE does not operate these systems, and has no access to the information gathered. Rather, that task is performed by the agencies
themselves. NICE is not in a position to provide additional comment on its relationships with actual or possible customers.

ERIK SNIDER
Director of Corporate Communications



Jo Lunder E VimPEIC()m

Chief Executive Officer

VimpeiCom Ltd.
Claude Debussylaan 88
1082 MD Amsterdam
The Netherlands

T +31(0)20797 72 00
F +31(0)20797 72 01
W www.vimpelcom.com

To whom it may concern Trade reg. 34374835
VAT 821815568801

Thank you for your letter dated 5 November 2014,

We understand that Privacy International is preparing a report on electronic surveillance in several
Central Asian countries and the potential impact on human rights. In this regard, you have set out a
number of points which you indicate are, “to your knowledge, true and correct.”

We are pleased to be able to respond to your letter. However, our response is limited entirely to our
experiences and should not be construed as confirmation of any of the statements you have made. In
the short time allowed to respond to your letter we have liaised with our relevant business units to

provide you with responses to your request. We have not, however, carried out a detailed analysis of
your positions and this letter should not be construed as confirmation of any assertions in your letter.

Background

VimpelCom has businesses operating in four of the five countries mentioned in your letter:
Kazakhstan, Kyrgyzstan, Tajikistan and Uzbekistan. In these markets, and across other operations
managed by VimpelCom, our primary aim is to provide high quality, reliable telecommunication
services to our customers. This includes establishing controls over the security of customer data and
VimpelCom complies with, and uses best efforts to exceed, the respective legal requirements
established to regulate customer privacy in these jurisdictions.

The annex responds to your points regarding the surveillance position in the countries listed in your
letter. Below, we respond to your more general points about policy options open to CSPs in relation to
surveillance.

Requirements on CSPs

As a licensed CSP, we are of course obliged to act in accordance with our license, and broader
regulation. If a legal request is made, or action is taken, by a government to access data, we have no
legal basis or practical options, to prevent access. We place great importance on the privacy rights of
our customers and in all cases, where a request is made, we carefully consider the request and where
appropriate, seek clarification or confirmation from the governmental authorities to understand the
request and to confirm the legal basis of the request. We would also note that, in many countries,
including many western countries, it is actually illegal to provide information on the level and nature of

government access to data.
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Government access to certain telecommunications data is beneficial in certain important areas: it is
important in tackling organized crime and terrorism, finding missing persons and in child protection.
Governments in all parts of the world establish the legal framework through which they access this
data and this is set out in both license (to operate) agreements established to regulate
telecommunication operators, and other laws governing the topic. This legal framework can take
several different forms, ranging from the presentation of a court order to the CSP which then
facilitates access to the data covered by the court order, to situations where the legal framework
permits certain government agencies to access networks and data through relevant technologies on
the basis of legal approvals in which the CSP has no involvement and where it has no ability, legally or
technically, to obstruct or challenge. Human rights concerns have arisen where governments are
perceived to be ‘abusing’ this power for political, rather than public safety purposes.

We fully accept that the current situation is challenging and far from ideal and we are proponents of
having clear and understandable legal frameworks that are not subject to abuse. We do feel that it is
important for CSPs, including VimpelCom, to remain active and engaged in the markets you discuss in
your letter. We provide important benefits and choice for the citizens of these countries and play a
significant role in broader economic and social development. We believe that the line between the
type of practices that you raise in your letter, and those operated in western countries is not black and
white, as recent revelations have indicated, blurring any assessment of which countries are
‘acceptable’ to operate in and which are not.

We are very open to dialogue which targets realistic, practical steps to ensure that government access
to, and use of,.customer data is properly targeted, and not unnecessarily extensive.

Jo Lunder
Chief Executive Officer
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Country Specific Comments

In relation to the specific points you raise in your letter, our response is as follows:

e Kazakhstan legislation imposes certain obligations on the telecommunication providers, through
different legislative acts, which provide for a different regulatory approach depending on the type
of data, the authorities requesting the information and the particular circumstances in which
information is needed. Depending on those different factors our Business Unit may or may not
have oversight and control the provision of information to the enforcing agencies in Kazakhstan. In
particular, where authorities request information from our Business Unit, it applies precautionary
measures and legality checks before disclosing personal and other types of protected data within
the limits permitted by the law. However, in addition to the above, Kazakhstan legislation requires
CSPs to install certain data collecting/processing equipment on telecommunication networks and
facilitate direct access for the national security agency to such equipment and data, which leaves
no room for the Business Unit to control or challenge such activities;

e In Kyrgyzstan, where subscriber data is requested directly from CSP, it is provided to law
enforcement bodies only upon presentation of a court ruling that authorizes the respective law
enforcement body to gather the requested information. Such ruling contains the description of the
case and the range of the information that is being requested. No subscriber data is provided
without such a court ruling;

» Inaddition, legislation of the Kyrgyz Republic provides that the authorized bodies obtaining
information on subscriber connections from technical communication channels, computer systems
and other hardware, as well as carrying out search operations on networks and
telecommunication channels, is realized in the following order:

o the authorized state body that carries out the investigative activity should receive and
provide to the user (State Committee on National Security - GKNB) of SORM the judicial
ruling with the application;

o the request should contain a specific phone number and (or) IP address and the requested
period of time for which the information should be provided;

o the GKNB registers the receipt of such request and the provision of such information in
separate documents;

o fulfilled requests with accompanying judicial acts are stored by the GKNB;

The GKNB is controlled by the Prosecutor's office and provides upon requests or complaints the
information on specific measures that have been undertaken with the usage of SORM equipment.
The CSPs, in accordance with the legislation, do not have access to the SORM equipment and
cannot control the activities of the GKNB as the method and order of realization of investigative

activities are maintained as confidential by the government;
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In Tajikistan, according to the current Tajik legislation, information on subscribers connections,
accessing information from communication channels, computer systems and other hardware, as
well as the holding of other search operations on telecommunication channels by the authorized
investigative bodies, is realized on the basis of a court ruling. Our understanding is that the
authorized investigative body provides the court ruling to the SORM user to enable the above-

mentioned actions;

In Russia, access to subscriber data is carried out on two legal grounds — Court Order and Legal
competence granted to the authorized state body. In non-judicial procedures such access is
provided exclusively for the state authorities. The state agencies that carry out the investigative
activity have the right to use the Law Enforcement Monitoring Facility (SORM). In fact SORM
allows the Federal Security Service direct access to the CSPs’ networks. Other agencies directly
request CSPs to render the subscriber’s data if it is authorized by Law or on the basis of a Court
decision. Supervision of the legality of any access to data subscribers within the framework of the
investigation activity, including via SORM, is monitored by the Office of the Public Prosecutor.
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Statement

Privacy International Request for Information

Nokia statement

Dear Sir,

Thank you for your e-mail dated November 5" inviting us to comment on the upcoming

report.

Nokia provides products and services that expand opportunities to communicate and which
directly contribute to the exercise of such fundamental rights as free expression and political
participation, to the benefit of individuals and their societies. Nokia is committed to the
Universal Declaration of Human Rights and the human rights principles of the United Nations’
Global Compact and has embedded them in our Code of Conduct and in our Human Rights

Policy.

As per your specific information request; According to national law, all telecommunications
equipment must undergo certification in Uzbekistan by the equipment vendor, prior to
delivery to customer. This certification is done to verify the system functionality according to
international standards like the ETSI and 3GPP. Nokia has chosen to use UNICON for obtaining
these certifications.

As a founding member of the Telecommunications Industry Dialogue in 2013, we remain
committed to engaging in constructive dialogue with governments and NGOs around the
complex and challenging issues of Internet censorship, privacy, and surveillance.

Please do not hesitate to contact me if you would like to discuss these issues further.

Sincerely,

Laura Okkonen
Corporate Responsibility

NOKIA

More information:

Nokia Code of Conduct: http://networks.nokia.com/ko/about-us/sustainability/our-
approach/code-of-conduct

Nokia Human Rights Policy: http://networks.nokia.com/about-us/sustainability/ethics-and-
human-rights
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Privacy international
62 Britton Street
London, EC1M 5UY

Great Britain
3auHTepecoBaHHOMY nuLy

YBaxaemble rocnoaal Bonpoc 3alMTbl Npae 4YenoBeka Ha HEMPUKOCHOBEHHOCTb YacTHOM XU3HWK,

6e3yCJ'IOBHO, O4YeHb BaXXEH A5 BCEro YenoBeyecTaa.

OpfHako 3a4acTyto 3TOT BONPOC BXOAMUT B NPOTUBOPEYME C AESTENBHOCTb B 06NacT Bopbbbl ¢

TEPPOPU3MOM U MPECTYNHOCTLIO.

MepBUYHBIMM B pa3peLLeHni NPOTUBOPEYUNS SIBNISOTCS 3aKOHbI M APYrie HOPMATUBHO-NPABOBLIE aKThI,
onpeaensioLyne cTeneHb NPUMEHEHUs neranbHbIX CPEACTB AOCTYNA 1 KOHTPONSA NepeAaBaeMon

NHOPMaLMK.

B Mupe cyLLecTBYIOT AeCATKM KOMNaHMiA, paspabaTbiBatoLLMX TeXHOMOrNYeckoe 060pya0BaHMe AN
MOHWUTOPUHra TENEKOMMYHUKALIMOHHbIX CETEN, HO ECTECTBEHHO, YTO HE TEXHOMOMMN SBASIOTCS

onpeaensoLUMm B 3TOil cihepe.

YTo KacaeTcs aeaTenbHOCTY Hallel KoMmnaHuu, kak B Poccuu, Tak u 3a py6e>|<0M, TO OHa GaampyeTCﬂ Ha
OCHOBE 3aKkoHOAaTenbCTBa U APYrnx HOpMaTUBHO-MPABOBLIX aKTOB, NMPUHATBLIX B K&XKO0M 13 rocyapcTs.

C yBaxeHuewm,
a-p A. A. ViBaHosB,

npesnaeHT

000 «M®U Codr», Poccusa, 119146, r. Mockea
Komcomonbckui npocnekr, 4. 19 A

Ten.: +7 495 6427075, dakc: +7 495 7896617
www.mfisoft.ru, e-mail: info@mfisoft.ru



L)
4 : i
(:' TeliaSonera Covering letter
Date Page
2014-11-12 1(2)
Identifier Version
Document id 0.1 Approved
Creator Relation
Patrik Hiselius Object id.

Privacy International

Dear Mr Page,

Thank you for your e-mail dated November 5" inviting us to comment on your draft text.
TeliaSonera's Group Code of Ethics and Conduct states:

"TeliaSonera acknowledges the concerns following legislative, administrative, license or law enforcement
requirements to which we must adhere but which may impact individual’s privacy and freedom of
expression. Our aim is to enable citizens to exchange ideas and provide tools for the development of
more open societies. Freedom of expression and privacy are the core of our business."

TeliaSonera's has a firm position on unrestricted real time access: Governments should not have such
access to our networks and systems. TeliaSonera should retain operational and technical control.

As to the text drafted by Privacy International, companies do not have oversight over how the systems
work and how surveillance data is obtained and used. Also, we are not able to comment freely on issues
directly related to national security.

The UN 'Protect, Respect, and Remedy' Framework for Business and Human Rights requires States to
protect human rights, and companies to respect human rights. TeliaSonera takes this responsibility very
seriously.

In March 2013, TeliaSonera together with several peers launched the "Telecommunications Industry
Dialogue on Freedom of Expression and Privacy'.

Based on the UN Guiding Principles, a TeliaSonera human rights impact assessment and the shared
learning within the Industry Dialogue, TeliaSonera in December 2013 launched a Group Policy, the
"TeliaSonera Group Policy on Freedom of Expression in Telecommunications'. The Policy defines
TeliaSonera's point of challenge in respect to government’s demands with potentially serious impacts on
freedom of expression of our customers and users. TeliaSonera's CEO has stated that TeliaSonera will
advocate and argue for clear and transparent legislation, engaging in dialogue regarding regulations that
affect our business and our customers. The first four principles of this policy define the basis of
TeliaSonera’s public policy. Principle 3 reads: "We advocate that governments should not have direct
access to a company’s networks and systems. The company should retain operational and technical
control."

When TeliaSonera meets with authorities and governments throughout our operations, we raise our
point of view based on our policy. At our latest Sustainability up-date to our investors, we informed about
our public advocacy work to this regard that far, see slide number 21 here;
http://www.teliasonera.com/en/newsroom/news/2014/teliasonera-sustainability-update-shows-progress/

TeliaSonera encourages governments to be transparent about their use and scope of surveillance of
communications, and we report transparently on our efforts in relation to surveillance of communications.

Company information

TeliaSonera AB

Sturegatan 8 SE-10663 Stockholm, Sweden
Registered office: Stockholm

Business ID 556103-4249 VAT No. SE556103424901
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Our transparency report published in August 2014 includes a section on major events throughout our

operations.

As a leading provider of telecommunication services, TeliaSonera is a vital part of the social and
economic infrastructure in the markets where we operate. TeliaSonera provides tools and services that
can significantly promote freedom of expression, even in countries where such freedoms are so far

limited.

For further information on TeliaSonera’s work on freedom of expression and privacy, including our work
within the Industry Dialogue, please visit; http://www.teliasonera.com/en/sustainability/human-rights/

Our local companies Kcell and Ucell have published the Freedom of Expression Policy on their

respective homepages.

Sincerely,

Patrik Hiselius

Senior Advisor, Digital Rights
TeliaSonera



trovicor

Posted in trovicor.com Newsroom on February12", 2014 — Rel. T02/2014

trovicor releases its new Cyber Security solution

Munich, Germany, February 12", 2014 - trovicor, the German-based worldwide
provider of turnkey intelligence solutions, has announced the release of its new
Cyber Security solution for fighting the ever-growing threats of cyber crime.

The constantly evolving world of cyber space offers endless new opportunities for cyber criminals.
Online thefts and frauds, espionage, security breaches, trojans, phishing and other advanced
threats are among the thousands of cyber attacks that occur daily, causing disruption and damage
on a vast scale. Ensuring cyber security has become a major challenge for the state, business and
society both at national and international level.

trovicor's cyber security solution provides the tools needed to identify and respond to cyber
attacks. And these tools are kept up to date - a team of trovicor cyber security experts regularly
reviews its cyber security strategy, approach and solutions.

Based on trovicor’s flagship product, the Intelligence Platform, the trovicor cyber security solution
ensures recognition of the newest malware. As a result, millions of users can have trust that their
transactions and generated data are protected.

The trovicor solution is designed for high-speed networks and the monitoring of large volumes of
data traffic which can be accumulated from many different sources. Pattern and behaviour
recognition software work in real time and can detect new threats, as well as those with known
signatures.

The machine-learning algorithms can identify and separate malware from general traffic, and
immediately send an alert when malware is detected. Information is displayed in the form of charts
and graphics on a network dashboard. This visual approach assists the analysts in seeing new
patterns or identifying non-standard activities.

The trovicor cyber security product can be developed and tailored to customers’ particular needs.
A multi-disciplinary team of trovicor experts provides consulting advice and helps scope the
infrastructure required to secure large, high-risk networks.

About trovicor

trovicor is a worldwide leader in end-to-end communications and intelligence solutions, security services and
consultancy support.

Headquartered in Munich, Germany, the company supplies systems based on own state-of-the art core
developments for criminal investigation and national security to governmental customers around the globe.

Public authorities turn to trovicor for solutions to prevent crime and enhance safety and security in accordance with
local laws and standards.



Leveraging our sophisticated knowledge of network technologies and operations, databases, call and IP data flows
and ever-changing communication protocols and applications, our customers rely on our experience in the most
sophisticated, advanced communication networks and environments.

www.trovicor.com

© 2009-2014 trovicor GmbH. The information contained herein is subject to change without notice. The only warranties
for trovicor products and services are set forth in the express warranty statements accompanying such products and
services. Nothing herein should be construed as constituting an additional warranty. trovicor shall not be liable for
technical or editorial errors or omissions contained herein.



trovicor

Posted in trovicor.com Newsroom on August 28", 2014 — Rel. t03/2014

trovicor launches Environmental Monitoring Solution for Data Centre Security

Munich, Germany, August 28", 2014 - trovicor, for many years a world leader in
the provision of security solutions, is pleased to announce its new Environmental
Monitoring Solution (EMS) for the protection of Data Centre operations.

Your company’s data centre is critical to the success of your business. A data centre houses
readily-accessible data and applications; it must be secure and resilient in order to keep your
enterprise running at maximum productivity. But how secure is your data centre? Any outage or
security breach could seriously damage your company’s operations, productivity and profitability -
not to mention your business reputation.

trovicor can help to secure data centres with an end-to-end security solution that continuously
monitors all system components and operational aspects — hardware, software and environment.
Here is how the trovicor EMS helps monitor and safeguard your data centre components:

= Server - Monitoring the availability and resource consumption of the server platform is the
key to detecting hardware-based failures, as well as monitoring hardware-based
performance criteria such as CPU and memory load.

= Networks and active network components - Stable network connection in
combination with sufficient bandwidth is a prerequisite for any system. Tracking the network
traffic and bandwidth usage between components helps with fault tracking as well as
anticipating future needs.

= External environment - The environmental conditions are vital to ensuring sustainable
operation for any technical system. The trovicor EMS offers a wide range of sensors (e.g.
temperature, humidity, smoke detection) to monitor the physical environment of the
technical room.

= Applications - Server hardware and the environment are just one side of the coin; the
other is the monitoring of the availability of system applications as well as Operating
System related issues. The EMS offers various possibilities for supervising application-
specific criteria.

= Alarms and error handling - In the event of unusual conditions, alarms are sent out via
SMS or e-mail, user-defined actions can be triggered (e.g. the execution of scripts) and
applications/services can be restarted automatically. The EMS can also integrate alarm



states sent by 3™ party applications (based on SNMP traps) which have been incorporated
into the system.

* Distributed and evolving systems - The EMS supports the monitoring of distributed
systems by using multiple appliances located at the different locations. In the case of a
growing IT infrastructure in a location, it is further possible to scale the solution by
subsequently adding additional appliances. With this concept, the EMS can be flexibly
adjusted to support additional locations as well as growing IT infrastructure within one
location.

The trovicor Environmental Monitoring Solution offers a rich reporting functionality, including for
example reports on performance, hardware availability and outages, as well as system
configuration maps.

In the words of trovicor's CEO: “We fill the gaps in traditional security by directly protecting high-
value applications and data assets in physical and virtual data centres.”

About trovicor

trovicor is a worldwide leader in end-to-end communications and intelligence solutions, security services and
consultancy support.

The company supplies systems based on own state-of-the art core developments for criminal investigation and
national security to governmental customers around the globe.

Public authorities turn to trovicor for solutions to prevent crime and enhance safety and security in accordance with
local laws and standards.

Leveraging our sophisticated knowledge of network technologies and operations, databases, call and IP data flows
and ever-changing communication protocols and applications, our customers rely on our experience in the most
sophisticated, advanced communication networks and environments.

www.trovicor.com

© 2009-2014 trovicor LLC. The information contained herein is subject to change without notice. The only warranties for
trovicor products and services are set forth in the express warranty statements accompanying such products and
services. Nothing herein should be construed as constituting an additional warranty. trovicor shall not be liable for
technical or editorial errors or omissions contained herein.









Dear Kenneth,
you had sent us the following question:

In 2009, Trovicor GmbH provided the Ministry of the Interior of Tajikistan
a proposal for the supply of a monitoring centre “for all cellular
networks”, in addition to a Lawful Interception Management System
(LIMS). LIMS is manufactured and sold by Utimaco GmbH, which

lists Trovicor as a partner.

Utimaco can not confirm whether your statement is accurate. Trovicor GmbH is a long-term reseller of Utimaco solutions and with regards to their
proposals, you will need to get confirmation from them directly.

We can however confirm the following:

1. There are no historic or current or planned sales, deliveries or installations of any Utimaco product, including Utimaco LIMS, in Tajikistan, neither
with the entity you list in your question above — nor any other entity in that country.

2. Utimaco has not participated in any sales activities in Tajikistan up to now and it is not a country Utimaco is or plans to be active in the future.

3. Utimaco does not sell directly to end customers, ie. telecom operators (with the exception of its home market Germany), but sells the LIMS
system to network element vendors, who include the product as OEMs in their worldwide network offerings. All sales, deployment, training
and support is done through these OEM partners and their respective local teams.

4. The LIMS product is subject to export control under the German and EU export regulations under categories 4 and 5 of the Wassenaar
agreement. Within these export regulations general as well as individual embargo lists of the United Nations apply. The responsible export
authority is the German “Bundesamt fiir Aussenwirtschaft (BAFA)”. All OEM partners are mandated by law as well as by Utimaco to adhere to
the German and EU export regulations and Utimaco holds the right to audit that this process is applied correctly.

Should you have any further questions, don’t hesitate to contact us.

Best regards,

Malte Pollmann
CEO
Utimaco GmbH



AKIHMOHEPHOE OBHIECTBO «KA3AXTEJIEKOM»
«YTBEPXIAIO»
I'enepaJybHbIi JMPEKTOP

Jdupexunu «Teaexkom Kommiexk»

E.M. I'op0aTroBckuii

Ipuxa3 Ne 322— II «09» oxTsaops 2013r.

TEHAEPHASA JOKYMEHTALUSA
10 JIEKTPOHHOMY TeHIepy o 3aKkynke odopynoanus Ilyasra ynpasiaenuss COPM c ycayramu
MOHTAKa U MMyCKO-HAJAIKH ''moa Kiwoy"
(nanee — TennepHass JOKyMEHTAIHA)

I. Aamarbel 2013r.

TEHAEPHASA JOKYMEHTALUSA
110 3JICKTPOHHOMY TeHJepy N0 3aKkynke odopynosanus Ilyabra ynpasaenus COPM c ycayramu
MOHTAKa U MMYyCKO-HAJAIKH ''moa Kiwoy"
(nanee — TennepHass JOKyMEHTAIHA)

Ravvinkn - Odonvioranue TTviarra vitnarnenua COPM ¢ venvraMmu MOHTANKA U IVCKO-HATATKU



MUHl1AaMma N lly\:l(U-ﬂZl.Jl'dLll(l(l 1HUA RJIV4
(nanee — TenaepHasi JOKyMeHTAIHSA)

3akynku - O6opynoBanue Ilynbra ynpasienus COPM c ycayraMu MOHTa:Ka U MMyCKO-HAJIAAKH
"nox kiaroy"
1. 3aka3umk — AO «Ka3axrejsexkom».
2. Opranusarop 3akynok - JIupexnus «Teaexom Kommiaekr» — puaunan AO «Kazaxreaekom».
[MoutoBsiit anpec Jupeknun «Tenexom Komruiekr - ¢pummana AO «Kazakrenekomy:
050031, . Anwmarsl, ya. Tone bu 291 b.
bankoBckue pexBusuthl Jupekumn «Tenexkom Kommuiekr» - ¢ummana AO «Kazakrenexom» (st
PE3UICHTOR):
Pexeuzumur 6 menee: BUH 941240000193, MWK KZ 079261802104233016, Kbe 16, B pumane AO
«Kazkommepnioank», BUK KZKOKZKX (yxazvieamn oos3amensho, umo 0as /Jupexyuu «Terexom
Komnnexkmp)
B A® AO “Kazkommepubank” r.Anmarsl, np.Joctsik, 107 PKO 18/29 BUK: KZKOKZKX
PHH 6anka 600400561686
Anmarsl, Pecyonuka Kazaxcran
BMH 941240000193
bankosckue pexsusutel AO «Kazakrenexom» (1711 HEpEe3UIEHTOB):
Pexeuzumol 8 poccutickux pyousx:
Bbenedunmap:
AO “KA3AXTEJIEKOM” PHH 600700017446
P/c: KZ559261802104233025 KBE-16
bank Genedunumapa:
A®D AO “Kazkommepoank” BUK: KZKOKZKX
r. Anmarel, PeciyOnmuka Kaszaxcran, SWIFT: KZKOKZKX
K/c: 30111810400000000059
Bbank-koppecn.6anka beneo:
Coeperarenbhsiii 0ank PO, Mocksa, Poccus (CEBEPBAHK POCCHUN)
WHH 7707083893
K/c:30101810400000000225 8 PKI] I'VLIb PD
BUK: 044525225
SWIFT: SABRRUMMO012
PexBusutel B gomnapax CIIIA:
JSC “Kazakhtelecom”
Astana, Kazakhstan
ACC.#KZ249261802104233001
JSC “Kazkommertsbank”
Almaty, Kazakhstan
SWIFT: KZKOKZKX
CORR/ACC.# 890-0223-057
‘BANK OF NEW YORK’
NY, USA
SWIFT: IRVTUS3NCHIPS: 0001
Pexsusutel B EUR:
JSC “Kazakhtelecom”
Astana, Kazakhstan
ACC. #KZ679261802104233003
JSC “Kazkommertsbank”
Almaty, Kazakhstan
SWIFT: KZKOKZKX
CORR/ACC.# 400/8866048/01EUR
Commerzbank AG
GERMANY, FRANKFURT
SWIFT: COBADEFF
DJIEeKTPOHHBIN aZpec HHTEPHET-PECypca, Ha KOTOPOM pa3MmeleHa HH(OpMaLHs O IPOBOJUMBIX 3aKyIKaX:
http://www.telecom.kz, www.samruk-kazyna.kz.
Anpec 3IeKTPOHHOW MOYTH M HOMED TenedoHa sl 00palieHnus MOTEHIIMAIBHBIX TOCTABIIUKOB B Clydae
HapyIIeHWsI UX MPaB B CBSA3M € MPoBoAUMbIMHE 3akynkamu: zakupDTK @telecom.kz, +7 (727) 226 82 61.

3. ®@oug — AO «Campyxk-KazpiHay;

4. XoaguHr — cOBOKymHOCTb DOHJa M IOPUAWYECKUX JHI, MATbAECAT U Oojiee MPOLEHTOB
TOJIOCYIOIMX aKUWH (oJel ydacTHs) KOTOPBIX MPSIMO WJIM KOCBEHHO mMpuHamiexar ®oHmy Ha
npaBe COOCTBEHHOCTH WJIM JIOBEPUTENBHOTO YyrpapieHus. KocBeHHass NPUHAAJIECKHOCTh —
NDUHAIUIEKHOCTh  KOKIOMV  TOCIENVIONIEMY  FODHIHYECKOMV IV TMATHIeCATH W Oojee




7. AvAAMAL — ULUDURYLAULLD “WUOAA ¥ [UPHAMMIVURKA  JIAL, UALDAVULAL ¥ UUILG  LPULCALUD
TOJIOCYIONIMX aKIUi (oJel ydacThsi) KOTOPBIX MPSAMO WM KOCBEHHO NpuHaanexar DoHay Ha
npaBe COOCTBEHHOCTH WJIM [IOBEPUTEIBHOIO YyIpasieHUs. KocBeHHass NpUHANIEKHOCTh —
NPUHAIJIEKHOCTh KaKIOMY IMOCIEAYIOUIEMY IOPUAMYECKOMY JIMIy ISITHIECATH H  Oojee
NPOLIEHTOB TOJOCYIOIIMX AaKOui (Joyiel ydvacTusi) WHOTO IOPUAMYECKOro JIMIa Ha MpaBe
COOCTBEHHOCTH WJIHM JJOBEPUTEIHHOTO YIPABICHUS;

5. IpaBuna — IIpaBuna 3aKymoKk TOBapoB, W YCIyr aKIHOHEpHBIM oOmecTBoM «DoH/
HanuoHanbHOro OnarococtosiHus «Campyk-KaspiHay W opraHuzanusMu, IAThAECAT H Oolee
MPOLICHTOB TOJNOCYIOIUX aKUuil (Jonel ydacTusi) KOTOPBHIX MPSIMO WIJIM KOCBEHHO NMPHUHAAJIEKAT
AO «Campyk-KaszpiHa» Ha mpaBe COOCTBEHHOCTH WM JIOBEPUTEIBHOTO  YIIpaBJICHHUS,
yTBepkIeHHBIX pemeHrneM CoBeTa nupekropoB @onpaa (mpotokon Ne 93 ot 07 urons 2013 rona).

6. UHcTpyknusa — UHcTpykuus 10 OpraHM3allid W OCYLIECTBICHMIO 3JIEKTPOHHBIX 3aKyIOK
TOBapoOB, paboT, ycIayr akuuoHepHOro odmecrsa «CaMpyk-KasbiHa» 1 opraHu3anusiMiu IS ThAECAT
u Oosee MPOLEHTOB TOJOCYIOMIMX AaKOUi (ONeld ydacTHsl) KOTOPBIX NPSMO MM KOCBEHHO
npunagnexat AO «Campyk-KasbiHa» Ha npaBe cOOCTBEHHOCTH HITH IOBEPUTENILHOTO yIIPaBICHUS,
yTBepxkaeHHas pemenremM [Ipasnenns AO «Campyxk-Kazeiaa» ot 5 utoist 2012 roma Ne 29/12.

7. Y4acTHHK — 3aKa34MK, MTOTEHIMAIbHBIN MOCTABIIUK, MPOLIeAIINI peructpanuio B Cucreme.

8. Cucrema — napopManoHHas cucTemMa dEKTPOHHBIX 3aKkynok Pona (www.tender.sk.kz);

9. 3JIeKTPOHHBIH JOKYMEHT — JIOKYMEHT, B KOTOPOM HH(OpMAIH TPEIOCTABIECHA B 3JIEKTPOHHO-

uu¢poBoii (opMe U yIOCTOBEPEHA OCPEICTBOM JICKTPOHHOMN HU(POBOM MOAIHCH;

IeKTPOHHASI KOMUSI - DOJCKTPOHHBIA DKBUBAJICHT JOKYMEHTa, MOJNYYEHHBIH IyTeM

nmpeoOpa3oBaHuss B HUPPOBYI (AJIEKTPOHHYIO) (QOpPMY, TIOJHOCTHIO  BOCIPOW3BOISIINN

COZIepKaHNe HCXOIHOTO TOKYMEHTA,

11. I — 351eKTpOHHO-UU(POBast MOAMUCH, HAOOP IEKTPOHHBIX LU(PPOBBIX CHMBOJIOB, CO31aHHBIN
CpeACTBaMH JIEKTPOHHOMN HHU(POBOM MOANMCH U MOATBEPKAAIOIINI TOCTOBEPHOCTD AIIEKTPOHHOTO
JIOKYMEHTa, €r0 IPUHAAJIC)KHOCTh U HEM3MEHHOCThH COJICPKAHUSI.

12. Cymma, BbIiesIeHHAA 175 3aKynku 6e3 yyera HIAC: 200 000 000,00 (1BecTH MHJUTMOHOB) TEHTE

[y
o

00 THBIH.
Jlor Hassanue Jlora Cymma, Tenre Ge3
yuéra HIAC
1 O6opynoBanue '}'[yana yn}')aBneHm COPM c yciiyramu MOHTaXa 1 200 000 000,00
MyCKO-HAJIaIKA "TOJT KITFOY

13. ba3oBble ycJI0BHS IJIATEkKA:

-15% mnpenorara ot oOImIeli CTOMMOCTH OOOPYIOBaHUS W YCIIYT OIUlauuBaeTcs B TeueHue 20
(mBagare) paboYMX JHEW C MOMEHTa MOJMKMCAHUS IOTOBOPA U BHECEHHS 00ECIIEUCHUST BO3BpaTa aBaHca
(mpenommnarel);

-85% ot croumocTtu 000OpyHOBaHUs oraduBaercs B TedeHue 20 (aBanuarb) paboyux THEH c
MOMEHTa MoJANUcaHusa AKTa npueMa-nepeaayn 000pyIoBaHHUs;

-85% OT cToMMOCTH ycyT orutaurnBaeTcs B TeueHue 20 (1Baanars) pabounx AHEH Mocie oKa3aHus
ycayr. Jlatoii oka3aHMs yCIIyT CUMTAETCs AaTa MOAIUCaHUs AKTa IIPUEMKHU OKa3aHHBIX YCIIYT.

14. Pa3mep ofGecrneyeHHMsi 3asiBKM HAa y4yacTHe B TeHiaepe cocraBmsier 1 % (oguH IpPOLEHT) OT
CyMMBI, yKa3aHHOM Ui  3aKylIKH JaHHOTO TOBapa W YCIyI, B HAcTOSIIEd TEHISPHON
nokymentauuu. [Ipu sToM TeueHune cpoka AeicTBusl oOecrieuyeHusl 3asBKM Ha y4yacTue B TEHAEPE
HAYMHAETCS CO JHS BCKPBITUSI KOHBEPTOB C 3asBKAMH HA y4acTHeE B TEHJEPE.

ITpu ocyuiecTBIEHUH MEKTPOHHBIX 3aKyNOK OOecreyeHne 3asiBKM Ha y4acTHe B TE€HAEPE MOXKET
MIPENICTABIATECS B BUJIE DIEKTPOHHON OaHKOBCKOW TapaHTUH B COOTBETCTBUH C MHCTpykumed mo
MIPOBEICHUIO 3JIEKTPOHHBIX 3aKyTIOK.

Opurunan obecriedeHus 3as8BKH Ha y4acTHE B DIIEKTPOHHOM TEHJepe B Bue OaHKOBCKOM rapaHTUH
npefocTasisieTcs mo aapecy: . Anmartsl, yi. Tone bu 291 b, upexnus «Tenexom-Kommnext» - dunman
AO «Kazaxrenexom», 4 3Tax TEHIEPHBINA OTIEIL.

O0ecneyeHue 3asiBKU HA y4acTHe B TeHepe He BHOCUTCS:

1) opranmzaumsaMyu WHBAIMIOB ((PHU3MUECKMMH JHLIAMU - WHBAIWIAAMH, OCYLIECTBISIOIIMMU
NPeANPUHIUMATENBCKYIO IS TELHOCTD), COCTOSIIUME B PeecTpe opranuzanuii nHBanuao0B ((pU3NIeCKUX
JIMLI - UHBAJIMJI0B, OCYLIECTBIIAIONINX IPEAIIPUHUMATEIbCKYIO AeSITeIbHOCTh) X0JIUHIa;

2) oTe4ecTBEHHBIMHU TOBapOIPOU3BOAUTENSMHU 3aKyIa€MOIo TOBapa;

3) opraHu3anUsIMA, BXOIAIUMHA B XOIUHT;

4) yuactaukamu CO3 «[lapk ”HHOBAIMOHHBIX TEXHOJOTH» (TIPU y4acTHH B TEHIEPE HA MOCTaBKY

TORANNR NAraARAOUA VUVOTITUVT NTaONCAiiTuYyed ¥ TINUTNONUAUTATHLRIM. RUATAM  TAATATTEONCTIA CONTRATOTRUVINTITIANM



2) OTEUYECTBEHHBIMU TOBAPOIPOU3BOAUTENIAMH 3dKy1AEMOI0 TOBAPY;

3) opraHuzanusaMu, BXOISIIMMU B XOJIVHT;

4) yuactHukamu CO3 «[lapk MHHOBAaIIMOHHBIX TEXHOJIOTHI» (IIPH YYaCTHUU B TCHAEPE HA IMOCTaBKY
TOBapOB, OKa3aHHE YCIYI, OTHOCSIIMUXCS K MPHUOPUTETHBIM BUIAM JEATEIBHOCTH, COOTBETCTBYIOLIUM
nesssM CO3 «Ilapk MHHOBALIMOHHBIX TEXHOIOTUI» U MPEAMETY 3aKyIOK).

[TonoxeHuns: HACTOAIIETO MyHKTA HE PACIPOCTPAHSIOTCS HA KOHCOPLIMYMBI.

15. 3asiBKM Ha yyacTHe B TeHAepe MPeJ0CTABJSIOTCS MOTEeHUHAJIBHBIMY NOCTABIUMKAMH IyTeM
perucrpanuu B Cucreme.

Cpox Hauasna npeacraBiaenus 3aaBoK 13:30 yacoB «10» oxTsiops 2013 roaa.

OxoHuaTe/ibHBIA cpok nmpeacTaBiaenus 3aaBok 11:00 yacoB «28» okTadpsa 2013 rona.

16. Cpok paeiicTBMsI 3asiBKM HAa y4yacTHe B TeHJepe J0/KeH ObIThb He MeHee 70 (cembecsiT)

KaJleH/AAPHBIX AHel ¢ JaThl BCKPBLITHSI KOHBEPTOB € TeH/IePHbIMU 3asiBKAMMU;

17. Pa3mep o0OecmedyeHusi Bo3BpaTa aBaHca (mpemomaarel) cocraBiusieT 15 % (nmaTHaamars

IPOLIEHTOB) OT 001l CyMMBbI JOTOBOPA O 3aKyIIKax.

TpeboBanue o npeacrapicHnr 3akazyuky/OpraHu3aropy 3akynok oOecrieueHHsi BO3Bpara aBaHCa
(npemomuiaThl), HE pacpoOCTpaHsIeTCs Ha:

- OpraHMu3aluy, BXOASIIUE B XOJNIUHT;

- OTEYECTBEHHBIX TOBAPOMPOU3BOAUTENECH 3aKyITaeMOro TOBapa;

- OpraHM3aluy  UHBaIUAOB  ((pHU3MYECKHe JMIa —  HWHBAJIHMIBI,  OCYIIECTBISIOIINE
NpeANPUHIMATEIbCKYIO JISSTEIBHOCTD), MPOM3BOMAIINE 3aKylaeMbIi ToBap, cocrosmme B Peectpe
OpraHv3auuii MHBATUAOB ((PU3MUECKHUX JIHI - WHBAJIUAOB, OCYIIECTBISIIOIIUX HPEANPUHUMATEILCKYIO
JeSITENbHOCTh) XOJNIUHTA.

1 . TpeﬁoBaHl/lfl K NOTCHIHAJIBHBIM MOCTABIIUMKAM

18. [l yyacTHs B TeHAEPE MOTCHIIUATBHBIA MOCTABIIUK JODKEH 00J1a1aTh IPABOCIOCOOHOCTRIO (IS
OPUINYCCKUX JIUIT) U JCSCIOCOOHOCThIO (M1l (PU3MUYESCKUX JIHII).

2. OdopMiaeHnue u npeacTaBjieHue 3asiBKU

19. 3asiBKa NOTEHUMAJIBHOIO MOCTABIIMKAa Ha ydacTHe B TeHaepe (manee — 3asBKa) SBISETCA
BBIPQYKEHUEM COIVIACHsl MOTEHIHAIbHOIO TMOCTaBIIMKAa Ha MOCTaBKy obOopymoBanusi [lynsra
ynpasieHuss COPM c yciyramMu MOHTaXa W IyCKO-HaJaAkKd '"MOJ KIo4"' B COOTBETCTBUH C
TpeOOBaHUSAMH M YCIOBUSIMH, IPEAYCMOTPEHHBIMU TeHAEpHON JOKyMEHTAIIHEH.

20. 3asiBka nmomkHa ObITh 3akpervieHa OL[I] moTeHHMampHOTO TOCTAaBIIMKA W JIOJDKHA COMAEPIKaTh
ANIEKTPOHHBIE KOMUHU M 3JIEKTPOHHBIE JOKYMEHTHI B COOTBETCTBHHM C TPEOOBAaHHMSIMHM ITyHKTa 33
TeHnnepHON JOKYMEHTAIUH.

21.3asBKM Ha ydyacTHe B TEHEpe, MOJaHHbIE MOTEHIMAJbHBIMH TOCTABIIMKAMU, aBTOMAaTHUYECKH
peructpupyiorcs B Cucreme.

22. B kadecTBe MOATBEP)KICHUSA NpUEMa WIM OTKa3a B MPHEME 3asiBKM Ha y4acTHE B 3JEKTPOHHBIX
3aKyIKax CI0COOOM TeHJepa MOTeHIHAIbHOMY MOCTaBIIMKY, HMOAABIIEMY 3asBKy Ha y4acTHE B
SNIEKTPOHHBIX ~ 3aKyIllKax CIOCOOOM TeHJepa aBTOMaTHuYeckd Hampasisercs CucreMoi
COOTBETCTBYIOIIEE YBEIOMIICHHE.

23. CucreMa nomelnaeT MOCTYNUBLIME 3asBKM B HEIOCTYIHOE M3BHE 3alIMIIEHHOE XPaHWJIMILE IO
HACTYIUICHUs JaThl U BPEMEHU BCKPBITHS 3aBOK, YKa3aHHBIX B OOBSBICHUU.

24. B 3asBKe He NOKHO OBITh HUKAKMX BCTaBOK MEXKAY CTPOKaMH, MOATHUPOK WM IMPHUIHCOK, 32
UCKJIIOYCHHEM TeX CIy4aeB, KOTJa TMOTCHUWAIbHOMY MOCTABIIUKY HEOOXOJMMO HWCIPaBUTh
rpaMMaTHYECCKUE WA apU(PMETHICCKUE OIITHOKH.

25. 3asBKa coCTaBIseTCS Ha S3bIKE B COOTBETCTBHM C 3aKOHOAATeNbCTBOM PecryOnmukm Kasaxcras.
[Ipu 3TOM 3asiBKa MOXKET COIEpKaTh JOKYMEHTHI, COCTaBJIECHHBIE Ha APYTOM SI3bIKE IPU YCIOBUH,
YTO K HUM OyAeT NpuiaratbCsi TOUHBIA TEepeBoJ] Ha S3bIK TeHIIEPHON NOKYMEHTAalMHd U B ITOM
ciydae IpeuMyliecTBO OylIeT UMETh TIEPEBO/I.

3. Oo0ecneuenue 3asgsBKH

26. [ToTeHIIMANBHBIA MOCTABIIUK BHOCHUT oOecrieueHne 3asiBKU B pa3Mepe, YKa3aHHOM B MyHKTe 14
TeHnnepHON JOKyMEHTALMM, B KAYECTBE FapaHTUU TOTO, YTO OH:
1) He oT30BeT JMOO HE M3MEHHUT CBOIO 3asBKY IIOCJIE MCTEUEHHUS] OKOHYATENBbHOTO CPOKa
MpeoCTaBICHUs 3asiBOK;
2) B ciyyae OIpeeleHUus ero noOenuTenaeM TEHAEpa 3aKIIOYUT JOTOBOp € 3aKa3uukom/
Opranu3aTopoM 3aKylOK B CPOKH, YCTaHOBJICHHbBIE NPOTOKOJIOM 00 WTOrax TEHZAepa U



MpeAoCTaBICHUs 3asBOK;
2) B cimyyae ONpe/eiCHHsS €ro MmoOeauTeNeM TeHJepa 3aKIOYUT JIOTOBOP € 3aKa3dyhMKoM/
Opranu3aropom 3aKyloK B CPOKH, YCTAaHOBJICHHBIE IPOTOKOJIOM 00 WTOTax TEHZAEpa H
BHECET o0eclreueHne Bo3BpaTa apaHca (IIpeaoIuiaThl).
27. IloTeHIMaNBHBII MOCTABIIMK BIPABE BEIOPATH OJMH U3 CICAYIONINX BUIOB 00CCICUCHNUS 3asiBKU:

1) 0aHKOBCKYIO TapaHTHIO - 1o ¢opMe TpWIOKEHHS 5 K Hacrosmed TenaepHoU
JOKyMEHTAIUH;
2) TapaHTHUHHBIA JIEHEKHBIH B3HOC, KOTOPBI BHOCHUTCS Ha OaHKOBCKHMH cyeT 3aka3umka/

Opranuzaropa 3aKyImoK;
IIpu sTOM CpOK JeiicTBUs OAHKOBCKOM TapaHTUW AOJDKEH OBITh HE MEHEEe CpOoKa [eicTBUA
TEHJEPHOM 3asIBKHU.

28.B cnywyae BHeceHHMS TOTEHIMAJIbHBIM IIOCTABIIMKOM OOECHEYEeHUs 3asfBKM Ha ydacTue B
3NIEKTPOHHOM TEHJAEpE B BHJIE OAHKOBCKOHM rapaHTHH, €€ OPUTHHAJ MPEACTABISAETCS 3aKa3uuKy A0
OKOHYATEJIFHOTO CPOKA MPEJCTABICHHS 3aBOK Ha Y4aCTHE B JJIIEKTPOHHOM TEHJEpE.

29. Pacyer COOTBETCTBHS CYMMBI BHECEHHOTO OOecTiedyeHHs 3asBKM Ha YydyacTHe B TEHJepe
TpeOOBaHUSAM TCHIEPHOW JOKYMEHTAIlMH Ompejensiercs cornacHo Kypca HamumonanpHoro banka
Pecnybmukn KasaxcraH, yCcTaHOBJIEHHOTO Ha JaTy MEPEYUCIICHHUS IUIATEXa, BBIIAYM OaHKOBCKOM
rapaHTHH WIA UHOTO 00eCTIeUeHus], ONpeAeTICHHOTO 3aka3zuukoM/OpraHu3aTopoM 3aKyToK.

30. Bce 3asBku, He cojpepkallue IMOATBEPKACHUS BHECCHHUS OOCCIieUeHUs 3asiBKH, OTKIIOHSIIOTCS
TEHJICPHON KOMHCCHEH KaK He OTBewaroliue TpeOoBaHusAM TeHIepHOW MOKyMeHTanuu. B ciydae
BHECeHUsI obOecnedeHus 3asBKM Ha y4yacTHE IIyTeM IIEPEUHCIICHHUsS] TapaHTHHHOTO JICHEKHOTO
B3HOCA Ha OaHKOBCKMH cueT 3aka3zumka/OpraHu3aropa 3aKyIloK B ITOATBEPIKIAIONIEM JTOKYMEHTE
JOJDKHBI OBITh yKa3aHbl HAa3BaHWE TEHJEpa JIMOO MHBIC JaHHBIC, MMO3BOJSIONINE YCTAHOBUTH, YTO
obecrnieueHne MPeCTaBIeHO B paMKax MPOBOAUMOM 3aKyIKH, CyMMa 00eCIIeUeHH s, HAMMEHOBAHUS
3akazuynka/Opranu3aropa 3aKyrnok 1 HOTeHIHAIBLHOIO TOCTaBIINKA.

31. OGecneuenne 3asBKM He Bo3BpamaeTcs 3akazunkoM/OpraHu3aTopoM 3aKylOK NMpPU HACTYIICHUN
OJHOTO M3 CIEeIYIOIIUX CIy4aeB:

1) MMOTCHIIMAILHBIN TIOCTABIMUK OTO3Ba] 3asBKy IMOCIE MUCTCUSHHUS OKOHYATEIHLHOTO CpOKa
npeacTaBieHus 3asBOK;

2) MOTEHIMANILHBINA TTOCTABIIMK, OIPECIICHHBIA MOoOeauTeIeM TeHJIepa, YKIOHWICS OT
3aKJIIOYCHUST JIOTOBOPA O 3aKyIKaX;

3) mobeuTeNh TEHHAepa, 3aKIFOYUB JIOTOBOP O 3aKymnkaX, HE HWCHOTHWI JHOO

HECBOECBPEMEHHO HCIIOJIHWI TpeOOBaHUsI, yCTaHOBIEHHbIE TeHIEpHOH TOKyMeHTanuen o
BHECEHHUH oOecIieueHus Bo3Bpara aBaHca (IpeaoIuiaThl);

4) MOTEHUIMATBHBIA MOCTABIINK, 3aHIBIINI [0 UTOTaM COIMOCTaBIEHHUS U OLIEHKH BTOPOE
MECTO, ONIPE/IEIICHHBIN B Cllydae, IPeayCMOTPeHHOM myHKToM 81 Hactosmieit TenmepHoi
JOKYMEHTALWH, YKIOHUIICS OT 3aKII0YEHHS JOTOBOPA O 3aKyTNKax M, 3aKJIFOYHUB JOTOBOP
0 3aKyTKax, He UCIIOIHWI JTUOO0 HECBOCBPEMEHHO MCIIONHUI TPpeOOBaHHUE, YCTAHOBICHHOE
TennepHOl JOKyMEHTAIMCH, 0 BHECEHUH 00eCIIeYeHHs BO3BpaTa aBaHca (IIPEI0ILIaThl);

5) HECOOTBETCTBHA  HOTAPWAIBHO  3aCBUJETENbCTBOBAHHBIX  KOMHH  JOKYMEHTOB,
MPENOCTABICHHBIX B COOTBETCTBUM C TyHKTOM 33 TeHmepHOW ITOKyMEHTAIIHH,
3NIEKTPOHHBIM JTOKYMEHTaM.

TpeboBaHme, yCTaHOBIEHHOE HACTOSAIIMM TMOJAMYHKTOM TeHAEPHOH JIOKyMEHTaluW, He
pacmpocTpaHseTcss Ha ciy4yau, KOrja B MepuoJl ¢ MOMEHTa MOJayd 3asBKA 10 MOMEHTa 3aKJIIOYEeHUS
JIOTOBOpa, B JOKYMEHTHI, COJEp’Kalluecss B 3asBKe, ObUIM BHECEHBI W3MEHEHHS B COOTBETCTBUHU C
TpeOOBaHMUAMHU 3aKOHOJATEIbCTBA.

32. 3aka3unk/Opranu3aropa 3aKyloK BO3BpallacT MOTCHIMAILHOMY ITOCTABIIUKY BHECCHHOE HM
obecrieueHue 3asBku B TeueHue 10 (mecsaTh) paboumx gHEH CO JHSA HACTYIUICHUS OJHOTO W3

CJIETYIOIINX CITy4aeB:

1) OT3BIBA JIAHHBIM TMIOTEHIIMAFHBIM TIOCTABIIMKOM CBO€H 3asBKH /IO HCTEYCHHS
OKOHYATEIHHOTO CPOKa MPEICTaBIeHUS 3asBOK;
2) MOJITUCAHUS ITPOTOKOJIA 00 UTOraX TeHIEpa. YKa3aHHBIN CIIy4ail HE paclpoCTPaHACTCs Ha

yYacTHHKA TEHJEepa, OMPENEIeHHOTO IMOOeANTENeM M TMOTCHIMATBHOTO TOCTABIIHKA,
3aHSBIIETO 10 UTOTaM COTIOCTABIICHUS U OIIEHKH BTOPOE MECTO;

3) BCTYIUICHHUS B CHJTy JOTOBOpA O 3aKyINKax U BHECEHUS MOOEAUTENIEM TeHIEepa 00eCIeYeHHS
BO3Bpara aBaHca (MPenoIIaThl), IpeaycMoTpeHHoro TeHaepHOl TOKyMEHTalNu;
4) BCTYIUICHUSI B CHJIYy JIOTOBOpa O 3aKyIKaX W BHECEHMS MOTCHIMAJIbHBIM MOCTABIIUKOM,

3aHSBIINM 10 UTOTaM COTIOCTABJIEHUS M OLIEHKH BTOPOE MECTO, OIpPEIEIICHHBIM B Cllydae,
mpexycMOTpeHHOM IyHKTOM 81 HacTosimer TeHmepHOW HOKyMEHTamuH, OOECIeYCHUS
BO3BpaTa aBaHca (MPeNOoIJIaThl), NPEAyCMOTPEHHOTO TEHACPHON JOKYMEHTALHEH.

4. Conepxxanue 3asiBKU



4. Copepxanue 3aBKH

33. 3asBKa AOIKHA COAEPIKATH CIEAYIOLINE JOKYMEHTHI:

1)

2)

3)

4)

5)

6)

JNIEKTPOHHYIO (opMy 3asBKH COMIIACHO NPWIOKeHUsM 3, 4 k Hactosmer TeHmepHOH
JOKyMEHTalluy;
HOTapHaJbHO 3aCBUETEIIbCTBOBAHHYIO KOIHUIO JIMIICH3UM JIMOO 3asiBICHHE MOTEHLUAIbHOIO
MIOCTABILMKA, COJIEpKalllee CCBhUIKY Ha OQUIHaIbHBIH HWHTEPHET-UCTOYHHUK (BeO-cailT)
rOCyIapCTBEHHOTO OpraHa, BBIAABIIETO JIMLEH3WIO, WCIOJIB3YIOUIET0 3JEKTPOHHYIO CHUCTEMY
JIMIIEH3UPOBaHUS (Ha ACSATEIBHOCTD, KOTOPast MOUICKHUT 00sS3aTeIbHOMY JIHMIICH3UPOBAHUIO);
TEXHUYECKYI0 CcHenupHUKanuio (TeXHHYECKOe 33JaHue) MOTCHUIHATBHOIO IIOCTABIIMKA
MOTEHIMAJBPHOIO MOCTaBIIMKA, KOTOpas [JOJDKHA COOTBETCTBOBAaTH  TPEOOBAHUSIM,
YCTaHOBJICHHBIM TEHIEPHOW JOKYMEHTALUEH;
nepedeHb COWCIIONHHUTENICH TMpH OKa3aHWU YCIyr, o0beM H BHIBl TepelaBacMbIX Ha
COUCTIOJITHEHHE  YCJIYT, KOTOpBIH HE JOJDKEH TNPEBBIATh OIMpeJeieHHOro B MyHKTe 39
TEHJCPHOH TOKYMEHTALNH MPEIEeIbHOTO 00beMa yCIIyT.
HOTapHaJIbHO 3aCBUICTEIbCTBOBAHHBIC KONMM JIMICH3MHA JHOO 3asBIIEHHE MOTCHLUAIBHOTO
MIOCTABILMKA, COAEpKAIlee CChUIKY Ha O(HUIMANBHBIA HMHTEPHET HCTOYHHUK (BeO-caifT)
rOCyIapCcTBEHHOTO OpraHa, BBIAABIIETO JIMLEH3WIO, WCIOJIB3YIOUIET0 3JEKTPOHHYIO CHUCTEMY
JIMILIEH3UPOBaHUSl OKa3bIBAEMbIE COMCIIOJIHUTENEM YCIYI'M B cilydae, €ClIM MOTEHLHUaJIbHBIHA
IMOCTaBIIUK TIPUBIEKAET CYOMOAPSTYUKOB (COMCIONHHUTENEH) Ha TEHAEP, KOTOPHIM
MpearonaraeTcs AesiTeIbHOCTD, MOIeXKaIas 00s3aTeIbHOMY JIMLIEH3UPOBAHHUIO;
OpUTHHAN JOKYMEHTa, TOATBEP)KIAIOIIEr0 BHECEHHE OOECIeYeHMs 3asiBKHM Ha ydyacTHE B
OTKPBITOM TEHIEPE, COOTBEICTBYIOLIETO YCIOBUSAM BHECEHHUs, CONCPKAHUIO U BULY,
U3JI0)KEHHOMY B TEHJICPHOH JOKYMEHTAIUH, IIPH 3TOM CyMMa 00ecIieyeHns 3asBKU Ha y4acThe
B OTKpPBHITOM TEHAEpPE HE JOJDKHA OBITh HIKE pa3Mepa, YCTAHOBJICHHOTO TEHAEPHOM
JIOKyMEHTalHen

CpOK ﬂeﬁCTBHﬂ obecreueHus 3a8BKHU Ha Y4acTUuC B TCHACPEC JOJIKCH OLITH HE MCHEE CpOKa

lle/iCTBI/If[ 3as1BKU Ha Y4aCTUC B TCHACPE.

7)

8)

OpUTMHAJI WIM HOTAapUAJIbHO 3aCBUIICTCILCTBOBAHHYIO KOIHIO JIOKYMEHTa O Ha3HAYCHUH
(n30paHMM) TIEPBOTO PYKOBOTUTEINS TIOTCHIIMAIBHOTO TIOCTAaBIIMKA (B Cllydae yd4acTus
KOHCOPITMYMa TPEACTABISIETCS OPUTHHAN WM HOTAPUAIHHO 3aCBHJICTEIHCTBOBAHHAS KOIIHS
JIOKyMEHTa 0 Ha3Ha4YeHWW (M30paHu¥) IMEPBOTO PYKOBOMUTENS KaXJIOTO IOPUIAMYECKOTO JIUIIA,
BXOJISIIIIETO B KOHCOPIIMYM, & TaK)K€ OPUTHHAN WM HOTApUAJIbHO 3aCBUACTEIHCTBOBAHHAS
KOMHSI JIOKYMEHTa, IOATBEP KAAIOIIEr0 MPaBO IOANHUCAHUS COTNALIEHUS O KOHCOPIUYMeE
YIOTHOMOUYEHHBIM JIUIIOM Ka)KJOTO FOPUANYECKOTO JTUIA, BXOJSIIETO B KOHCOPIIUYM);
JOKYMEHTBI, MOATBEPKAAOIINE TPUMEHUMOCTD K 3aBKE KPUTEPUEB OLIEHKU U COIIOCTABJICHUS,
YKa3aHHBIX B MYHKTE 55 HACTOSIIIEH TeHIEPHON JOKYMEHTAIUU

HpI/I OTOM HEMPEACTABICHUEC JOKYMCHTOB, INIOATBCPKAAOIINX KPUTCPUH, BIUAIOIIMEC HA YCJIOBHOC

MOHMXXCHUEC IICHBI, HC ABJIICTCA OCHOBAHHUEM JJIA OTKIIOHCHUA TaKou 3asBKU,

9)
10)

11)

12)

[EHOBOE MpeIoKeH e 3anonHsercs B Cucreme;

HOTApHallbHO  3aCBUJICTEIILCTBOBAHHYIO  KOIMIO  CBHJICTENILCTBA O  TOCYIApCTBEHHOMH
peructpauu (IepeperucTpauu) OPUIMYECKOr0 JHMLIA WIM CIPAaBKA O TOCYIapCTBEHHOU
pETUCTpaLMK  IOPUAMYECKOrO JMia Ju00 3asBieHHME [MOTEHIHAJBbHOIO IOCTABLIMKA,
cofiepkalliee  CCBUIKY Ha  OQUIMAJIbHBIA  HWHTEpPHET  HCTOYHHUK  (Www.e.gov.kz)
rOCYIapCTBEHHOTO OpraHa, BBIJABIIETO CIPABKY, HCHOJIB3YIOMIETO0 AJIEKTPOHHYIO CHCTEMY
perucTpanuy, JUisi (QU3NYECKOro JIMIA — HOTAPHAILHO 3aCBHJCTEILCTBOBAHHYIO KOIHIO
JOKYMEHTa O PETHUCTpAlH B KauecTBE CyObeKTa NpeANpPUHUMATENbCTBA, A BPEMEHHOTO
O00bEMHEHUSI IOPUINYECKUX JHIl (KOHCOPIMYM) - HOTapHajbHO 3aCBUIETEIHCTBOBAHHYIO
KOIUIO COMIANICHHST O KOHCOPLIMYME M HOTapUalbHO 3aCBUJCTEIHCTBOBAHHBIE KOIWUHU
CBUJICTENIBCTB O  TOCYIapCTBEHHOW  perucrpanud  (mepeperucTpalyu)  y4acTHUKOB
KOHCOPITUYMa;

JOKYMEHT, COAEpXalluii CBeleHUs 00 yUpeOuTeNsX: HOTapHAIbHO 3aCBUAETEIbCTBOBAHHYIO
KOIIMIO YCTaBa, YTBEPKACHHOTO B YCTAHOBIEHHOM 3aKOHOAATENLCTBOM MOPSIKE; st
IOPUINIECKUX JIHII, 3apPETUCTPUPOBAHHBIX HA OCHOBAaHWHU THIIOBOTO YCTaBa — KOIHUIO 3asBICHUS
YCTaHOBJICHHON (DOPMBI O PETHUCTPAIMH FOPUAMYECKOTO JIUIA; B CIIydae y4acThs KOHCOPIUyMa
MIPECTABISAETCS] HOTAPUAJIbHO 3aCBHUIETEILCTBOBAHHAS KOIUS YCTaBa KaKJOr0 IOPUANYECKOTO
JIMIA, BXOSIEr0 B KOHCOPIMYM; HOTapUAIbHO 3aCBHACTEIBLCTBOBAHHYIO KOIUIO BBITUCKU W3
peecTpa aepkareiei akiyi, BRIAaHHY0 He 0ojee yeM 3a 30 (TpuaLaTh) KaJleHIapHBIX JHEH J0
JIaThl BCKPBITHS 3a5BOK;

CBelIcHUsT 00 O3HAKOMJICHWM TIOTCHIMAIBHOTO TIOCTABIIMKA C YCIOBHSIMH BHECCHHS
MOTEHIMAJILHOTO TocTaBIIMKa B llepeueHb HEHANEKHBIX MOTCHLUAIBHBIX MOCTABIIUKOB



12)

13)
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JIaThl BCKPBITHS 3a5BOK;
CcBeZicHWs] 00 O3HAKOMJICHUM TIIOTSHIIMAIBHOTO TIOCTaBIIMKA C YCJIOBUSMH BHECCHHS
MOTCHIIMAJIBLHOTO TOCTaBIIMKa B llepeueHbh HEHANEKHBIX TOTCHIIUATIBHBIX TOCTABIIMKOB
(mocraBIIKMKOB) XOJAMHTA;
OpUTHHAN WM HOTapUaIbHO 3aCBUCTEIHCTBOBAHHYIO KOIHIO JIOBEPEHHOCTH, BBIJAHHYIO
Uiy (JTUnaMm), TPeACTABIAIONIEMY WHTEPECHl IMOTSHIIMAIBHOTO IOCTAaBIIMKA, Ha TIPAaBO
TIONMTMCAaHUs 3asiBKHM W JIOKYMEHTOB, COACpXAIMXCs B 3asiBKE HAa ydacTUE B TEHiepe, 3a
UCKJIIOUCHUEM TIEPBOTO PYKOBOAMTENS ITOTCHIIMAIBLHOTO TIOCTABIIMKA, WMMECIOIIETO IPaBO
BBICTYIIaTh OT MMEHHW TOTCHIIMAIHHOTO MOCTaBIMKA 0e3 JOBEPEHHOCTH, B COOTBETCTBHH C
YCTaBOM MOTEHITUAIEHOTO TTOCTABIIHKA.

3asBKa Ha ydacTHE€ B JJIEKTPOHHOM TEHJAEpPE MOJKHAa COOTBETCTBOBATH TPEOOBAHUIO K SI3BIKY

COCTAaBJICHMSI M TPEACTABICHUS 3asBOK Ha YydyacTUE B TEHJAEpPE, H3JI0KEHHOTO B TEHJEPHOU
JIOKYMEHTAllMHd, a TaKXe CpOK JEeHCTBUS 3asBKM Ha YydacTHE B OTKPBITOM TEHJIEpE JOJKEH
COOTBETCTBOBATh WJIN OBITH HE MEHEE CPOKA, yCTAHOBJIEHHOTO TEHIEPHOI TOKyMEHTALUEH.

IIpu ocyuiecTBIE€HUH 3NIEKTPOHHBIX 3aKYNOK AOKYMEHTBI, IPEAYCMOTPEHHBIE NaHHBIM ITYHKTOM,

MPEACTABISIOTCS B OPSJIKE, MPEAYCMOTPEHHOM WMHCTpyKUKEN O TPOBEACHUIO IIEKTPOHHBIX 3aKYIIOK.
34. [loTeHIMANBHBIM  TIOCTABIIMK, HE SBISIOIMMACS pe3ugeHToM PecnyOonmuku — Kasaxcras,

MPEJICTABISIET TE K€ JOKYMEHTHI, 4TO W pe3uaeHThl PecryOnmku KazaxcraH, B COOTBETCTBUH C
nyHKkToM 33 HacTosimieidd TeHnepHON AOKyMEHTanuH, MO0 OpUTHWHAIBl WM HOTAPHAJIBHO
3aCBUACTEIBCTBOBAHHBIE KOIMM  JTOKYMEHTOB, COACPXKAIIUX AaHAJIOTHYHBIE CBEICHUS O
MOTEHIIMAILHOM  MOCTaBIIuKe-Hepe3uaeHTte  PecnyOnmukum  Kaszaxcran ¢ HOTapuaibHO
3aCBUIETEIHCTBOBAHHBIM MIEPEBOIOM Ha SI3bIK TeHAepHO# TOKyMEHTAlUH.

35.B cnydae, ecid MNOTEHIMANBHBIM MOCTABIIMKOM MPEACTABISIOTCS JOKYMEHTBI, HCXOISALINE OT

KOMIIETEHTHBIX OPraHOB W OPraHM3alUil MHOCTPAaHHBIX TOCYAApPCTB, OHHM IHPHHUMAIOTCS IIPH
HaJWMYANA KOHCYJIbCKOW JICTAJIM3allMi, €CIM HWHOE HE MPEIyCMOTPEHO 3aKOHOAATENBCTBOM
PecriyOnukn Kaszaxctan wiam MeXAyHapOJHBIM JOTOBOPOM, YYaCTHHKAMHU KOTOPOTO SIBISIOTCS
PecnyOnuka KazaxctaH u rocygapcTBo, OT OpPraHOB M OpraHU3allii KOTOPOTO HCXOAMT
IPEICTABISIEMbIN TOKYMEHT.

36. Texnuueckas crenupukanys 3asBKU Ha y9acTHE B TEHAEPE JOJDKHA COIEPIKATD:

1) HOKyMEHTBI, MOATBEPXJAIOLUINE COOTBETCTBUE MpEAJaracMoro TOBapa, yCIyTd
Texanueckolt cienudukanyy, ykazanaoi B [Tpunoxennu Ne 2.

37. LlenoBoe mpeUIoKeHNE y4acTHUKA TeHepa, sBisitonierocst pesujentoM Pecryonuku Kazaxcraw,

JIOJDKHO OBITH BBIp2XKEHO B TeHre. LleHoBoe mpeniokeHue yJacTHUKA TEHJepa, He SBISIONIETOCs
pe3unentom Pecrrybnuku KazaxcTaH, MOXkeT OBITh BBIPaXXEHO B MHOU BaITIOTE.

38. LICHOBOC MNPCAJIOKCHUEC HNOJIKHO COACPIKATH IICHY 3a CAWHUILY, 4 TAKXKC O6HIy10/I/ITOFOBYIO LHEHY

TOBapoB, u yciyr 0e3 yuera H/IC, ¢ BKIIOUeHHBIME B HE€ pacxoJaMH Ha WX TPaHCHOPTUPOBKY H
CTpaxoBaHME, OIUIaTy TaMOXKCHHBIX MOLUINH, APYTMX HAJIOTOB, COOPOB, a TaKXkKe MHBIX PACXOJOB,
[IPELYyCMOTPEHHBIX YCIOBUSMHU IIOCTAaBKA TOBAPOB, OKA3aHUS YCIIYL.

39. He JOITyCKaeTCA nepeaadya nNOTCHUHAJIbHBIM ITOCTAaBITUKOM COHMCIIOJIHUTEIAM Ha COUCIIOJITHCHUC B

COBOKYITHOCTH 0o0J1ee IByX TpeTei oObeMa yCiIyr.

5. H3menenne 3asiBOK M MX OT3LIB

40. [ToTeHIMaNBHBIN MOCTABIUK ¢ puMeHeHreM D111 BpaBe M3MEHUTH UM OTO3BATh CBOKO 3aSBKY

Ha ydYacTHe B DIIEKTPOHHOM TEHJepe B J000€ BpeMs /0 MCTEUEHHS OKOHYATEIHHOTO CpOKa
npejcTapIeHns 3asiBOK, HE yTpauyuBasl IpaBa Ha BO3BpaT BHECEHHOTO MM OOECTICUCHHUs 3asBKH Ha
y4acTHe B JJIEKTPOHHOM TEeHJIEPE.

41. He momyckaeTrcsi BHeCEHHME HM3MEHEW B 3asiBKM Ha ydacTue B DJICKTPOHHOM TEHIEpe, IOCIe

HUCTCUCHUA OKOHYATCIIBHOI'O CPOKA UX IMPEACTABIICHUA.

42. [ToTeHUIMaNbHBIA TIOCTABIIUK HECET BCE PAacXOJbl, CBS3aHHBIE C €r0 ydacTHeM B TEHJEpe.

3akazunk/OpraHu3aTop 3aKyloOK, TEHAEpHas KOMHCCHS, SKCHEepTHas IpyIna, SKCIepT He HECyT
00513aTEeNECTB MO BO3MEIIEHHIO ITHX PACXOA0B HE3aBUCHMO OT UTOTOB 3JIEKTPOHHOTO TEHJEpa.

6. BckpbiTHe H paccMoTpeHne 3asiBOK HAa Y4acTHe B JIEKTPOHHOM TeH/epe

43. Ilocne HacTymieHHMs AaTbl U BPEMEHU BCKPBITHSA 3asBOK, YKAa3aHHBIX B OOBSBICHUU 3asBKU

ABTOMATHUYECKH BCKpBIBAIOTCS CHCTEMOW W MPEIOCTaBISCTCS JOCTYIN JJIS MX MPOCMOTpa, Kak
TEHJACPHON KOMHUCCHH, TaK W TOTCHIMATBHBIM IMOCTABIIMKAM, MPUHABIIMM Yy4acTHE B JaHHOM
AJIEKTPOHHOM TEHJIEPE.

44. 3asiBka Ha ydYacTHe B OIIEKTPOHHOM TeHiaepe mnoctynuBinag B CucreMy Toclie HCTEUEHUS

OKOHYATEIFHOTO CpOKa TpHeMa 3asBOK Ha y4YacTHe B JJEKTPOHHOM TEHIEPE TOMJICKUT
aBTOMAaTHYECKOMY OTKJIOHEHHIO CUCTEMO.



44.3asBka Ha yvyacTHe B DJJIEKTPOHHOM TeHAepe mnocTynuBmas B Cucremy Iocie HCTEUECHUS
OKOHYATEJIFHOTO CpOKa TMpHeMa 3asgBOK Ha Yy4yacThe B OJIEKTPOHHOM TEHAEpe MOMJIEKUT
aBTOMAaTUYEeCKOMY OTKJIOHeHHI0O CHCTEMOH.

45. B ciiyyae OoTCYTCTBUS IPEACTABICHHBIX NOTEHIMAIbHBIMU IOCTABIIMKAMHU 3aBOK 110 MCTEUEHUH
OKOHYATEJIBbHOTO CpOKa mpexacTaBieHust 3asBok Cuctemoil aBTromMartuieckud (opmupyercs
oObsiBIIeHHE 00 UTOrax.

46. [IpoToKON BCKPBHITHSL OTKPBITOrO AIIEKTPOHHOTO TeHaepa odopmisieTcss B CUcTeMe W 3aBepsieTcs
TeHJepHOH Komuccueil nocpeactsom DL

47. IIpoToKoJ BCKPBITHSI KOHBEPTOB C 3asiBKaMM Ha y4acTHE B OTKPBITOM TEHZAEPE IOIKEH COAEp)KaTh
CIIEIYIOLINE CBEACHUS:

1) neHb, Bpemsi 1 MECTO BCKPBITHS 3aBOK;

2) cocTaB TEHIEPHOW KOMUCCHH;

3) momHoe HamMeHOBaHUE, (PAKTUUECKUI aJpec MOTEHIMATbHBIX MOCTaBIIUKOB, IPEI0CTAaBUBIINX
3asiBKU B YCTaHOBJIEHHBIE CPOKH, C YKa3aHHEM J1aThl 1 BpEMEHU IIPENOCTaBICHUS 3asBOK;

4) undopmamuio O coAepXKaHWM 3asiBOK, B TOM YHCJIE€ JOKYMEHTOB, ITOATBEPKAAIOLIINX
MPUMEHUMOCTh K 3asBKE KPUTEPHUEB OLECHKHM U COMOCTAaBJICHUS, BIMSIOIIMX Ha YCIOBHOE
MOHIKCHUE TIeHBI, YKa3aHHBIX B MyHKTe 55 Hacrosiiei TeHIepHOW NOKyMEHTalWd, [eHax U
CKUJKaX, 3asBJIEHHBIX IOTEHLHUAJbHBIMU IIOCTABIIMKAMM B IEHOBBIX IPEJIOKEHUAX Ha
TIOHIKEHUE TIEHHI (B CIIyJyae X HAIA4Hs);

48. 3asBKM paccMaTpUBAIOTCS TCHICPHON KOMHCCUEH Ha MPEeIMEeT COOTBETCTBUS 3a1BOK TPeOOBaHUAM
myHkTa 33 Hacrodmed TennepHoi fokymMeHTau. He OTKIOHEHHBIE IO OCHOBAaHUSAM, YKa3aHHBIM
B nyHkTe 50 HacTosimiei TeHaepHON AOKyMeHTaluH, 3asBKU COMOCTaBISAIOTCS M OLIEHHWBAIOTCS
TCHJICPHOH KOMHCCHEH B LENAX BBIOOpA MOOETUTENS 3JIEKTPOHHOTO TEHJAEpa, MPEATIOKUBIIETO
HaWTy4llINe yCIOBUS MOCTABKH (BBIMOIHEHHS, OKa3aHMsI) 3aKyIIaeMbIX TOBapOB, YCIYT.

49. 3asBKM Ha y4acTHE B JIEKTPOHHOM TEHIEPE PacCMaTpUBAIOTCS TEHIIEPHON KOMHUCCHEW B CPOK HE
oonee 10 (mecsatn) pabouux AHEH CO JHS BCKPBITHS CUCTEMOM 3aSBOK Ha Y4acTHUE B AJIEKTPOHHOM
teHaepe. [lpu mnpoBeneHUM 3aKyllOK TOBapoOB, YCIYyI, HMEIOIIMX CJIOXKHbIE TEXHUYECKHE
XapaKTePUCTHKA W CHEUM(HUKALUKM, 3asgBKH pacCMaTpUBAIOTCA TEHIEPHOW KOMHCCHEH ¢
MPUBJICYCHUEM JKCTIEpPTa (IKCIIEPTHONW KOMHUCCHH) B cpoK He Oonee 20 (aBaguaru) pabounx aHen
co JHsI BCKphITUsE CUCTEMOH 3asBOK.

B cnyuae mpoBemeHusi 3aKyNoOK TOBapoB, MO KOTOPBIM YacTh JIOTOB MM OJUH JIOT TPeOYIOT
JIOTIOJIHUTEIIBHOTO PACCMOTPEHMS, CBA3AHHOIO C MCIBITAHUEM IPOAYKLUH, B CBA3U C NPENIOKEHUEM
NOTEHIMAJIbHBIM  [OCTABIIMKOM  QJBTEPHATUBHBIX  TEXHUUYECKHX  XapakTepUCTUK H  (Win)
TEXHOJIOTHYECKUX PEIICHUH NpU €€ MNPOU3BOACTBE, CPOK PACCMOTPEHHS 3asBOK IO JAHHOMY JIOTY
(JtoTaM) JOTIOTHUTENHHO MPOAJIEBACTCS 0 MOMYUSHHsI Pe3yabTaTOB HCIBITAHWH, HO He Oonee yeM Ha 20
(mBaguare) pabouux gmedd. [Ipm TOM TO OCTaBIIUMCSI JIOTaM, HE TPEOYIOIIUM JIOTIONHUTEIHLHOTO
paccMOTpeHMsl, 3asABKM TEHIECPHOH KOMHCCHEH paccMaTpUBalOTCAd B CPOKH, YCTaHOBJIEHHbIE ab3aleM
NEPBBIM HACTOSIIETO ITyHKTA.

50. IIpu paccmoTpernn 3asiBOK TEHAEpHAsT KOMUCCHS BIIPABE:

1) 3ampocuts B CHcTeMe Yy TOTEHIMAJIbHBIX TIOCTABIIMKOB MaTepHallbll W Pa3bsCHEHUS,
HEOOXOIUMBIE JUIsl pACCMOTPEHUS, OLIEHKU U COIIOCTABJICHUS 3asBOK (3a UCKIIIOUEHHUEM IIPEIUIOKEHHOMN
LEeHbI (CKUIOK), TEXHUYECKOH crienupuKauuu U JOKYMEHTOB, ITOATBEPKAAIOLUINX KPUTEPUH, BIUIIOIINE
Ha YCJIIOBHOE NOHMKEHUE LIEHBI, TPEAYCMOTPEHHBIE MyHKTOM 55 HacTosel TenaepHol JOKyMEHTAINHN);

2) ¢ Uenpl0 YTOUYHEHHsI CBEICHMUU, COAEpIKAIIMXCS B 3asBKaxX, 3allpOCUTh HEOOXOJUMYIO
WHPOPMAIIMIO Y COOTBETCTBYIOIIUX TOCYIaPCTBEHHBIX OPraHOB, PU3NUYECCKUX U IOPUANYCCKUX JIHII.

IIpr >TOM HE HOOMYyCKAarOTCs 3ampoChl W UHBIE IEHCTBHUS TEHICPHONM KOMHUCCHH, CBA3AHHBIE C
npuBeACHUEM 3asBKM Ha yyacTHE B TE€HIEPE B COOTBETCTBUE C TPEOOBAaHMSIMH NMyHKTa 33 HacTosILEH
TenaepHOH AOKYMEHTALMH, 3aKJIOYAIOLINECS B JOMOJHEHUHM 3asBKA HEIOCTAIOIIMMHU JIOKYMEHTaMH,
3aMeHEe [IOKYMEHTOB, TMPHBEJICHHM B COOTBETCTBHE HEHaIekamuM o0pa3oM 0o(OpMIEHHBIX
JIOKYMEHTOB.

51. TennepHas KOMHCCHS OTKJIOHSET 3asiBKY B CITydae:

1) mpusHaHus 3asBKM Ha  ydacTMe€ B  TEHIEPE HECOOTBETCTBYIOIIEH  TpeOOBaHUM,
MPEeTyCMOTPEHHBIM NYHKTOM 33 HacTosmed TeHIepHOH AOKyMEHTAaIMH, 32 HCKIIOYEHHEM
Clly4aeB, HECOOTBETCTBHUSl TEXHHUYECKOW crenn(UKaiuy, KOrjJa MOTCHIMANIBbHBIN IOCTaBIINK
Ipe/ylaraeT JIydllde YCJIOBUS IIOCTaBKUM TOBapa, OKa3aHHUA YCIyI, a Taike Jydllue
XapaKTePUCTUKH 3aKyIIaeMbIX TOBApPOB, YCIYT;

1) ecnu NOTEeHUMANBbHBIN MOCTABIIMK SIBIIsIETCS aQPUINPOBAHHBIM JIMLIOM APYTOro NOTEHIHUAIHHOTO
MOCTAaBILUKA, TOJABIIETO 3asBKY Ha yyacTHe B JaHHOM TeHJepe (JoTe);

2) ecnu LIEHOBOE MpEIJIOKEHUE MOTEHIMATBLHOTO IMOCTABIIMKA MPEBBIIAET CYMMY, BBIICICHHYIO
JUIS 3aKyIIKY;

2) TOTEHIMANBHBIA MOCTABIIUK JINOO €ro CyOmOmpSITYMK (COMCIONHHUTENb), JTHOO HOPUANISCKOE
JUIO, BXOAAILIEe B KOHCOPHHYM, cocTouT B llepeuyHe HeHaIeXHBIX MOTCHUHATIbHBIX
MOCTaBIIUKOB (TOCTAaBIIMKOB) XonauHra u (win) B PeecTpe HENOOPOCOBECTHBIX YYaCTHHUKOB



2) MOTEHUMANbHBIM MOCTABIIUK JIMOO €ro CyOmompsiIYMK (COMCIONHHUTENb), JTUOO HOPUANYECKOE
JUI0, BXOASIIEE B KOHCOPIUYM, COCTOMT B IlepeuHe HEHaJEKHBIX MMOTEHIHAIBHBIX
MOCTaBIIUKOB (TIOCTaBIIMKOB) XonjauHra U (Win) B PeecTpe HENOOPOCOBECTHBIX YYaCTHHUKOB
TOCYIapCTBEHHBIX 3aKYIIOK;

52. He momyckaercsi OTKJIOHEHHME 3asBKM Ha y4acTHE B OTKPBITOM TeHAEpe MO (opMaabHBIM
OCHOBaHMSIM.

@opManbHBIMH OCHOBAaHUSIMHU SIBIIAIOTCS CIy4yad, HE YyKa3aHHble B myHKTe 50 HacTosmei
TennepHON NOKyMEHTALUH.

53. HeoTkiioHEHHBIE 3asBKH OIICHUBAIOTCS M COIMOCTABISIOTCS TEHIEPHOW KOMHUCCHEH COTIIacHO
KPUTEPHSIM, COAEPKAIIMMCS B TEHAECPHON NOKyMeHTauuu. [Ipu 3TOM olLeHKe MoAexuT oomas/
WTOTOBas LI€HAa [IEHOBOTO MPEUI0KEHNS MOTEHIINAIbHOTO MOCTABUINKA.

[ToGenuTens TeHIEpa onpenenseTcs Ha OCHOBE HAMMEHBIIIEH YCIOBHOM IIEHBI, pACCUUTHIBAEMON C
y4ETOM IPUMEHEHUSI KPUTEPHUEB, COAECPIKALMXCS B TEHAEPHON TOKYMEHTALUH.

54. IloTeHIIMATBHBIA TTOCTABIUK, 3aHSBIINNA 10 UTOTaM OIIEHKH U COIOCTaBIEHUS BTOPOE MECTO,
omnpefieNnAeTcd Ha OCHOBE IIEHBI, CIEOYIOMIEedW TMOociae HauMEHBIIEN YCIOBHOW IIEHBI,
paccuuThIBa€MOM ¢ YYETOM IMPUMEHEHNS KPUTEPHUEB, COIEPIKALUXCS B TEHACPHON TOKyMEHTALINH.

IIpu paBeHCTBE YCIOBHBIX LE€H TEHACPHBIX IIEHOBBIX NpEIOKCHUH mobexuTeneM (MM
NOTEHIMAJIBbHBIM IIOCTABIIMKOM, 3aHABLIMM II0 WTOraM OLIEHKM U COIOCTaBJIECHUS BTOPOE MECTO)
MIPU3HAETCS OTEYECTBEHHBIN TOBAPOIIPOU3BOIUTEND 3aKyIIAEMOT0 TOBapa.

I[Ippu paBeHCTBE YCIOBHBIX II€H TEHJEPHBIX ILEHOBBIX MPEIIOKEHHH OTEUYECTBEHHBIX
TOBapOIPOM3BOIUTENEH moOeauTeNeM (MM TMOTEHIUAIBHBIM TOCTABIIMKOM, 3aHSBIIMM [0 HTOTaM
OLIEHKH U COIIOCTaBJIEHUs BTOPOE MECTO) IIPU3HAETCSl OTEUECTBEHHBIN TOBAapOIPOU3BOAUTEND, UMEIOILNH
OoNBIINiT OTBIT PAOOTHI MPOU3BOACTBA 3aKyIIAEMBIX TOBAPOB.

IIpn paBeHCTBE YCIOBHBIX ILI€H TEHIEPHBIX LIEHOBBIX IMPEIIOKEHUM, B CIydae OTCYTCTBUSA
OTEYECTBEHHOTO TOBAapONPOU3BOAMUTENS MoOennuTeNeM (MM MOTEHIHAIbHBIM MMOCTABIIMKOM, 3aHSBIIUM
I10 UTOTraM OLCHKH M COIMOCTABJICHHA BTOPOC MeCTO) IIPpU3HACTCA HOTeHHHaHBHBIﬁ IMIOCTaBIIHK, I/IMCIOIIII/Iﬁ
OoNbIINiT OTBIT PAOOTHI HA PHIHKE 3aKyIAEMBIX TOBAPOB, SBIISIOMINXCS MIPEIMETOM OTKPBITOTO TEHIIEPA.

[Ipu paBeHCTBE YCIOBHBIX LIEH TEHAEPHBIX LIEHOBBIX MPEIJIOKEHUH M PAaBHOM OIBITE pabOTHl Ha
PBIHKE 3aKyNaeMbIX TOBApOB (MJIM B CIIy4ae HEBO3MOXKHOCTH OIpeeSieHHs! OIbITa paboThl HA OCHOBaHUU
MPEJCTABICHHBIX MOTCHINAIBHBIMHI MOCTABIIUKAMH JOKYMEHTOB) MoOeauTeneM (MM MOTEHUIUAIBHBIM
IIOCTABIMKOM, 3aHSABIIMM [0 MTOraM OLEHKM M COIIOCTABJICHHUsS BTOPOE MECTO) IpU3HAETCS
NOTEHIMAJIBbHBIN OCTABIIMK, paHEee IPEAOCTaBUBIINN 3asBKY Ha y4yacTHE B TEHJEPE.

55. HeotkiioneHHbIe 3asBKH OIEHWBAIOTCSA W COMOCTABISIFOTCS TEHIEPHONH KOMHCCHEW  COTJIacHO
KPUTEPHSIM, COAEPKAIIMMCS B TEHACPHOM NoKyMeHTauuu. [Ipu 3ToM oleHKe MoayiekuT oomas/
UTOTOBasl IIeHa IEHOBOTO MpEJIOKEHUS NOTEHIMAIbHOro mMmocraBimuka. [lobeautens TeHaepa
olnpenensieTcs Ha OCHOBE HaMMEHbILIEH YCIOBHOM IIEHBI, PACCUMTAHHOM € y4yeTOM IpUMEHEHHUs
CIIEAYIOUINX 00s13aTEIbHBIX KPUTEPHEB:

Ne Kpurepuii YcinosHoe
NOHU:KeHHe/yBeTuyeHne
IeHbI
1 | IloTeHnmanbHBIA MOCTaBIIMK SIBISICTCS OTCUYECTBEHHBIM -5%

TOBapONPOU3BOANTENIEM 3aKyNaeMOro TOBapa B COOTBETCTBHU C
MNpeaACTaBJICHHBIM OPHUIMHAJIOM MJIWM HOTAapHAJIbHO 3aBepeHHOI\/'I KOTIhen
ceprudukara npoucxoxaeHus Topapa (popmer CT KZ) nubo rxonwmet,
3aBEPEHHOI rOCYIapCTBEHHBIM M HHBIM YIIOJTHOMOYECHHBIM OPTaHOM,
BBIJABIIUM CEpTH(HUKAT W COCTOMT B PeecTpe OTEYECTBEHHBIX
TOBapONPOU3BOAUTEINEH.

2 | IloTeHIIMAaIBLHBIN MOCTAaBIIUK SIBISIETCS JI0OPOCOBECTHBIM -1%
MMOCTABIIUKOM B COOTBETCTBUH ¢ IlepeuHeM H00pPOCOBECTHBIX
MOCTaBIIMKOB XOJINHTa

3 | lloTeHIMaNbHBIM TIOCTABIIUK SIBJISCTCS OpTaHW3allie WHBAJIUIOB -5%
(puzmueckum JTUIIOM - WHBAJIHIOM, OCYIIECTBISIONTIM
MPEeNNPUHIMATEIBCKYIO JEeSTENBHOCTD), MPOU3BOMSIICH 3aKyaeMblit
TOBAp B COOTBETCTBUM C TIPEJCTABICHHBIM OPHUTHHAIOM  HJIU
HOTApUaJbHO 3aBEPCHHON KOMHMEW cepTHU(UKATa IPOUCXOKICHHS
toBapa (popmel CT KZ) nmubo komuei, 3aBepeHHON rocyaapCTBEHHBIM
WIH WHBIM YIOTHOMOYECHHBIM OPTraHOM, BBIJABIIUM CEPTHPHUKAT |
cocrout B Peectpe opraHuzanuii MHBANUAOB ((U3NYECKUX UL -
WHBAJUI0B, OCYIIECTBISIIONINX MPEATPHHIMATEIHCKYIO IeITSILHOCTD)
XoaauHra

4 | Hanuuue y TOTEHIMANbHOTO TIOCTaBUIMKAa omnbiTa pabotel Ha| - 1,5% 3a 3 ropma ombita
OTHOPOJHOM pBIHKE 3aKylaeMbIX TOBapoB, YCIYr, B TeEUCHHE pabots! 1 - 0,5% 3a




XonguHra

Hanuuve y mOTCHIMANBLHOTO TIOCTABIIMKA oOmbiTa paborel Ha| - 1,5% 3a 3 roga omeita
OJTHOPOIHOM pBIHKE 3aKylaeMbIX TOBapoOB, YCIYT, B TeUCHHUE pabotsl 1 - 0,5% 3a
MOCIEAHUX S5  JIeT, TIOATBEPKICHHOTO  COOTBETCTBYIONIMMHM| KaXIbIH MOCIETYIOIHHA
OpWUTHHAJIAMH VI HOTApUAIhHO 3aCBUICTEIHCTBOBAHHBIMHA KOMUSMU 1 rog paboTHI,
HaKJIQHBIX, COOTBETCTBYIOIIMX aKTOB, ITOATBEPKAAMIINX TPUCM- HO He 0omee 2,5%

nepeaady rnmocCTaBJICHHBIX TOBAPOB, OKa3aHHbBIX YCJIYT.

Hanuume y TOTEeHHMAIbHOTO TMOCTABIIMKA CEePTUMUIIUPOBAHHOM -1%
cucteMbl  (CepTU(UIMPOBAHHBIX  CHUCTEM)  MEHEIKMEHTa B
COOTBETCTBUM € TpeOOBAaHMSIMHU TOCYIAPCTBEHHBIX CTAaHIAPTOB
Pecnybnukn KaszaxcraH, cOOTBETCTBYIOIIEH MpeaMETy MPOBOIUMBIX
3aKyTIOK, MOJATBEP)KJIECHHOM HOTapHaJbHO 3aCBUIETENBCTBOBAHHOM
KONHMEeH cepTUdUKaTa CHUCTEMbl MEHEI)KMCHTAa WM  KOIIWEH,
3aBEpEHHON opraHu3aiuel, BeJaBInei cepTudukar

MecTHOEe coaepkaHWE€ B TOBape  IOTEHIMAIBLHOTO TocTaBmuka,| - 0,15% 3a xaxmsrii 1%
SBIISIIONIETOCS ~ MPEIMETOM  TPOBOJAWMBIX  3aKyINOK,  KOTOpOE| MECTHOTO COZCpIKaHUs
OompenenseTcs Ha OCHOBAHWHM OpWTHMHANA WM  HOTapHalbHO
3aBEpEHHON Komuu ceprudukara mpoucxoxaeHus: Torapa (popmsr CT
KZ) mubo kommm, 3aBepEHHON TOCYJapCTBCHHBIM YIIOJIHOMOYCHHBIM
OpraHoM, BBIJIABIINM CEPTU(UKAT;

3asBieHHE (JCKIApallMIO0), IOANMCAHHYIO IepBhIM pykoBoautenaeMm| - 0,15% 3a kaxmawiid 1% ot
MOTEHINALHOTO TIOCTABIIMKA WM YIOJHOMOUYEHHBIM WM JIMIIOM, C| YKa3aHHOTO B 3asBICHHU
yKa3aHUeM HAWMCHOBAHMS 3aKylacMoro TOBapa, IPOM3BOJCTBO|(JEKIapaliu) MPOIEHTHOTO
KOTOPOTO TMOTCHIMANBHBIA TOCTABIIUK O0S3yeTCs OpPraHU30BaTh Ha 3HAYEHUS] MECTHOTO
tepputopun  PecnyOnuku  KazaxcTtaH 70 TOJHOTO — HCIIOJHCHHUS COJICpIKaHUS
JIOTOBOpA M JOJH MECTHOTO COJICP)KAaHHUS B MPOIICHTHOM BBIPAXKCHUHU B
ToBape. [Ipu 3TOM TOTEHIMABLHBIA MOCTABIIUK JOJDKEH OBITH
OTEYECTBEHHBIM TOBapPOIMPOU3BOIUTEIIEM TOBApOB, OJHOPOIHBIX C
3aKylaeMbIM B COOTBETCTBHU C MPEJCTABICHHBIM OPUTHHAIOM WM
HOTApUajJbHO 3aBCPCHHON KOMMEW CcepTU(UKATa IPOUCXOKICHHS
toBapa (dopmbl CT KZ) nmubo xonwueid, 3aBepeHHON rocyAapCTBEHHBIM
WJTH UHBIM YTIOTHOMOYCHHBIM OPT'aHOM, BBIJIABIINM CEPTU(DUKAT.

B cnyyae mpuMeHeHHS K 3asBKE TOTCHIIMAIBHOTO MOCTABIIHKA
Ha YydYacTHE B TEHJIEPE KPUTEPHUsS, ONPEACICHHOTO HACTOSIIUM
MOJMYHKTOM, KPHTEPHH MPEIyCMOTPEHHBIC MOAMyHKTaMH 1) u 6)
HACTOSIIET0 IyHKTa K 3asBKE HA y4yacTHe B TEHJAEpEe ITaHHOTO
MOTEHIMALHOTO TIOCTABIIMKA HE IPUMCHSFOTCS.

[ToreHnmansHBINH MOCTAaBIIUK SIBIISIETCS Y4aCTHUKOM -5%
cnenuanbHo dKoHOMU4Yeckor 30HBI (CDO3) «I[lapk WHHOBAIIMOHHBIX
TEXHOJIOTHI» M MOCTABIISIET TOBAPbI, OKA3bIBAET yCIYTH, OTHOCSIIUECS
K MPHOPUTETHBIM BHIAM JAEATEIBHOCTH, COOTBETCTBYIOLIUM LIEJISIM
CO3 «llapk MHHOBAIIMOHHBIX TEXHOJOTHI» W MpenIMeTy 3aKyloK B
COOTBETCTBUH c npeCTaBICHHOM HOTapHaIbHO
3aCBHUJICTEIILCTBOBAHHON KOIMHUEH JIoroBopa 00  OCYIIECTBICHUH
JesiITeNbHOCTH B KauecTBe ywyacTHuka CO3 «Ilapk MHHOBAIIMOHHBIX
TEXHOJIOTHI», 3aKJIIOYEHHOTO MEXAY YNPaBIAONMICH KOMOaHued u
YYACTHHKOM.

B cnyyae mpuMeHeHHMs K 3asBKE MOTEHIMAIBHOTO MOCTAaBIIMKA
Ha YyyacTHE B TEHIEPE KpPUTEPHUSA, OIPEAEICHHOIO HACTOANUM
MOJIITYHKTOM, KPHUTEPUH, NPEAYCMOTPEHHbIe moamyHKTamu 1) u 3)
HACTOSIIEr0 NyHKTa K 3asBKe Ha ydYacTHe B TEHJAEpE aHHOTO
MOTEHIHATBFHOTO MOCTABIINKA HE MPUMEHSIOTCS.

HOTeHIlI/laJIbHOMy MMOCTABIIMKY TaKkKe HEe00X0AUMO 3aN0JTHHUTD le/l.]'lO)KeHl/Ie 8 k Teﬂz[epﬂoﬁ
AOKYMECHTAU MU, IJISl YI€Ta BbILNICYKA3aHHbIX KPUTECPUEB.

56. B cinyuyae HempenCTaBIE€HHs MOTEHIMAIBHBIM TOCTABIIMKOM JOKYMEHTOB, MOJATBEPKIAIOLINX
KPUTEPHH, BIIHAAIOIIHAE HA YCIOBHOE IIOHM)KEHUE LIEHBI, TCHAEPHAas KOMMCCHsS HE NPUMEHSET K
TakOMy TOTEHIUAJIBHOMY IOCTAaBIIWKY YCIOBHYIO CKHIAKY, IpH OTOM HENPEICTaBICHHE
JIOKyMEHTOB, MOJATBEPKIAIOIUX KPUTEPUH, BIUSAIOIIME HA YCIOBHOE IOHMKEHUE LIEHBI, HE
SBIIAETCA OCHOBAHHMEM JIJIsl OTKJIOHEHUS TaKOU 3asiBKH.



TakoMy TIOTCHLIHAJIbHOMY TIIOCTAaBIIMKY YCJIOBHYIO CKHIKY, I[PH 3TOM HENpeICTaBlIeHUE
JIOKYMEHTOB, TOATBEPXKIAIOIINX KPUTEPHH, BIMSIONMIME HA YCIOBHOE IOHMKCHHE IICHBI, HE
ABJISICTCSI OCHOBAHUEM Ul OTKJIOHEHUS TaKOM 3asIBKU.

57. B cny4ae ydacTus B TeHIEpe KOHCOPILMyMa 00s3aTelbHbIE KPUTEPHUH OLEHKH M COMOCTAaBICHHUS
3asiBOK IMOTEHUHMAJIBHBIX IOCTABIIMKOB Ha y4YyacTHE B OJJIEKTPOHHOM TEHAEpE, BIUSIOIIME Ha
YCIIOBHOE TOHIDKEHHE IIeHBl TEHACPHOM KOMHUCCHEH, NPUMEHSIIOTCS TOJBKO K TOJOBHOMY
YYaCTHHUKY KOHCOPIIYMa, OTIpe/IeIeHHOMY KOHCOPLIMATBHBIM COTIAIIEHUEM €T0 YYaCTHUKOB.

58.Ilon oTedecTBEHHBIM TOBApOIPOU3BOAUTEIEM IIOHMMAIOTCS IOTEHLUANbHbIE IOCTABIIUKU —
MPOM3BOSIINE HA TeppuTopuu Pecyonmku Kazaxcran:

TOBaphl, IMOJIHOCTBIO Mpou3BeAcHHBIE B PecmyOnmke KazaxcraH, mepedncieHHbIe B IyHKTE 5
[IpaBun Mo onpeAeneHnI0 CTPaHbl MPOUCXOKICHHSI TOBapa, COCTABICHUIO U BBIAAYE aKTa SKCIEPTHU3BI O
MPOUCXOXKJCHHH TOBapa M O(OPMIICHHUIO, YIOCTOBEPEHHUIO W Bbljaue cepTUPHUKATa O MPOUCXOKIACHUN
TOBapa, YTBEPKJICHHBIX MmocTaHoBIeHUeM [IpaBurenberBa Pecnyonuku Kazaxcran or 22 okrsiops 2009
roga Ne 1647.

TOBaphl, MOJABEPrHYTHIE JOCTAaTOUHOW mepepaboTke B PecmyOnmuke KazaxcTaH B COOTBETCTBUHM C
KPUTEPHUSIMH JJOCTATOYHOM MepepaboTKy, ycTaHOBIECHHBIMH MMyHKTOM 7 IIpaBui mo onpeaeneHuio CTpaHbl
IIPOUCXOXKJCHHUs TOBapa, COCTABICHUIO M BbIJAde aKTa 3KCIEPTU3bl O IIPOUCXOXKIECHUM TOBapa HU
oopmileHHIO, YIOCTOBEpEHHIO M BBIJade CepTH(HUKaTa O IMPOHCXOKICHHH TOBApa, YTBEP)KICHHBIX
nocranosneHueM [IpasurenscrBa Pecybnuku Kazaxcran ot 22 oktsi6ps 2009 rona Ne 1647.

ITog MecTHBIM conmep)kaHHEM IMOHMUMAeTCs MPOLCHTHOE COJEpPKaHWE CTOMMOCTH OIUIATBl TPyHa
rpaxnan PecnyOnmmuku KaszaxcraH, 3a7eliCTBOBaHHBIX B HCIIONHEHHH JIOTOBOpA O 3aKylKaxX OT OOIIEero
¢oHma omaTel Tpyla IO JAHHOMY JOTOBOPY M (WIM) CTOMMOCTH JOiM (ZoJieil) MeCTHOro
MPOUCXOKICHHSI, YCTAHOBIEHHOW B TOBape (TOBapax) B COOTBETCTBUM C KPUTEPHSIMM IOCTaTOYHOM
nepepabOTKU WM MOJHOTO MPOM3BOJCTBA pe3uneHTamu PecnyOnuku Kazaxcran ot oOmieit ctommoctu
TOBapa (TOBapoOB) IO IOTOBOPY O 3aKyIKax.

Jns  ompeneneHusi MECTHOTO COJCpKaHWS B TOBape MOTEHIMAIbHBIA TIOCTaBIIMK JIOJKEeH
IPEOCTaBUTh OPUTMHAJT MM HOTAapUAIBFHO 3aBEPEHHYIO KOIHUIO CepTH(UKaTa MPOMCXOXKICHUS TOBapa
(popmbr CT KZ) nmubo xomuu, 3aBEpeHHYIO (-bl€) TOCYJApCTBEHHBIM YIOJHOMOYEHHBIM OpPTaHOM,
BBIJIABIIMM CEPTU(UKAT, WX 3asBICHUE—IEKIapalHio, BbIIAHHOE COOTBETCTBYIOLINM YIIOJIHOMOYEHHBIM
OpPraHoOM TPU BBHITYCKE €AMHUYHOTO, HECTAHJAPTHOTO, HECEPUIHOTO TOBapa WIIM TOBapa, BBIITYCKaEMOTO
0] 3aKa3.

59. Eciu 1ieHOBbIE MPEUIOKEHHsT YYaCTHUKOB TE€HAEpa BBIPAXEHbI B PA3JIMUHBIX BAJIIOTAX, TO AJSL UX
OLICHKH W COINOCTaBJICHHUA OHM MEpeBOAATCS B BamoTy PecnyOmuku Kaszaxcran - TeHre - mo
ouIHaIbHOMY KypCy HallMOHAJbHOM BamoThl PecyOnmmku KazaxcTan K MHOCTpaHHBIM BaJllOTaM,
ycranoBieHHoMYy HarnmonansHbiM 6ankoM PecriyOnukn KazaxctaH Ha JIeHb BCKPBHITHSI KOHBEPTOB C
3asiBKaMH.

7. IlonBeneHue MTOTOB TEHAEPA

60. [TpoTokOT WTOrOB 3JIEKTPOHHOTrO TeHaepa odopmisercs B Cucreme, 3aBepsAeTCs TEHICPHOU
komuccuent mocpenctasom D1III.

61. 3akazunk/opraHu3arop 3aKyInok He rno3aHee 3 (Tpex) pabouux IHEH co IHS 3aBepeHHs TeHIACPHOU
xomuccuerd mocpeactsoM Ol mpoTokonma 00 wWTOrax OTKPBITOTO TEHJEpa HapaBiseT
NMoOEeIUTEIIO YBEJOMIICHHUE.

62. B ciyyae npusHaHMS 3asABKM ITOTEHIMAIBHOTO IIOCTABUIMKA MOOEAMBINEH, MOTCHIUAIBHBIN
NOCTaBIIMK B CPOK He Oomee 5 (mATH) paboymx AHEH C MOMEHTa IMOJIYYeHHs YBEJOMIICHHS,
HanpasiseT 3aKka3duKy HOTapUAIbHO 3aCBHUIETEIILCTBOBAHHBIE KOMHMU JOKYMEHTOB YKa3aHHBIE B
nyHkTe 33 TenaepHoil TOKyMEHTAaLMH.

B mpoTokone 00 uTorax TeHaepa I0KHA COePIKaThCs HH(OPMAIIHS:
0 MECTE U BPEMEHU MO/IBEJICHNUS UTOI'OB;
0 MOCTYNMBIIUX 3asiBKaX NOTCHIIMAJIbHBIX TOCTABIIMKOB HA Y4aCTHE B TEHAEPE;
0 CyMMe, BBIICTICHHOM JUIsI 3aKyIIKH, PELyCMOTPEHHON TOJOBBIM IIaHOM 3aKynok 0e3 yuera HIIC;
00 OTKIOHEHHBIX 3asBKaX C yKa3aHWEeM JIeTAIM3UPOBAHHBIX OCHOBAaHHWH OTKIOHEHHS U
HEIMIPUMCHCHUA KPUTCPUCB BIIUAIONINUX HA YCJIIOBHOC IMMOHUKCHHUE LICHBI;
0 [TOTEHIMAJIbHBIX ITOCTABIIMKAX, YbH 3asIBKM HAa yYacTHE B TEHJEPE HE OTKJIOHEHBI,
0 pe3yJIbTaTax MPUMEHEHHs KPUTEPUEB OLIEHKU U COOCTABICHUS;
00 uTOrax TeHAepa;
0 CyMME ¥ CPOKax 3aKJIIOUECHHS JJOTOBOPA O 3aKyIKax B CiIydae, €ClIi TEHJEp COCTOSIICS,
0 [IOTEHLMAJIbHOM II0CTaBUIMKE, 3aHBIIEM BTOPOE MECTO;
CBEICHHSI O HANpPaBIICHUH B COOTBETCTBHHM ¢ MyHKToM 50 Hacrosmed TeHmepHOW HTOKyMEeHTaIHH
3alpoCcoOB MOTEHIHUAIbHBIM IOCTABILIMKAM, COOTBETCTBYIOLIMM TOCYOAPCTBEHHBIM OpraHam,
(hU3UYECKUM H IOPUINIECKUM JIMIIAM;
uHas nHMOpMAaIHS M0 YCMOTPEHUIO TEHIEPHOW KOMUCCHH.
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3alpoCcOB TOTEHIMAJIbHBIM TOCTABIIMKAM, COOTBETCTBYIOIIMM TOCYIapCTBEHHBIM OpraHam,
(hU3MYCCKUM M FOPUIUICCKUM JIMIIAM;
U umas mndopMarius mo ycMOTpEHHIO TEHIEPHOH KOMHCCHH.

63. Tennep npu3HAETCS TEHACPHON KOMUCCHEN HECOCTOSABIIMMCS B CIIyYae:

1) npeacraBieHHs 3asBOK Ha y4acTHE B TEHAEPE MEHEe JBYX IMOTEHIHMAIBHBIX MTOCTABIINKOB;

2) ecim nociie OTKJIOHEHUS TeHJIEPHON KOMHCCHEH TI0 OCHOBAaHUSIM, TIPEAYCMOTPEHHBIM ITyHKTOM
51 nacrosimelt TeHmepHONW OOKYMEHTAllMH, OCTAJIOCh MEHee ABYX 3afBOK Ha ydacTHe B TEHJEpe
NOTEHIINALHBIX TIOCTABIINKOB,;

3) yKiIoHeHHus moOeauTeNs TeHAepa U MOTEHIHAIBHOTO MOCTABIIMKA, 3aHIBIIETO0 BTOPOE MECTO, OT
3aKJIIOYEHUS JOTOBOPA;

4) HempezcTaBineHus modeanuTeNeM TeHJIepa U MOTEHIMANBHBIM MTOCTABIIUKOM, 3aHSBIIUM BTOPOE
MecTO, obecrieueHus] Bo3BpaTa aBaHca (IIPeoIIaThl) B COOTBETCTBUH ¢ IMyHKTaMu 75 W 83 Hacrosmiei
TenaepHOU NOKyMEHTALUH.

64. 3akazunk/Opranu3aTtop 3aKylOK 1O JaThl BCKPBITUSl 3afBOK Ha y4yacTHE B TEHIEpPE BIPaBe
OTKa3aThCsl OT OCYIIECTBICHHUS 3aKyNOK B CIydasX COKPAlleHHWs PacxXolOB Ha MPHOOpeTeHHe
TOBapOB, YCIYT, MPEIyCMOTPEHHBIX B IUIaHe(HaX) 3aKynoK, OOOCHOBAaHHOTO YMEHBIICHUS
norpeOHOCTH MM OOOCHOBAHHOM HEIEeNIeco00pa3sHOCTH PpUoOpeTeHus: ToBapoB, yciryr. OTkas3 ot
3aKyTIOK OCYIIECTBIISETCS ITyTeM BHECEHHS COOTBETCTBYIOMINX N3MEHEHHH B TUTaH(BI) 3aKyTIOK.

[Ipu 3TOM B caydae, mpeayCMOTPEHHOM B ab3alie IepBOM HACTOSIILIETO MyHKTa BHECEHNE U3MEHEHUI
W JIOTIONTHEHWH B IUIAH 3aKYyNOK, CBUACTEIbCTBYIOIIMX O IMOCIEAYIOIEM YBEIUYEHHUH PAaCcXOJ0B Ha
npuoOpeTeHne, YBEIIMICHUH TOTPEOHOCTH HITH BOSHUKHOBEHHH 11€JIeCO00Pa3HOCTH MPHOOPETEHUST TAKUX
TOBApOB, YCIIYT B TEKYIIEM IOy HE JOITyCKaeTCsl.

B sToM cnyuae 3aka3unk/ OpraHusarop 3aKymnok oOs3aH:

1) B Teuenune 3 (Tpex) pabouMX JHEH CO THS MPHUHATHUS pelieHUs 00 OTKa3e OT OCYIIECTBIICHUS
3aKyNOK W3BECTUTH 00 3TOM JIHII, YYaCTBYIOIIMX B MPOBOAMMEIX 3aKyIlKaxX; YBEIOMIICHHE 00 OTKa3e OT
OCYIIECTBJIICHUS JIEKTPOHHOTO TEHJEpa aBTOMAaTHYECKH pacchutaeTcs CHCTeMOH BCeM ydYaCTHUKaM
HIIEKTPOHHBIX 3aKYIIOK.

2) B Teuenue 5 (mATH) paboumx AHEH CO JHS NMPHUHITHSA pElIeHUs 00 OTKa3e OT OCYLIECTBIICHUS
3aKyNOK BO3BPaTUTh BHECEHHBIE 00eCeueHHs 3asIBOK.

65. B cinyuae OOHapy)KeHHS HApyIICHWH, BIUSAIONIMX HAa WTOTM 3JCKTPOHHOTO TeHzepa (jioTa), B
MPOBOJMMOM/TIPOBE/ICHHOM TeHaepe (Jiore) 3aka3zunk/OpraHu3aTop 3aKynok u (WIM) TeHAepHas
KOMHCCHS IO MOMEHTa 3aKJIIOYEHUs JIOroBopa 00s3aHa OTMEHHTH TEHIEp (JI0T) MM €r0 HTOTH.
[Ipu sTOM, TeHaep (J0T) TOHKEH OBITh MEPECMOTPEH (B TOM € COCTaBE TEHAECPHOH KOMHCCUU C
TEMH K€ MOTCHIUANbHBIMH MOCTABIUKAMHK, YYaCTBOBABIIMMHU B TEHJEpE (JI0TE) WM MPOBEACH
HOBTOPHO.

3aka3unk/Opranu3arop 3akyrnok B TeueHue 2 (IByxX) pabouux JHEW co JTHS MPUHITHS penieHus 00
OTMEHE JIIEKTPOHHOTO TeHIepa (JI0Ta) WITH €T0 UTOTOB 00s13aH U3BECTUTH 00 ATOM JIHII, YIaCTBOBABIIUX B
MPOBOJAMMEBIX 3aKylKaX. YBeJIOMJIeHHE 00 OTMEHE TEHJepa aBTOMaTHYECKH PacChUIAETCs] CUCTEMOM BceM
y4acTHHKaM IIEKTPOHHBIX 3aKyMOK. B ciydyae oOHapyKeHHs HapylIEHUH B TEHIAEPHOHN TOKYMEHTAIIUH 110
TeHaepy (JIOTy) A0 AaThl BCKPBITHS KOHBEPTOB C 3asfBKAaMM IMOTEHIHAJIBHBIX MOCTABIIMKOB 3aKa34yMK/
OpPraHM3aTop 3aKyNKH OO0s3aH OTMEHUTh TEHIEp (JOT), TPHBECTH B COOTBETCTBHE TEHACPHYIO
JOKYMEHTALUIO ¥ 3aHOBO OOBSIBUTH TEHAEP (JIOT).

8. 3akiioueHHe 10rOBOpPA 0 3aKYNKAaX [0 UTOTaM YJ1eKTPOHHOTO TeHAepa

66. 3aka3yMKk 10 3aKIIOYEHUS JOroBopa O 3aKylnKaXx C HO0OeAnuTeNneM 3JIEKTPOHHOTO TEeHAepa
NPOU3BOOUT COIIOCTABIEHUE HICKTPOHHBIX JOKYMEHTOB IOTCHLUMAJIBHOIO IMOCTABIIMKA C
HOTApUAIbHO 3aCBUAETEIBCTBOBAHHBIMA KONHUSAMH JOKYMEHTOB, B ClIydae HECOOTBETCTBUS
HOTApUaJIbHO 3aCBUACTEIBCTBOBAHHBIX KOMUH JOKYMEHTOB 3JEKTPOHHBIM JIOKyMEHTaM,
3aKa3unuKoM YACPKUBACTCSA BHCCCHHOC MOTCHIHMAJILHBIM ITOCTAaBUIMKOM o6ecnequMe 3asBKU U
TCHJEpHAss KOMHCCHS ONpenessieT MOOeqUTeNeM 3JIEeKTPOHHOTO TEHAEpa MHOTEHIHAIBHOTO
MTOCTABUINKA, 3aHABIIETO 110 UTOTaM COIIOCTABJICHHS U OLICHKH BTOPOE MECTO.

67. CBeieHUsT O IMOCTaBLIMKE, YbM HOTApHAIBbHO 3aCBUAETEIBLCTBOBAHHBIE KONUHU JOKYMEHTOB HE
OyAyT COOTBETCTBOBATh  OJEKTPOHHBIM  JOKYMEHTaM, HampaBIIOTCS  3aKa3uukoM B
YIOITHOMOYEHHBIM OpraH IO BOIIPOCAM 3aKYIIOK B JIMIIE JOYEPHEH OpPraHUu3allM, ONpPEIEICHHON
IIpaBnennem @oHAa IUisl BHECEHHUS CBEICHUHA O TAaKOM NOCTaBIIMKE B llepedyeHb HEHaOEXKHBIX
MOTEHIMAIBHBIX TOCTABILMKOB (TIOCTABIIMKOB) XOJIJUHTA.

TpeOoBaHusi, yCTaHOBJICHHBIC HACTOSIIMM IYHKTOM TEHAECPHOHW JOKyMEHTAallMH, HE
pacIpoCTpaHsIOTCA Ha Cilydad, KOTZa B NMEpPHOJ C MOMEHTAa MOoJayd 3asBKH /0 MOMEHTa 3aKIIOUEHUs
JIOTOBOpA, B JOKYMEHTHI, COIEpXalluecs B 3asBKe ObUIM BHECEHBI M3MEHEHUS B COOTBETCTBHUHU C
TpeOOBaHMUAMU 3aKOHOJATEIbCTBA.

68. JIoroBop 0 3aKyIKax 3aKJII04YaeTCs B COOTBETCTBUH C COIepKAIKUMCS B TeHIEePHONW TOKYMEHTAIIUU



JA0roBOpa, B OOKYMCHTBI, COACPXKAIIUECI B 3a4BKC OBUIM BHCCCHBI M3MCHCHHUS B COOTBETCTBHU C
Tp€60BaHI/I$IMI/I 3aKOHOAAaTCIbCTBA.

68. JloroBop 0 3aKyIKax 3aKII04aeTcs B COOTBETCTBHUHU C COAEPKALIUMCA B TeHAEPHOM JOKYMEHTALUU
poekToM forosopa Ilpunoxenue 7.

B cnyuae 3aknroueHus J0oroBopa o 3aKyIkax ¢ Hepe3uaeHToM Pecnyonmku Kazaxcran momyckaeTcst
oopmiieHre OoroBopa 0 3aKyIkax B IpeuiaraeMoil UM Gopme ¢ y4eToM TpeOoBaHUI 3aKOHOAATEIbCTBA
PecmyOnuku Kazaxcran.

69. 3aka3zunk/ OpraHuzatop 3aKynmok He MeHee deM 3a 10 (mecaTh) KaleHIAapHBIX JHEH [0
OKOHYATENFHOTO CpOKa TMOMANMCAHUS JIOTOBOpa COMIACHO TMpoTokoida 00 wWrorax TeHzepa
HaIpaBisieT NOOEIUTEI0 TeHIepa MOANMCAHHBIA CO CTOPOHBI 3akazynka/ OpraHn3aropa 3aKynok
IPOEKT JO0roBopa O 3akynkax. IloGemutens TeHIepa OODKEH MOANUCATH NPOEKT JOroBOpa O
3aKylkax B TeueHHe 5 (MATH) KaJeHIApHBIX AHEW C JaTbl MOJYYEHHs NPOEKTa AOTroBOpa O
3aKyIKax, MOAIMHCAHHOTO CO CTOPOHBI 3akazunka/OpraHusaropa 3akynok. J[oroBop o 3akymnkax
3aKIIIOYaeTCsl B CPOKH, YKa3aHHBIE B MPOTOKOJIE 00 MTOrax TEeHJepa, HO He paHee ueM uepe3 5
(TIsITB) KaJNIeHJApHBIX JTHEH ¢ jaaThl 3aBepenus nocpencteom DI npoTokona 06 utorax u He Oomnee
20 (mBaamaTH) KaJTeHIAPHBIX JTHEH C AaThl 3aBEPEHUsST MPOTOKOJNA 00 UTOTAX.

B cnyuae, ecau noroBop o 3akynkax 3akiroyaerca ¢ HepesugeHTamu PecnyOnmukm Kazaxcran
JAHHBII CPOK MOXKET OBIThH IOTIOJIHUTENBHO TIpoyieH Ha 10 (1ecaTh) KaleHAapHbIX JHEH.

TennepHoil JOKyMEHTAIMel JOMYCKAeTCsl yCTaHOBJIEHHE BO3MOXKHOCTH JOPa0OTKHA TPOEKTa
JIOTOBOpA, mpuiaraeMoro Kk TeHJepHOW JTOKYMEHTAIMU, ¢ YYETOM MPEITIONKCHUN MOOEAUTENs TeHIEpa.
[Ipu 3TOM BHOCHMBIE M3MEHEHHUS B NPOEKT JOTOBOPA O 3aKyIKaX HE JOJDKHBI 3aTparuBaTh YCIOBUS
JIOTOBOpA, Kacalollrecsi HAMMEHOBAaHMsI TOBapa, YCIIYyTH, LIEHbl U JIPYT'He yCIOBHSI, SBUBIIUECS OCHOBOU
JUTSL BBIOOpA TIOCTABIIIMKA.

70. loroBop O 3aKymlKax IOJDKEH COJIEpXarh LEHY, NPEUIOKEHHYI0 MoOeauTeneM TeHaepa, ¢
HauncinenneM Kk Heit HJIC, 3a mckimoyeHneMm cirydaeB, KOraa MOOEAWTENbs TEHIEpa HE SBISETCS
mnarensimkoM HJIC win mocraBisieMblil ToBap, OKasbiBaemas yciayra He obmaraercs HJIC B
COOTBETCTBHUU C 3aKOHOAaTeNbCTBOM PecyOnuku Kazaxcran.

71. JloroBop 0 3aKyIkax TOBApOB M YCIYT JOJKEH COAEPKaTh YKa3aHHYIO MOCTABIIUKOM B 3asBKE Ha
ydJacTue B TE€HJEpe JOJI0 MECTHOTO COAEP)KaHHs B TOBAapax, MM yCIYrax COIVIACHO CepTHU(UKATY
npoucxoxaennss ToBapa (opmel CT-KZ, rapantuitHOMy o0053aT€IbCTBY M YCIOBHE O €O
OTBETCTBEHHOCTH 32 HEHCIIONHEHHE 0053aTeNIbCTB 10 J0JI€ MECTHOTO COJIEpKaHus B Bue mTpada
B pa3zmepe 5%, a taxxke 0,15% 3a xkaxapii 1% HEBBIMOIHEHHOTO MECTHOTO COAEP KaHus, OT O0IIeiH
CTOMMOCTH JIOrOBOpa, HO He Oojnee 15% ot oOmed cTtoMMocTH aoroBopa. Takke IO0roBop o
3aKyTKax JIOJDKEH COJep)KaTh OTBETCTBEHHOCTH IMOCTABIIMKA B BUAE MITpada 3a HECBOEBPEMEHHOE
NPENOCTABICHNE OTYETHOCTH II0 MECTHOMY COACP)KAHUIO M MPENOCTaBICHHE HEIOCTOBEPHON
OTYETHOCTH.

72. JloroBop O 3aKkynkax JO/DKCH MpeaycMaTpuBaTh IMpaBo 3akazuywka/ OpraHuszaropa 3aKylioK B
OZIHOCTOPOHHEM HOPSIIKE 0TKA3aThCsl OT UCIIOJIHEHHUS I0TOBOpa U TpeOOBaTh BO3MEIIEHHS yOBITKOB
B CIy4yae TPEICTABICHUS MOTECHIUAIBHBIM ITOCTABIIMKOM/IIOCTABIIMKOM HEIOCTOBEPHOU
nH(OPMALINH TI0 0JIe MECTHOTO COJEpaHMA B TOBapax, yciayrax.

73. loroBop ©0 3aKynkax MJOJDKEH COAEpKaTh O00S3aTeNnbCTBO IOCTABIIMKA II0 OpraHU3aliH
MPOU3BOJICTBA 3aKylaeMoro ToBapa Ha Tepputopun Pecrnybmuku Kaszaxcran p0 moiHOTO
UCIIOJIHEHUS] OTOBOpA O 3aKyIKaxX M J0JIE MECTHOIO COAEP’KaHMUs B IMPOLIEHTHOM BBIPaXEHUU B
TOBape, NPEACTAaBICHHON MM B 3asBKE Ha y4dacTue B TEHAEPE B BUIC 3asABICHMS (IEKIapaiuu).
[lonTBepxkneHuEeM HCIOMHEHHUsT 00s3aTeNbCTBA IOCTABLIMKA 10 OPraHU3alWU HPOU3BOACTBA
3aKynaeMoro ToBapa Ha Tepputopun PecnyOnukm KazaxcTan M moiie MECTHOTO COAEp)KaHUSI B
IMPOLNCHTHOM BBIPAXKCHUN ABJIICTCA MNPEAOCTABJICHUEC IMOCTABIIMKOM [0 J4aThl IIOAINIMCAaHUSA
CTOPOHAaMH COOTBETCTBYIOILEIO (OKOHYATEJIBHOTO) aKTa, MOATBEPXKIAIOLIETO IPUEM — Iepenady
3aKyIUIGHHOTO  ToBapa,  cepruukara  ¢opmer CT-KZ  (opurunan,  HOTapHaJIbHO
3aCBHICTENBCTBOBAHHAS KOMHsI, THOO KOMUs, 3aBepeHHAs MeYaThlo YIIOJTHOMOYEHHOTO OpraHa 1o
BbIlaue cepTu(durKaTa 0 MPOUCXOKICHUH TOBapa JUIsi BHYTPEHHETO OOpallleHus) Ha 3aKylaceMblii
TOBAp.

B cnydae HempencTaBiieHUs MOCTABIIMKOM B yKa3aHHbIe cpoku ceprudukara dopmer CT-KZ,
MOCTABIIMK HECET OTBETCTBEHHOCTh 332 HEHCIIONHEHHE OO0S3aTelbCTB MO OPTaHU3alUHU MPOU3BOIACTBA
3aKynmaemMoro ToBapa B Buie mrpada B pasmepe 15% or oOmiell cToMMOCTH JOroBOpa O 3aKyIlKax,
KOTOPBIH JOMKEH OBITh OIUIaueH MOCTABIIMKOM WIJIM MOXET OBITh yAepkaH 3akazuukom/Opranuzaropom
3aKyIOK JO TOANUCAHUS CTOPOHAMHM COOTBETCTBYIOLIETO (OKOHYATEIBHOIO) aKTa, MOATBEPKIAOLIETO
npueM — Tepefavy 3aKyIUIEHHOTO ToBapa. [Ipw 3TOM cBeleHHs O TakOM IOCTABIIUKE 3aKa3dMKOM/
Opranu3atopoM 3aKylnoK B YCTAaHOBJICHHOM MOPSAKE HANpPaBISIOTCS B YIOJIHOMOYEHHBIH OpraH Io
BOIpPOCaM 3aKyTOK B JIMIE JOUYEPHEN opraHu3amnuy, onpeneneHnou [Ipasnennem @onpa 1j1s1 BHECEHUS B
[TepeueHs HEHAIEKHBIX TTOTEHITHAIBHBIX MIOCTABIIHUKOB (MIOCTABIIMKOB) XOJIIUHTA.

B ciydae HencnosHeHHsS MOCTaBIIMKOM O00s3aTe€NbCTBA IO JOJIE MECTHOTO CONIEpXKAaHUS B
IPOLCHTHOM BBIPQKEHUH B TOBape, YKa3aHHOM B 3adBJICHUM (IEKJIapalyu), I[OCTABILMK HECET
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[IepedyeHp HeHaIEKHBIX TOTEHIIMAIBHBIX [TOCTABILUKOB (HOCTaBHII/IKOB) Xonauxra.

B cnyuae HewcnomHeHHMsS NOCTABIIMKOM O00f3aTeNbCTBA MO JI0JIE MECTHOTO COAEP)KaHUS B
NPOLICHTHOM BBIPQKEHHUH B TOBape, YKa3aHHOW B 3asdBICHHUM (JeKJapalyu), [OCTABIIUK HECET
OTBETCTBEHHOCTh B BHJe mTpada B pasmepe 5%, a Takxke 0,15% 3a xaxapiii 1% HEBBITOTHEHHOTO
IPOLIEHTHOTO 3HAYE€HUs] MECTHOTO CONIEpPXaHUs, YKa3aHHOTO B 3asBICHHM (JIEKIapaluu), HO He Ooiee
15% ot obmielt cTONMOCTH JOTOBOPA, KOTOPBIN JTOJDKEH OBITH OIUIAYEH ITOCTABIIMKOM HIIH MOXET OBITH
yaepkaH 3akazunkoM/ OpraHu3aropoM 3aKylmoK A0 TOAMUCAHUS CTOPOHAMH COOTBETCTBYIOLIETO
(OKOHYATENBHOTO) aKTa, MOATBEPIKIAIOIIETO IPUEM — Mepeady 3aKyIUIEHHOTO TOBapa.

74. Ecnu 10TOBOp 3aKIIOYAETCsl C OpraHu3alnueldl WHBAIMIOB ((DU3NYECKUM JIMIOM - WHBAIUAOM,
OCYILECTBIISIIOIIMM MPEAIPUHUMATEBCKYIO AEATENbHOCTh), cocTosileld B Peectpe opranuzanuit
UHBAINAOB ((U3WYECKUX JHUL - WHBAIMIAOB, OCYLIECTBISIOUINX MPEANPUHUMATEIBCKYIO
JESITeNbHOCTh) XOJAMHTa, OTEYECTBEHHBIM TOBAapONPOHM3BOAMTEIEM 3aKylNaeMOro ToBapa WM
yuacTHUKOM CD3 «llapk HHHOBAallMOHHBIX TEXHOJIOTHUH» (MPU 3aKylke TOBAPOB, YCIYT,
OTHOCSIIUXCSA K NPUOPUTETHBIM BHJAM JEATEIBHOCTH, COOTBETCTBYrOIIMM LeinsiM CO3 «Ilapk
WHHOBAIlMOHHBIX TEXHOJIOTUI» W TpeAMETy 3aKyIlOK), YCJIOBUSIMM JIOTOBOpa JOJDKHA
TpelycMaTpuBaThCs MpeaoIuiata B pasmMepe He MeHee 30% OT CyMMBI IOTOBOpa, KOTOpas JOMKHA
BBIJIAYMBATHCS He no3aHee 30 (TpuAuaTH) KaJeHJapHBIX THEH ¢ AaThl 3aKIIOUYEHUS I0TOBOPA.

75. B ciydae, eciau JOTOBOPOM O 3aKyIKax IpeaycMaTpuBaeTCs BhIIUIaTa aBaHca (IPEIOIIaThl), TO
noOenuTeNs TeHjaepa JoibkeH B Tedenne 20 (aBamuaru) pabodyux JHEH cO JHS 3aKITFOUSHUS
JIOTOBOpa O 3aKyNKax IPeICTaBUTh OOecredeHne BO3Bpara aBaHca (IIPE’OIUIaThl) B pasMmepe,
yYKa3aHHOM B NyHKTe 17 Hacrosmeld TeHOepHOW AOKyMEHTAlUuH, IyTEM MEepEeUHCICHUS
TapaHTUHHOTO JICHEX)KHOTO B3HOCA Ha OaHKOBCKMU cueT 3akazumka/ OpraHm3aropa 3aKyIoK, WU
npefocTaBlIeHnsT OaHKOBCKOM rapaHTHu 1o (opMme corlacHO TpuiokeHHto 6 k TeHaepHoi
JIOKYMEHTAIIWH, WM B UHOW He MPOTHBOpeyarlei 3akoHoaarenbeTBy PK dopme.

He nomyckaercst coBepiiieHne NOCTABIIMKOM ACHCTBUM, MPUBOASIINX K BOSHUKHOBEHHUIO Y TPETHUX
JUI TpaBa TpeOOBaHUS B 1LIEJIOM JUOO B YacTH HA BHECEHHBIM T'apaHTUHHBIA JEHEXKHBIM B3HOC /0
MIOJTHOTO MCIIOTHEHUS 0053aTEeNBCTB M0 IOTOBOPY O 3aKYIKaX.

76. B kauecTBe MHOTO OOCCIIeUeHUs BO3BpaTa apaHca (mpenoruiaThl) [TocTaBIMK MOXKET MPEIOCTAaBUTh
CTPaxoBOH JOrOBOP Ha BCIO CYMMY BBIIIAYEHHOTIO aBaHca (IPeAoIlIaThl).

[Ipu 3TOM, CTpaxoBOW OOTOBOpP HOKEH OBITH BBIJAH CTPAaXOBOM OpraHu3alluel, SBISIOLICHCS
TIaTeXkecrnocoOHoil u GprHaHCOBO-yCcTOHUMBOM. [lonTBEpKACHNEM TIATEKECTIOCOOHOCTH U (PUHAHCOBOM
YCTOMYMBOCTH TIPUHUMAETCSI COOIIOIEHUE CTPAXOBOM OpraHM3alieil NpyAeHIIUaNIbHBIX HOPMAaTHBOB B
TeyeHne 12 (aABeHaALlaTH) MECSIEB, NPEALIECTBYIOMIMX IEPBOMY YHCIY Mecsla, B KOTOPOM BbIIaH
CTpPaxoBOH AOTOBOP.

CrpaxoBoiil JOTOBOP JOJIKEH OBITh MOAMUCAH HA YCIOBUSIX HYJIEBOH YCIOBHOU (pPaHIIHU3HI.

77. UcrounnkoM wuH(QOpMAIMKM SIBISIIOTCS  €XKEMecAyHble JaHHble, MNyOnuKyemble Ha caiite
VIOJHOMOYEHHOTO OpraHa 10 KOHTPOJI U Haa30py (UHAHCOBBIX DPBHIHKOB M (UHAHCOBBIX
opranuzanuii HanmonansHoro 6anka Pecryonuku Kazaxcran.

78. B cnyuae, ecnm obOecrneueHue BO3BpaTa aBaHca (Tpenomiiarbl) HE OydyT MpenocTaBieHbl B

yKa3aHHBbIE CpPOKH, TO 3aka3uyukom/OpraHu3aTtopoM 3aKylmoK B OJHOCTOPOHHEM IOPSIKE
pactopraercsi 3aKJIIOYEHHBIA JOTOBOP O 3aKyNKaX, YACP)KHUBAeTCS BHECEHHOE MOTEHIMaTbHBIM
MOCTaBIIMKOM OOecreueHne 3asBKM M TEHJEpHas KOMHUCCHS OIpeAessieT MoOeanuTeneM TeHaepa
MOTEHIMAJILHOTO IOCTABIIMKA, 3aHSBIIETO 10 UTOraM OLEHKH U COIOCTaBJIEHUS] BTOPOE MECTO.
3aka3unk/Opranu3arop 3aKylnoK NpH Bbliare asaHca (mpeporuiatsl) ydacTHHKy CO3 «Ilapk
WHHOBAaIIMOHHBIX TEXHOJIOTUH» (mpu omnpeaeneHun ydacTHuka CO3 «llapk MHHOBaIMOHHBIX
TEXHOJIOTHI» MoOeAnTeNneM TeHAepa Ha IOCTaBKYy TOBapOB, OKa3aHHWE YCIYT, OTHOCSALIMXCS K
IPUOPUTETHBIM BUAAM JESTEIBHOCTH, cOOTBeTCTBYOmMM ILieasiM CO3 «llapk MHHOBaLMOHHBIX
TEXHOJIOTHI» M TpPEeAMETY 3aKylOK) BIIPaB€ MWCKIIOUYUTh TpPeOOBaHHWE O MPENOCTABICHUN
oOecrnieueHHst BO3Bpara aBaHca (MPEeIOIUIaThl).
3aka3unk/Opranu3arop 3aKyloOK BO3BpalllaeT BHECEHHOE OOecliedeHHe BO3Bpara aBaHCa
(npemonnarel) B Teuenue 10 (gecstu) paboumx AHEH C JaThl MOCTABKUA TOBapa, YCIYT Ha CYMMY,
IIPEBBIIIAOLIYI0 CYMMY OILIAYEHHOI'O aBaHca (IIPEJoIlIaThl) 110 I0r0BOPY O 3aKyIKaXx.
B cnyuae, eciu moGeauTenb TeHAEPa B CPOKH, YCTAHOBIICHHBIE IPOTOKOJIOM 00 UTOTax TEHAEpa He
npeactaBua  3aka3uyuKy/OpraHu3atopy 3aKylnoK IOANMCAHHBIA JOTOBOP O 3aKylKax, TO
3akazunkom/OpraHu3aTopoM 3aKyINOK YAEp>KUBAeTCS BHECEHHOE MOTEHIHMATbHBIM MOCTaBUIIMKOM
oOecrieueHne 3asBKU U TEH/EPHAs KOMUCCHA B TeUeHUe 3 (Tpex) pabouux AHEH cOo IHS HMCTEYCHUS
CpPOKa YCTaHOBJICHHOIO Il IOANKCAHUs JIOTOBOpa O 3aKylKaX, MOOequTeseM, WIM CO AHA
MUCHbMEHHOIO OTKa3a OT MOAMNHMCAHUS JOroBOpa O 3aKyNKax [OOEOUTENeM, OIpeneseT
noOenuTeNieM TeHAepa MOTEHIMAIbHOTO IIOCTABIIMKA, 3aHABIIETO IO HMTOTaM OLEHKH U
COTIOCTABIIEHHUS BTOPOE MECTO IO IIeHE ¥ Ha YCIOBUSX, MPEAJIOKEHHBIX UM B 3asiBKE Ha y4acTHe B
TEHJEepe.

YBeoMJIeHHE O MOANMCAHUM JAO0TOBOPA O 3aKyNKax IMOCTAaBIIMKY, 3aHSABLIEMY 10 UTOTaM OLIEHKU U
COTIOCTaBIIEHUS] BTOpOe MecTo 3aka3zunk/OpraHu3aTop 3aKylok oOs3aH HampaBuUTh B TeueHHe 3 (Tpex)
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TEHJEepe.

YBenoMiieHHEe O MOAMMCAHUH JAOTOBOPA O 3aKyNKax MOCTAaBIIMKY, 3aHSBLIEMY 10 UTOTaM OLIEHKU H
COTIOCTaBIIEHHUS] BTOpOe MecTo 3aka3zunk/OpraHuzaTop 3aKylok oOs3aH HampaBUTh B TeueHHe 3 (Tpex)
pabounx AHEH cO JHA TMONNMCAaHUsS pEIIeHHs TEHAEPHOM KOMHUCCHMHM O MpPU3HAHUU MOOequTeNneM
MOCTAaBIIMKA, 3aHSBILErO 10 UTOraM OLIEHKH M COIOCTaBlIeHUs Bropoe Mecto. [locTaBimuk, 3aHsABLIMI 110
UTOraM OLIEHKH M COIOCTaBJICHHS BTOPOE MECTO JIOTOBOP O 3aKyIIKax MOJDKEH IOAINUCATh B TEUCHHE HE
Oomee 5 (msATH) KajJeHOAPHBIX AHEW C JaThl MOJYYEHHUs yBeIOMJICHHS OT 3aka3uuka/Opranuzaropa
3aKyTIOK.

82. Ecnint Ha »Tane UCIONHEHUs JOTOBOPA I0TOBOP O 3aKyNKaxX ObUI paCTOPTHYT IO BUHE MOCTABIIHKA,
3akazunk/Oprann3aTop 3aKyNOK JOJDKEH HAlpaBUTh MOTCHIUAIFHOMY ITOCTABIIHKY, 3aHSIBIIEMY
MO0 UTOraM OLIEHKH M COIOCTABJICHHUS BTOPOE MECTO YBEJOMJICHHE O HAMEPEHUHU 3aKIIOYCHHS C
HUM JOTOBOpa O 3aKylKax, MO [IeHEe, He MPEBBILAIONICH MPEeNIoKEeHHYI0 UM IIeHy B 3asBKe Ha
ydacTHe B TEHJEpe, C YYETOM CTOMMOCTH O0s3aTElIbCTB HCIOJHEHHBIX MMOCTABIIUKOM H
OIUTa4YeHHBIX  3aka3umkoMm/OpraHu3aTopoM 3aKymok. B ciydae, ecim NOTEHIHAIBHBIM
MOCTABIIMKOM, 3aHABIIMM II0 HMTOTaM OLEHKM M COINOCTaBJICHHS BTOpPOE MECTO He Oyaer
NpEACTaBICH OTBET Ha YBEAOMIJIEHHE, TO 3akazuuk/OpraHu3atrop 3aKynok mo ucredeHun 10
(mecatn) pabouux AHEW C NaTbl HANpPaBJICHHUS YBEJOMJICHHS BIPaBE OCYIIECTBUThH 3aKyNKH B
cooTBeTcTBUM C [IpaBunamu.

83. B cmydae, ecnmu JOTOBOpPOM O 3aKyIKax MpeIyCcMaTpUBaeTCsl BBIIIATa aBaHca (MPEIOILIATHI),
noOenuTeNb TEHIEpa, ONpPEle]ICHHBIH B COOTBETCTBMM HACTOSsILEH TeHOEpHOW MOKYyMEHTalHuu
JobkeH B TeueHue He Oonee 20 (gBaauaru) paboumx AHEW C JaThl 3aKIIOYEHHUSI JIOTOBOPA O
3aKyIKax MpeCTaBUTh 0OeCIIeueHre BO3Bpara aBanca (IIpeIomiaThl).

84. Crenenus o nmocraBIuKe, He BHEcCHIeM obecrieueHre BO3Bpara aBaHca (IpeIoriarhl), 3aKka3qauKom/
OpraHu3aTopoM 3aKyIOK HApaBISIOTCA B YCTAHOBJICHHOM IOPSIKE B YIIOJTHOMOYEHHBIH OpPIaH 1o
BOIpOCAM 3aKyIllOK B JIMLE AOYEpHEW opranusauuu, omnpeneneHHod IlpaBinennem Donpma pis
BHECEHHUS CBEICHUH O TakoM TOocTaBImMKe B llepedeHpr HEHaIEKHBIX TMOTEHUIUAIBHBIX
MOCTABIIUKOB (MTOCTABIIUKOB) XONJMHTa, 32 WCKIIOUEHHEM clydas, Korga 3aKa3dyhKom/
OpraHus3aropoM 3aKyllOK M3MEHEHBl YCJIOBMs OIUIaThl II0 JOTOBOPY B CBS3U C OTKa3oM
MOTEHIINAIFHOTO MOCTABIIKKA OT aBaHca (IIPEIOTUIATHI) 10 JOTOBOPY, OMPEAEICHHOTO 3aKa3qyinKoM/
OpraHu3aropom 3aKyToK.

[Ipu mpoBeneHNN SIIEKTPOHHBIX 3aKYTMOK, CBEIEHUS O mobeauTene TeHAepa, HE MPeJCTaBUBIIEM
OpPHUTHHAJIBI W/MIM HOTapUaJIbHO 3aCBHUJIETEIbCTBOBAHHBIE KONUHU JOKYMEHTOB, NPEICTABICHHBIX UM B
COCTaBe 3asBKM Ha y4yacTH€ B OTKDPBITOM TEHAEpE, a TaKKe B Ciy4ae BbIBIECHUS HECOOTBETCTBUS
OpPUTHMHAJIOB H/MJIM HOTApHAJIbHO 3aCBUACTEIbCTBOBAHHBIX KOMHMH JOKYMEHTOB, MPEACTABICHHBIX UM B
COCTaBe 3asBKH HA yYaCTHE B OTKPHITOM TEHJEPE, HANPABIAIOTCA 3aKa3uuKOM B YCTAHOBJICHHOM TTOPSIKE
B YIOTHOMOYEHHBIH OpraH MO BOMpPOCaM 3aKyNOK B JIMIIE JOYEpHEH OpraHu3aly, ONpeaeleHHON
IIpapneHnem @oHma i1 BHECEHUs CBEOCHUNM O TakOM IOCTaBIIMKE B llepedueHb HEHanexKHBIX
NOTEHIMAIIBHBIX [TOCTABILMKOB (IIOCTABIIMKOB) XOJIJUHTA.

85. BHecenne u3MeHEHHUH U TOMOIHEHUI B MPOEKT JOTOBOPa O 3aKYIIKaxX JOMYCKAETCs MO B3aUMHOMY
COIVIACHUIO CTOPOH:

1) B yacTH yMEHBUICHHS CYMMBI MPOEKTa JOTOBOpPAa O 3aKyINKax MPH YCJIOBUM HEU3MEHHOCTH
KayecTBa M APYTHX YCIOBUH, SBUBIINXCS OCHOBOM /ISl BEIOOpa MOCTABINNKA;

2) B ciaydae mpuHATHA 3aka3dyukoM/OpraHn3aTopoM 3aKyIllOK —aJbTepHATHBHBIX — YCIIOBHI
MOTEHIMATFHOTO TTIOCTABIINKA;

3) B cimyuae oTKa3a Tu00 M3MEHEHUS YCIOBUH BBITUIATHI aBaHca (MPEIOTIIaTh);

4) B 4acTH NPOAJICHUS CPOKOB BBIMOJHEHUS 0053aTelbCTB IMOCTABIIMKA 110 MOCTaBKE TOBAapOB,
OKa3aHWIO YCIyT, B CIydasx €ro 3akKIIOYeHHs B cOOTBeTcTBHHM C myHKTamu 81 u 82 Tenmephoii
JOKYMEHTALMU C MOTEHUHAJbHBIM IOCTABIIMKOM, 3aHSBIIMM II0 MTOTaM OLEHKH M CONOCTaBJICHHUS
BTOPOE MECTO, MIPH 3TOM JJOTOBOP O 3aKyNKax 3aKJII0YaeTCs 1O IIeHEe, He MPEBbIMAIONIel MPeIOKEHHYIO
UM IIeHy B 3asBKE Ha ydacTHe B TeHJepe. B TakoMm cilydae y4yuThIBaeTCS MPOU3BEIACHHAS 3aKa3zurKoM/
Opranu3aTopoM 3aKyIoK OIlIaTa CTOMMOCTH 00s13aTeNIbCTB UCTIOTHEHHBIX OOEIUTEIeM TEHIepa.

B ciyuae nmpumenenus nyHkra 81 TeHaepHOM JOKyMEHTALlMM CPOK MPOIJIEBAETCS HA KOJIMYECTBO
JHEH, MCUMCIsIeMble CO AHS TOANUCAHHUS MPOTOKOJIAa 00 HTOrax TEeHAepa OO NaThl UCTEYCHHS CPOKa,
YCTaHOBJIEHHOTO JJIsl IOATMCAHUS I0TOBOPA O 3aKyNKax, Io0eauTeIeM, I CO THS MUCbMEHHOTO OTKa3a
OT TONMUCAHMS JOTOBOpAa O 3aKymkax MoOeauTeneM (3a HMCKIIOYEHHUEM Cilydas, Korma moOeanuTenb
TEHJepa OTKa3aJcs OT IMOAIMCAHMS JOIOBOpa B IpeiesiaX CpOKa, YCTaHOBJICHHOIO Ul HOANMCAaHUS
noroBopa). B ciydae npumenenust myHkta 82 TenumepHOHl AOKyMEHTAaMM CPOK HPOIJIEBAETCS Ha
KOJMYECTBO [HEH, MCUHCIseMble CO AHA 3aKIIOYEHHs JOTOBOpa C MOOeOuTeNeM TeHIepa 10 AaThl
pacTopKeHus OrOBOpa ¢ IOOEIUTENEM TeHAepa.

86. BHecennie u3MeHEHHH B 3aKIIOYEHHBIH JOTOBOP O 3aKyIKaX JOMYCKAIOTCS MO B3aUMHOMY
COIVIACHIO CTOPOH B CIEAYIOIIUX CIydasx:

1) B 4acTH yMEHbLICHHS LIEHBI HA TOBAPbI, YCIYTH U COOTBETCTBEHHO CYMMBI JJOTOBOpA O 3aKyIIKax,
€CJIM B MPOLIECCEe UCTIOIIHEHHS I0T0BOPa O 3aKyTKax IIEHbl Ha aHAIOTUYHBIE 3aKylaeMble TOBaphl, yCIYTH



COIJIACHIO CTOPOH B CIEAYIOMINX CIyYasx:

1) B 4acTH yMEHbIICHHS LIEHBI HA TOBAPbI, YCIYTH U COOTBETCTBEHHO CYMMBI JIOTOBOpA O 3aKyIIKax,
€CJIM B MPOLIeCce UCTIONHEHHS IOTOBOPA O 3aKyTKax IICHbI Ha aHAIOTUYHBIE 3aKylaeMbIe TOBapHI, yCIYTH
U3MEHWINCH B CTOPOHY YMEHBIICHHUS;

2) B 9acTH YMEHBIICHHS JINOO YBETWYECHHsS] CYMMBI JOTOBOpPa O 3aKyNKaxX Ha CyMMy U 00BeM, He
MPEBBILAONINE EPBOHAYAIBHO 3aIUIAHUPOBAHHbIE B IJIAHE 3aKYIOK, CBSI3aHHON C YMEHBIICHHEM JIHOO
000CHOBaHHBIM yBEITMUYEHUEM MOTPEOHOCTH B 00beMe MPHOOPETaeMBIX TOBAPOB, YCIYT, a TAKXKE B 4aCTH
COOTBETCTBYIOIIETO M3MEHEHHSI CPOKOB HCIIONHEHHsI JIOTOBOPA, TPU YCJIOBUM HEM3MEHHOCTH IICHBI 3a
€IMHULy TOBapa, YCIYTH, YKa3aHHbIX B 3aK/IIOYEHHOM JIOTOBOpPE O 3aKylKax. Takoe H3MEHEHHE
3aKJIIOYEHHOIO JIOTOBOPAa O 3aKyIKax TOBAapOB, YCIYT MAOIYCKaeTcsl B NpeAesax CyMM U OOBEMOB,
MPEAYCMOTPEHHBIX I MPHOOPETEHHS TaHHBIX TOBAPOB, YCIYT B IUIaHE 3aKyIOK Ha TOJ], ONPEAeICHHBIX
JUTS OCYIIECTBIICHHS 3aKYIIKH;

3) B citydae, eciid IOCTABIIUK B IIPOLECCE UCIIOJIHEHUS 3aKII0UEHHOIO C HUM JIOTOBOPA O 3aKyIIKax
TOBApPOB, YCIYT IPEIOKIII TIPH YCIOBUU HEM3MEHHOCTH LICHBI 3a €AMHUILY OoJee JydIIne KayeCTBEHHbIE
U (WIM) TEXHUYECKHE XapaKTEPUCTUKH, JINOO CPOKHU U (UJIHM) yCTIOBHUS MOCTABKH TOBAPOB, OKA3aHUS yCIyT
SBJISIFOLIMXCSI IPEAMETOM 3aKIFOUEHHOTO ¢ HUM J0T0BOpPa O 3aKyIIKaX TOBAPOB, YCIIYT;

4) B 4acTH YMEHBIIICHUS WM YBEIMUEHHUS CYMMBI JIOTOBOPA O 3aKyINKax, CBI3aHHOW ¢ M3MEHEHHUEM
11eH, TapugoB, COOPOB U IJIATEKEH, YCTAaHOBIEHHBIX 3aKOHOATeNLCTBOM PecnyOnmku Kaszaxcran. Takoe
M3MEHEHHE 3aKJIUEHHOI0 JOTrOBOpa O 3aKyIIKax TOBAapOB, pabOT, yCIYyT NIOMYCKaeTcs B MpEAeiax CyMM,
PEIYCMOTPEHHBIX AJIs1 IPUOOPETEHHSI JAaHHBIX TOBAPOB, YCIYT B IJIaHE 3aKYIOK;

5) B yacTH U3MEHEHUS [ICHBI 3a CAUHUILY TOBapa, Ha KOTOPBIM yCTaHABIMBAETCS TOCYIapPCTBEHHOE
PEryianpoBaHuC LICH B MpEaciax LCHbI, YCTaHOBHeHHOﬁ roCyaJapCTBEHHBIM OpPraHoM, OCYIICCTBIIAIOIINM
PYKOBOZCTBO B c(pepax ecTECTBEHHBIX MOHOIIOINN M Ha PETYIUPYEMBIX PBIHKAX.

87. I3MeHeHuss W JOINOJHEHHSA, BHOCHUMBIE B JIOTOBOP O 3aKynkaxX, OQOPMISIOTCS B BHIE
JIOTIOTHUTENFHOTO MHCEMEHHOTO COTIAIICHUS! K JOTOBOPY, SBISIOMIETOCS HEOTHEMIIEMOW YaCThIO
JI0rOBOpA.

88. He nomyckaeTcst BHOCUTB B IIPOEKT JINOO 3aKITIOYEHHBIH IOTOBOP O 3aKyIKaX M3MEHEHHs, KOTOpbIe
MOTYT W3MEHUTh COAEpXKaHWE YCIOBHA MPOBOAMMBIX (IIPOBENEHHBIX) 3aKyMmoOK # (WJIHN)
NPEIIOKEHNS, SBHUBIIMXCS OCHOBOW JJs1 BHIOOpa NOCTABIIMKA, 10 HMHBIM OCHOBaHHIM, HE
MpeyCMOTPEHHBIM ITyHKTaMu 85 u 86 HacTodel TeHaepHoil TOKyMEHTALUH.

89. [loTeHnManbHbIE TOCTAaBIIMKKM (TMOCTABIIMKH) BIpaBe OOXKaJIOBaTh JCHCTBUSI W PEUICHHS,
OpUHUMaeMble B IMpoOIEcce 3aKylNOK pPYKOBOAMTENISAMH W YJICHAMH OpPraHoB 3aKa3dyHka/
Opranusaropa 3aKyIoK, & TAK)K€ MHBIX JIML, BKJIIOYasl WIEHOB TEHIEPHOM, 3KCIIEPTHOW KOMHCCHUH,
JKCIIepTa.

90. ’)Kanobsr  Moryr ObITh  HampaBieHbl Uit paccMorpenus — OpraHuzaTopy  3aKyIoK:
zakupDTK@telecom.kz, +7 (727) 226 82 61, B @oua AO «Campyk-Ka3zbiHay.

9. Pa3bsicHeHue nmoJioxkeHuii TeHaepHO JOKyMeHTAIIUN

91. IIpu mpoBemeHuu TeHaepa 3akazunk/OpraHu3aTrop 3aKylOK BIpaBe OPraHU30BaTh BCTpPEUy C
NOTEHIMAJIBbHBIMU [TOCTABILUKAMY, OIYYUBIIUMU TeHIEPHYIO JOKYMEHTALUIO, Ui pa3bsCHEHUS
noynokeHuil TeH1epHoil JOKyMEHTAalUH.

[lo wroram BcTpeuM C y4YaCTHMKaMU TEHJAEpa CEKpeTapb TEHACPHOM KOMHCCHU OQOpPMIISET
MIPOTOKOJ, KOTOPBIi TOJDKEH CONEPKaTh:

1) HamMeHOBaHUWE, IOPHIUYCCKHUIA a/Jpec, KOHTAKTHbIE TeJIe(OHBI MOTCHIMAILHBIX MOCTABIIUKOB H
UX  YIOJHOMOYEHHBIX  MpEACTaBHTENeH C  ykazaHueM  (GamMuiauid, ¥WMEH, OTYEeCTB
MPUCYTCTBOBABILINX Ha BCTPEYE, HA OCHOBAHWUU JOKYMEHTOB, IOATBEP)KIAIOIIUX IPaBO
MPEACTABUTENS MOTEHIMAIBHOTO IOCTABIINKA Y4aCTBOBATH BO BCTPEUE;

2) unpopmanuio o paboTHuKax 3akazunka/OpraHuzaTopa 3aKymoK C YKa3aHHEM JOJKHOCTH H
(dhamMuIni, IMEH, OTYECTB Y4aCTBOBABIIIUX BO BCTPEYE;

3) 3arpoHyTble BOIPOCH! M OTBETHI HA HUX B paMKaxX TeHJepHON JOKyMEHTaluH;

4) cBemeHuss O HEOOXOAMMOCTH BHECEHHMS W3MEHEHUHl uW/uinu pgonoiHeHud B TeHnepHyro
JOKYMEHTAIHIO.

[IpoTokon monmuceiBaeTCst paboTHUKaMHU 3aka3unka/OpraHu3aropa 3aKyIoK, MPUCYTCTBOBABIINMHU
Ha BCTpeye M B TeueHHe 2 (AByX) paOoymx HHEH CO JHS NPOBENCHUS BCTPEYM HANpaBIseTCs BCEM
NOTEHIMAJIBHBIM IIOCTABILIMKAM, YYacTBOBAaBLIMM BO BCTpeuYe, a TaKkKe pa3Meliaerca Ha BeO-caiite
3akazumka/Opranuszaropa 3aKyIoK 1 Ha BeO-caiite DoHpa.

92. [ToTeHUMANBHBIA MOCTABIIMK, MONYyYMBIIMKA TeHIEPHYIO JOKYMEHTAIUIO, BIPaBe OOpaTUTHCS C
3anpocoM B Cucteme 0 pa3bsiCHEHUH MOoJIokeHu TeHaepHO JOKYMEHTAIlMU B CPOK HE Mo3Hee 7
(cemm) KaJIeHOAPHBIX THEH 10 UCTEUEHHUS] OKOHYATENBHOTO CpoKa IpreMa 3asiBOK.
3akazunk/OpraHu3aTop 3aKymok o00s3aH He mo3gHee 3 (Tpex) paboumx OHEH ¢ MOMEHTa

MOCTYIUICHHsI 3allpoca OTBETUTH HAa HEro W pasMecTuTh B Cucreme. YBemomiieHHe 00 OTBETE Ha 3alpocC
MOTEHINAIFHOTO TIOCTABIINKA aBTOMAaTHYECKU PACCHUIAETCS CHUCTEMON BCEM YYaCTHHKaM JJIEKTPOHHBIX



3aka3unk/Opranu3arop 3aKylmok oO0s3aH He mo3aHee 3 (Tpex) pabouuMx IHEW C MOMEHTa

HOCTYIUIEHHS 3alpoca OTBETUTh HA HEr0 U pasMecTUTh B CucteMe. YBegomileHHE 00 OTBETE Ha 3arpoc
HNOTEHIMAJILHOIO IIOCTABIIMKA aBTOMAaTHUECKU PACCHUIAETCS CUCTEMON BCEM YYaCTHHUKaM 3JIEKTPOHHBIX
3aKyIOK

93.

10. H3menenne TenpepHoi NOKyMeHTALNH

N3meHenns n gonosnHeHus B TeHAEpHYI0 TOKyMEHTALUI0 BHOCATCS 3aka3uynkoM/OpraHn3aTropom
3aKyIOK B YCTAHOBJICHHOM HOPSAKE B CPOK HE Mo3AHee 5 (ISITH) KaIeHIAPHBIX THEH 10 HCTeYCHUS
OKOHYATEJIbHOTO CpOKa MpeAcTaBieHus 3asBoK. IIpyn 3TOM OKOHUYATENbHBIA CPOK MPENCTaBICHUS
3asgBok mpojieBaeTcss He MeHee dyeM Ha 10 (mecsaTh) KameHAapHBIX gHei. OO0 M3MEHEHUsX U
JIOTIONTHEHMSIX TeHACpHON JOKYMEHTAIIMU U M3MECHEHHOM CPOKE MPEICTaBICHHUS 3asiBOK 3aKa3uuk/
OpraHusarop 3aKylnoK yBeJOMIISIET BCEX OTCHIMAIbHBIX IOCTABIIUKOB, IOJIYyYUBIINX TeHAEepHYIO
JOKYMEHTALMIO, B Te4eHHWe 2 (OByX) pabouMx [IHEH cO IHS YTBEPXKACHUS H3MEHEHUH H
JOTNONHEHN B TeHAEpHYI0 JOKYMEHTAIlMI0 TOCPEACTBOM pa3MEIIeHHs] COOTBETCTBYIOIIEH
nHpopmanuu 1 TeHIepHO# TOKYMEHTAllMK C BHECCHHBIMH U3MEHEHHUSIMH Ha BeO-caiite 3aka3unka/
Opranuzaropa 3aKyrnok 1 Ha BeO-caiite DoHa.

punoxenus:
1. Ilepeuens 3akynaemoro ToBapa u yciyr ([Ipunoxenue 1);

2. Tex

HHUUYeCKast cnennukanus (TeXHUYeCKoe 3aJaHue) 3aKylaeMoro ToBapa U yciyr

(ITpunoxxenue 2);.

3. ®opma 3asBKHM MOTEHIHMAIBHOTO OCTaBIINKA [T opuandeckux jui ([Ipunoxkenne 3);
4. ®opma 3asiBKM MOTEHLIMANBHOTO MocTaBmuka 1uist pusmueckux nui (Ipunoxenue 4);
5. ®opma OaHKOBCKOM TapaHTuu B obecrieuenue 3asBku ([Ipunoxkenue 5);

6. ®opma GAaHKOBCKOW rapaHTHH B 00eCIICUeHHE BO3BpAaTa aBaHca (IIPEoTIaThl)
(ITpunoxenue 6);

7. IIpoekT noroBopa 3akynaemoro Toapa u yciayr (I[Ipunoxenue 7);

8. Kpurepuu ains pacueta MUHUMaNbHOU ycioBHOH 1eHb! ([Ipunoxenue §).

4
IIpuioxenne 1
Kk TenaepHoii JOKyMEHTAMH 110 3JIeKTPOHHOMY TeH/Iepy 0 3aKyINKe 000py10BaHHUsI
IIyabra ynpasienuss COPM c ycjyraMu MOHTa:ka U MyCKO-HAJAAKH ''10oA Kiawoy"
Ilepedyens 3aKynaeMbIX TOBapOB H yCJIyT
Ne/Ne| HammenoBanue Kparkas En. Kommn- Cpox Mecto
JIOTOB TOBapOB, XapaKkTe-pUCTUKa  (M3M.| YeCTBO MOCTaBKH MOCTaBKH
yCIyT (omcaHue) TOBApOB, (oOBeM TOBApOB, TOBApOB,
(o noram) yermyr* norped | OkazaHUs YCIyT [OKa3zaHUsl yCIyT
HOCTH)
ITocraBka
000pyI0OBaHUS B
O6opynoBanue Teqenue 90
ITynsra (neBsHOCTO)
ynpasnenuss COPM KaJleH/1apHBIX
¢ yciyramu Cm. JHEH C MOMEHTa
MOHTaXa H ITyCKO- TexHMYECKYIO [Komm 1 noamucanus (DDP r. Anmars
a1 Aamanku "mon A o B




YupaBJACHUA UL 1VL

C ycayramu
MOHTaa U MyCKO-
HaJIagky "mon

CM.
TexHuueckyo
crierupUKaIno

KoM
JIEKT

KaJIeHJapHbIX
JHEH ¢ MOMEHTA
MOIITACAHUS
JIOTOBODA.

DDP r. Ainmarsl

n
KITFO (TTpunoxenue OxkasaHue yciyr

No 2) B TeucHue 180
(cto
BOCEMB/IECSAT)
KaJICHapHBIX
JHEM C MOMECHTA
MOIIMUCaHUS
JIOTOBOpA

*TlonHoE omUcaHUEe U XapaKTCPUCTHKA TOBAPOB U YCJIYI, YKa3aHbI B TEXHUYECKOH CHCI_[I/I(l)I/IKaHI/II/I

(ITpunoxenue 2).

I'enepaJjbHBIH AMPEKTOP

Jdupexunu «Teaexkom Kommiaexk»

TI'op6aroBckuii E. M.

M.II

Ipunoxenne 2
Kk TenaepHoii JOKyMEHTALMH 10 YJIEKTPOHHOMY TeH/Iepy MO0 3aKyNKe 000py10BaHUS
yabra ynpasienuss COPM c ycjyraMu MOHTa:ka U MyCKO-HAJAAKH ''1og Kiawoy"

TEXHUYECKUE TPEBOBAHUA
K OBOPYIOBAHUIO IIYJIBTA YIIPABJIEHUA COPM
(MuTepdeiic noctyna)

1. BBenenue

Hacrosmue TexHudeckne TpeOOBAaHMS PAaCIpPOCTPAHSIOTCS Ha KoMIIeKc oOopymoBaHus Ilymst
VYopaneans COPM s ucnonnenue  tpeboBammii CT  PK  2267-2012  (Cpencrsa
TEJIEKOMMYHHUKALIMOHHOTO O00OPYAOBaHUSl [UIsI OOECTeYeHHs NPOBEACHHS OIEPATUBHO-PO3BICKHBIX
MEpPOIIPUSITUH).

Texct CT PK 2267-2012 sBnsieTcst HeoTheMIIEMOM 4acThio AaHHoro 13. B cimyuae pazHouTeHUs
TpeOOBaHMM HACTOSANIETO JOKyMeHTa ¢ TexHuueckumu TpeboBanusimu CT PK  2267-2012,
rnaBeHcTByomyto cury umeet CT PK 2267-2012

Hacrosmuii 1OKyMEHT omnpenenseT TeXHWYeCKHe M (yHKIMOHAJbHBIE TpeOOBaHHA K
MPOrPAaMMHOMY  KOMIUIEKCY JJs1 OOecleueHHs OIepaTUBHO-PO3BICKHBIX  MEPONpUATHI B
TEJIEKOMMYHHUKALIMOHHOM ceTH QukcupoBaHHOH TenedonHoi cBsazu AO «KazaxTenekomy».

[Iporpammuslit kommiuekc OPM cocTOUT U3 HECKOIBKUX OCHOBHBIX KOMIIOHEHT:
* Cucrema Ynpasnenus Ilepexsarom (CVYII)
* Cucrema Coopa u Monutopusnra win Cucrema Monutopunra (CCM/CM)

CYIl wucnonms3yeTcs JUIsl YIpPaBIGHUS MPOLECCOM pPabOTHl MepcoHala ¢ MepexBaraMu |
MPEAOCTABISIET TEXHHYECKHE HHCTPYMEHTBI [UISl UCTIOJIHEHHUS TIEPEXBATOB B TEJICKOMMYHHUKAIIMOHHON
cetu. CVYII siBnsieTcss IEHTpalbHBIM HHCTPYMEHTOM ISl XpaHCHUS M YIPABJICHUS IepeXBaTaMu,
obecrieynBaeT IMOJIb30BATENbCKYIO MOJIUTHKY JOCTYyINa K MPOTrpaMMe M YIpaBisieT CUcTeMol cOopa
nH(pOPMAIIHH.

CCM/CM obecrieunBaeTt cOOn. XnaHEHHUE U TTONTOTOBKV WHMopMaMK B (honpmare IhearnicalHbIM
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2.1.

2.2.

2.3.

24.

2.5.
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3.1.

3.2.

4.

00ecCTIeunBaeT IMOJIb30BATEIbCKYIO MOJIUTUKY JOCTYNa K MPOrpaMMe M YHpaBISET CHCTEMOHN cOopa
nH(pOpMaLHH.

CCM/CM obecrieanBaet cO0p, XpaHEHUE U IOArOTOBKY HHPOpMAIMU B (popmare MmpearnicaHHbIM
CTaHIAPTOM U1 HCIOJb30BAHUS  YIOJIHOMOUYEHHBIMH OpraHaMd B  JEJONPOU3BOICTBE O
MPOM3BEICHHBIX pa3roBopax Wi ux coaepxkanun. CCM/CM Takke MNPeaoCTaBIseT CHCTEMY
YNpaBICHUS XPAHWIUILEM U 00ecleunBaeT MacIITaOUpPOBAaHUE CUCTEMBI JI0 YPOBHS MPEANHUCAHHOTO
CTaHJIAPTOM JJIsi OTHOBPEMEHHOTO cOopa M COXpaHeHUs1 HHPOPMAILIMU U TIOCTeyolIel ee 00paboTKn
Y aHaIu3a.

Omnpenenenne cucremol ynpasJjenust nepexsarom (CYII)
CVYII (Cuctrema Ymparinenus [lepexBaroM) CIyUT B Ka4€CTBE I[CHTPATU30BAaHHOTO YCTPONCTBA
yIOpaBJIE€HUS IOAKIIOYEHHBIMH K HEH KOMMYTaTOpOB TEJIEKOMMYHUKAIlMOHHOM CETU M CeTu
nepeady JaHHBIX ¢ aKTUBUPOBaHHBIMU MHTepdericamu nepexsara LI ETSI.

CVII nomkHa mojepKuBaTh padboTy Kak MUHHMYM C HHTep(deicaMu 1 MPOTOKOJIaMH MepexBara
CIICAYIONIMX  OCHOBHBIX  MPOM3BOJAUTEICH  KOMMYHUKAIIAOHHOTO M  KOMMYTAI[AOHHOTO
obopynosanusi: Alcatel Lucent, Nortel/Genband, Cisco, Ericsson, Nokia-Siemens, Huawei,
Broadsoft, Juniper, Cisco.

CVYIl nomxeH NpeNoCTaBIATh MEXaHU3Mbl M HWHCTPYMEHTHl JUIS PacCUIMPEHUs TOAJIEPKKH
uHTEpQEICOB APYTHX MPOU3BOANUTENCH TEIEKOMMYHHUKAIIMOHHOTO 000PY/I0BaHUSI.

CVYII cnyxdT B KadecTBE LIEHTPAJIU30BAHHOTO CepBepa I HHUIHMAIW3ALUA U YIpPaBICHUS
nepexBarami. [lonb3oBarenbckuii HHTEpdEIC TOMKEH MOIAepKUBATh LIEHTPAIbHYIO 0a3y JaHHBIX
BCEX BBIIAHHBIX 3afaHui Ha mepexsar. Ilocne BBozma 3amaHust B cucremy ympasieHusi, CYII
JODKHA TPOBECTH HMHHULMANM3ALMI0 TepexBara 4Yepe3 CHCTeMYy MpeoOpa3oBaHHSA B
COOTBETCTBYIOIIEH TPOMEKYTOUHONU CUCTEME MepexBaTa WK HaPSIMYIO.

HentpanuzoBanHas CYII obecrieunBaeT eIuHYIO0 TOYKY WHHUIMATU3ALNH, aIMUHUCTPUPOBAHMUSA,
ayauTa, KOHTPOJIsE O€30MacHOCTH M OTYETHOCTHU JUTS TIOAJCPKKH HECKOIBKUX BCIIOMOTATENLHBIX
MIOZICUCTEM TIepEeXBaTa.

Onpenenenue cucreMbl MOHUTOPHHTa (CM)

CM (Cuctema MonuTtopunra) — cuctema padoramomiasi B TEICKOMMYHHKAIMOHHON CETH M CEeTH
nepefadd JaHHBIX M HUCHOJNb3yeMmas NpaBOOXPAHHUTENbHBIMH OpraHaMu JUIs [epexBara
COZiep)KaHUsl  COOOIIEHWH C TOMOMIBIO  DIEKTPOHHBIX cpeacTB  cBsi3u. ComepkaHue
MePEXBaYCHHOTO COOOIICHNS KaK MpPaBWJIO, NMOMAJaeT B OJHY M3 JBYX KaTeropuil: 3ByKoBas
KOMMYHHKAIUsl (Takue, Kak 3BYKOBOH CHTHad Tele(OHHBIX pa3roBopoB), HesBykoBas
KOMMYHHKaLUsl (TaKhe KaK TEKCTOBBIE COOOMICHUSIMH MM COAEp)KaHUE mepenadd no (dakcy u
T.I1.), IepeAaya JaHHbBIX 10 MIHTEpHET MPOTOKOIY (JIEKTPOHHBIE COOOLICHHS, IPOCMOTP PECYPCOB
B HHTEPHETE U T.1.)

CM nomxHa obecnieuyuBarh CIEAYIONINEe OCHOBHBIC ()YHKIIUU:

.2. BO3MOXXHOCTh apXMBHpPOBaHUSA BCEX IEPEXBAUCHHBIX COOOIICHUN B (opMe MHOAXOASIICH It

00paboTKH U aHATH3a;

.3. BO3MOXXHOCTh BOCIPOU3BEACHUS W TPOCMOTPa MO HEOOXOAWMOCTH JUIS aHAJINM3a, CO3JaHHS

CTEHOTpaMMbl WJIN MEPEeBOJa, I[OBTOPHOTO PACCMOTPEHUs] IEepeXBau€HHONW KOMMYHHKALUU B
YCTaHOBIIEHHOM ITPOMEXKYTKE BPEMEHU;

Kpome toro, CM nomkHa COOTBETCTBOBAaTb HOPMaM M 3aKOHAM DErYJIUPYIOIMIMM HOPUINYECKHE
pouenypsl npuMeHeHus nepexsBara. (Co BpeMEHEM, M3MEHEHHUs B 3aKOHOJATEIBCTBE MOXKET
noTpeOoBaTh U3MEHEHUS U aJanTalluy MPOAYKTA.

00630p cucremsl ynpapiaenus nepexsarom (CYII)

CVII paboraer B TenekommyHukarnumonHod cetn OA «Kazaxrtenexkom» u coBMecTHO ¢ Cucrtemoit
Monutopunara (CM) HHTETpUpyeTcsi € pELICHHSIMH IIepexBara pas3IHYHBIX HPOU3BOJUTENICH
KOMMYTAaTOPOB.

4.1. CVYII BkmodaeT B ce0s KaKk MHUHUMYM ciefyrome (yHKIUH AOCTYIHBIE Ha CHUCTEME
YIIPaBIEHUS:

o
A 1N TTATT nARATATT TATAFATT TIMAATT  AMAVATITINAL  TFATANT ITI TTAADANAAT ATIMDATIT D ITATA DDhATTA



4.1.

4.2.

4.3.

44.

4.5.

CVII Bkmodaer B ce0s Kak MHUHUMYM ciefytome (QyHKIUH AOCTYIHBIE Ha CHUCTEMeE
YIpaBJICHUS:

4.1.2. llonp3oBarenp MOMKEH MMETh MEXaHHU3M, KOTOPBIM MPOBEPAET CUMBOJIBI B MOJI€ BBOJA,

YTOOBI 00ECIIEUHTh JTIOCTOBEPHOCTH HH(OPMAITMH TIEpe] OTIIPABKOMN TaHHBIX HA HHTEpQeiic
nepexBara MpPOHM3BOMUTENS] KOMMYTaTopa. OTO TIO3BOJMUT OOECHEYHTh BBE/ICHHE
NpaBUWIBHBIX JaHHBIX 33JaHUS Ha TIEpeXBaT U 00eCIIeYUT KOPPEKTHYIO paboTy nHTepdetica
nepexsara. JloiokeH OBITH TPEIYCMOTPEH MEXaHHW3M aBTOMAaTHYECKOTO OJIOKHPOBAHHMS
OTIPAaBKU HEKOPPEKTHBIX UACHTU(PHUKATOPOB aOOHEHTA.

4.1.3. Tlonw3oBarens JOKEH WMETh (QYHKIWIO YOPABICHUS CUHXPOHU3AIMEH CO BCEMH

MMOAKIFOYCHHBIMHA I/IHTepCI)CﬁcaMH nepexpara Ajsd KaXKaoro Tuia TCJICKOMMYHUKAIIMOHHOTIO
o6opyz[0BaH1/m BOBJICYHCHHOI'O B IIPOLIECC IMI€PEXBATA.

4.1.4. Ilomp3oBareinn JOJDKEH HMETHh HWHIAUKATOP YBEAOMJICHHA O COCTOAHUH BBIIIOJIHCHUA

Ka)KJJOr0 KOHKPETHOTO 33aJjaHus Ha mepexBar. MHIUKaTop COCTOSHHS JO0DKEH 0TOOpakaTh
UHpOpMALIMI0 O TPAaBWILHOCTH BBIOPAHHOW 1€ WM CTAaTyC COCOUHEHHS C
KOMMYTaTOPOM.

4.1.5. Bce nepexBarbl JOJKHBI IPOXOAUTH HENPEPBIBHYIO IPOBEPKY HA COOTBETCTBUE CTAaTyCy B

nepuoag JIeNCTBUS nepexpara, B 4aCTHOCTU BKJIOYAasA CAHKIHOHHWPOBAHWE BBIITOJIHCHUA
IepexBara v €ro MnoJIOXKUTECIbHYIO HHUIIUATIN3alluIio B TCHCKOMMYHHKaHHOHHOﬁ CCTH.

4.1.6. Ilonb3oBarens JOIKEH MMETH BO3MOKHOCTB IPOBEPKH OTAENBHOIO MEPEXBATA U BPYyUHYIO

VMHULMUPOBATh OBTOPHYIO MHUIMAIHM3ALUIO WM U3MEHEHHE JIETAJIEN mepexnara B ciydae
MOSIBJICHW OIIMOKM WHHNMaIu3anuu. Bce Momudukanmu mepexBaTa IOKHBI OBITH
MPOCMAaTPUBAEMBIMA U JIOJDKHBI  (DUKCHPOBATHCS B OKypHaJ€ WM3MEHEHHMH IOj
COOTBETCTBYIOIINM HICHTU(PHKATOPOM HOIH30BATEIS.

4.1.7. Bo Bpems TMpoOBEepKH IIEJIOCTHOCTH, TIIOJH30BAaTENh JOHKEH WMETh BO3MOXHOCTD

ABTOMAaTHYECKOTO MCIpaBieHus omHOKu. PakT 0 JaHHOW OIMIMOKe JOIKEH (PUKCHPOBATHCS
B )KypHaJie U SICHO 0TOOpaxaThcsi B MHTepderice IpUIoKeHHs..

4.1.8. Bce AKTHUBHBIC, a B HCKOTOPBLIX CilIydadX W HCAKTHBHBIC 3aJaHUA Ha IIEPEXBAT, JOJDKHBI

OBITh MOCTYNHBI Ui TMPOCMOTpa B oTdeTe. Ecim MakcumallbHOE KOJIMYECTBO 3amucel
IMPEBLINICHO, TO I/IH(I)OpMa]_[I/ISI JOJDKHa 6I)ITI) apxuB )IOCTyHHLIﬁ C OKpaHa MHUIIKMAJIN3allun
nepexBaroB. VMHnukarop nomkeH uH(OpMHpoOBaTh mojib3oBarensd, eciu 90% u Oomee
CBOOOTHOTO MPOCTPAHCTBA [T XPAaHEHHS IEPEXBATOB 3aHSTO.

4.1.9. Ilonp3oBarenp AOIKEH UMETh KOH(PUIYpHUPYEMBIH MEXaHM3M IIOBTOpa HMHHULHAIM3ALHUN

Iepexpara.

4.1.10. [lonb3oBarens NOMKEH UMETh MOCTOSHHYIO HH(MOPMALMIO O KOJIMYECTBE UHTEp(deicoB

nepexsara noakiIroueHHbIX K CYII.

CVYII ofecneunBaeT HACTPOMKM M pacmMpeHus uHTepdeica, HCIOIb3yeMOro IS
HEOTPAaHUYEHHOTO TIPEJCTABICHHUS OTYETHOCTH, HAYMHAsA C OTYETOB O IIepexBaTax M
3aKaH4yMBas oTueTamu aynurta. Kpome Toro, mocTynm K oT4eTaM JOJDKEH OIpaHHMYMBaThCA
NPUBWIETUSAMH TIOJIB30BATENS U, €CIM HEOOXOIMMO, MOXKET OBITh WHTETPUPOBAH C JIIOOBIM
CTOPOHHHM MPOTYKTOM.

CVYII nomkHa BECTH >KypHajl O NPOU3BOAUTEIIBHOCTH CHCTEMBI, ONEPALUAX M aKTHBHOCTH
oOmeHa wHpopmauuedi. OTYeT WIM COOTBETCTBYIOIIMH ONPOC JAHHBIX JOJDKEH OBITH
JIOCTYTIEH aIMUHUCTPATOpPY B JH000E BpeMsl.

CVYII nomkHa WMETh MEXaHHU3M MOACPKUBAIOIINN pabOTOCIOCOOHOCTh CHUCTEMBI 0e3
BMCIIATCIIbCTBA 4YCJIOBCKA, APYITMMH CJIOBaMH, aBTOMATHUYECKUI MEXaHW3M BOCCTAHOBJICHUS
pabouero coctosiHus. JlaHHas cucTemMa JOJDKHA MPOBEPATh PabOTOCHOCOOHOCTh CHCTEMBI U
NPEIOCTABIATh MEXaHW3M YBEIOMIICHUS aJIMUHHCTpATopa O J0ObIX ommoOkax. Cepbe3HOCTh
OmMOKKM W Crnoco0 YBEIOMIICHHS JOJDKHBI HACTPAaMBAThCSI COOTBETCTBEHHO TPEOOBAHUSIM
aJIMUHHCTpAaTOpA.

[TocTossHHO OOHOBJISIEMBIN CTaTyC 3aJaHUS Ha MEPEeXBaT JOJDKCH IEPeIaBaThCs Ha CHUCTEMY
MOHHUTOPHMHIa cTaryca nepexsara. T.e., He TOJILKO OIOBEIICHHUE O MPOU3OIIEAIICH OMNOKE pU
00paboTke mepexBara, a MOCTOSIHHOEe OOHOBJIGHUE cTaryca (aKTHUBHBIN, ONMIMOKa, HErmoasKa,
HEaKTHBHBIH, ...) IEpexBaTa B IPOMEXKYTKE BPEMEHH JIEHCTBUS CAMOTO IIepexBaTa B CUCTEME.

—~x rrr el o v o
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00paboTKe TepexBara, a MOCTOSHHOE OOHOBIICHHE CTaTyca (aKTHBHBIN, OIIMOKA, HEMOJMAaKa,
HEaKTHUBHBIH, ...) IEpeXBaTa B MPOMEXKYTKE BPEMECHH JICHCTBUS CAMOTO IePEXBaTa B CUCTEME.

CVYII of0ecrnieunBaeT eAMHYIO AapXWUTEKTYpy MJsi CEeTed ¢ KIacCHYeCKOH M TaKeTHOH
koMMmyTanuerd. CTOPOHHUE 3JIEMEHTBHl CETH JOJKHBI MMETh BO3MO)KHOCTh HHTETpalil C
CHCTEMOH yIIpaBJICHUSI.

CVII nmomkHa BECTH KypHaJl O BCEX ACHCTBUSX W YBEIOMJICHHUSX BOBJICUCHHBIX CETEBBIX
DIIEMEHTOB B TIEPUOJ| JCWCTBUS TepexBaTa - OOHOBJICHHUE NPOTPAMMHOTO oOecIeueHus,
Mepe3amyck CHUCTEMBI, I0Oble TpeTHAMEPEHHBIE WM CIIy4dailHble IOMEXW CBS3aHHBIE C
AKTUBHBIM IIEPEXBATOM U JIp.

CYIl AO0JDKHAa HWMCTb BO3MOKHOCTH PACIHIUPCHUA q)YHKI_II/IOHaJ'ILHOCTI/I KakK, Halpumep,
I[O6aBJ'I€HI/Ie MNPOMECIKYTOUHBIX CHUCTEM WM YBCIMYCHUC MaciiTaba u CKOpPOCTH pa6OTI)I
CHCTEMBI, COXpaHATb CBOIO pa6OTOCHOCO6HOCTB npu U3MCHCHUAX niIn pocte
KOMMYHHKaHHOHHOﬁ CCTH.

CVYII momxHa KOHTPOJIUPOBATH COCTOSIHHE MOAKIIOUEHUS KaXIOW MPOMENKYTOUYHOM CHCTEMBI
oreparopa CBSI3M M TIPH  HEOOXOAWMOCTH, KOHTPOJIMPOBATH COCTOSIHAE MOOMIIBHBIX
KOMMYTAaTOPOB WJIH IPYTUX JIEMEHTOB CETH.

CVYII JA0JLKHAa UME€Th, KaK MUHUMYM, CIICAYIOIMUE JOIIOTHUTEIIbHBIEC BO3MOXKHOCTU!

4.10.1. Mexanu3m obOecrieueHHUs 3alycka M OCTaHOBKH IepexBaTa JOMKEH paboTaTh TONBKO B

TCUCHUU TICpHUOJa ﬂeﬁCTBHH 3alaHUA Ha ICPCXBaAT, I[eﬁCTBPIC JAaHHOTO IIEpruoJa HOJIZKHO
aBTOMAaTH4YCCKHU O6pa6aTbIBaTI>C$[ cucteMoi. JIoOble W3MEHEHHS WU JleﬁCTBPIﬂ 1o
HHHUIUAJIU3aluu NepexBaTa JOJDKHBI JICTKO IMPOCMATPUBATHCA B )KYPHAJIE€ aKTUBHOCTU HUJIU
OTYETEC 10 UCTOPHUHU JAHHOIO IIEPEXBATa.

4.10.2. B nensax obecneueHns 1EeIOCTHOCTH INEpeXBaTa B Jr000€ BpPeMs B TEUCHHUE NEPUOMA €TO

JEHCTBUS, CHCTEMa JOJKHA MMETh MEXAHWM3M ITOCTOSHHOTO KOHTPOJS CpOKa IOEHCTBUSA
nepexsara. JlaHHBI aKTHBHBIA MEXaHU3M JOJDKEH paboTaTh B aBTOMATHUYECKOM HITU
PYUYHOM pEXUME.

4.10.3. B HEKOTOPBIX CiIy4asiX Ha KOMMYTaTopax TeIC(POHHON CeTH MPUACTCS MHUIMAIU3UPOBAThH

4.11.

4.12.

4.13.

4.14.

IepexBaT JIUIIb C JaTOi Hauaja repexpara M 0e3 JaThl ero OKoH4aHWs. JlaHHas OIIIUS
JTOJIKHA TTOAIEPIKUBATHCS CUCTEMON MHUITMATH3AITHH.

Wurepdetic nonb3osarens CYII momkeH ObITh MPUIOKEHUEM, KOTOPOE MOXKET padoTarh B
00BIYHOM MHTEpHET-Opay3epe (T.e. uMeTs web-unTepdeiic).

Apxwurekrypa npunoxenuss CYII momkHa pa3nenars OM3HEC- M NPE3EHTAMOHHYIO JIOTHKY.
busnec-noruka 1omKHa BBIOIHATHCS HA CEPBEPE, a MPE3CHTALMOHHAs JIOTHKA OTOOpaKaThCs
B TOHKOM KJIMEHTE, TAKOM KaK MHTEpHET-Opay3ep.

CVYII nmomkHa HWMeETh MEXaHW3M JJisl MEPHOIUYECKOM MPOBEPKH IEIOCTHOCTH CETEBBIX
AIIEMEHTOB U M0 HEOOXOAMMOCTH KOPPEKTUPOBATh OIUOKH.

CVII nomkHa MOANEpKHUBaTh, KaK MHHUMYM, CICAYIOIINE MEXaHH3MbI paclpeieicHUs |
perucTpanuy nepexsara Ha KOMMYTaToOpax:

4.14.1. ITapannensHoe — MepexBaT paclpeAessIeTCss MEKy KOMMYTaTOPaMH I1apajlIeNIbHO;

4.14.2. IlocnenoBaTenbHOE — NEPEXBAT PACIIPEAEISIETCS MEXILY KOMMYTAaTOPaMU B OIIPENEICHHON

4.15.

4.16.

4.17.

4.18.

moCJICaA0BaTCIbHOCTH.

Ipunoxenne CYII 1momKHO mNpenocTaBisTh O0030pHYIO CTpaHHIly CTaryca BCeX
KOMMYTAaTOPOB, MApLIPYTHU3AaTOPOB U MEPEXBATOB B TEJIEKOMMYHUKALTUOHHON CETH.

Jr3aiiH mpuiiokeHus NOJDKEH Nofaep:kuBarth «Mactepa HACTpPOWKW», HNPH KOTOPOM BBOJ
OO0JIBLIIOTO KOJIMYECTBA JAHHBIX pa30MBAETCs HA OTACJIbHBIEC AUAIOTH.

CVII nomkHa noagepXUBaTh MEXaHW3M CHUHXPOHM3ALKUN MEXAY 0a30i JaHHBIX MPHIOKCHUS
U BBIOpaHHBIM KOMMYTaTopoM/MapuIpyTu3atopoM. CHHXPOHHU3ALUH TOJIeKAT JaHHBIE O
KOMMYTaTOpe/MapIIpyTH3aTope, ero KOHGUTypauy U BCeX NepexBaToB, 3aperuCTPUPOBAHHBIX
Ha JJaHHOM KOMMYTaTope WU MapIIpyTH3aTope.

CVYII nmoimkHa HpemoCTaBIsATh BO3MOYKHOCTH PAaOOTHI ¢ IMIA0JOHAMH IS Pa3IMYHBIX THUIIOB



4.18.

4.19.

4.20.

4.21.

4.22.

4.23.

4.24.
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Ha JaHHOM KOMMYTaTope WM MapIIpyTH3aTope.

CVYII nomkHa TPEIOCTABIATh BO3MOXKHOCTh Pa0OTHI C IMIA0NIOHAMHU JUIS Pa3IMYHBIX THIIOB
mepexsara, OMpeAeNisas B IMa0lloHe, KaK MHUHHUMYM CJEIyIOIINe JeTad: OIHCAHWE U
ompeneNieHue TMOoJie, OrpaHWuYeHHe TOJed, MEHEeIKep IepexBara, HCKIIOUaeMble
KOMMYTaTOPBI WK MapIIPyTHU3aTOPHI.

CVYII nomkHa TpemoCTaBlIsATh BO3MOXKHOCTH pabOTHl ¢ MIA0NIOHAMHU Ui Pa3iNU4YHBIX THIIOB
BbIJaBaeMoil MH(OPMAIIUH, OINPEAEISIONe, KaKk MUHUMYM CIEAYIOIIUe IOJsl: OMHCAaHHE U
OTIpEeJIeTICHUE TTOJIeH BBIAYH.

CVYIl npgomxHa BECTH >XypHal AaKTHBHOCTH C BO3MOXKHOCTBIO ayIuTa JJEWCTBHMA BCex
MOJIb30BATENICH MPUJIOKEHUS. 3amucH JOJDKHBI HHIEKCHUPOBAThCS B JKypHasie ayauTa (c
(hyHKIMEH MTOrCKa 110 KypHAIy).

CVYIl gpomkHa TOANEPKUBATH PACIIUPEHHYI0 (YHKIHMOHAIBHOCTH IO  YAAJICHHOMY
OTIOBEILEHUIO aJIMUHUCTPATOpa, HCIOJB3ysd 3JIEKTPOHHYO0 mouTy. HacTpolika omoBemieHus
JIOJDKHA TIOAJEPAKUBATHCS JIsl BCEX TUIIOB 3allUCel B )KypHaJle ayauTa.

CVYII nomxHa oAepKuBarh padoTy ¢ MabIOHAMU [T CO3/IaHUS Pa3TUYHBIX TUIIOB OTYETOB.

CVYIl nomxHa mNONAEpXKUBaTh ApXUBUPOBAHUE IaHHBIX O IepexBare, XYpHAJIOB aylWTa,
KOH(UTypalnoHHBIX (aiioB M IAOIOHOB. ApPXUB JOJDKEH MPEAOCTABISATH BO3MOKHOCTH
TIOWCKA 0 apXMBY U (PyHKIIMIO BOCCTaHOBIICHUS HH(OPMAIIH U3 apXUBa.

CVYIl momxHa TMOAMEPKHWBAaThH aBTOMATHYECKOE ApXMBUPOBAHWE MAHHBIX O TepexBare u3
BHYTPEHHETO apXMBa HA BHEIIHUE HOCUTENH MOCIIE ONPENEICHHOIO NEPUOIa BPEMEHH.

00630p cucrembl MOHUTOpUHTa (CM)

5.1.

5.2.

5.3.

5.4.

5.5.

5.6.

5.7.

VYcraHoBieHHAA cUCTEMA A0JDKHAa COOTBCTCTBOBATH OIPEACIICHUIO CUCTCMBI (CM. noapasacii
3).

CM gpomkHa OBITH BBICTPOCHA BOKPYT IEHTPAIM30BAHHOTO S/Ipa, HAa KOTOPOM JIOJIKHBI
coOupaThCsi, COXpaHAThCS W oOpabarbiBaThcsl Bce (GakThl. Bce HaHHBIE, colepXaHHE U
pe3yabTaTthl 00paboTKKU COOPAHHBIX JAHHBIX B CETH JOJDKHBI XPAHUTHCS U OBITh JOCTYIMTHBIMH
B [ICHTPAJIM30BAHHOM MECTE.

Cucrema JODKHA OBITH CIPOEKTHPOBAHA JUISl IIOCTOSIHHOW paboThl Oe3 mepephiBa, B TCUCHUH
24 dacoB B cyTkw, 365 gneii B rogy. Cucrema [0bKHa OBITh MOCTPOCHAa THOKO, C
BO3MO)KHOCTBIO JJOCTaTOYHOTO PE3EPBUPOBAHMS JUIsl MOAJCPIKAHUST pabOYero pexuma B
TEYECHUE CPOKA PadOTHI CHCTEMBI.

Bocnpoussenenue, creHorpamMma, MmepeBOj, MPOCMOTpP, (OPMUPOBAHHE OTYETOB M AHAIN3
JOJDKHBI BBIIOJHATBCS Ha pabouyumx CTaHIMAX 10 0OpabOTKE 3BYKOBOM M IAaKETHON
uHpopmauru. Bee oTnenbHble GYHKINU JODKHBI OBITH TOMHOCTBHIO MCHIOIHAEMBIMH B JTH000H
MOMEHT BpEeMEHH JJs J000W I1enu He3aBUCMMO OT TOro, B Kakod 4YacTu
TEJIEKOMMYHUKAIIHOHHOM CETH TPON3BOIMIICS MOHUTOPUHT OOBEKTA.

CM cobupaeT U JeKOAMpYET 3BYKOBYIO WH(POPMAIIMIO, TAKETHYIO HH()OPMAIUIO U JAPYTYIO
CHUTHAJIBHYI0 HMHPOPMAIMIO U NpPEIOCTaBISIET  aBTOMAaTH3UPOBAHHBINA, MOCTOSHHO
paboTarmuil MEXaHU3M 3aIUCH JII000T0 MEePeXBaueHHOTO 3BYKOBOTO M MAKETHOTO KOHTCHTA.
Pa3paboTuuk AOMKEH OOECMEUYUTh BO3MOXKHOCTH JAlbHEHINEr0 paclIdpeHUs] CHCTEMBI
pacuiupoBKH, aHaM3a U 00pabOTKM CTaHAAPTHBIX MPOTOKOJIOB JUIS ayano, He-aylauo |
MAaKEeTHBIX TOTOKOB IaHHBIX.

CM pomkHa mOAJEpKHUBaTh KOHMUIYypalMio JUIs JIOCTaTOYHOIO JyONMpOBaHUS U
ABTOMAaTHYECKOTO  PEe3epPBUPOBAHMSA  KKIOW KPUTHYECKOM KOMIIOHEHTBHI C  LIEJIbIO
MPENOTBPAIICHUST WM CBEACHWS K MHHHUMYMY BpPEMEHH IIPOCTOS M3-3a OTKa30B.
ApXUBUpOBaHHUE JOJDKHO TyOIMpPOBAThCs C HECKOJIBKMMHU KOHTpOJJIEpaMH. AYIHO W JaHHBIC
JIOJIKHBI HAXOAUTHCSI B HECKOJIBKUX JIOKAIUAX 10 apXUBUPOBAHUS U JI0 YAAJIEHUS U3 CUCTEMBI
nocje 3aBeplieHust paboThl 1Mo aHanu3y nepexsara. CucTema IODKHA MMETh BO3MOXKHOCTB
OBICTPOro BOCCTaHOBJICHUS IIOCIIE HEUCIIPABHOCTH. Bce naHHbBIE HOJKHBI AyOIMpOBaThHCS Ha
MOCTOSIHHOM OCHOBE Ha BHEIIHWE YCTPONCTBA XpaHEHHs NaHHBIX, Takue Kak NAS, cbeMHbIC
JKECTKHE TUCKHU MM B CETH XpaHeHus naHHbIX (SAN) u T.11.

CM pomxHa 001agaTh TapaHTUSIMU 3aIIKUTHI COOPaHHBIX TAHHBIX U PE3yJbTaTOB UX 00pabOTKU



5.7.

5.8.

5.9.

5.10.

5.11.

5.12.

5.13.

5.14.

5.15.

5.16.
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JKECTKHE JUCKU WM B CETH XpaHeHUs JaHHbIX (SAN) u T.11.

CM pomxHa 001aaTh TapaHTUSMU 3aIIUTHI COOPAHHBIX IaHHBIX U PE3YJIbTaTOB UX 00pabOTKH
OT TOTEPH BO BpeMsI COOBITHI, TAKHMX, KaK HallpuMep, epedou B Moaue IEeKTPOIHEPTHH.

CM mnpenycMaTprBaeT MOAJNEPKKY BceX GopM GUKCHPOBAHHOW Tele(OHHOM CBSI3U W JIOJKHA
o0ecrieunBaTh TPHEM BCEX BHJOB TelIe(POHHOH CBA3M M (HOPMATOB IEpEdadd, BKIIIOYAS
anajoroBeie, ISDN PRI, ISDN BRI, SS7 ISUP. Ilepemaua naHHBIX HpeaycMaTpHBAET
noaaepxkky Murepuer [Iporoxona (IP).

Cucrema cOopa M MOHHUTOpPHHTra JIOJDKHA o0OecreduBaTh MOJIb30BaTeNsi BO3MOXKHOCTBIO
OBICTPOTO MOJyYeHHsI paHee COOPaHHOTO COJEp)KaHMs IepexBara Ui MPOBEPKH, BOZMOXKHON
MOATOTOBKH CTEHOTPAMMBI HJIH NIEPEBO/IA, U COXPAHEHHS pe3yibTara 00paboTKy.

Cucrema JnomkHa oOecreunBaTh TIOJIB30BATENsl  PA3IMUHBIMH  MHCTPYMEHTAMH  JUIS
yHOpaBieHus, BbIOOpa M MpocMoTpa coOpaHHON uHpopmauuu. [ns oOpaboTku 3anucaHHON
CECCUM CUCTEMa JIOJDKHA MPENOCTABIISATH BO3MOXXHOCTh BBIOMPAaTh CKOPOCTh W HAaIpaBJICHHE
MPOUTPHIBAHUS 3aMKCH HITH €€ YacTeil.

Cucrema J0DKHA 00eCIIeunBaTh BOBMOXKHOCTh BBIOOpa ayauo-(hparMeHTa Jijisl MPOUTPHIBAHUS
ero IUKJINYECKH, B “rieTiie”.

Cucrema JnoikHa oOecreuMBaTh IONIb30Barelsl (PyHKIMEW NepeMOTKH “‘Brepen/Hazan’ |
nepexozia K Hadasly Wl KOHITY 3ByKOBOM JTOPOXKKH.

[Ipn BocmpousBeneHWH ‘‘cTepeo’-3alUCH, TOJIH30BATENb OHKEH HMETh BO3MOXHOCTD
3anTymarh BHIOPAHHYIO JOPOXKKY.

Cucrema 1opkHa OBITH OCHAIEHA KaK MHHUMYM (QYHKIMAMH TpadUueckoro sKBanaisepa,
BO3MOXKHOCTBIO YIaJICHUS IIIyMa U CMEHBI TOHA 0€3 N3MEHEHHsI TEMIIa 3aIlnCH.

Bo BpEMA pa6OTLI B PEXKHUME BOCIHPOU3ZBCACHHA, CHUCTEMA MOOJDKHA IPEAOCTaBIIATH
MOJIB30BATCIII0 BO3MOKHOCTH IIPUCBOCHUA COHpOBO)K):[aIOHIefI OTMCTKH ayJHO-KOHTCHTY.
Cucrema OOJDKHA TaKXKE MPEAOCTaBIATh BO3MOXHOCTL yAAJIATh OTMCTKHU. Cucrema JOJIXKHa
HNMCTb BO3MOXHOCTb MPUCBAMBATHL METKHU TOJIBKO YaCTHU ayANO-KOHTCHTA.

Kak MuHuMyM, crcTema JTokHa 00ecTiedMBaTh 00padOTYUKOB CIETYIOIIUMH BO3MOXKHOCTSIMU
B HAXOKJIEHUU OTHOW MJIM HECKOJIBKUX CECCHIA:

5.16.1. Cuctema j0IDKHA MTO3BOJATH 00PaOOTUYMKAM BBITIONHSTH TIOUCK TI0 JlaTe/aaTtaM U BPEMEHU.

5.16.2. Cuctema J0IKHA TO3BOMIATH 00pabOTUYMKAM BBIMOIHATH MOUCK IO MOJSM KiIacCuHKaIHH,

5.17.

5.18.

5.19.

5.20.

5.21.

MapKHPOBKH, CTATyca U IPyriM arprOyTaM CeCCHH.

Cucrema JIoJKHA 00eCTIeYrBaTh 00Pa0OTINKOB OKHOM JIJIsi aBTOMATHYECKOTO BBIBOJIA TIEPEUHS
CaMbIX OCJIEIHUX CECCUH 3a MEePUOJl BPEMEHH 3a]JaBa€Mbli MMOJIb30BATEIIEM.

Cucrema A0DKHa WMETh TOJE ISl CTaTyca KaXKIOW WHAWNBUAYATbHOW CECCHH, KOTOPOE
3aIOTHICTCSA CHCTEMOH aBTOMATHYECKH.

CuctemMa MOMKHA UMETh BO3MOXHOCTh OTKPBITHS HECKOJIBKO CECCHH JJISi OJTHOBPEMEHHOTO
BOCHpoM3BecHUA. [IpM 3TOM TOIB30BaTENb JOIDKEH HMETh BO3MOXKHOCTH 3aryIyIIaTh
BBIOPaHHBIC CECCHM.

B pexumMe Bocrpon3BeleHHs Ha 3KpaHE JOJKHO OTOOpa)kaThCsl BU3yaJbHOE IPEICTaBICHUE
3BYKOBOM JOPOKKHM PAHEE MEPEXBAYEHHOU CUCTEMOIA.

B pexume BocmpousBeneHHs cHCTEMa [OJDKHA TIO3BOJSATH IOJIb30BATENSIM  JI€NaTh
VHIUBUIYyaJbHbIE HACTPOUKH.

Cucrema 0e301acHOCTH M I (poBanne

6.1.

6.2.

Cucrema Monuropunra (CM) u Cucrema Ynpasnenus Ilepexsatom (CYII) momkHbl UMETh
pacuupeHHble BO3MOXXHOCTH ISl 3aIIUTHl U COXPaHEHUS [EIOCTHOCTH COOPaHHBIX JaHHBIX U
PE3YNBTaTOB UX 00PaOOTKH.

O0e cuctemMbl JODKHBI OBITh O0OpPYHOBaHBI 3alIUTHBIMH MEXaHHU3MaMU i pa3pericHus



6.2.

6.3.

6.4.

6.5.

6.6.
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pe3yabTaToB MX 00PabOTKH.

O6e cucTemMbl NOIDKHBI OBITH OOOPYIOBaHBI 3AIMUTHBIMH MEXaHW3MaMH IS Pa3peIIeHHs
JOCTyNa K CHUCTEME TOJBKO aBTOPHU3UPOBAHHBIM IIOJIb30BATEISIM M 3alMINATh CHUCTEMBI U
coOpaHHBIE JaHHBIE OT MOIBITOK BHEITHUX aTaK Ha CHCTEMY.

[lonp3oBarenu obenx cucTeM HE3aBUCHMO OT oM (Hampumep oOpaboTUMKH, HAA30PILUKU

aJIMUHUCTPATOPHI, CHCTEMHBIE aJMHHUCTPATOPHI) JOJDKHBI IMONy4YaTh JIOCTYH K CHCTEME
TOJIBKO MPU HAJMYUHM YHHUKAJIBHOTO IOJIB30BATEILCKOTO MMEHHU M CBSI3aHHOTO C HUM IapoJs,
9TO0BI TPEIOTBPATUTh HECAHKIMOHUPOBAHHBIM JOCTYIN. YYeTHBIE 3alHCH IOJb30BaTeNei
JOJDKHBI MMETh MUHUMAJIBHYIO JUTMHY [APOJIs COTTIACHO YCTaHOBJICHHBIM MIPAaBUJIaM MOJUTHKH
OezomacHoctH. IlporpammHoe oOecrneueHre He JOJKHO MHTEPAKTUBHO 3alpalllBaTh
aBTOPH3AIINIO JIJISI CTapTa MPOTPaMMBI, T.€. MIPHJIOKECHUE JOKHO MPOWTH aBTOPH3AIMIO Yepe3
OTIEPAIlIOHHYI0 CHCTEMY C HCIIOJIb30BAaHHUEM CHCTEMBl €IMHOTO BXOJa C yCTAaHOBJICHHBIM
cepsucoM LDAP unu noxoxum.

Cucrema A0JKHA MPEJOCTABIATh M1 KaKIOW YUETHOW 3alMCH IOJIb30BaTeNsl pacIiuPEHHBIN
BBIOOp MpaB BXOAA, AOCTYIA K (PyHKIIMOHAITY U JaHHBIM, XpPAaHUMBIM B NpuiioxkeHnd. Cucrema
JIOJKHA IO YMOJIYAHUIO OTKAa3bIBaTh B JIOCTYNE K CHCTEMHBIM pecypcaM MpPHIOKEHUSIM,
JIAaHHBIM, TIOJICHCTEMAaM,  AaHAJWTUKE W TOJb30BaTeNIbCKUM JaHHBIM TIPU OTCYTCTBUU
COOTBETCTBYIOLIUX IPaB y M0JIb30BATEIIS.

Ecnn HeoOXomuMBbl aBTOPH3AIIMOHHBIE KOMIBI IS paOOThI JTF000H QYHKIIUN B paAMKaX CUCTEMBI,
MPOU3BOANTEINb JIODKEH MPEAOCTABUTH TAKOBBIEC BIIA/ICNIbILYy CHCTEMBI.

Cucrema mOJDKHa NOAJEPKUBATh YUETHBIE 3alMCH I10JIb30BATeIeH, TPyHI U MOJUTHKU
Oe3onacHoctu. Ilomp3oBarenn OOBENMHSIOTCS B TPYINBL, a TpylnaMm [PUCBAMBAIOTCS
OIpE/ICTICHHbIE TOJUTUKU O€30MacHOCTH, COCTOALIME M3 MpaBWJl JAOCTyNa K pecypcam
CHUCTEMBI.

7. MacwmradupyemocTs 4 KoHpurypanus cuctem CYII u CM

7.1.

7.2.

B nensix mocnemyromero pacumpenus padorocrnocoonoctn Cucremsl MOHUTOpUHTA, CUCTEMA
JOJDKHA OBITh HAaAEKHOM M MacmrTadHupyeMoi, 4ToObl MMETh BO3MOXKHOCTH OBICTPOTrO
pacimupeHusi oOIIero KOJIMYecTBa MepexBaToB. Ha MOMEHT mepBOHAYaIbHOW TMOKYNKH M
YCTaHOBKH, CUCTEMa MOHUTOPHHTA JIOJI’KHA OBITh B COCTOSIHHH MOJICP)KUBATh, KAK MUHUMYM,
cto (100) omHOBpPEMEHHBIX ITEPEXBATOB.

Jna neneit mocnenyroiero pacuupenust padorocnocodHoctn CYII, cuctema nomkHa ObITh
HAaJeKHOW M MacmTabupyeMoi, 4YToObl HMMETh BO3MOXXHOCTh pPACIIMPUTH OBICTPOTO
pacmmpeHus: oOIIero KoJmdecTBa TepexBaToB. Ha MOMEHT MepBOHAYaIbHOW IOKYNKH M
YCTaHOBKH, CUCTEMa IepexBara J0JHKHA ObITh B COCTOSTHIH TIOJICP)KUBATh, KAK MUHUMYM, CTO
(100) mepexBaToB OTHOBPEMEHHO.

OT4eTnl

8.1.

8.2.

8.3.

8.4.

8.5.

8.6.

8.7.

Cucrema JODKHA TPEAOCTABIATh INMAPOKUH CIIEKTP BO3MOXKHOCTEH IS COCTaBIICHUS,
KOH(QUTYpaInu, aJanTaldd 1 U3MeHeHHus: 0TdeToB. CHcTeMa JIOIDKHA TOAICPKUBATh IKCTIOPT
JIaHHBIX OTYETOB B CTATUCTUYECKUE U aHATUTHYECKUE MPOIPAMMBI.

[Ipu pa3paboTKe CTATUCTHUUECKUX U aHAJUTHUYECKUX OTUYETOB, BCE MOJIs 0a3 JaHHBIX ITOJIKHBI
OBITh JOCTYIIHBIMU JUIsl BHIOOpa, TIOWCKA, COPTHPOBKH, M TaKXKe APYTHX OOMMX (QYyHKIHIA
COCTAaBJICHUSI OTYETHOCTH.

[TocTpoeHue 0T4ETOB JOMKHO MOAACPKUBATHCS HA KAKIOM yAAIEHHOM Y3JIE€ CHCTEMBI.

Cucrema n0DKHA OBITH 00OpyIOBaHA OOLIMM XPAHHWJIMIIEM OTUCTOB JUISl XPaHEHHUS 4YacTo
HCTIONB3YEMBIX OTUETOB U JUIS OBICTPOTO JIOCTYIIA TIOIh30BaTEIEH CUCTEMBI.

CDOpMaT 1 COACPIKAHMUE OTUCTA JOJIKHBI HACTPAUBATHCA CUCTEMHBIM dIMUHUCTPATOPOM.

Cucrema JokHa OO0eCIeYMBaTh COXPAaHEHHE OTYETOB Ha IMHPOKOM CIEKTPE CPENCTB
xpanenus, Hampumep CD-R, CD-RW, DVD-R, DVD-RW, BD-R, BD-RE u yctpoiicTax,
TTOJTKITFOYEHHBIX K crcTeme yepe3 USB.

[Tonb30BaTenu cUCTEMBI JOJIAKHBI UIMETh BO3MOKHOCTh COXPAHCHHUS aIallTUPOBAHHBIX BEPCUl
JIOKJIaJa JJisl CBOMX HYXI.



8.7.

8.8.
8.9.

8.10.
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[Tonw30BaTenn cUCTEMBI JOJMKHBI UMETh BO3MOKHOCTb COXPAaHEHHUS aIallTUPOBAHHBIX BEPCH
JIOKJIAJa JJIsl CBOMX HYI.

Cucrema J0JDKHaA MOAACPKUBATH 1a0JIOHBI JJI1 TCHEPUPYEMBIX OTYCTOB.

Cucrema JO0JDKHA YUYUTBIBATH IIpaBa IIOJIB30BaTeICH U Tpynil 1mpu 1mnmokase, COCTaBJICHUN WJIN
COXpaHCHUHN OTYCTOB.

Kax MuHMMyM cnenyroniye oT4eTsl JOKHBI MPENOCTaBIAThCS CUCTEMO: CIIMCOK aKTUBHBIX
[IEPEXBATOB, KOJMYECTBO IIEPEXBATOB Pa3IMYHbIX IOAPa3AEICHUN, KOJMUECTBO IEPEXBATOB 32
ONpENEICHHBI MEepUoJ BpPEMEHH, OIIMOKH B CETH 3a OINPENEICHHBIH Nepuo] paboTbl
CHUCTEMBI, CHHXPOHM3ALHA U LIETOCTHOCTD YJIEMEHTOB CETH.

CucreMHOe aIMUHHCTPUPOBaHUE

9.1.

9.2.

9.3.

94.

9.5.

9.6.

9.7.

9.8.

9.9.

9.10.

9.11.

Cucrema JOJKHA MIPEIOCTABIATh pazIu4HbIe WHCTPYMEHTBI CUCTEMHOTO
aJMUHUCTPHUPOBAHUS JUISI [IOMOILHU B YIIPABJICHUH CUCTEMOM.

Cucrema nomkHa oOecreunBaTh CHCTEMHBIX aJMHUHHCTPATOPOB IPOCTBIMH CPEACTBAMU
YOpaBICHUS [UIsI HPOBEPKHM >KYPHAIOB OIIMOOK, CTAaTyca aKTUBHBIX IIEPEXBATOB, CTaTyca
MOJIb30BATENICH, CPOKOB JCWCTBUSl 33JaHMil Ha TMepexBar MW Jpyro uHQOpMaLuy,
HEOOXOAMMOW s OpraHu3alii HOpPMalbHOH paboTel cuctembl. CHcremMa JOJDKHA
obecrnieuynBaTh CUCTEMHBIX aJIMUHUCTPATOPOB CPEJCTBAMU ISl IPOCTON MPOBEPKH COCTOSTHUS
BCEX KOMIIOHEHT CHCTEMBI: IOICHCTEM, CETEBBIX PECYpPCOB, amlapaTHbIX CPEACTB U T.[.
Coo01ieHust 0 HeMoJaaAKax HalpaBIISIOTCS HETIOCPEACTBEHHO K CHCTEMHOMY aJMHHHUCTPATOPY
IO 3JIEKTPOHHOI mouTe.

Cucrema JomkHa oO0ecredrBaTh CHCTEMHBIX aJMHHHUCTPATOPOB CPEACTBAMH CO3JaHMSA
YYETHBIX 3allUcel MONb30BaTeiel Juisi agMUHHCTPAaTOPOB, OINEpPaTopoB, HAI30PIIMKOB U
JIPYTUX CUCTEMHBIX aJIMUHUCTPATOPOB, U YCTAHOBIICHMS CTENEHU JOCTYIA W MPUBWIETHN I10
BO3MOYXHOCTU JETAIBHO.

Cucrema JoKHa 00eCIeYrBaTh CUCTEMHBIX aJIMHHUCTPATOPOB CPEICTBAMH JIJISI HACTPOUKH
repexBaTa 3a[aHHOTO a0OHEHTa W 00eCIIeYnBaTh aBTOMATUYECKOE 3aKPHITHE 3aJaHus 110 JIaTe
Y BPEMEHH.

CucremMHEIE AAMUHUCTPATOPLI  OTOJDKHBI  ITOJIy4YaTb HEMEIJIICHHOC YBCIAOMIICHUE WA
MOATBCPKACHUEC OT CHUCTCMbI IMPU MU3MCHCHUU CTATyCa IEPEXBAaTa 3aJaHHOIO abOHEHTa WU
MMOTepPE COCAUHCHUS.

CucreMHbIe AIAMUHUCTPATOPbL  JOJDKHBI  IMOJTYy4YaTb HCEMEIJICHHOC YBCAOMIICHHME UJIN
TMOATBEPKACHUE OT CHUCTEMbI IIpU HU3MCHCHHHU CTAaryCa CETEBOIO COCAUHCHHUS OCHOBHBIX
KOMIIOHEHTOB CUCTEMBI UJIU ITPU ITOTECPE CBA3HU.

Cucrema pgomkHa oOECIEeUMBaTh CHUCTEMHBIX aJIMHHUCTPATOPOB CPEICTBAMH IIPOBEPKU
COCTOSIHUE €MKOCTH XpaHWIHINA CUCTEMBI. Kpome Toro, cucreMa OODKHA NEPUOTUYECKU
OTIPABJIATh ABTOMATUYECKNE YBEIOMIICHUSI CUCTEMHBIM aJMHHHUCTPATOPaM IPHU TOCTUKEHUH
XPaHWJIHUILIEM MTOPOra JOCTYITHOM €MKOCTH HACTPAauBAaE€MOM CUCTEMHBIM aIMUHUCTPATOPOM.

CuctemMa J0oDKHa  OOECIEYMBATH  CHCTEMHBIX  aJIMHHHCTPATOPOB  ABTOMATHUECKHM
OTIOBEIICHUEM O KaKUX-THOO0 MepephiBaX B HOPMAIBLHON paboTe Mpoliecca apXuBUPOBAHUSI.

Cucrema JoiKHA 00eCIeYnBaTh CUCTEMHBIX aJMHHUACTPATOPOB MHCTPYMEHTAMH YIaJICHHOTO
aJIMUHHCTPUPOBAHUS CHUCTEM TOCJE BXOola B camy cucreMy. CHCTEMHBIH aIMHHUCTPATOP
JIOJDKEH HMMETh BO3MOXXHOCTh aJMHUHHCTPHPOBAHHS W MOHUTOPHHTA BCEX YIAJICHHBIX
00BEKTOB.

Cucrema NOMKHA TMPENOCTABIATH AWAJOrH Thma "Macrtepa HacTpoWku'" g oOJerdeHus
BBINIOJTHEHUSI ~ TIOBTOPAIOIIMXCS  TNPOIECCOB, TaKUX KaK CO3JaHUE W yJaJeHHe
MOJIb30BaTENIbCKUX YYETHBIX 3aluced, yAalleHWe OMallHell NamnKu, MO0Jb30BaTeIbCKOTO
npoduis, co3MaHMA W yHaJeHHE 3aJaHWs Ha IIepexXBaT, OOHOBICHHWE WM paCIIUpEHHE
3aJaHus, NIPOBEPKE NMPABMWIIBHOM pabOThl apXUBUPOBAHMA, JOPAOOTKE M IKCHOPTA JAHHBIX,
obecredeHys npouecca 00CIyKUBAHUS U T.1I.

CHCTEeMHEIM AIAMUHUCTpPATOPaM HOJIZKCH OBITE 00CCIIEUEH MOTHBIM AOCTYIIOM KO BCEH cucTeMe
C CAWMHCTBCHHBIM HCKIIOYCHUCM [JOCTyIla K MCCTaM, KOTOPLIC JOJI’KHBI OBITH MOJHOCTBLIO
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CHUCTEeMHBIM aJIMHHUCTPATOPaM JOJKCH OBITh 00ECIICUCH ITOJIHBIM JIOCTYIIOM KO BCEH CUCTEME
C CIMHCTBCHHBIM HCKIIOUEHHEM JIOCTyNa K MeCTaM, KOTOpbIe JIOJDKHBI OBITh TMOJHOCTBIO
3aIUIIeHBI, HAPUMED 3aIHICSIM IS IIeTieH ayauTa.

10. AyauT cucTeMbl MOHHTOPHHI A

10.1.

10.2.

10.3.

10.4.

10.5.

CucteMa MOHHUTOPWHTA JIOJDKHA OBITh OCHAIGHA IIHPOKUM  CIEKTPOM  TapaHTHi
0€30MacHOCTH, 4YTOOBI OOCCHEYUTh INMUPOKHUE BO3MOXKHOCTU ayluTa JCATCIbHOCTH
MOJIb30BaTeIICH.

Cucrema JOJIXKHA UMECThb Ha}le)KHBII\/'I MCXaHHW3M ayJuTa U OTCJIC)KUBAHUA BXOJa B CUCTEMY JIA
BCEX YUYETHBIX 3alMCedl MPOCTHIX M AJAMUHHCTPATHBHBIX TNosb30oBaTenei. [leranm aymura
JOJDKHBI MIPEACTABIATEH TOAPOOHYI0 HH(POPMALMIO O IEATEIbHOCTH HOJIb30BaTENs B CUCTEME,
CACTAaHHBIX UM M3MEHEHHMSX M JaHHBIX KOTOpble ObUTM mpocMoTpeHbl. CucrteMa aynuTa
JIOJDKHA ~ OTCJICKHMBATH HMHHULIMUPOBAHHBIE IOJ30BAaTENeM COOBITHS, KOTOpBIE JOJDKHBI
BKJIIOYaTh, KAK MUHMMYM: CO3IaHUE, IKCIIOPT, COXPAHEHHE WIN YJaJIeHHE JTI000T0 TOKYMEHTa
Wi Qaiina, TpoCMOTp JII000r0 TOKyMeHTa WM (paiina; BOCIIPOM3BEICHHE CECCHHU, BXOX B
cucteMmy (Bpems / aara), BBIXOI M3 CHUCTEMBI (BpeMsl / JaTa), N3MEHEHHE B KIacCU(UKALIMH U
craryca ceccuil.

CHCTeMHBIN KypHAT JO/DKEH MPEOCTaBIATh MEXaHU3M IMOHMCKa, o0ecreunBas (pUIBTPAIHIo
pe3yNbTaToOB MOMCKA, KaK MHHHMYM, [0 HWMEHH YYE€THOW 3almiCH IMOJB30BaTeNsd U
MPOCMOTPCHHBIX HMJIM HW3MCHEHHBIX IaHHBIX 3a ONPEICICHHBIA MEPHOI BPEMEHH, (T.€., 4TO
Jenal TOJb30Barelib A B CHCTEME B OIPEACICHHBIA IMEPUOJ BPEMEHH, WJIH KTO U3
MOJIh30BATENICH WHUIIMUPOBAJ OMpPE/CICHHOE COOBITHE B CHCTEME 3a ONMPECIICHHBINA TEpUOT
BPEMEHHU U T.1I.)

Cucrema JOJI>KHaA OBITE CIIOCOOHA OKCIIOPTHUPOBATH JAHHBIC ayJlUTA B JOCTYITHBIX (bopMaTax Ha
HOCHTCIIN I/IH(bOpMaHI/II/I JJIsL ueneﬁ APXUBHUPOBAHUA.

JKypHan coOBITHI JOKEH OCTaBaThCs HEM3MEHHBIM U OOHAPYKWUBATh JIIOOBIC TOIBITKH €T0
u3MeHenns win  ¢danbcudukanuu. IlpoBepka MOMBITOK W3MEHEHUS KypHala JOJDKHA
MPOBEPATHCS TOIBKO CHEUATHHO YIIOTHOMOYEHHBIM MTEPCOHATIOM.

11. CtopoHHee mporpaMMHoOe ofecneyeHmne
11.1.Ilogpsqunk mnpuHUMaeT Ha cedd TOMHYH) OTBETCTBEHHOCTh 33 COBMECTHUMOCTb,

(bYHKHI/IOHaJ'ILHOCTI), MPOU3BOAUTCIBHOCTL U OOHOBJICHHE OporpaMMHOIO obecneueHus
CTOPOHHHUX HpOI/I3BOI[I/ITeJIeI\/'I, BKJIFOUCHHBIX B €TI0 CUCTEMY.

11.2.CucteMa MOHUTOPMHTa M CHCTEMa YIpPABICHHUS MEPEXBaTOM JIOJDKHBI paboTaTh Ha

OICPAIMOHHBIX CUCTEMAX, KOTOPLIC B JTaHHBI MOMEHT MOAACPIKUBAIOTCS MMPOU3BOAUTCIICEM
JaHHBIX CHCTCM.

11.3.TToapsauuK NOMKEH MPEUIOKUTH JIFO0BIE BO3MOXKHOCTH (DYHKIIMOHATLHOTO PaCcIIuPEeHUs

CUCTEMBI, TAKUE KaK paClO3HABaHUE IOJI0Ca, PACO3HABAHUE PEUH U APYTHe QYHKIMH I
OyIyIero pacuIupeHus.

TEXHUYECKHUE TPEBOBAHUS
K CUCTEME TEXHUYECKOM SKCILTYATAIIMU ITY COPM
(mo yactu AO «Ka3axresekom»)

1. OBHIEE OIIUCAHUE TEXHUYECKOI'O TPEBOBAHUSA

Hacrosmee  TexHM4Yeckoe  3aJlaHME  pAcIpOCTPaHSIOTCs  Ha  KOMIUIEKC — 0OOpyHdOBaHHf,
IpeHa3HAYeHHOTro Il 0OeCHedeHus] IMPOBEICHUS ONEepaTUBHO-PO3BICKHBIX MEPONpHATHH (1ajee
OPM) Ha cetu AO «Ka3zaxrtenexkom» U moiyueHUs UH(OOpMAIMK YIOJIHOMOYEHHBIMH OpraHaMu IO
nposeaeHuio OPM B oTHolIeHHH aOOHEHTOB KOMMYTAllMOHHBIX cucTeM u cucteM [1/] monkimodaemMbIx
K JAHHOMY KOMILIIEKCY.

1.1. O6mue TexHu4Yeckne TpedGOBAHUSA

1.1.2Texanueckue napameTpbl, HC YIOMAHYTBIC B TCXHHUYCCKHUX Tp€6OBaHI/ISIX U B JaHHOM

TAYUUUACKAM RATATUU  TTATHOLT cnnTRATATRARATE harnnveumartuans ITITT.T ETQT OTCTADC a



1.1. O0uue TexHnyeckue TpedOBaHUS

1.1.2TexHu4eckne mapaMmeTpbl, HE YHNOMSHYThIE B TEXHMYECKUX TpeOOBaHMAX U B JaHHOM
TEXHUYECKOM 3aJaHHH, JOJDKHBI cooTBeTcTBOBaTh pekomeHmauusm [TU-T, ETSI, OI'CTOC, a
TaKKe TOJKHBI OBITh aIallTHPOBAHBI K CYIIECTBYIONIEH HAIMOHATFHOW CETH TEIEKOMMYHUKAITUH
Pecniyonmuku Kazaxcran;

1.1.3IIpennaraemMoe pemieHNe TOMKHO UMETh PaCIpeleleHHYI0 apXUTEKTypy € LEHTPaTU30BaHHBIM
YIpaBICHUEM;

1.1.4B npemioskeHusIX AOJKHBI OBITh YKa3aHbl OTJENIbHBIC PACLIEHKU IO 000pyI0BaHMIO (BKIIOYAs BCE
BUJIBI TNIAT U 3JIEMEHTHI COCTUHEHUH ), MOHTaXy U HHKCHEPHBIM paboTam;

1.1.5]lomxna ObITh OOECleYeHa BO3MOXXHOCTh  MOIYJIBHOTO  HApallMBaHUS EMKOCTH |
MPOU3BOIUTEILHOCTH 000PYI0BaHUS 0€3 OCTAHOBKH CHUCTEMBI,

1.1.6Bce mocraBiasieMoe 0OOOpylOBaHHWE JODKHO OBITh TIPOM3BEICHO B COOTBETCTBUH C
MEXTyHapOIHBIM cepTtudukarom kadecta [SO 9001;

1.1.7YdacTHUK KOHKypca JOJDKEH NpeAcTaBuTh uHpopMmauuto o Hammuun CeprudukaroB
COOTBETCTBUSI Ha BCE IIOCTaBIsIEMOE OOOpPYIOBAHUE, 3apErUCTPUPOBAHHBIX B peecTpe
rocynapcTBeHHon cuctembl ceprupukanun Pecnyonuku Kaszaxcran. B cmywae orcyrcTBus
CeprudukaroB ¢dupma-modequTeNns TODKHA TPEACTaBUTh HMX 1O IOANMCAHHSA  aKTa
OKOHYATENbHONH MpHEMKH O00OpYHOBaHUS B JKCIUTyaTanuio. Bce pacxonsl mo cepTuduranuu
MOCTaBIIUKY OepyT Ha ceOs;

1.1.8006opynoBanre TMOCTaBIOIMKAa JOJDKHO OBITh  aNanTUPOBAHO IS B3aUMOJEHCTBUSA C
o0opynoBaHreM KoOMMyTaMOHHBIX cucteM AO «Ka3zaxTenekomy;

1.1.911ocTaBmuk mpu JajdbHEUIEH SKCIUTyaTalldd OJDKEH TapaHTUPOBAaTh JOCTIDKCHHE IOJHOU
COBMECTUMOCTH BCEX BHJIOB IIOCTABISIEMOTO OOOPYIOBaHUS C OOOPYIOBAHHMEM JIPYTHX
MOCTABIIUKOB, TIPW YCIOBHU WCIOJNB30BaHUS OTKPBITHIX IPOTOKOJIOB W  HHTep(elicoB
B3aNMOJICHCTBHA.

1.1.1€uctema yeraipHOTO TepexBaTa JIODKHA O0ECTeYrBaTh IIEHTPATU30BAHHYIO (OpMY pabOTHl U
obecrieunBaTh aKTHBHYIO (OpMy TIepexBaTa B TEJICKOMMYyHHKannoHHOH cetn AO
«Kazaxremekom»,  MOAKIIOYASCh  HANPSAMYI0 K  TEIEKOMMYHHKAMOHHBIM  CTaHIUSM
(MpennoYTUTENbHO) WM 4Yepe3 KOHBEPTOPHl ympaeisis (yHKIMSIMH TepexBara uepes
uHTepQeiCHbIe KapThl MPAaBOMEPHOTO MepexBaTa MPOU3BOAUTENCH TEIEKOMMYHHUKAIIMOHHOTO
000pynoBaHHUS.

1.1.1060pynoBanue I1Y COPM, nomxeH npuHUMarh UHTEPQEHCH OT KOMMYTAIMOHHBIX CHUCTEM C
BO3MOKHBIMH HEOOJIBLINMH BapUALIUSIMH CO CIETYIOINMHI CTaHAapTH30BaHHBIMU HHTEpdericamu
B3aUMOJEHCTBUA:

1.1.11.ETSI TS 201 671 v3.1.1.
1.1.11.€ZALEA-STD-025B

1.1.11. Ka3axcranckuii unteppeiic COPM B coorBerctBuu ¢ TY 640 PK 00032098
AKHB-001-2006

1.1.11.Roccuiickuii untepdeiic COPM B coorBercTBuu I[Ipukasy Ne 70 or 20.04.99r.
TI'ockomceBsizu Poccun

1.1.11.ETSI TS 102 232 (Bce Bepcumn)
1.1. TpeOGoBaHus MO HAJEKHOCTH
1.1.2Koa¢¢unment roroBHOCTH 000pyAOBaHUs 10JbKeH ObITh He MeHee 0,9999954;
1.1.3Bce ocHOBHBIE Y316l 000pYIOBaHHS JOIKHBI OBITH 3ape3epBUPOBaHbI Mo cxeme 1+1 6o N+1;

1.1.413menenne KOHPUTYpaUKA U TIOOBIX HACTPOECK CHCTEMBI TOJKHO MPOU3BOAUTHCA 0€3 MPEephIBaHUS
CEpPBUCOB;

1.2. lomxkHna ObITh peasn3oBaHa BO3MOXHOCTH BO3BpaTra K Ipenslayliell  KoH(Urypaunuu
MPOrPaMMHOTO 00ECIIEYeHUS

1.3. TpeOoBaHus1 MO MacIITAOMPYEeMOCTH

1.3.10060pynoBanre JODKHO HUMETh MOMAYJIBHYIO apXUTEKTypy. PacmmpeHune CHCTEMBbI JOIKHO
MIPOM3BOAUTHCS TP TIOMOIIHU MTPOCTOTO TOJKITIOYEHUS JOTIOHUTEIBHBIX MOIYJICH [T YBEITNICHHS
MIPOU3BOIUTENFHOCTH TOJBKO TOW (DYHKIMOHAIBHOW YacTH CHUCTEMBI, KOTOpas MOIJICKUT
pacLIMpeHuIo;



llPUYIJDUJ_LYllbU)l llPYl nomMmoLn llpUUlUlU HOARJIHOYCHWMA AULIVJIHN1ICIIbHDbIX NlU/J,_leCl/l AJA ybUJll/l“thl/l)l
MPOM3BOIUTEIBLHOCTH TONBKO TOH (YHKIMOHAIBHOW YacTH CHCTEMBI, KOTOpas IOICHKHUT
pacImpeHuro;

1.3.2MonynbHasg apXUTEeKTypa He OOJDKHA HAaKJIa[bIBaTh OTPaHWYCHWN Ha JanbHEHIIee paclIMpeHHe
obopynoBanust B OymyIiem;

1.4. TpeGoBaHus K pe3epBUPOBAHUIO M BOCCTAHOBJIEHHIO CHCTEMBI
O06opynoBaHue JOJDKHO 00eCIICUnBaTh:

1.4.1Pe3epBupoBaHre BCeX IUIAT, BIUSAIONIMX Ha IPOXOXKACHHE TpadHKa B KaKIOM OTACIBHO B3STOM
ycrpoiictBe. [lepekioueHre Ha pE3epBHYIO IUIATY JOJDKHO TIPOM3BOAMTHCS 0€3 MpephIBaHUS
CYLIECTBYIOIIETO TpaduKa;

1.4.2 «[opsiayro» 3aMeHy IiaT 0e3 CHATHUS MUTAIONIETO HAPSDKEHUS M 0€3 IpephIBaHMs CYIISCTBYOIIETO
Tpaduka;

1.4.3 Pe3epBupoBanue Bcex uHTepdeiicHbix coemuaeHnid ¢ CTOIl m ¢ makeTHOW CEeThI0 B KaXKIOM
OTJICIBHO B35TOM yCTpoHcTBe. llepekioucHue Ha pe3epBHBIA MHTEP(EHC TOIDKHO MPOU3BOIUTHCS
0e3 mpephIBaHUsI CYIIECTBYIOIIETO TpaduKa;

1.4.411oaxmoueHre K ABYM HE3aBHCHMBIM MUTAIOMIMM ceTsM. [lepekioueHne Ha pe3epBHBIH HCTOYHUK
MUTaHUA JOJKHO IPOM3BOIUTHCS 0€3 MPEephIBAHMUS CYIIECTBYIOIIETO TpaduKa;

1.4.5006H0BNEHNE, MOAU(DUKAITUIO U TIepe3arpy3Ky MpOrpaMMHOTO 00ecTieueHHsl ISl KKJI0TO OT/IEIBHO
B3ATOTO YCTPOMCTBA M JJISl BCEH CHCTEMBI B II€JI0M, 0€3 pephIBaHus CYIIECTBYIOMIETO Tpaduka.

1.5. TpeboBanus k cucreMe TexHu4eckoi 3kcrtyaranuu llenrpa monutopunra (IIM) (ctropona
oneparopoB AO «Ka3axresexkom»)

1.5.1cucreMa TEXHUYECKON IKCILTyaTalliy TOJDKHA 00ECTIeUYnBaTh UHTETPAIIMI0 C CYIecTByromer B AO
"Kazaxtenexkom" Cucremoit Ymopasnenuss Cersmu TeleKOMMYHUKAIMA TMOCPEACTBOM IMepeAadu
MTOTOKOB aBapUHUHBIX M MH(POPMAITMOHHBIX COOOIIECHUI ¢ NCIIOJIb30BaHUEM OJIHOTO U3 MHTEP(EHCOB:
SNMP, RS-232 / SSH;

1.5.2Cuctema dKIUTyaTalui JOJDKHA OOECIEYMBATh HWHTETPAIUIO ¢ cymectBymeidr B AO
"Kazaxtenexom" Cucremori ASAP ¢ ucnonp3oBanuem ogHoro u3 mHTepdeiicoB: SNMP, WebAPI
W.T.J.

1.6.3.1. Bce npuarMaemMbie COOOLICHHUS AOIKHBI COAEPKATh:
a) ®u3nvecKkuil /WK JJOTUYECKUI ajpec 000pyIoBaHHs, Ha KOTOPOM IPOU30IILIA HEUCTIPABHOCTD;
b) Unentnukatop wim BHyTPEHHUI HOMEP PEIOpTaKa;
¢) Tun penopraxa (mpoOnema/paspericHue/iHpopMarivs);
d) Kareropust cpouHOCTH yCTpaHEHUs! HeUCnpaBHOCTH (critical/minor/major, u T.11.);
e) Jlara u BpeMsi BOSHUKHOBEHUSI HEHCIIPABHOCTH;

) pyras nononauTensHas HHGOpManus, KOTOPYIO TEXHHUECKUH EPCOHAN MOJKET UCTIONB30BaTh
JUIS JIOKAJIM3alKU U YCTPAHEHHS HEMCIIPAaBHOCTU 000PYI0BaHUSI.

1.6.3.2. OkcIuryarallioHHasl JOKYMEHTAIlMs Ha IIOCTaBJIIEMOE OOOpYIOBaHUE JOJKHA
COJIEPKaTh MEPEYHH aBAPHHHBIX U WH(GOPMAIMOHHBIX COOOIICHMIA, BKIIIOYAIOIINE B ce0sl OIHCaHUE
(dopmara cooOIeHH, HACHTU(UKATOPHI (YHUKAILHBIC KITFOUYEBEIE CIIOBA) COOOIEHHA, U UX OMTUCAHHE
Ha aHTJIMACKOM U PYCCKOM SI3BIKaX.

1.5.3TpeboBanus k untepdeiicy SNMP:
1.6.4.1. CooOuienns OOMKHBI IEPeAaBaThCs B CIEAYIOMMX (hopMarax:
a) SNMP V1 traps, V2c traps, and V3 traps;
b) SNMP V2c¢ and V3 informs.
1.6.4.2. DxcrutyataioHHasi JOKYMEHTALUs Ha [TOCTaBlsieMoe 000pyIOBaHNE AOJKHA CONEPKATh:
a) Bepcuto ncnons3yeMoro npoTokona;

b) Habop Bcex HeoOxoaumbix MIB ¢aiinos, coorBeTcTByIOmNN 000PYI0BaHUIO, BKIIOYAs BCE
BhImecrosie MIB;

¢) Onucanwme Trap’oB u Inform’oB;
d) Onucanue u Gpopmar 3HadeHMIA riepenaBaeMbix OID’oB.

1.5.4TpeboBanus k uarepdeiicy RS-232 / Telnet/SSH:



d) Onmcanue u hopmar 3HaueHmit nepenasaemMbix OID’oB.
1.5.4TpeboBanus k unrepdeiicy RS-232 / Telnet/SSH:
1.6.5.1. Coobuienus nomkabl nepenaBatbes B popmare ASCII unmu CP1251;
1.6.5.2. BeiBomuTh coobieHus 6e3 3anpoca (0e3 BBIMTOTHEHNS KOMaH]);

1.6.5.3. CooOmenne IOMKHO 3aKaHYMBATHCS (PUKCHPOBAHHBIM CHMBOJIOM HIH HUX Habopom
WHPOPMHUPYS O JTOTHYECKOM 3aBEPIICHUH COOOIICHUSI.

1.5.5"nterpanuto ¢ pasnuuabiMu cuctemamu BSS \ OSS  mocpenctBom web-cepBrucoB u mpoumnx
pelIeHH KOHIISTIINY CEPBUC OPUEHTUPOBAHHOU apXHUTEKTYpHI (SOA).

1.5.6 CHHXpOHHU3AIMIO 1 aBTOMaTHYECKYI0 3arpy3Ky CIEAYIOIUX JaHHBIX O KOH(QUIypaluu BO BHEIIHHE
CHCTEMbI HHBEHTApU3aLlUN PECYPCOB CETH:

1.6.7.1. nanubIX 00 0O6BEKTaX ceTH (HAUMEHOBAaHUE, TUIl, MHBEHTApHBIA HOMED, CEpUITHBIN HOMED. .. );
1.6.7.2. naHHBIX O MECTOHAXOXKICHUU 00OPYIOBAHUS;

1.6.7.3. naHHBIX 0 KOHPUTYpALIH TOPTOB;

1.6.7.4. nanHbBIX 0 PU3NUECKOM COCIMHEHUH YCTPOWCTB, O JIOTHYECKUX KaHAIaX;

1.6.7.5. nanHbIX 00 ycimyrax u T.1.

1.5.7lns ocymecTBieHus: KoHTposst kadecta (QOS) Ha BHOBL BBOOUMBIX cerMeHTax Cetu Ilepenauun
JIaHHBIX Bce aKTHBHOE ceTeBoe 000pynoBaHHe, KOTOpoe OyJeT y4acTBOBaTh B ONPESIICHUI TPaHHUIT
JIOBEpHS Ha CeTH (MapIIpyTHU3aTOPBI, KOMMYTaTOpsl MeTpo cerell u 000pyaoBanus MarucTpaabHbIX
cereti IP/MPLS JIKII), nOmKHO OBITH [OTONHHUTEIHLHO YKOMILIEKTOBAHO MAapIIPYTHU3aTOPOM,
CoJIeprKalIuM KOMIIOHEHT Service Assurance Agent (SAAsr c¢ tunom untTepdeiica Fast Ethernet),
JUTS TIPOBEICHUS U3MEPEHUH.

1.5.8Cucrema sKCIITyaTaiuu T0JDKHA!

1.5.8. 1IpencraBnsath co0O mIporpaMMHOE O00€CIEUEHHE, CIOCOOHOE YIPaBISTh BCEM
KOMIUIEKCOM OOOpY/IOBaHMS, Ha €IWHOW ammapaTHod mardgopme, depe3 eIUHBIN
uHTepdeiic Texunueckoi sxkcuryaranuu (UTO, UJ);;

1.5.8.2[IpenocraBnsth rpaduyeckyro cucTeMy KOHQUTypaluu, ynpaBieHUs] © MOHUTOPUHTA;

1.5.8.3lIpenocTaBnaTh BOBMOKHOCTB AOCTYyNA JJIsl HECKOIBKUX ONEPATOPOB;

1.5.8.4006ecneunBaTh 3aUTy OT HECAHKIIMOHHUPOBAHHOTO JIOCTYTIA;

1.5.9J1omxHO ObITH 00ECTICYEHO BBITOIHEHHE CICAYIONINX (QYHKIUI:

1.5.9.1¥npaBnenue 10CTynIOM K CUCTEME;

1.5.9.2YnpaBnenue aBapusimMu;

1.5.9.3¥YnpaBienne KoHPUTYpaIueii;

1.5.9.4[Ipyrue HeobxoauMbie (GYHKIIMU YIIPABICHHUS 1 MOHUTOPHHTA.

1.5.1M1D momxkeH B rpaduueckoM BHJIE OTOOpaXkaTh BECh KOMIUIEKC 00opymoBaHus [IM u kaHanbl CBSA3U
Kak BHYTpH [IM, Tak 1 kaHaJbl cBs3u noAkiroueHus LM k o0opynoanuio cetu cBs3u. [Ipu 3ToM Ha
JAHHOM cXeMe JIOJKEH OTOOpa)aThCsl aKTyallbHBIH CTAaTyC YKa3aHHOTO OOOPYIOBAaHHUS M KaHAJOB
cBs13M; 11D MOomKeH MMETh CPEeICcTBa HACTPOUKY, KOH(UTYPHUPOBAHUS H TECTUPOBAHUS 000PYIOBAHUS
IIM, cpencTBa OTIagKU U YCTPAHEHUS HEUCIPABHOCTEH.

1.5.1Bce neiicTBus 10 KOHQUTYPUPOBAHUIO, HANIAJIKE, YCTPAHEHHUIO HEHCIIPaBHOCTEH, oOHOBIeHus 110
JIOJDKHBI OCYIIECTBISTHCS TOJIBKO uepe3 MD.

1.5. 1 yHKINN SKCIUTyaTallMy ¥ TEXHUYSCKOTO 00CITyKUBaHUS 000PYIOBAHUS JTOJKHBI BBITIONHATHCS KaK
B aBTOMaTHUYECKOM PEXKHUME, TaK U I10 3alPOCy Oleparopa;

1.5.18ucTemMa TeXHUYIECKOM 3KCIUTyaTalliy JOJDKHA MPEAOCTABIATH BO3MOXHOCTH ONPENEIUTh pa3Hble
YPOBHH JOCTyIa JIJIs pa3HbIX OMEPATOPOB;

1.5.18ce nelictBus omeparopa uepe3 MO HOMKHBI COXpaHATHCA B OKCIUTyaTallHOHHOM JKypHaJe,
3aIUIIEHHOM OT PEIaKTHPOBAHHUSI.

1.5.1¥3 nomxkeH mpenocTaBiIsATh ONEPaTopy, UMEIOIIEMY COOTBETCTBYIOIIMIA AOMYCK (TpaBa), MEXaHU3M
IPOCMOTpPa 3KCIUTYyaTallMOHHOTO XKypHaJa.

1.5.1€ucTema sKcIuTyaTauy AOJKHA 00€CIIeunBaTh 3alIUTy OT HECAHKLIIMOHUPOBAHHOTO IOCTYIa, KaK Ha
MpOrpaMMHOM, TaK M Ha amnmaparHoM YypoBHe. IlocTaBmIMK [JODKEH OmMcaTb MeEXaHU3M
NPUMEHSIEMON 3aIINTHI;



1L.0.1Qunnli1cmad ;‘)l\UllJl_y'dl'dU,l/ll/l AVJ/KHA VUCLLICYYBdAlL b d'alJJ,Yll)’ Ul HCUHHI\MMUHMPUBGHHUIU JJ,UUlyll'd., KdK Ha
NporpaMMHOM, TaK M Ha anmapatHoM ypoBHe. IlocTaBHIMK JOJDKEH OINMUCAaTh MEXaHU3M
MIPUMEHSAEMOM 3aIlUThI;

1.6. TpeOoBaHusi Mo 6€30MACHOCTH
TpeboBaHMs 10 TOCTYIY K CUCTEME TEXHHUYECKOM IKCILTyaTalluu:
1.6.1 JocTyn K cucreMe OHKEH ObITh 3alUILIEH MapOJISIMU;

1.6.2Yepe3 wunTepdeiic sKCIuTyaTanuu JObKeH OBITh HCKIIIOUEH JAOCTYN K (YHKIHOHATY
nepexsara.

1.6.3 AAMUHUCTpPATOp JOMKEH WMETh MHTYUTUBHO TIOHSATHBIH MEXaHWU3M HACTPONKH CHCTEMBI
0e30IacHOCTH;

1.6.4Heckonmpko HEyNayHBIX IONBITOK JOCTYNa JOJDKHBI HPUBOAWTH K 3aBEPIICHUIO CECCHU H
HEMEJUICHHOMY COOOIIEHHIO 00 yrpo3e B cuctemMe 0€30MacHOCTH;

1.6.5Cucrema yrpaBieHUs TOJDKHA 3aBEPIIMTh TEKYIIMI CEaHC MO MCTCYCHUH 3apaHee ONpeICICHHOTO
AJIMUHHCTPATOPOM TEPHO/Ia HEAKTHBHOCTH OIepaTopa.

TpeboBanus 1Mo 6€30MACHOCTH CETEBBIX NPUIOKEHUI:
1.6.6 HeuncnonbzyeMble MOPTHI TPOTOKOJIOB JIOTKHBI OBITH 3aKPBITHL;
TpeboBanus o 6e30MacHOCTH MPOTOKOJIOB M COCTUHEHU:

1.6.7 lomxHa ObITh 0OecrieueHa Oe30macHasi CucTeMa JIOCTyIa Uil CAaHKIIMOHUPOBAHHBIX TIOJIb30BATEICH
u Oe30macHasi perucTpanus 3NEMEHTOB CETH;

Tpe6OBaHI/I$I o 0€30MaCHOCTH CUCTEM YHpaBJICHUA U TGXO6CJ’Iy>KI/IBaHI/IHI

1.6.8 JlocTym Kk cucTeMam yrpaBlieHHs H TeXOOCTy>KUBaHUsI IOJKHBI HIMETh TOJIBKO 3aperuCTPUPOBAHHBIC
HONB30BaTeNM, O0Jagarole pa3HBIMH  YPOBHSAMH  aJMHHUCTPATUBHOTO  YIPABICHHUS H
COOTBETCTBYIOIIMMH OTPAaHUYCHHUSIMU;

1.6.9Bce nonbITKM HECAHKITMOHUPOBAHHOTO IOCTYTIA JOKHBI OJJOKMPOBATHCS U IPOTOKOJIMPOBATHCS;
1.6.1001s1 Ge3omacHOTO JOCTYIA K CUCTEME YITpaBIIeHUs He0OX0IUMO HCIIONIb30BaTh IpoTokol [PSec.
1.7. TpeOoBaHUSI K MOHTAKY

1.7.1060pynoBaHre CUCTEMBI MOXKET OBITh YCTAHOBJICHO BHYTPHY TIOMEIICHUS B CTAHJIAPTHOW CTONKE MU
B 3aKPBITOM HAaIloJbHOM IIKady;

1.8. TpeOoBaHus1 K 000PYI0BAHUIO HM(PPOBHIX KPOCCOB

1.8.1Croiiku DDF nomkHBI OBITH OOeCrieueHbl HEOOXOMUMBIM MAaTEpPHATIOM ISl YKIAAKUA U KPETUICHUS
Kak st 2M6/c kabernei, Tak U 711 COSUHUTENBHBIX Ka0enel Mexay paMKamu;

1.8.2 JlomxHBI OBITH TOCTABJICHBI KPOCCOBBIE Ka0eM M3 pacueTa HEO0OXOJUMOTO KOJIMYECTBA PaMOK
Kkpocca. JlnmuHa kabenel, npenmnonaraeMbIX K 3aJ€HCTBOBAHUIO B MTOCIIEAYIONIEM, JOJDKHA ITO3BOJISTh
OCYIIECTBIATh COSAMHEHNE MEXIY IBYMS HanOoJjee yaleHHBIMIA paMKaMH Kpocca;

1.8.3 Anmaparypa JojkHa OBITh YKOMILJIEKTOBaHAa OTBETHBIMU YaCTSAMU Pa3beMOB JUISl TOAKITFOUYCHUS
BHEIIHUX KaOeJel K mopram;

1.8.4DDF nomxeH obecrneunBarh ymoOHOE MapauieTbHOE MOAKIIOUEHHE KPOCCHPOBOK HA OTAEIBHBIX
pasbeMax 0e3 HapylIeHHS OCHOBHBIX COCIWHEHUH ISl TIOJKIIOYCHHUS CUCTEM MOHHTOPWHTA W
JIPYroro 00opyIoBaHusl.

1.9. TpeOoBaHuUs K CCTEMe IHEPTOCHAGKEHUA

1.9.1 HomuHanpHOE HampsyKeHWE MUTAHUS O0OPYHOBaHUS JOJDKHO COCTaBIsITh - 48B. JlomycTumbie
MIpEeAeIIbl TUTAHUSI TOJDKHBI COCTaBIATH - 38B + - 72B;

1.9.2Kaxnplii cratuB 000pyIOBaHUA TOJKEH OBITh CHA0OKeH MHIMBUAYAIbHBIMUA YCTPOHCTBAMH 3aLUThHI
JUI KaXKJIOTO KOMILIEKTa 0O0OpyAOBaHMs, yCTaHABIMBaeMOW Ha IMKady, a Takke 0OLIeCTOSUHBIMU
KJIeMMaMHU paboyero 1 3alMTHOTO 3a3eMIICHUS;

1.9.3 Ins o6opynoBanusi, TpeOyrowiero 6€300ppIBHOTO NepeMeHHoro Hanpspkenus 220 B, momxHb! ObITH
rioctaBieHsl koHBepTOpsl DC/AC 48/220 B cOOTBETCTBYIOIIEH MOIIHOCTH, C YIETOM pe3epBa HE
MeHee N+1, a Taxke KOMIUIEKTBI PO3ETOK IS MOJKIIOUEHHUS 000py/I0BaHHUS;

1.10ABapuiinas curnaJu3zanus

1.10.0060pynoBanne JOKHO UMETh YCTPOHUCTBA TEXHUYECKOTO OOCITYKHUBaHUS, U3MEPEHUS, KOHTPOJIS U
WHMKAIIIH COCTOSHUS CUCTEMBI BO BpeMs paOOThI M IIPH TIOUCKE HEHCIPABHOCTEH W 00€CIICUnBaTh
B3aUMOIIEMCTBHE C CETEBON CHCTEMOW OOCIVIKUBAHUS M MECTHBIM TEDMHHATIOM:



1.10.0060pynoBanue JOHKHO UMETh YCTPOMCTBA TEXHUYECCKOTO OOCITYKMBAHHS, U3MEPEHHUS, KOHTPOJIS U
WH/IMKAIUU COCTOSIHUSI CUCTEMBI BO BpeMsl paOOThI U MPH TIOUCKE HEMCIIPABHOCTEH U 00ecrieynBarh
B3aMMOJICHICTBHE C CETEBOI CHCTEMOM OOCITY)KHUBAHUS M MECTHBIM TEPMUHAIIOM;

1.10.2lomxHBI OBITH OOecrieueHbl MPU BHIBOAE HAa YCTPOMCTBA ONTHYECKOW U 3BYKOBOHM CHUTHAIHM3AIMU
CJIEAYIOLINE BUbl aBAPUIHBIX CUTHAJIOB:

1.10.2.Cpounsiii;
1.10.2 PlecpounsIii.

1.10.ABapuitHas curHanM3amnus JODKHA ObITh HA OJOKaX M KOMIUIEKTax ammaparypbl. JlobkHa MMeThes
BO3MOKHOCTH TPAHCIISAIIH aBAPHUHHBIX CUTHAJIOB B CTOMKY;

1.11TpebdoBaHus K YCTOBHSAM OKpY:Kalolei cpeabl

1.11. dunanazon paboueii Temmeparypsl - ot +5°C mo +50°C;

1.11.XZemneparypa xpanenus: -40°C go +70°C;

1.11.®DTHOCHTENBHAS BIAXKHOCTE He 0oitee 80%;

1.11.4/nap u Bubpaius - connmacuo ETS 300 019-2-4;

1.11.3pancnoprupoBka - cormacHo ETS 300 019-2-2 Knacc 2.2;
1.11.@nexTpobe3onacHOCTh TOJKHA cOOTBEeTCTBOBATh ctanmapty ETS 300 386-1;
1.11.he3onacHOCTh JOMKHA COOTBETCTBOBaTh cTanmapram 69050 (IEC 950);
1.11.8/gyacTHUK KOHKypCa JIOJDKEH MPUIIOKUTH CIICIU(DHUKAIINIO 3a3¢MIICHUS.

1.12TexHu4eckas moAeP:KKa U PEMOHT

1.12.TlocraBmuk moimkeH obOecrieunBarh moctaBky 3UII mocie okoHuUaHUs TapaHTUHHOTO CpOKa HE
menee 10 mer. Ilennt Ha 3UII He MOMKHBI MOBBIMIATHCA HE MeHee 7 JeT MOCie 3aKIIOUYCHUS
JIOTOBOPA;

1.12.2loctraBumk nomkeH npenoctaButh AO «KazaxrenekoM» yciayrd Mo TEXHHYECKOW MOAICPKKE Ha
BECh MEPHOJ IKCIUTyaTalun o0opynoBanus. HeoOXoanMo mpeasioUTh pa3TudHble BAPUAHTHI yCIYT
M0 TEXHHYECKOH MOJIepKKe, KOTOpble OyAyT MPeloCTaBIsATHCS MO OTIEIBHOMY CEPBHCHOMY
KOHTPAKTY;

1.12.3exandeckass TOMJCPKKA JIOJDKHA BKIIOYATh B ce0sS TOCTaBKY M PEMOHT OOOpYIOBaHWS,
CONPOBOXKICHUE MPOrPaMMHOTO oOecrieueHus (yCTpaHeHHe OMIMOOK, 3arpy3ka HOBbIX Bepcuii [10 u
Ip.), yCTpaHEHHE aBapuii;

1.12.4/cayru o TEXHUIECKOH MOJAEpKKe KiIacCu(PUIIUPOBAHbI B 3aBUCUMOCTH OT UX CTETICHU:

1.12.4MMonnas wnu wacTMuHas noteps ¢ykimu nepexsara (ITPOBJIEMA ITIEPBOI
CTEIIEHN);

1.12.4 Onacrocts notepn dynkuun nepexsara (IIPOBJIEMA BTOPOM CTEIIEHN);

1.12.4Blpo6nemsr, He Bausiomme Ha (yHkuuu nepexsata ([IPOBJIEMA TPEThEH
CTEIIEHN).

1.12.HopmarusHOE BpeMst Ha yCTpaHEHHE TPOOIEM:

1.12.5 IlpoGnema nepBoi creneHu — 4 yaca;
1.12.5.Ppo6nema BTOpO# cTeneHu — 48 4acoB;
1.12.5 Blpobnema TpeTheit crenenn — 1 Mecsi.

1.12.6lencnipaBHOE 00OpyIOBaHNE JOKHO OBITH BOCCTAHOBJICHO W BO3BPAIIEHO MOCTABIIUKOM B TEUCHUE
45 (pabouunx) JHEH CO AHS OTIPABKU HA PEMOHT.

1.12.€TouMOCTh peMOHTa HEUCIPABHOIO O0OpYIOBaHUS HE NOJKHA mpeBblmarh 30% OT cToMMOCTH
JAaHHOTO 000PYAOBaHMS YKA3aHHYIO CIUIM(HUKALNAX K TIOCTaBKE.

1.12.8UI1 nmomken obecrnieunBarh OecnepeOoiHyl0 paboTy obopynoBanus (uckimoueHue [TPOBJIEM
ITEPBOU 1 BTOPOU cremnenei);

1.12.91Ipu npeBbiieHMH CPOKOB peMoHTa obopynoBanus IlocraBmmk yriaunBaet [lokynarenio meHio B
pa3mepe 0,1 % OT cymMMbl peMOHTa JaHHOrO OOOPYIOBaHMS 3a KaxJblil JI€Hb IMPOCPOYKH, HO HE
6onee 5% OT CyMMbI HEHCIIOJTHEHHBIX 0053aTeIbCTB;

1.12.B0cnmyyae eciau B IOroBOpE 3aTpaThl [0 PEMOHTY BXOAAT B CTOMMOCTb TEXHHYECKOW MOAIEPKKH, TO
[locTaBmMKb MpH MPEBBILICHUN CPOKOB PEMOHTa OOOPYNOBaHUS YIUIAYMBAaeT 3aKa3dMKy MEHIO B
pasmepe 0,05 % OT cyMMBI HEHCIIOJIHCHHOTO O0S3aTeNIbCTBA 3a KaXKIbIH JIGHb IMPOCPOYKU, HO HE
6onee 5% OT JTOTOBOPHOM CTOMMOCTH YCIYT 1o punnaiy (puinanam).

1.13TAPAHTUMHBIA TEPHO/I

1.13.tapanTuiinplii meprol Ha Bce OOOpYIOBaHWE, BKIOYAs OOOpYJIOBaHUE APYTHX MPOU3BOAUTEINICH,



1.13TAPAHTUMHBINA TEPHO/

1.13.tapanTuitablii mepuoq Ha Bce 00OpyIOBaHHE, BKIIIOYAs OOOPYIOBaHME IPYTHX HPOHU3BOIUTENEH,
MIOCTABJISIEMOE B KOMIUIEKTE JIOJDKEH COCTaBIATh He MeHee 12 MecsIes;

1.13.2apanTuifHplii TEpPUOJ, HAYMHAETCS C MOMEHTAa IMOANMHCAHUS AKTa OKOHYATEIHHOM MPUEMKHU
00opyIOBaHMS;

1.13.3cmyru 110 TEXHWYECKOW MOMJEPKKE B TapaHTHHHBINA IMEPUOJ MOJDKHBI BXOAWTH B CTOMMOCTH
koHTpakta. [locTaBuMK B TEYeHHWE TapaHTUHHOTO TEpPHUOJa JODKEH OOECIEYUTh PEMOHT
000OpyI0BaHMsI, COMPOBOXKICHUE MPOTpaMMHOTO olecrieueHus (yCTpaHEHHE OIIMOOK, 3arpy3ka
HOoBBIX Bepcuii [10 u ap.), ycTpaHeHue aBapHid.

1.13.4. cnmyuae 3aMeHBI BBIIICAIICTO W3 CTPOsi OJOKa BO BpeMs TapaHTUHHOTO MEPHOJa, CPOK
rapaHTHHHOTO TMEPHOJa Ha JNAaHHBIA OJOK MpOjJieBacTCS C MOMEHTa TOJNYYeHHUs OJ0Ka Ha CKIaJ
MOKYTIATEeJIs;

1.13.5exHuueckas MOAJIEPKKA B TApaHTUWHBIA MEPHOJ] TOJKHA BKJIIOYATh B CeOS MOCTaBKY M PEMOHT
000py/noBaHMs, COMPOBOXKJICHHE MPOTPAaMMHOTO obOecriedueHusi (yCTpaHEeHHE OIMMOOK, 3arpys3ka
HOBBIX Bepeuii [10 u ap.), ycTpaHeHue aBapuii;

1.13.8/cayru o TeXHUYECKOW TOAJIEPIKKE B TAPAHTUHWHBIN MEPHO JODKHBI OBITh KilacCH(UITUPOBAHEI B
3aBHCHMOCTH OT UX CTETICHU:

1.13.6 Momnuas nu yactuuHas noreps tpaduka (IPOBJIEMA TIEPBOM CTEIEHN);
1.13.6 OnacHoctb motepu tpaduka ((IPOBJIEMA BTOPOM CTEIEHN);
1.13.6 Bipo6nemsr, He Bimstomme Ha tpaduk (ITIPOBJIEMA TPETHEN CTEIIEHMN).

1.13. HopmaTuBHOE BpeMs Ha yCTpaHEHHE MPpoOeM B rapaHTHHHBINA EPUO;
1.13.7 llpobnema nepBoii crenenu — 4 yaca,
1.13.7.PpoGnema BTOpoOii cTenieHn — 48 4acoB;
1.13.7 Blpobnema Tpetbeit ctenernn — 1 MecsiI.

1.13.8lencripaBHoe 000pyIOBaHME IOHKHO OBITH BOCCTAaHOBJICHO M Bo3BpamieHo llocTaBmmkom B
TeueHue 45 pabounx JHEH co THS OTHPaBKH HA PEMOHT WM 3aMEHEHO Ha aHaJIOTHYHOE;
1.13.81ipu mpeBbIllIeHHE CPOKOB pPEMOHTa OOOpYIOBaHUS B TapaHTHHHBIA IMEPHOL
Ucnonaurens ynnaunBaer 3aka3uuky neHro B pasmepe 0,1 % or croumoctu
PEMOHTHPYEMOTo OJIOKa 3a KaXKAbIH 1eHb MPOCPOYKH, HO He Oonee 5% OT cTomMocTH
PEMOHTHPYEMOTO OJI0Ka.

1.14TpedoBanus K ycIyram 1o npoeKTHPOBAHUIO, MOHTAKY U MyCKOHAJIAIKe

OxkazbIBacMbI€ YCIIYTH U IPOBOJUMBIE paOOTHI AOJKHBI BKJIIOYATh B CeOs:
1.14.Pazpabotky TpeboBanuii k Mectam yctanoBku O00pyI0BaHUS;
1.14. M3pickanust Ha oObekTax [lokymarens;
1.14.Pa3paborky TexHUYECKOTO TOKYMEHTa,
1.14.£a3pabotky IIporpaMMbl 1 METOIUKHN HCTIBITAHUH;
1.14.€00pky, Hanaaxky, KOHPUTypUpOBaHHE U TECTUPOBAHHE KOMIUIEKTOB OOOpyIOBaHUS Ha
Mpon3BoACTBeHHBIX Mtomaakax AO «Kazaxreaexkomy;
1.14.6IpoBenenne MprEeMOYHbBIX UCTTBITAHUN.

1.15TpeboBanus K JOKYMEHTALIMU

1.15.Becst nokyMeHTanusi 10JbKHa COOTBETCTBOBATh IPUHSATHIM cTaHAapTaM. 10 BO3MOXKHOCTH JOJIAKHBI
OBITh MCIIOJIF30BaHbl CTAHAAPTU3UPOBAHHBIE CUMBOJIBI U TepMUHBI, pekomeHnnoBanHble ITU-T, ETSI,
IETF;

1.15. XZexHnyecknii JOKYMEHT
1.15.2. TexHHuUECKHI TOKYMEHT JOKCH OBITh BBITIOJTHEH HAa PYCCKOM MJIH aHIJIMHCKOM SI3BIKE;
1.15.2. Texanueckuii JOKYMEHT [OJIKEH OBITh BBINIOJIHEH IOCTABIIMKOM, ITPEICTAaBICH B

OymaxxaoM Bujie u yrBepkaeH AO «Kazaxrenekom».
Texunueckuit nokymentanus [1Y COPM nomkeH BKIIOYATH:

1.15.2 @TpyKkTypa IpOSKTUPYEMOT0 00OPYIOBaHUS;
1.15.2 AeranpHas cxeMa MPOSKTHPYEMOTO 000PYI0BaHUS;
1.15.2 Horndeckue cxeMbl BCeX MOJCHCTEM 00OPYIOBaHUS;
1.15.2.6xeMbl 1 TaOIULIBI BHYTPUY3JIOBBIX U MEXKY3JIOBBIX COCIMHEHUN;
1.15.2 ¥MoHTaXHbIE CXEMBI Y3JIOB CETH;
1.15.2 3apucoBku (hacagoB cToek ¢ 000pPYyJJOBaHUEM Ha y3lIaX CETH;
1.15.2.@xeMbl TOAKITIOUEHHUS K KpOccaM;
1.15.2.Clempl pactipeneTIeHUs MUTAHKS HAa yCTPOICTBA CETH;
1.15.2. Cacrema IP agpecarum;
1.15.2.C2crema opraHu3auy MapuIpyTU3alud U UCTIONb3YEMblE TPAHCIIOPTHBIE TIPOTOKOJIBI;
1.15.2 JIdTanbHas cxeMa MOAKIIOUEHHUS MOJIb30BaTeNIel U OpraHu3aliy yCiIyT;
1.15.2 C4ema opraHu3aIiny KauecTBa OOCITVIKUBAHUS HA CETH:



Llv.caunvioma 1L agpovanin,
1.15.2.CxcTema opraHu3aliii MapiipyTH3aIui U UCIIOJIb3yEMbIE TPAHCIIOPTHBIE TPOTOKOJIBL;
1.15.2 JId¢TanpHas cxeMa MOAKIIOUYEHHUS MOJb30BaTeNIeld U OPraHu3aIiH YCIIyT;
1.15.2.C4ema opranu3anuy KauecTBa 0OCIIy>KUBAaHUSI HA CETH;
1.15.2.Cxema opraHu3anyy 1 MEXaHU3MBbl o0ecrieyeHust UHHOPMALMOHHOM 0€301MacHOCTH;
1.15.2.Caema opranu3anuu CBSI3U ¢ BHEIIHUMU CETSIMU;

1.15.2 Ofucanne cUCTEMBI yIIPABJICHUST KOMILIEKCOM 000PYI0BaHUS;
1.15.2 O8mcanme HACTPOEK THUIIOBBIX CEPBUCOB CETH;

1.15.®kcruryaraliliOHHAs TOKyMEHTaIHs

1.15.3.OcHOBHas 3KCIUTyaTallMOHHAs JTOKYMEHTAllMs, HeoOXoAumas [UIs TOBCEIHEBHOM
paboThl 00CIYKUBAIOIIETO MIEPCOHaa JO0DKHA OBITh MPEACTaBiIcHA B OyMaKHOM WIIM
3JIEKTPOHHOM BHJI€ Ha PYCCKOM MJIM aHIIMHCKOM SI3bIKE.

1.15.3.2kcrnyarainonHas JOKyYMEHTaLusl, HE CBsi3aHHas C IOBCEJHEBHOM paboroi
00CITy>KMBaIOLIETO MEPCOHANa, a TaK K€ MOABEP)KEHHAs! YaCThIM KOPPEKTHPOBKAM IPH
CMEHE BEpPCHi MPOrpaMMHOT0 00€CTIeUeHUsI MOKET OBITh MPEICTaBICHA B JICKTPOHHOM
BUJIE Ha aHIJIMMCKOM SI3BIKE.

OKCIUTyaTalloHHAasl TOKYMEHTAIMs 11 obecnedeHus 3((HeKTUBHONW TEXHUYECKON 3KCILTyaTaluu
I1Y COPM nomxHa BKJIIOYaTh PyKOBOJCTBA OIlEeparopa:

1.15.3.80mee onucanue o00OpyAOBaHMs, BKJIIOUAIONIEE OCHOBHBIE XapaKTCPUCTHUKH,
MPOU3BOAUTENFHOCTh, OMNKMCAHWE O0OPYIOBaHUS, MPOrPpaMMHOrO obecreueHws,
HNPUHINIBI TEXHUYECKON SKCIUTyaTalui 000pyI0BaHHUS;

1.15.3 @yHKMOHATHHOE OTIFICAHHUE CHCTEMBI,

1.15.3.Onucanus noacucteM U QPyHKIMOHANBHBIX OJIOKOB;

1.15.3.@nucanue TPOrpaMMHOTO OOCCIICUCHUS, BKIIOYAIOIICE TEXHUYCCKUE OMHCAHUS
nporpamm (00pabOTKU BHI30BOB, TEXHUYECKOM SKCILUTyaTallH U JIp.);

1.15.3.@nucanns QyHKIMOHUPOBAHUS TUIAT (HA3HAYEHHE IUIAThI, IOAPOOHOE OIHMCaHUE
pabOTHI 10 MEKTPUIECKON CXeMe, CONPSHKEHHUE TUIATHI ¢ OCTAIBHBIM 000pyIOBaHUEM);

1.15.3 BHCcTpyKusl Mo Tex0OCIy)KMBaHUIO C IEPEYHEM OINepauuidi MO OOCIY)KUBAaHHIO H
YOPaBJICHUIO HEUCTIPABHOCTSIMH, a TAKKe C MIepeYHEeM JUPEKTUB, CBA3aHHBIX C HUMU;

1.15.3.PykoBo/ICTBO 1O aBapUilHBIM CHUTyallMsiM M TPOLEAypaM BOCCTAHOBICHHS U 3aMeHe
annapaTHbIX CPE/CTB;

1.15.3 M@cTpyKust MO BXOXKICHHIO OOOPYHOBAaHUS B HOPMAJbHBIH PEKUM DPabOTHI IpH
aBapUITHBIX CUTYyanusX (BKIFOYasl TyTUICKCHBIE OCTaHOBKH, T.€. 3arpy3Ky ¢ backup);

1.15.3.ChpaBoyHUK MO aBapUHON CUTHAJIM3AIMH, COACPKAIIHA HHHOPMAITUIO O BBIBOAMMBIX
Ha TpUHTEp (AMCIUIeH) COOOIIeHUsX 00 aBapUHHOM COCTOSHUM C TOYHOCTBIO [0
ChEMHO IIaThl WK 00 omrbkax (aiioB MPOrpaMMHOTO 00eCTICUEHS;

1.15.3.C2ipaBoYHUK 1O TUPEKTHUBAM, COIEPIKAIIUN OINHUCAaHWE AWPEKTUB B COOTBETCTBHU C
nyHKTaMd MHCTPYKIMKM O 3KCIITyaTanuy;

11.4.CrpaBo4HHUK 1O KoJlaM pa3beAMHEHUH (OIIMOOK B YCTAHOBICHUH COCMHEHUHN) U UX
aHaJIN3Y;

Crenudurarus 1o MOIKII0YaeMbIM TEJICKOMMYHUKAIIMOHHBIM 00BEKTaM
nist pacuera ITY COPM

K obGopymoBanuto IIY COPM ycranaBiuBaeMoMy B T.AiMarel U TLAKTOOE, B IIEPBOM 3Tare
MIOJIKJTIOYAFOTCS 000pynOBaHus yka3zaHHbie B Tabmuie Nel u tabnuie Ne2. Brocnencteuu k I1Y COPM
LAJMAaTel OyAyT TOAKIIOYEHB KOMMYTAIIMOHHBIE CHCTEMBI AJIMaTHHCKOW o6mactu, YKamObuICKOH
obmactn, Kspeuiopamackoit obmactu, HOxHO-Kazaxcranckoit obmactu. K IIY COPM rAkrto6e
BITOCJIEICTBUU OyIyT TMOIKIIFOYEHBI KOMMYTAIIMOHHBIE CUCTEMbl MaHTUCTayCKOW 00JIacTH, ATBIpayCKO
obnacty, 3anagno-Kazaxcranckoit obnactu. Paspemiaercs jaBate 1eHOBOE MpeIOKEHUE HA OJHY TOUKY
opranu3aiuu [TY COPM (r.AnMaTsl) ¢ opraHu3aiiueii TO4eK cheMa B 00JIACTHBIX LIEHTPaX U ¢ Mepenadei
B 1eHTp cHAToi mHpopMmaru 1o IP cpene ( B naHHOM ciydae B TLAKTOOe OylIeT TOJNBKO IICHTP CheMa

Tpaduka).

B cnyuae xorga o6opynosanue 1Y COPM nocraBuiyka He MOXKET OT KOMMYTAaLlMOHHOM CHCTEMBI
npunsate uHTepdeiic COPM (mampumep ETSI, CALEA, poccuiickuii H.T.A.), 9YTO B CBOIO OY€pelb
TpeOyeT ycTaHOBKH KOHBepTopa, it AO «Kazaxteiaekom» KOHBEPTOp SIBISIETCS YacTbio 00OPYIOBaHUS
ITY COPM u nocTaBniuk J0JDKEH MPEIIOKHUTH IICHOBOE MPEIOKEHNE Ha KAKI0€ TTOIKITIOUCHUE.

B cocraBe mnocraBisemoro oOOpyIOBaHMS JO/KHA OBITh PACCMOTPEHA ammaparHas W
IpOrpaMMHasi BO3MOXKHOCTb TECTOBOTO TMOJIKIIOYEHUS IBYX HMHTep(eiicoB oT MapmpyTtuzaropos Cisco u
Juniper o cranmapry LI ETSI TS 102 232 (Bce Bepcuu)

Taommuua Nel. r.Anmarsl.
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Tabmuma Nel. r. Amarsl.

Haspanue Tun Kon-Bo Bepcusa I[10  |Cranuuonssiét  (Hanuuue koHBEepTOpa
KOMMYTAI[MOHHON |CHCTEMBI a0OHEHTOB nuHTepdeic COPM
CHUCTEMBI COPM
SSW Almaty CS2000 172877 CVMI12 ETSI ‘YcraHoBIIeH KOHBEPTOP
Nortel Mera.
IIpeobpazoBanue Ha
Ka3aXCTaHCKUM
UHTEpPEIc
SSW GEO Almaty [CS2000 184963 CVM14 ETSI YcTaHOBIIEH KOHBEPTOP
Nortel Mera.
[IpeoGpazoBanue Ha
Ka3aXCTaHCKUN
uHTEpPEiic
OIITC-3 SESS 61056 SEE16(1) CALEA YcTaHOBIIEH KOHBEPTOP
Ponekc.
[IpeobpazoBanue Ha
Ka3aXCTaHCKUU
uHTEepdeiic
OIITC-6-2 SESS 31867 SEE16(1) CALEA YcTaHoBIIEH KOHBEPTOP
Ponekc.
IIpeoOpazoBanue Ha
Ka3aXCTaHCKUM
uHTEpPEiic
OIIC-73 SESS 22286 SEE16(1) CALEA YcraHOBIIEH KOHBEPTOP
Ponexkc.
[IpeoGpazoBanne Ha
Ka3aXCTaHCKUU
uHTEpPEiic
0C-2512 C&CO08 2128 Version ETSI HET
6.10(R002)
OIITC-4 S-12 36103 WRI1 ETSI
OIITC-6 S-12 38220 WRI1 ETSI
OIIC-51 S-12 19965 EC7.1 ETSI Konsepropa Her.
YcranosieHn A8619,
KOTOPBII
peoOpa3oBHIBACT Ha
pOCCUICKUI cTaHJapT
OIIC-521 S-12 12000 EC7.1 ETSI Konseptopa HerT.
Ycranosnen A8619,
KOTOPBIi
peoOpa3oBhIBacT Ha
pOCCHICKUI cTaHAapT
Konuerparop KazaxcTtanckuii Kazaxcranckuit
COPM Hckparen uHTEepdeiic uHTepdeiic
SoftX3000 SoftX3000 120 000 PVMV100RO |ETSI XPTU -> poccuiickuii
Bocrokrenexom 13C03B032SP -> [Iporex ->
034 Ka3axCTaHCKUU
Tabmuma Ne2. I Aktobe .
Hasganue Tun cucremsl |Kon-Bo Bepcus Cranmuonnsii  |Hanuune koHBepTOpa
KOMMYTaITHOHHOM adonentop  [[1O uHTepdeiic COPM
CHUCTEMBI COPM
SSW CDMA SoftX3000 |76793 V300R601 [ETSI XPTU -> poccuiickuii -
> [Iporex ->
Ka3aXCTaHCKHI
ATC-21/22 DMS-100 26875 ISNO7 ETSI Her. Het monkmrodenus




> IIporex ->
Ka3axCTaHCKUI
ATC-21/22 DMS-100 26875 ISNO7 ETSI Hert. Het noaxmiouenms
k ITY
ATC-54/56 DMS-100 46610 ISNO7 ETSI YcTaHOBIEH KOHBEPTOP
Pomnexc.
[Ipeobpazosanue Ha
Ka3aXCTaHCKUN
uHTepdeiic
SSW NGN CS2000 28912 CvVMl11 ETSI YcTaHOBNIEH KOHBEPTOP
Nortel Mera. [IpeoOpa3zoBanue
Ha Ka3aXCTaHCKHUM
uHTepdeiic
Konuerparop Kazaxcranckuii |Kazaxcranckuit
COPM Hckparen uHTepdeiic uHTepdeiic
punoxenne 3
Kk TeHnepHOIl JOKYMEHTALIMHU 110 3JIEKTPOHHOMY TeHIepy N0 3aKylKe 000py10BaHHA
IyasTa ynpaBaenus COPM c yejiyramu MOHTaXka ¥ MyCKO-HAJAAKHY ''moja Kirou"
dopmMa 3asiBKH Ha y4acTHe B JJIEKTPOHHBIX 3aKyNKAaX CIIOCOO0M TeHAepa
(1191 IOpUAMYeCKHUX JIMIT)
Komy:
(vkazvleaemcs naumMeHOBaHUe 3aKA3UUKA)
Ot xoro

(yKa3b16aemc;l HAUMeEeHOo8AHUe NoOmeHyudaiIbHo2o nocma@mum)

1. CaemeHus O IOPHIUYECKOM JIHIE, TPETCHAYIOIEM Ha yd4acTHe B TeHaepe (TOTCHIHATbHOM
MOCTABIIUKE):

ITomnaoe

HaAaNMMCHOBAHUC

IOpUANYECKOTO JIMna -
NOTEHIMAJIBHOIO IOCTaBIIMKA (B COOTBETCTBUM CO
CBUIETEIBCTBOM O TOCYAaPCTBEHHOM PETUCTPALIIH)

Homep u para cBumerensCTBa O IOCYIapCTBEHHOM
perucTpanuy PUANIECKOro Juna

(PHH)

PeructpannoHHbIit

HOMEp

HaJIOrorjaaTrcabIIuKa

busnec-naentnpukanmonssiii Homep (B1H)

IOpunnueckuii, TOYTOBBIM  ampec W ajpec
DNIEKTPOHHOW  TOYTHI, KOHTAKTHbIE  Tele()OHBI,
MOTEHUUAJIBHOIO MOCTABILIUKA

baHkoBckMe  peKBM3UTHl  IOPUAMYECKOTO  JIUIA

(BKJIFOUass TIOJTHOE HaWMMEHOBaHWE OaHKa WM €ro
(hunmana)

@®.1.0. nepBoro pykoBOAUTENS IOPUANUECKOTO JTUTIA

2. (yxa3wIBaeTCs MOTHOE HAMMEHOBAaHUE IOPUAMIECKOTO JTUTA)

HaCTOHH.[efI 3asIBKOM Ha Y4aCTUC B SJICKTPOHHBIX 3aKYIIKaX crocodoM TCHACPA (;[anee - 3aHBKa) BbIpaXacT
JKCJIAHUC MMPUHATH YUACTUC B 3JICKTPOHHBIX 3aKYIIKax CIocoooM TCHACPA

(HaMMEHOBaHUE 3aKYIIKH) B KAY€CTBE MOTCHIIMAIILHOTO MOCTABIINKA U

BbIpAXXa€T COMNIACHUE€ OKa3aThb YCIYI', IOCTABUTH TOBAPbI B COOTBECTCTBUM C Tpe60BaHI/I$IMI/I " yCJIOBUSIMU,

MpEAYCMOTPEHHBIMU HacTosIed TeHaepHoi TOKyMEHTalue.

3. IloTeHnIManpHBI TMOCTABIIMK MOATBEPKIAET, YTO OH O3HAKOMJIEH C TeHIepHOW NOKyMEHTAIHMeH |
3akazunky u TennepHoll KoMuCCHH

OCBCIOMIJICH 00 OTBETCTBEHHOCTHU

3a

npeaoCTaBJICHUC



HPCAYyUMULPCHHDIMK HAU1UALCK 1CTH/ACPHUM JJUKYMCH1ALMCH.

3. TloTeHUMANBHBIA TOCTABIIMK IMOATBEPXKIACT, UTO OH O3HAKOMJIEH C TeHAEpHOM NOKyMEHTalUHued u
OCBEZIOMJICH 00 OTBETCTBEHHOCTH 3a IPEAOCTaBICHHEC 3aKka3uyuky ¢ TCHACPHOW KOMHCCHUU
HEJOCTOBEPHBIX CBEICHUNW O CBOEH IPaBOMOYHOCTH, KBaJM(UKAIIMKM, KAYSCTBEHHBIX W HMHBIX
XapaKTePUCTHKAX TIOCTABKH TOBAPOB, OKa3aHWsI yCIYT, COONIOICHUN UM aBTOPCKHMX M CMEXKHBIX TIpaB, a
TaK JX€ WHBIX OTPaHWYEHUH, MPETyCMOTPEHHBIX EHCTBYIOIIUM 3aKOHOAATEIHCTBOM PecmyOmmku
Kazaxcran.

[ToTeHMaNBHBIN TOCTABIIMK MPUHUMAET Ha ce0s MOJHYI0 OTBETCTBEHHOCTH 3a NPECTABICHHUE B
JIAHHOW 3asiBKE HAa y4YacTHC B 3JICKTPOHHBIX 3aKyIIKax CIOCOOOM TeHJepa M MpHIaracMbIX K HEH
JIOKYMEHTaxX TaKUX HEJOCTOBEPHBIX CBEJIEHUH.

4. IlepedyeHp TOKYMEHTOB MOATBEPKAAIOIINX TPUMEHUMOCTD K 3asBKe KPUTEPUEB OLICHKH, BIHUSIIONINX HA
YCIJIOBHOE IOHM)XEHHE LI€Hbl ITOTEHLUAIBHOIO IOCTaBIIMKA yKa3aHHbIX B nyHKTe 39 [lpaBun 3akynok
Xonguara (B ciydyae, €cli NOTEHLUAIbHBIM IMOCTaBIIMK INPETEHAYeT Ha NPUMEHEHUE KPHUTEPUEB,
BIIMSIOIIMX HA YCIOBHOE MOHUKEHHUE IICHBI).

Ne YciaoBHoe [MoaTBep:kaarommii
Kputepun ouenku
/i MOHMKeHHE IeHbI AOKYMEHT
1.
2.

5. IlepeyeHs mpunaraeMbix JOKYMEHTOB.

Ne
: HaumenoBanne nokymenta | Koimuectso jaucros
m\n
1.
2.
6. Hacrosmas 3asBKa 1eCTBYeT B TEUEHUE ____ JTHEH.

7. Jlo MOMEHTa 3aKJIIOUeHHs] TOTOBOPA O 3aKyIKaX HAcTOsINas 3asBKa BMecTe ¢ Bamum yBegomieHueM o
MIPU3HAHUY €€ BBIUTPABIIEH OyJIET BHIMONHATE POJIb 00s3aTEIBHOTO JOTOBOPA MEKIY HaMH.

Jlara 3amoiaHeHus

IIpunoxenne 4
Kk TeHaepHOIl JOKYMEHTALIMHU 110 3JIEKTPOHHOMY TeH/Jepy N0 3aKylKe 000pyI10BaAHUA
IyasTa ynpasaenus COPM c yejyramu MOHTaXka M MyCKO-HAJAAKHY ''mox Kirou'

A e e e



dopMma 3asiBKH HA y4acTHe B JIEKTPOHHBIX 3aKyNKax CIoco00M TeHaepa
(a5 puzuYecKoro Jauua)

Komy:

(ykaableaemc;z HAUMeHosaHue 3617(613'—!111(‘61)

Ot Koro:

(D.U.O. nomenyuanrbHo20 NOCMABUWUKA)

1. CaenmeHust 0 (QU3UYCCKOM JIMIIEC, MPETCHAYIONIEM HAa yd4acTHe B TeHjaepe (MOTCHIHATEHOM
MTOCTABITUKE):

®.M.0. Qusnyeckoro JauIa - MOTCHIMAIBHOTO
MOCTaBIIMKAa, B  COOTBETCTBUM C  JOKYMEHTOM,
YIOCTOBEPSIOIIIM JTHYHOCTh

JlaHHBIE JOKYMEHTA YI0CTOBEPSIONIETO TUYHOCTh
(hM3MYECKOro JIMIA — MOTCHIIMAJILHOTO ITOCTaBIINKA

Anpec peructpauuu (huzmgeckoro nuua -
MOTEHIIMAILHOTO MTOCTABIINKA

dakTHyecKU anpec MPOXKUBAHUSA (PUIUUIESCKOTO JIIA -
MIOTEHIIMAJIBHOTO MOCTaBIINKA

Peructpanvonnsiii Homep Hanororuiarensiuka (PHH)

WnauBunyansueiii uneHTudukannonnsiii Homep (MH)

Homep cBuzmerenscTBa 0 peructpanu JMOO HHOTO
JOKyMEHTa JIAOIIEeTO paBo Ha 3aHSATHE,
COOTBETCTBYIOIIEE npenMeTy 3aKyTIKH,
MPEAIPUHUMATENBCKON AEATEIBHOCTHIO B COOTBETCTBHH C
3akoHozaTenbcTBOM Pecry6muku Kazaxcran

baHKOBCKHE  PEKBH3HTHI  (pu3Mveckoro  Juia -
MOTEHI[MAILHOTO ~ MOCTAaBIMUKAa  (BKJIOYAs  TOJHOE
HavMEHOBaHMe O0aHKa WK ero (uraa)

KoHrakTHble TenedOHbI, TOYTOBBIA aapec W ajapec
ANIEKTPOHHOW TOYTHl (MIPH €r0 HAIW4YWK) (PU3UIECKOTO
JUIIA - TOTEeHIHUATBHOTO MOCTABIIUKA

2. (yxassBaercs ©.1.0. puzndeckoro nuia) HaCTOSAMIEH 3asSBKOM HA ydacTHE B
AIIEKTPOHHBIX 3aKyIKax CIOCOOOM TeHzepa (daiee - 3asBKa) BBIPAKAET >KeJIaHUE MPHUHATH y4yacTue B
AIIEKTPOHHBIX 3aKYIIKaX CIIOCOOOM TeHJepa (HanMeHOBaHUE 3aKyIIKH) B

Ka4yeCcTBe MOTEHIIMAJIBLHOTO MOCTABIIMKAa M BBIpa)kaeT COINIacHMe OKa3aTh YCJIYTH, MMOCTaBUTH TOBaphl, B
COOTBETCTBUH C TPeOOBAaHHMSIMU U YCJIOBUSIMH, MPEIyCMOTPEHHBIMH Hactosmield TeHaepHOU
JIOKyMEHTAaLUEH.

3. IloTeHUMaIbHBIA MOCTABIIMK IIOATBEPKAACT, YTO OH O3HAKOMJIEH ¢ TeHAepHON AOKyMEHTalued u
OCBEeIOMJIEH 00 OTBETCTBEHHOCTH 3@ MPEJOCTaBICHHE 3aKasduKy ¢ TeHIEpHOW KOMHCCUHU
HEIOCTOBEPHBIX CBEICHUH O CBOEM MPaBOMOYHOCTH, KBaNU(UKAIMM, KAa4eCTBEHHBIX MW HHBIX
XapaKTEePUCTHKAX MOCTaBKH TOBAPOB, OKA3aHUs yCIyr, COOMIOICHUN UM aBTOPCKHX M CMEXHBIX IpaB, a
TaK € WHBIX OTrPAaHWYEHUH, IPETYCMOTPEHHBIX JEHCTBYIONIMM 3aKOHOIATENHCTBOM PecmyOnuku
Kazaxcran.

HOTCHL{HaﬂBHBIfI IMOCTaBIIUK IIPUHUMAET Ha cebs IMOJIHYIO OTBETCTBCHHOCTH 3a IPEACTaBICHUC B
I[aHHOﬁ 3asiBKC Ha Y4YaCTHC B J3JICKTPOHHBIX 3aKyIIKax crocodoM TCHACpAa W NpuIaraCMbIX K Heit
JOKYMCHTAX TaKUX HEAOCTOBCPHBIX CBC}ICHHﬁ.

4, HepequL JOKYMCHTOB IMOATBCPKAAIOIIUX ITPUMEHUMOCTD K 3asBKC KPUTCPHUECB OLICHKH, BJIMAIOIINX Ha



AULLIVUIL  JU/ADNMV LG Y IUVLIIVY D UV PULLILDIA  JUWN Y LURUA VIIVVUUULL LVILAVP G 0L U PJIUiGl UVIVIDLIA IV LIvIL

JIOKyMEHTaX TaKUX HEJOCTOBEPHBIX CBEIEHUH.

4. IlepeyeHb JOKYMEHTOB MOATBEPKAAIOLIUX IPUMEHUMOCTD K 3asBKE KPUTEPUEB OLIEHKH, BIMAIOIIUX Ha
YCIIOBHOE TOHM)KEHHE LIEHbl MOTEHLUAIbHOIO MOCTaBILINKa yKa3zaHHbIX B NyHKTe 39 IlpaBun 3akymnok
Xonguara (B cioydyae, €clid NOTEHLUAIbHBIM IMOCTaBIIMK MPETEHAYeT Ha NPUMEHEHUE KPHUTEPUEB,
BIIMSIONIMX HA YCIOBHOE MOHUKEHHUE IICHBI).

Ne

YcaosHoe IHoaTBep:kaaromMi

Kpurepuu onenku
NMOHMKeHHe LEeHbI JAOKYMEHT

n/u

2.

5. IlepeueHs npuaaraeMbIX JOKYMEHTOB.

No
HanmenoBanue nokymenta | KoaudecTBo 1ucTOB
n\n

2.

6. Hacrosmas 3asBKa 1eliCTByeT B TeUEHUE JTHEH.

7. Jlo MOMEHTa 3aKJIIOUeHMsI 1OTOBOPA O 3aKyIKaxX HacTOsINas 3asBKa BMecTe ¢ Bamum yBegomieHueM o
NPU3HAHWU €€ BBIUTPABIIeH Oy/eT BHINOIHATE POJIb 00S3aTEIBHOTO IOTOBOPA MEKIY HaMHU.

(D.U.0. puszuneckozo 1uya - NOMEHYUATLHO20 NOCMABUWUKA U €20 NOONUCD)

Jara 3amonHeHust

IIpunoxenne S
K TeHaepHOii JOKYMEHTAIINH N0 JIEKTPOHHOMY TE€H/Iepy MO0 3aKyNKe 000py10BAHHA
HyasTa ynpaBaenus COPM c ycjayramu MOHTaXka M MyCKO-HAJAAKHY ''moja Kiro4u"

bankoBckasi rapanTus
(popma obecnieueHusi TEHAEPHON 3asIBKH)

HanmenoBanue OaHka

(HaumeroBaHUe U PeK8U3UMbL OAHKA)
Komy

(naumenosanue u pexeusumol 3axazuuxa/ Opeanuzamopa 3axKynokx)
TI'apanTniinoe 00si3aTebCTBO No

« » L

(mecmoHaxodcoerue)

Mpi ObLTH TPOMH(OPMUPOBAHEI, YTO ,
(HamMEeHOBaHME IMOTEHIINAIBHOTO ITOCTABIIINKA)
B fanbHelmeM «[locTaBIuKy, MPUHAMAET yJacTHE B TCHJEPE O 3aKyTIKe

b

OpraHW30BaHHOM ,
(naumenoeanue 3axazuuxa/Opeanuzamopa 3aKynoK)

¥ TOTOB OCYIIIECTBUTH MOCTABKY ( OKa3aTh yCIYyTY)

Ha 00LIyI0 CyMMY TEHTE.

(11mrinantinnatnn 11 AAn nrs mAnAanAns  viamn) lmnnaniirtin)




(HauMeHOBaHUe 3aKAZUUKA/UP2AHU3amopa 3aKynoK)
Y TOTOB OCYIIECTBUTH MOCTABKY ( OKa3arh YCIYTy)
Ha O0IIYI0 CyMMY TEHTe.

(Haumenosanue u 06vem mosapos, yciye) (nponucwio)

TennepHOU JOKyMEHTAUEH OT € » L. 110 IPOBEACHUIO BHINIEHA3BAHHBIX
3aKyTIOK MPEIyCMOTPEHO BHECEHUE MOTCHIMAILHBIME MOCTABIIMKAaMH 00€CIICUeHHS TCHICPHO 3asBKH B
BUJIe OaHKOBCKOW T'apaHTHH.

B ¢Bsi3u ¢ 3TUM MBI HACTOSIIUM OepeM Ha celst

(Haumenosanue 6anka)
0e30T3bIBHOE 00513aTeIHCTBO BHIIUIATUTH BaM mo Bamemy TpeGoBaHHIO CyMMY, paBHYIO

(cymma 6 yugpax u nponucvio)
10 MOJIy4YCHHUUN Bamiero nucbMeHHOTO TpC6OBaHI/I$I Ha OIlIaTy, a TAaKXKXC IMHCbMCHHOT'O IMOATBCPKIACHUA
Toro, uto IlocTaBmInK:
- 0TO3BaJI WJIM U3MEHWII TeHEPHYIO 3asBKY [10CJI€ UICTEUEHUSI OKOHYATEIbHOTO CPOKA MPEACTABICHNUS
TEH/ICPHBIX 3as5BOK;
- HE TIOAIMCAN B yCTaHOBIICHHBIE CPOKH JJOTOBOP O 3aKyIKax;
- He BHeC obecreyeHusl BO3BpaTa aBaHca (IIPeAOIUIaThl) MOCie MOANUCaHN J0T0BOpa O 3aKyIKax B
¢dopme, 0ObeMe 1 Ha yCIOBUSX, IPETYCMOTPEHHBIX B TEHICPHON TOKYMEHTAIIHH.
[JanHoe rapanTuiiHOe 00s13aTeNbCTBO BCTYMAET B CUILY CO AHS BCKPBITUSI KOHBEPTOB C TEHIAEPHBIMU
3asiBKaMH
JlanHOE rapaHTHITHOE 00s13aTeNbCTBO JICHCTBYET 10 OKOHYATEIBHOTO CPOKa JIEHCTBHSI TEHASPHON
3asiBKu [locTaBiiyka Ha yyacTue B TEHAEPE U UCTEKAET IOJHOCThIO U ABTOMATU4ECKH, HE3aBUCUMO OT
TOrO, OyZIeT JI1 HaM BO3BPALIECH 3TOT JOKYMEHT WX HET, eciu Bame nuceMeHHoe TpeboBaHue He OyaeT
MOJTYYEHO HAMHU K KOHILY . Ecniu cpok neficTBus TeHAEPHOH 3as1BKU NPOJUICH, TO JAaHHOE
rapaHTHHOE 0053aTeIbCTBO MPOAJIeBAETCS Ha TAKOU K€ CPOK.
Hoanmucek u meyars rapanta JlaTta u aapec
Bce npaBa 1 00513aHHOCTH, BO3HUKAIOIIUE B CBS3H C HACTOSAIINM rapaHTHHHBIM 00513aT€ITLCTBOM,
perynupyroTcs 3akoHoarenscTBoM PecryOnmku Kaszaxcran.

IIpunoxenne 6
K TeHaepHoil TOKYMEHTAIMH 110 JJIEKTPOHHOMY TEHepy 10 3aKynKe 000pyA0BaHHUSA
IHyasTa ynpasaenus COPM c yejryramu MOHTaXka M MyCKO-HAJAAKHY ''mox Koo'

BankoBckasi rapanTus
(popma obGecnieuenns Bo3Bpara aBaHca (IIPeaOIIaTh))

HaumenoBanue 0aHka:

(Haumenosanue u pexeuzumvl OAHKa)
Komy:

(HaMMEHOBaHUE W PEKBU3UTHI 3aKa3unka/OpraHu3aropa 3aKkymnoK)
I'apanTuitnoe 00s3arenbCTBO Ne

« » TI.

(mecmonaxoxcoenue)

[IpuHrMas BO BHUMaHUE, YTO ,
(HaumenosaHue NOCMABUUKA)
«ITocTaBmuky, 3aKMr04mi (-UT)* moroBop o 3akymkax Ne ot L. (manee - [loroBop) Ha
MTOCTaBKY (BBITOIIHEHNE, OKa3aHHE)

,u Bamu Ob110

(omucaHue TOBapoOB, YCIyT)
npexycmotpeno B Jloroope, uro [TocTaBmuk BHECET obecnedeHrne BO3BpaTa aBaHca (MpeaoIiaThl))
B BuZie OaHKOBCKOH rapaHTHH Ha OOIILYI0 CyMMY
TEHTe, HACTOSIIM

(HaumeHosanue 6aHKa)
MOATBEPKIAEM, UTO SBIISIEMCS TapaHTOM M0 BhIllIeyKka3aHHOMY JloroBopy u Oepem Ha ceOst
0€30T3bIBHOE 00513aTEIHCTBO BRIILUIATHTH BaM 1o Baiiemy TpeOOBaHHIO CyMMY, PaBHYTO

(cymma 8 yugpax u nponucvio)
10 MoJIyueHuH Bartero mucbMeHHOTO TPeOOBaHHS Ha OIIIATY, a TAK)KE MUCEMEHHOTO ITOATBEPIKICHUS
TOro, 4to [TocTaBIIMK HE UCTIOMHUII WIIA UCTIOTHIII HEHA IS)KAIIIUM 00pa3oM CBOM 00s13aTe/IbCTBA 110

r



(cymma 6 yugpax u nponucwvio)

0 TIOJTyYeHHH Bamero nuckMeHHOro TpeOOBaHMs Ha OIUIATy, a TAK)Ke MHChbMEHHOTO MOATBEPKACHHS
Toro, uyto IlocTaBUIMK HE NCHIOTHMI WM UCIIOTHUII HEHAAIEKAIMM 00pa3oM CBOU 00s13aTeIbCTBA IO
Horosopy.

JlanHoe rapaHTHITHOE 00s13aTeNbCTBO BCTYMAET B CHIIY C MOMEHTA €r0 MOAMHUCAHUS U JIEHCTBYET J10
MOMEHTA MCHOIHEHHS NOCTaBIIUKOM 00s3aTeJILCTB HA CyMMY, IIPEBBIIIAIONTYI0 CYMMY OIUIAYEHHOTO
aBaHca (IpeAoIuIaThl )/TIOTHOTO UCTIONHEHUs [ToCcTaBIMKOM CBOMX 00s3aTeNbeTB 10 JloroBOpY. (HyoicHoe
NOOUEPKHYMY).

Bce npaBa 1 00513aHHOCTH, BO3HUKAIOIIUE B CBSI3H C HACTOSAIINM rapaHTHHHBIM 00513aT€ITLCTBOM,
perynupyroTcs 3akoHoaarenscTBoM PecryOnnku Kaszaxcran.

Hoanucks u neyars rapanToB Jlara u agpec

Ipunoxenne 7
K TeHaepHOii JOKYMEHTAIIMH MO JIEKTPOHHOMY TEH/Iepy MO0 3aKyNKe 000py10BAHHA
IyasTa ynpasaenus COPM c ycjyramu MOHTaXka M MyCKO-HAJAAKHY ''moja Kiro4u"

IIpoexT /loroBopa o 3aKynkax ToBapoB U ycJIyr

I. AJIMATBI « » 2013r.

AO «KA3AXTEJIEKOM», nuMenyemoe B ganbHedmem — Ilokymarens, B JIHIE

, JEUCTBYIOHNIETO HA OCHOBAaHUU , C ONHOH CTOpPOHBI H
, MMEHyeMOoe B JajapHemeM [TocTraBuuk, B JuIe
, JEHCTBYIOLIEr0 Ha OCHOBaHWUH , C JIpyrou

CTOPOHBI, UIMEHyeMble B AanpHeiimem CTopoHsl, a o otaensHocTH CTOpoHa, HAa ocHoBaHuM IlpaBun
3aKyIlOK TOBapoB, paboT u ycnyr AkuuonepHbiM OOmectBoM «DOH[ HAMOHAIBHOTO OJIATOCOCTOSHUS
«Campyk-KaszpiHay W opraHmzanmsMy TSATHIECAT W 0ojiee TPOIEHTOB TOJNIOCYIOUIMX aKiui (monei
y4acTHs) KOTOPBIX MpsIMO WM KocBeHHO mpuHajexar AO «Campyk-KasbiHa» Ha nipaBe cOOCTBEHHOCTH
WIN JTOBEPHUTENHHOTO YIpaBIIeHUs, yTBepxkAeHHBIX pereHnneM Cosera JupektopoB AO «Campyk-
Kaspina» (mpotokon Ne 93 ot 07 uronst 2013 roga.) u Ilporokona 06 uTOrax OTKPBHITOTO TEHIAEpA IO
3akynke obopynoBanus [lynst ynpasnenuss COPM ¢ yciyramMmu MOHTaXa M IyCKO-HaJaJKH «I10J KITIOW»
No oT « » 2013 roma 3aKIIOYMIM HACTOSIIMK AOTOBOp (Hanee - JloroBop) M mpuuLiM K
COIVIAILIEHUIO O HUKECIICAYIOLIEM.

Opranuzarop teHaepa, Jupekuns «Teaexom KoMruiekT» 0OBSBHI OTKPBITHIA TEHIEP MO 3aKyIKE
obopynosanus [Tynst ynpasienuss COPM ¢ yciyramu MOHTaXa M IyCKO-HaJIa KU «IIOM KITFOW» U TPUHSLT
TeHJICPHYIO 3asiBKy [locTaBiiMka Ha CyMMy B pa3Mepe
0e3 yuera HJIC.

1. IIpeamet lorosopa

1.1. IlocraBmuk 00s3yeTcsi mocTaBUTh obOopymoBanue Ilymsr ympasmenus COPM  (mamee —
O6opynosanue) Ha ycnoBusix DDP . Anmarsl (zanee - MecTo Ha3Hau€HUs) M OKa3aTh YCIIYTU 110
MOHTaXy M IyCKOHAJaJIKe «IOA KII4Y» (Janee — Yciuyru) B cooTBeTcTBuH co Crneundukanuei,
ykazanHoi B [lpumoxenun Nel Jloroopa, a Ilokymarens obsizyercss mpuHsaTh OO0pyaoBaHUE W
OKa3aHHbIE YCIIyTH ¥ OIUIATUTh CTOMMOCTB MocTaBieHHoro O00pyaoBaHUS U OKa3aHHBIX YCIyT Ha
ycaoBusix Jlorosopa.

1.2. HepeqncneHHHe HMXKE HpI/IJ'IO)KeHI/IH " yCJIOBH, OTOBOPCHHBIC B HUX, BXOAAT B COCTAaB JAaHHOTO
IIOFOBOpa U SIBJISIIOTCS €r0 HEOThEMJIIEMOM 9aCTbKO, 4 UMCHHO:

1) ITpunoxkenue Nel — «Crnerudukanus O00pya0oBaHUsS U YCIyD»,

2) Ipunoxenue No2 — «Texuuueckoe 3aganue»,

3) Ilpunoxenue Ne3 — «Popma akra npuema-nepenadn O60pya0BaHUS,

4) Ilpunoxenue Ned — «Dopma akTa NPUEMKHU-CIAYX OKAa3aHHBIX YCIIyT»

5) Ilpunoxenne NeS — «DopMa akTa IpeBAPUTEILHON IPUESMKUA 000PYIOBAHMS B IKCILTYaTaIlUIO».
&) TInunowenue NoA — «DonMa AkTa OKOHUATETTRHOW TTNUEMKN O0ONVITORAHUS R AKCTITVATATIUHOY



D) LIPMJIUKCHKMC J\ZD — «WUPMd dKld 1HpPpruomda-1cpc/iain YVupylusanni»,

4) Tlpunoxenue Ned — «Dopma akTa IPUEMKU-CIIAYU OKA3aHHBIX YCIIYT»

5) Mpunoxenne No5 — «Dopma akTa npeBapUTEIBHON MPHUEMKH 000pYIOBaHHS B SKCILTyaTAIHIOY.
6) Tlpmnoxkenne Ne6 — «Dopma akTa OKOHYATEITBHOM MPUEMKH 000PYIOBaHUSI B SKCILTYaTaIHION.

2. Ob6s13areascTtBa CTOPOH

2.1. ITocTaBmMK 00s13yeTcH:

2.1.1. Baectu obecrieueHue Bo3Bpara aBaHca (Mpemomuiatel) B pasmepe 15 % (maTHaauaTh MpoLeHTOB)
ot 1ieHbl JforoBopa B Teuenune 20 (aBaanare) pabounx JHeH co qHs moanucanus Jlororopa;

2.1.2. TlocraBute O60pyHOBaHME 1O MECT Ha3HAUYECHUH, yKa3aHHBIX B MyHKTE 5.1. Jloroopa;

2.1.3. IlpenocraButh ceptudukar cooTBeTcTBUs PecrmyOnumku Kaszaxcran, BBIJaHHBIA FOPUANYESCKUM
JUIOM, aKKpeauToBaHHBIM loccranmaprom PecnyOnmukm KaszaxcraH, k MOMEHTY BBOja
o0opynoBaHus B 9KCIUTyararuio. Bee pacxozp! no cepruduxarm [locraBmuk Oepet Ha cebs;

2.1.4. 3a cBO#i cyeT MpOM3BECTH OCMOTP/00CIIEIOBaHNE BCEX CTAHIINI, YTOOBI TOYHO OINPEAETHUTh, KaKOH
WHCTAJUISIIMOHHBIA MaTepHral TpeOyeTcsi u 00CIeI0BaTh JIF00bIE TOTEHIIMATBHBIC TIPOOJIEMBI;

2.1.5. Oxazarp Ycnmyru Ha ycioBusix JloroBopa, MpeAcTaBUTh cueTa-(pakTypbl Ha MOHTaXHBIE H
MTyCKOHAJIAI0UHBIEC PAOOTHI;

2.1.6. Cnarb 0OBEKTHI B 3KCILIYaTalHIO B COOTBETCTBUH C TEXHUUYECKHMHU TPEOOBAHUSIMU;

2.1.7. OcymecTBisTh TapaHTUHHOE TEXHUYECcKoe oOciyxuBaHue OOOpyZOBaHHS B COOTBETCTBHU C
ycnoBusmu [Jorosopa;

2.1.8. 3a 3 (Tpu) KaleHAapHBIX IHS TMOCTaBUTh B W3BECTHOCTHh [loKymaTrenss o BpeMEHH M CpOKax
noctraBku OOOpYIOBaHNUS;

2.1.9. ObGecneunts m0MI0 MecTHOTO conepxkanus B OOopymnoBaHuu u Yeiayrax B pasmepe % u
MPEAOCTABIATH JOCTOBEPHYIO OTYETHOCTH TI0 MECTHOMY COJIEp KaHHIO 110 3arnpocy [lokynarens u
o opme, npepocrapiaeHHoM [lokynarenem (8 ciyuae Haruyus MECMHO20 COOEPIHCAHUL).

2.2. Ilokynareanb 00s3yeTcH:

2.2.1. llpunsats nocrasiusemoe OOopynoBaHHe B MECTE U B CPOKH, YKa3aHHBIE B paszjene 5
Horosopa;

2.2.2. OmnaruTh CTOMMOCTh HOcTaBieHHoro OOopynoBaHMA M OKa3aHHBIX YCIYr B IMOpPSIKE M Ha
ycnoBusix Jlorosopa;

2.2.3. BosBparuts IlocraBiiyky BHeCEHHOE oOecrieueHne Bo3Bpara aBaHca (Tpeaoruiarel) B TedeHune 10
(mecsatr) pabounx mHel ¢ natel moctaBkd OOOPYIOBaHUS M OKa3aHWs YCIYT HA CyMMY, IPEBBIIIAONIYIO
15 % (maTHaauaTh MpoLeHToB) crouMocTH OOOPYIOBAaHUS U OKa3bIBAEMBIX YCIIYT.

3. Ilena u odmas cymma /lorosopa

3.1. Croumocts OOopymnoBaHus, MocTapisieMoro mo Jloropopy, BKJItouasi TPaHCIIOPTHPOBKY 10 Mecrta
Ha3HAYCHMUSI, COCTABIISICT

3.2. Croumocts VYcmyr, oka3eiBaeMblx 1o JloroBopy (mamee — CTOMMOCTH YCIYT) COCTaBISIET
3.3. llena /loroBopa cocTaBisieT , mmoc HJC B pa3mepe 12 % B
CyMMe . Obmas cymma JloroBopa cocTaBisieT ,

Bkitouass HIC.

3.4. llena Yenyr no JloroBopy, ykazannas B Cnenudukanuu [punoxkenus Nel k JloroBopy, BKIIto4aer
BCE PacXOo/bl M0 KOMAaHIUPOBaHMIO crienuanycToB [locTaBiyka, BKIIOUas ux npoxusanue B PecmyOnuke
Kazaxcran, a Takxke 3apruiaTy, cTpaxoBaHUE, W JAPYI'HE pPAaCXOIbl, CBSI3aHHBIC C BBIIIOJIHEHHEM HX
00513aTeNTbCTB MU BCE OCTaJbHBIE PACXOMABI, MMOHECEHHBIE B MEPUOJ HCIONHEHHsS  005S3aTeNbCTB 1O

Horosopy.

4. YeoBus mjiareska

4.1. Omnara o JloroBopy 3a nmocraensiemoe O00OpyIoOBaHNE ¥ OKa3aHHBIC YCIIyTH OyleT OCYIIECTBISAThCS
CJICTYIOIIMM 00pa3oM:

0 15% mnpenonnara or croumoct O6GopynoBauus u Yeuyr orviaumBaercst B Tedenne 20 (IBaaunarsh)
pabounx AHEH ¢ MOMEHTA MOJIKUCAHNS JOTOBOpA U BHECEHUS 00eCIIedeHUs BO3BpaTa aBaHca;

0 85% or crommoctn OGopymoanust ommadmpaeTcsi B Tedenme 20 (1Bamuate) pabOdMX IHEH C

; MOMEHTA MOANMCaHUs AKTa pueMa-repenads 000pyaoBaHus;

85% ot croumocTu Yeiyr orutaunBaercsl B Teuenue 20 (aBaauarh) pabodyux JHEH Mocie OKa3aHus
ycayr. Jlaroii okazaHus ycIyT CUMTAETCS JiaTa MOIMUCAaHuS AKTa CIaun-TIPUEMKH OKa3aHHBIX YCIIYT.

4.2. Bce pacuetsl Mexnay Ilokymaremem wu  IloctaBmukomM 1o JIoroBopy IIpOU3BOAATCS B



U 85% or croumoctu Yeiyr omiauuBaercs B Tedenue 20 (IBajanarh) pabouuMx JHEH MOCie OKa3aHus

ycayr. Jlaroii oka3zaHMs yCIIyT CUMTAETCs AaTa MONNUCaHU AKTa Clauu-IIPUEMKH OKa3aHHBIX YCIIYT.

4.2. Bce pacuetsi wMexnay lloxymarenem wu IlocraBmmkoM mno JloroBopy mnpou3BOAsTCS B
(yKkazamv eanomy).

4.3. Onuara OyneT Mpou3BOANTHCS HAa OAHKOBCKHH (pacyeTHBbIN) cueT [locTaBirka yka3aHHBIH B pa3ere
19. JoroBopa. [daToii ocyIiecTBICHUS IJIaTeXa CUUTAETCS AaTa CIUCcaHus CpeAcTB co cuera [lokymarens.

/na pea3uoenmoe Pecnyonuku Kazaxcman:

4.4. HAC ommadrBaeTcsi IO Mepe BO3HUKHOBEHHS HAJIOTOBOTO 00s3aTeNIbCTBA M MPEIOCTABICHUS CUET-
tdaktypsl [locraBuirkom

/Ina nepezuoenmoe Pecnyonuxu Kazaxcman:

4.5. Cymma BeInar no JloroBopy yMEHBIIAETCS HA CYMMY HAJIOTOB, MOAJIEKAIINX YAECPKAHHIO C T0XO0B
HEepe3uIeHToB, cortacHo 3akoHonatenbetBy PK. I1pu atom [locTaBumk Bnpase nomyuuts ot [lokynarens
JIOKYMEHT, MOATBEPKIAIONINN yaepkaHue Hayiora mo 3akoHonarenbcTBy PK. [lpu Hamumduu KOHBEHIIUU
00 m30exaHMM JBOMHOTO HamorooOmoxeHus IlocTaBmk BmpaBe OOPAaTHTHCS B COOTBETCTBYIOIIUE
TOCYJapCTBEHHBIE OpraHbl cTpaHbel Ilokymarens ¢ 3asBI€HHEM O BO3Bpare WM YMEHBIICHUHU
MTOJTOXOAHOTO HAJIOTa C IOPUANYECKUX JINI Hepe3naeHToB PK.

4.6. Ormara TaMOXEHHBIX COOpPOB M HHBIX pAacXOlOB, CBS3aHHBIX C TaMOXCHHOW OYMCTKOU
OGopynoBanusi B cBs3u ¢ wumnoprom OOopynoBanuss Ha Ttepputopuio Pecrybnmkn Kazaxcraw,
npouzBogutcs IlocraBmukom. Hanoru, TamMmokeHHBbIE NOUUIMHBI, TOAJIEKAIINE yIJaTe Ha TEPPUTOPUN
PecnyOnukn KazaxctaH u Bce HajoroBble OOJNOKEHHS, TAMOXXEHHBIC MOLUIMHBI U JPYTHUE PACXOABI,
cBsizaHHBIE C TocTaBkoi OOopynoBanus, 3a npeaenamu cTpanbl [lokynarens, omnaynBaet [locTaBuivk.

4.7. baHKOBCKHE pacxolpl, BO3HUKAIOIIME IpH HCIONHEHHH [loroBopa U APYTrHUX COIYTCTBYIOIIMX
JOKYMEHTOB, Ha TeppuTopuu ctpanbl l[lokymarens omnmauuBarorcst Ilokymarenem, BHE TeppUTOPHH
ctpansl [lokynarens - mosryuyarenem miarexa.

4.8. B cayuwae 3akmioueHuss TpexcTtopoHHero CorvamieHus IO TepeAade MpaB W 00sS3aTeNbCTB
[MocraBmyka B 9acTh OKa3zaHHs YCIYT, MPEIyCMOTPEHHBIX J[OroBOpOM, KakoMy-THOO TpeThbeMy JIHILY,
CTOMMOCTbD, YCJIOBHS U CPOKH OIUIAThl TAKUX YCIYT JOJDKHBI OCTAaThCsl TAKUMH, KaK 3TO MPEAYCMOTPEHO B
nyHkTax 3.2 u 4.1. JloroBopa (& cayuae meobxooumocmu, eciu npedycMompeHo MeHOEPHOU 3ds6KOU
nOCMAasUWUuKa).

5. Cpoku u ycnoBusi noctasku O00py10BaHus U OKa3aHUA YCIYT.

5.1.IlocraBka OOopynoBaHUs JODKHA OBITH OCyIecTBIeHa B TeueHHe 90 (IEBSTHOCTO) KaleHMIApHBIX
IHEH, okazaHue Ycuyr ycinyr B TedeHue 180 (CTO BoceMblecsaT) KaleHAapHBIX JHEH C MOMEHTa
noanucanud Jloroopa

O6opynosanue nocrasisgercss [locraBmukom Ilokynaremo wa ycnousix DDP (MHKOTEPMC 2010),

Pecnybnmka Kaszaxcran, no crnemyrormemy anpecy: I pyzononyuamens: Pecnyonuka Kazaxcran, 050016,

Anmartel, ya. 2-a Tonuapnas, 145A, dupexkuns «Tenexom-Kommnexkr». Kog nomywarensa: 5454, OKIIO

304154830073, PHH: 600500060008, Tten./dakc: (727) 294-26-68 (manee - MecTto Ha3HAYCHHS).

[Monyuarens: TLIYCT - dpuman AO «Kazaxrenexkom».

5.2. Naroit noctaBku OO60opynoBaHus cuuTaercs nara nocrymieaus O6opynosanus Ha ckinan [loxynarens
B MecTte Ha3HaueHMs COIIACHO pacxXomHOW HAKJIAJHOW, WOANMHUCAHHOW YIOJTHOMOYEHHBIM
npezncraBureneM [lokynarens.

Jaroii okazaHus YciIyr cuMrTaeTrcsl jAaTa MOANUCAaHMs AKTa NMPHUEMKH OKa3aHHBIX YCIyr mo ¢opme,
ykazanHo# B [Ipunoxxenun 4 x Jlorosopy.

5.3. Hocpounas mocrtaBka OOOpyaoBaHMS M TOCTaBKa MAapTHAMU Jomyckaerca. OmnpeneneHue BUAa
TPAHCIIOPTa, KOTOPBIM OCYIIECTBISIETCS TPAHCIOPTUPOBKA H CKJIaZa BPEMEHHOTO XpPaHEHHS,
OCYHIECTBIISIETCS JOMOTHUTEIBHO 1O cormacoBanuto [locraBmuka u [lokynarenst B MUCbMEHHOM BUJIE JI0
HayaJia OcyIecTBIeHus moctaBku O0opyaoBanus / kax ol maptun O0opynoBaHHUs.

5.4. Ortrpyxennoe OOopynoBanue/kaxnaas maptuss OOOpylOBaHHS JODKHO HWMETh CIEIYIOIIUe
COIPOBOAUTEIBHBIC JOKYMECHTBI:

s pezuoenmos PK:

[0 cuer-daxTypa, | OpUrnHAI U 2 KOMUH;

[J wakmanHas, | opuruHan u 3 KOIHUH;

[0 texHunueckoe onucanue OOOpynOBaHHUS HA PyCCKOM SI3BIKE.

OmvH 5K3eMIUISIp pPacXOoJHOHM HAKJIAJHOW, TOANMCAHHOM  YHOJTHOMOYEHHBIM TMpPEICTaBUTEIEM
[Toxynaresi, JoKeH ObITH Bo3BpalleH [locTaBiuKy ¢ OpurHHagIoM AOBEPEHHOCTH Ha MOJyuyeHHE ToBapa



[0 texHuueckoe onrcanue OOOpyT0OBaHHS HA PYCCKOM SI3bIKE.

OmuvH 9K3eMIUISIp pPacXOoJHOW HAKJIAJHOW, TOAMUCAHHOH YIOJTHOMOUYEHHBIM Mpe/CTaBUTENIEeM

[Tokymnartest, omkeH ObITh BO3BpalleH [locTaBIIMKy ¢ OpUTrHHAIOM JOBEPEHHOCTH HA MOIyYeHHE TOBapa

10 YKa3aHHOW PacXOIHON HAKJIATHOM.

s nepesudenmos PK:

[J uHBOWC - 1 opuruHam u 2 Konuy;

[0 TpaHCIOpTHAas HaKJaaHas - | OpurHHAN U 3 KOIIWY;

[l sxcnoprTHas aexjgapauus — 1 konus;

[J ymakoBOYHBIA JIHCT (C yKa3aHWEM CEPHUMHBIX HOMEpPOB OOOpPYIOBAaHUS M 3allacHBIX AeTanei) - 3
OpUTHHANA;

[0 ceprudukaT mpoucxoxaeHus - 1 opuruHam u 1 xonus;

[ texHuueckoe onrcanue OOOpyIOBaHHS HA PYCCKOM SI3bIKE.

5.5. IlocraBuyk, He Mo31HEEe YeM 3a 3 (Tpu) KaJleHAapHbIX JHEH 10 Aarkl nmoctaBku OOOpynoBaHMS Ha
cknan/nepegaun OOopynoBanus (IIApTUU) TPY300THPABUTEINIO, JODKEH coriacoBarh ¢ llokymarenem
OTIPy304HBIE JOKYMEHTHI (cueT-(pakTypy / MHBOMC) Ha mocTaBiseMoe O0opyoBaHue.

5.6. TlocTaBmMK HECET OTBETCTBEHHOCTh 3a HEIOCTOBEPHOCTh WH(OpPMAIMH, COAEpXKaIencs B
COIIPOBOIUTENBHBIX JTOKYMEHTaX, YKa3aHHbBIX B IyHKTe 5.4. JloroBopa W BO3MEIIAET BCE MPUUNHEHHBIE
yOBITKH.

5.7. OOopynoBaHHE IODKHO OBITh IIOCTaBICHO B KOMIUICKTAllMH, KOJMYECTBE M HA YCJIOBUSX,
onpeneneHHbix B [Ipunoxennn Ne 1 k [lorosopy.

5.8. Tlo mucemenHomy 3anpocy IlocraBmuka Ilokymarens 510 Hadyalla MOHTQXHBIX PabOT OJIKCH
MOJYYUTh W TPEJOCTaBHTh BCE Pa3pEIICHHUs, KOTOPhIE MOTYT TpeOOBaThbCs B CBS3H C BBIIIOJHCHUEM
MOHTaXHBIX paboT, Takhe Kak, HO HE OTPAHWYMBAACH IEPECUHCICHHBIM: CIICIIUANBHBIC pa3pelicHHUs,
HEOOXOIMMBIE Ul NEPEBO3KH, IMpoe3aa K MecTy MoHTaxa OOopymoBaHMsA, MPOMYCKH IS MPOXoja B
30aHUsI U MOHTaXHbIE IUIOWAAKH, TAe OyayT BecTuch pabotel. Ilpu HeoOXomMMOCTH HpOBeACHUS
oOcieioBanus, coracHo moanyHkry 2.1.4. JloroBopa, Takue NPOMYCKHA M pa3peuieHHs JOJKHBI OBITh
npenocrasieHbl [lokymarenem He mo3aHee, 4eM 3a 3 (TpH) KaJeHIapHBIX JHS JI0 3alJIaHUPOBAHHOW JIaThI
HavaJia IpoBeJIeHHs 00CIIeIOBaHNS, IPU YCIOBUH HanpaBieHus [10CTaBIUKOM MUCHMEHHOTO 3arpoca He
MeHee 4eM 3a 15 (maTHaauaTh) KajleHJapHBIX JHEH 10 Hayana mpoBeIeHUs 00CIe10BaHMUS.

5.9. Tlo 3ampocy Ilokynarens IlocTaBmIMK CBOEBpPEMEHHO MPEJOCTABUT €My HEOOXOIUMYIO
WHpOpMAIINIO, KoTopas MOXeT motpedoBarbes [TokymaTento st oOpMIIEHHUST TAKOTO POJIa pa3pelicHUH.
Bce noxyMeHTanbHO OATBEPIKICHHBIC PACXO/IbI M 3aTPaThl, HETIOCPEICTBEHHO CBSI3aHHBIE C JIFO00TO poja
3aJiep)KKaM¥, BOZHUKAIOIIMMH 110 TNpUYHMHE HemonydeHus [lokynarenem Kakux-IMO0 TpeOyeMbIX
paspeleHni, TOKHBI ObITh OTHECEHBI Ha cdeT U puck [lokynaress.

6. YnakoBka U MapKHpOBKa

6.1. ObopynoBaHre AOJKHO OBITH YIIAKOBAHO B HAJUICXKAIIYIO YIIaKOBKY. YIAKOBKa JOJIKHA 00ECIIEUUTH
coxpanHocTs OOOpyIOBaHMS BO BpeMsl TPaHCHOPTUPOBKH COOTBETCTBYIOUIMM BHIOM TPAHCIOPTa C
3aBOfila - M3TOTOBHUTENS JIO KOHEYHOTO IyHKTa M BO BpeMsl XpaHEHHS B CKIAQJCKHX TOMEUICHHSX.
VYrnakoBKa JOIDKHA COOTBETCTBOBATH TOCYAAPCTBEHHBIM CTaHIAPTaM, TEXHUYECKHUM YCIOBHSM, APYIrou
HOPMAaTUBHO-TEXHUUECKONW JTOKYMEHTALMU. YIAKOBKA JOJDKHA 00ecleuynBaTh BO3MOXKHOCTb PYyYHOU H
MeXaHUYECKOW NOrpy3KH (TPy30MOIBEMHUKOM ).

6.2. VmakoBka (Tapa) MapKuUpyeTcs BOJOCTOWKOW KpackoW Ha aHIIMHACKOM W PYCCKOM  sI3BIKax
HECMBIBAEMOM Kpackoil. MapKHpoOBKa JIOKHA OBITh Y€TKOW M BKITIOYAThH CIEIYIOIINE CBEICHUS:

- Iloxymnarens

- I'pysonomyuarens

- Horosop Ne

- HMsrorosutens O60opynoBaHus;

- KomnuectBo O6opynoBanus;

- ToapHslii 3HaK;

- YcnoBHoe o6o3nauenne OOOpynoBaHHUS;

- Howmep mecra (s1muka, KoHTEHHEpA);

- Bec Hert0, Bec OpyTTO;

- Pa3meps! Tapsel B cM. (yIMHA, BBICOTA, IUPUHA).

MapkupoBKa MOXKET HMETh Takke Apyrde OO0O3HAYeHHs, HAJIWYHEe KOTOPBIX MPEanoaracTcs
cnenuuIecKuM XapakTepoM 000pyA0BaHUS UK CTAHIIMH, TJIe OHO OyJIET YCTaHOBJICHO.

6.3. IlocraBUIMK HECET OTBETCTBEHHOCTh 3a BCE IMOTEPH H/WIM HEUCHPABHOCTH, CBSA3aHHBIE C
HEHaJIe)KHOM YITaKOBKOW M HEMPaBWJIBHON MapKUPOBKOM.

6.4. TlocraBmuk ob0ecneunBaer mnepenady OOopymoBaHusi (J0OBIX W BCEX  COCTaBISIONIMX

s N o o



V.J. 11UV 1ADLILVIN nvuvwvli vibDuviviDLVIINIVULVLID 2 DLVV IIUIUPII Y1/ ¥Y1J1¥1 ﬂbYlbllyaDﬂU\.«llﬂ’ vDz1oarnrnpiv v

HEHAJIE)KHOM YIIAaKOBKOW U HETIPABWJIBHOW MaPKUPOBKOM.

6.4. IlocraBmuk ob6ecneunBaer mnepenadyy OOopynoBaHusi (Jr0OBIX M BCEX  COCTaBISIOLIMX
(KOMILIEKTYIONINX) YacTel 000pyAOBaHMsI) B YCHJICHHON YIAaKOBKE MPOU3BOIUTENS, COOTBETCTBYIOIICH
CTaHJapTaM SKCIOPTHOH YMakoBKH, O€30MacHO TpaHCHOPTUPOBKH JIIOOBIM BHJIOM TpAHCIOpTa W
xpaneHno O0opyIoBaHuUs TIOOOHOTO POJIA.

6.5. HOKYHHTCHB JOJI2KCH 00CCIeUnTh COOTBETCTBYIOIIUE YCJIOBHUA XpaHCHUSA Ha OCHOBAaHUH
TCXHUYCCKHUX U KINMAaTHYCCKUX Tp€6OBaHI/Iﬁ 10 XpaHCHUIO.

7. YBenomJieHUs, IepenucKa

7.1. JIroOble yBeIOMIICHUS WK ApyTasi nH(GOpMaIHs, KOTOPbIE TOKHBI OBITh TIepeaHbl OJHON M3 CTOPOH
JIPyTOli CTOpOHE, OyAyT CUUTAThCS JACHUCTBUTENHHO MMEPEaHHBIMH, KOTJa OHH OyayT HampaBlIeHBI 1O
moute (TPEABAPUTEIBHO OIUIAYCHHBIM 3aKa3HBIM IHUCHMOM), WU 10 (hakCy, WIH C KypbepoM IIO
CJIETYIOIINM aJipecam:

IMokynarenb: HocraBmuk:

AO «Kazaxreaekom»

050059, r. Anmatsl, yn. @ypmanosa, 240 6
JlemapTaMeHT COMIPOBOXKICHUS KOHTPAKTOB,
ten. +7 (727) 2587344,

daxe +7 (727) 2587446

8. Ipuemka Od0opynoBanus

8.1 IlocraBmuk, cormacao moanyHkty 2.1.8. JloroBopa, He MeHee ueM 3a 3 (TpH) KaJIeHJapHBIX THS 10
Hayasa otnpasku, nHGopmupyeT [lokynarens o roroBHOcTH OOOpYyIOBaHUS K OTIIPABKE.

8.2. Ilpuemxa O60pynOBaHUS MO KOJINYECTBY MECT OCYIIECTBIsAeTCs (prumnanoM — nosyyareneM B Mecre
HasHadeHus. [Ipu mpuemke Quimanom - moiydaTeraeM COCTaBISIOTCS M IOIIMHMCHIBAIOTCS TOKYMEHTHI B
COOTBETCTBUM C BHYyTPEHHHUMH HOPMAaTUBHBIMU akTamu [lokynaresns.

8.3. B cnmywae orcyTcTBUSI 3aMeyaHMid K mocTaBieHHOMY OOOpylIoBaHHWIO MO KOJIMYECTBY H
koMIuiekTHocTH CTOpoHamu B TeueHHe 7 (ceMb) paboumx mgHed co aHs npubbThs OOopynoBaHUs Ha
ckian Ilokymarenss B Mecto Ha3zHaueHMs moxamuchiBaeTcst AKT mpuema-nepeaaun OOopynoBaHHS IO
tdopme, ykazanHoii B IIpunoxkennn Ne 3 x JloroBopy. BekpbiTHe YNMakoBKM M NMPOBEPKa MOCTYIUBLIETO
OO6opynoBaHust Ha COOTBETCTBHE €ro Crienu(HKausaM OCyILECTBISAETCS Ha MECTE MOHTaXa.

8.4. B Teuenue 14 (detsipHamnaru) kaneHAapHbIX aHel ¢ Jlatel moctaBku ObopynoBanus [lokymarens
00s3aH cOOOIUTh 00 OOHApYKEHWW  KAKWUX-THOO AePEKTOB WM HEJOCTaTKOB, B TOM YHUCIE,
HEIOMOCTAaBKU, HEKOMIUIEKTHOCTH, BHEITHUX MOBPEXICHUHN U T.I. B ciydyae oOHapy:keHUs] HapyLIeHUN
NMoJI0OHOTO poja COCTaBIseTCss AKT C y4acTHEM TPEACTaBUTENs TOPTOBO-TIPOMBINUICHHOW MajaThl
Kazaxcrana, o yem He mozgHee 3 (Tpex) pabouux JHEH cpelcTBaMH IMOYTOBOW MO0 (akCHMUIBHOMN
CBSI3U C TIPEJOCTABICHUEM KOITUK YKa3aHHOTO AkTa yBejomisercs [loctaBuyk (0s Hepe3udenmos)/AKT
¢ yuactueM llocraBmuka (0ns pesudenmos). B teuenue 45 (copok mare) paboyux AHEH ¢ MOMEHTa
MOJy4YeHHsI Takoro yBegomiieHusi u Axra, [loctaBuk o0s3aH HOCTaBUTH 3a CBOM CYET HEJOCTAIOLIee
6o 3amensiromee O6opynoBanue. B aToM ciydae pacxosl 3a oopMIIEHHE MTOBTOPHBIX TaMOXKEHHBIX
HpoLEAYyp HEJOCTAIOIIEro WIKM 3aMeHsouiero obopynoBaHus B crpane Ilokymarens mpousBomsTcs 3a
cuet ITocTaBminka.

8.5. Ilokymarenp BIpaBe, B cilydae HaJU4Ms y HETO0 3aMEYaHM K mocraBiecHHOMY OOOpyIOBaHHIO, HE
NOANKCHIBaTE AKT Tipuema-niepefadn OOopynoBaHus 70 ycrpaHeHUs [locTaBIIMKOM BceX 3aMedaHHH
100 3aMEHBI, B COOTBETCTBUU C IMyHKTOM 8.4. JloroBopa.

8.6. [IpaBo cobcTBeHHOCTH Ha mocTaBigeMoe [loctaBmmkom O6opynoBanue nepexoaut k [lokynaremnto ¢
MOMEHTa nojinucanus Akta npuema — nepenadu O0opyaoBaHusl.

8.7. Ilepexox puckoB. Puck ciay4aifHOM yTparsl W/HIM TOBPEXIECHHUS 10 OaThl MocTaBku OOOpyIOBaHUS
no Mecra HazHaueHusi HeceT IlocraBmuk. C MomeHTa moAnucaHus AKTa NpueMa-nepenadu
OO0opynoBaHusl PUCK CITy4allHOW yTpaThl W/WIN MOBPEKACHUS (BCEX COCTABISIIOIINX /KOMILJICKTYIOMIHNX/
yacteir O0opynoBanus) HeceT [lokymnarens.

9. Oka3zaHue Ycayr

9.1. ITocTaBImMK NPUCTYIHT K OKa3aHUIO Yciyr B TeueHue 10 (mecsaTs) pabouux OHEH ¢ IaThl HOTYy4YEeHUs
MUCHbMEHHOTO yBenomiieHus oT Ilokymarens o TOTOBHOCTH HMPOM3BOACTBEHHBIX IUIOMIAA0K, HA KOTOPHIX
Oyaer MoHTHpoBarhesi OOopymoBaHHMe, B COOTBETCTBHHM C PEKOMEHIAIUSAMH, KOTOpbIe OyayT AaHBI
TTocTarnmmakoM mmocne RRITMIOTHEHUS ﬂﬁ(‘.TTBTIORﬂT—U/IST MeCT VECTAHORKU ﬂﬁnn\mnnnnnq



Z.1. 11ullaBluMK 1HpPpuelylinl K UKdsddiiy yUJlyl B 1CHCHMC 1V \(JACU1A1LDb) PaVLUHYMX JIHCK C Jldlbl 11UJ1Y1CHNA
MUCHMEHHOTO yBenoMieHus oT [lokymarens 0 TOTOBHOCTH MPOHM3BOACTBEHHBIX TUIOMIAI0K, HA KOTOPHIX
Oyner MonTHpoBarbcsi OOOpymnOBaHHE, B COOTBETCTBHM C PEKOMEHIANMSAMH, KOTOpbIe OyayT daHbI
ITocTaBuukoM MOCIE BBRITIOTHEHUS 00CIEIOBaHUS MeCT ycTaHOBKA OOOpymoBaHUsI.

9.2. Ecnu Ilokymarenb He BBINOJHSET YCJIOBHUS, OTOBOpEeHHBbIE B MyHKTax 5.8. u 9.1. JloroBopa,
[TocTaBmuk AOMKEH HE3aMEMIUTENHHO HampaBUTh [loKymarenro mUCbMEHHOE yBEJOMIIGHHE O (akTe
3aJ€pKKU cOo CcTopoHbl Ilokymarens u mnpomjeHuH cpoka okasanus Ycayr Ilocne mnomydenus
yBenomierust ot Ilocrapmuka, [lokynarens MOMKEH OIEHUTH CHTYAIWIO W, B CIIy4ae HEOOXOAMMOCTH,
MPOIJIUTH CPOK MPEAOCTABICHHUS YCIYT HA CPOK 3alIePKKU.

9.3. IlocTaBmMK 00sI3yeTCsl BBITOMHUTH YCIYTH B CPOKH, yKa3zaHHbIE B MyHKTe 5.1. JloroBopa, mpu
YCIIOBUH, YTO:

1) Ilokymarenp MONYyYWSI U MPEJOCTABHI 1O 3aIUTAHUPOBAHHOM IS MPEAOCTABICHUS YCIyT JaThl BCE
TpeOyroLIrecs pa3peLieHns, CoriacHo myHkry 5.8. Jloroopa;

2) wmecra ycranoBku OOopynoBaHHs MOATOTOBICHBI BOBpEMsI, coriacHO myHKTY 9.1. JloroBopa;

3) CpOK OKOHUaHMS IPENOCTaBIEHUs YCIyr He ObLT MPOJJIEH [0 B3aUMHOMY coriacoBaHuio CTOpOH.

9.4. IlocTaBIIMK HECET IMOJIHYIO OTBETCTBEHHOCTH 3a MOHTa)X, HACTPOWKY, IPOBEACHUE U3MEPEHUN U
tectoB OOOpyIOBaHMS B COOTBETCTBHH C TEXHUUYECKHMMH TpeOoBaHUsMH [lokynarenst mpu ycioBUH, YTO
IToxynarens BBIIOIHUT CBOU 0053aTENbCTBA COIIACHO YCIOBHSM 3TOr0 Jlorosopa.

10. IIpuemo - cnaTounbie HenbiTanust O00pyI0BaHNs, BBOX B IKCIUIYaATALHIO

10.1. OOGopynoBaHue MODKHO OBITh CHAHO B OKCIUTyaranuio B TedeHwe 180 (CTO BOCEMBAECST)
KaJICHJApHBIX JHEH ¢ Jarhl noAnucanus Jloropopa, mpu yCIOBUU TOTOBHOCTH WHPPACTPYKTYPHI U MECT
MoHTaxka OOopynoBanus. OOopyaoBanue OyleT TPUHATO B  OKCIUTyaTalldlo TOJNBKO TOCTe
npenocrasieHus [locTaBmuKkoM cepTH(HUKATOB COOTBETCTBHSA Oe3omacHocTH (kadecTBy) PecryOnmku
Kazaxcran na ycranosnennoe OGopynoBanue. [laroit BBoga O60pya0BaHUS B SKCILUTyaTaL[MI0 CYMTACTCS
Jara noanucanus AKTa oKOHUYaTreldbHOU npueMkn OOopynoBanus B dkciuryatanuio ([Ipunoxenue Ne 6 k

Horosopy).

10.2. WcnsiTanust no BBogy OOOpynoBaHUS B IKCIUTyaTalMio OyIyT NMPOBOIUTHCS IOCJE 3aBEpIICHUS
MOHTa)Xa, HACTPOWKH M HU3MEpeHuil coBMmecTHO co crneuuanuctamu IlocraBmuka u Ilokymarens B
COOTBETCTBUU C yTBepkIeHHOH [Iporpammoii mpuemo-caarounbix ucnbeitTanuil. [lo ¢akry BeimomHeHus
BCEX TECTOBBIX INPOLEAYp CHNELHATIUCThl (hrnnana, OTBETCTBEHHBIE 3a MPOBEPKY PabOTOCIOCOOHOCTH
MOCTABJICHHOTO 00OpynoBaHus M npenctaButenu [locraBmmka moxnuckiBaioT [IpoTrokon mpuemo-
CAATOYHBIX UCTIBITAHUH.

10.3. B cnyuae, eciu mpueMo-cAaTOYHbIE HWCTBITAHUS MPOBEJEHBI YCIENIHO, T.€. He ObLI0 OOHAPYKEHO
HUKaKuX Je(EeKTOB MM HEJOCTATKOB, BIUSIONIMX Ha paboTocrnocoOHocTh OOopynoBaHus, (GUIMaIoM,
e Obuio ycranoBieHo OOopylnoBaHWe,  MOANHCHIBacTcS AKT pabodell KOMUCCHH O TIPUEMKE
OO6opynoBaHus B SKCIUTyaTallio ¢ 00s3aTenbHbIM yuacTueM npeacrasutens [locraBmuka. Ha ocHoBanuu
Akrta paboueil xomuccuu ¢unmaia, mognucaHnHoro 0Oe3 3ameuanui, llokymarenem u IlocraBuukom
OAIINCHhIBACTCSA AKT IMPUEMKH-CAa4Y1 OKAa3aHHBIX YCIYI, OJHOBPEMCHHO C 3TUM IIOAIUCBLIBACTCS AKT
OKOHYATEeNbHON NMpHEeMKH 000pyroBaHUsS B IKCILTyaraluio mo ¢opme, ykazanuoil B Ilpunoxkenunn 6 x

Horosopy.

10.4. B cnyuae nanuuus B [IpoTokose mpremMo-cAaTOYHBIX MCIBITAHWN HENPUHIUIHAIBHBIX 3aMedaHuil,
HEe BIMAIONIMX Ha TEXHOJIOTHMYECKHH mporecc paboTsl OOOpyHOBaHMS, HO NPH 3TOM TPeOyHOIIUX
yCTpaHEHHs 10 MOMEHTa mpueMkn OO0opynoBaHUsS B 3KCIUTyaTanuio, PabGoyas KOMHCCHS TOAMUCHIBAET
Akr paboueil xomuccun o mpuemke OOOpymZOBaHHMS B OIBITHYIO SKCIUTyaTallMI0 C YKa3aHHEM BCeX
3aMEYaHUN U CPOKa OMBITHOW JKCIUTyaTalliy, B TE€UEHUH KOTOPOTO AOJKHBI OBITH YCTpaHEHBI yKa3aHHBIC
3aMedaHusi, HO He Oonee 60 (mecThaecsT) kaneHaapHbIx 1Heil. Ha ocHoBannu Akra Pabouei komuccuu o
npueMkKe 00OpYJOBaHMS CTAaHLMOHHBIX COOPYXEHHH B ONBITHYIO JKCIUTyaTallMIO0 MOAIMUCHIBAETCS AKT
npeaBapuTenbHol npueMkn OO0OpynoBaHHS B SKCIUTyaTalMIO C MPUIIOKEHUEM BCEX 3aMEYaHUN U CPOKOB
ux ycrpaHeHus no ¢opme, ykazannoit B Ilpunoxenun 5 x [Jorosopy. Ilocne Akra mpenBapurenbHOI
MPUEMKH NOAMUCHIBACTCS AKT IPUEMKH-CAAYH OKa3aHHBIX yCIYT.

10.5. Tlo 3aBepiieHUN MEPHOAA OMBITHOW SKCIDTyaTallid W YCTPaHEHHWsS 3aMEYaHWi, yKa3aHHBIX B AKTe
npeaBapuTeNbHON NpueMKH, Pabodas KoMHccHA NPUHUMAET pelieHne o rotoBHOCTH OOOpyHOBaHHS K
SKCIUTyaTallM W moanuckiBaeT AKT Paboueld komMuccHMM O MpPHEMKE CTAHLMOHHBIX COOPYXCHHH B
skcrutyaranuio. Ha ocHoBanumm Axrta pabodeid  koMuccuu ¢uiMana O TMPUEMKE CTaHIMOHHBIX
COOpyXeHHi B skciutyaranuio, [lokymarerem u IlocTraBmykoM moanuchiBaeTcsi AKT OKOHYATEIHHON
NpUEMKH 000PYIOBaHMS B SKCILTyaTaIHIoO.

10.6. Ecnu B Teuenme 30 (Tpuanarh) KajleHAApHBIX AHEW mmocne yBeaomsieHust [locraBmukoM 00
YCTPAaHCHHH BCEX 3aMEUaHWi, OTPaXCHHBIX B AKTE NPEIBAPUTEIBLHON IPUEMKH M TOTOBHOCTHU



HNPpUEMKH 000PpYA0BdHUKA B OKCILIYydTdLNLO.

10.6. Ecniu B Teuenme 30 (Tpuauarh) KajJeHAApHBIX AHEH mmocie yBeaomsicHus [locraBmiukoM 00
YCTpAaHEHHH BCEX 3aMEUYaHWH, OTPAKEHHBIX B AKTE TPEIBAPUTEIBHOH MPHEMKH ¥ TOTOBHOCTH
OO6opymoBaHus K crade B KOMMEPUYECKYIO dKcruryartaruio [locTaBmuk He MmoiydaeT MOAMHUCAHHBIN AKT
OKoHYarenbHOU npueMku OOOpyIOBaHHS B AKCIUTYaTalMIO WM MUCHBMEHHO 000CHOBAaHHOE OOBSICHEHUE
ITokymarenss 00 OTKa3e OT NMPUEMKH, TO CUUTACTCS JCHCTBUTEIBHBIM AKT OKOHYATEIbHOW MPUEMKHU
O06opyaoBaHus B SKCILTyaTaIHIo, TOMHUCAHHBIA TOIBKO [locTaBIIMKOM.

11. I'apanTuun. KayecrBo. Pexnamaunu

11.1. TlocTaBmMK rapaHTHpyeT BBICOKOE KadyecTBO TocraBiseMoro OOopymoBaHWs, MaTrepwalioB H
KOMIUICKTYIOIIINX, a TakXe KadecTBO IPOW3BOJCTBEHHON TEXHOJIOTHH, OTBEYAIOMIEH CaMbIM
COBPEMEHHBIM MHPOBBIM cTaHaapraM u HopmaMm. KadectBo mnoctaBimsiemoro OOopynoBaHHS
MOATBEPKIAETCS CePTU(UKATOM COOTBETCTBHSI 0€30MaCHOCTHU (KayeCTBY), a KOJIMYECTBO M HOMEHKIIATypa
MOCTaBKH JIOJIKHA COOTBETCTBOBaTh Crierudukanusam, ykazanHbiM B [Ipuinoxennn Ne 1 k Jlorosopy.

11.2. Tapantwitepii Ccpok cocraBiseT 12 (ABeHaANaTh) MeCSIEB C MOMEHTa MOANHCAHUS AKTa
OKOHUaTenbHON mpueMkn OOOpynoBaHMS B OSKCIUTyaTallMI0 IPU YCIOBHH COONIONEHHUs TpeOoBaHUM,
yKa3aHHBIX B TEXHUYECKOW okyMmeHTanuu Ha OOopynoBanue, npeanucanuii [loctaBmimka, a Takke
CTaHAAPTHBIX HOPM M NpaBui Ha mocraBinsiemoe OGopynoBanue. IlocTaBuyk B TedeHHE rapaHTUIHOTO
MeproAa JODKEH 00eCIeYnTh PEMOHT OOOPYIOBaHUS, COMPOBOXKACHHE MPOTPAMMHOTO OOeCIeueHHUs
(ycTpanenue omunbOOK, 3arpy3ka HOBbIX Bepcuii 10 u ap.), ycrpaHnenue aBapuii.

Ecin B TeueHme rapanHTHiiHOro mnepuoza OyayT BbiABICHB aAedexrsl OOopynoBaHHMA WM €TI0
HecooTBeTcTBUE ycnoBusiM JloroBopa, IloctaBmumk 3a cBoil cueT 00s3yeTcs OTPEMOHTHMPOBATH WU
3aMeHUTh JedektHoe OOopynoBaHHe Ha HOBOe B TedueHue 45 (COpoK MATh) paboyMx AHEH co JHS
OTIHPaBKU Ha PEMOHT. B ciyuae 3aMeHBbI BBILIEIIETO U3 CTPOs O10Ka HAa HOBBII BO BpeMs rapaHTUITHOTO
neprosia, CPOK TapaHTHHHOTO MEPHOoa Ha JaHHBIN OJIOK MPOATIEBAETCS HA CPOK, B TEUCHHE KOTOPOTO STOT
0ok HaxoAwicss B HepaOodyeM cOCTOSHUHM. Bce pacxompl MO PEeMOHTY WM 3aMeHe Je(EeKTHOTro
OO6opynoBaHusi, B TOM 4YHUCIE, CBS3aHHBIE C TAMOXXEHHOW OYMCTKOM M TPAaHCIIOPTUPOBKOM, TaKKe HECeT
[TocTaBmMK Ha YCIOBUSX MOCTaBKH, MPEyCMOTPEHHBIX [[oroBopom.

11.3. TapanTus He pacrpocTpaHseTcs Ha Je(PEKThl, BBI3BAHHBIC HEMPABMILHOW JKCILTyaTalued WIu
HECAHKIMOHUPOBAHHBIM HCIoNb30BaHueM OOopynoBanus Ilokymareaem W/WiM TpeThell CTOPOHOM, a
TaK)Ke, €CIM HMEIH MECTO OOCTOSTENLCTBA HEMPEOJONMMON CHIIbI (CTHXHHHBIC OCICTBUS, MOXap,
HABOJHEHUE | JIp.), TOBIEKIINE 32 COOOH MOBPEkKICHHUE U BBIX0J U3 cTposi OO0pynoBaHHS.

11.4. Ilpeten3us (pexyiamanysi) 1Mo BOINPOCAM KayecTBa M KOJMYecTBa nocrapieHHOro OOopynoBaHus
npenbsasusiercs [lokynarenem k [loctaBmuky:
a) 10 KOJIMYeCTBY - He no3aHee 30 (Tpuanarh) KajaeHIapHbIX JHEH ¢ AaThl moctaBku O00pyIoBaHMS;
0) 1O KayecTBY — B T€UEHHE TapaHTHIHHOTO MEePHOA.
[MocTaBmuk 00s3aH paccCMOTPETh NPETEH3UIO (peKiamaiuio) B TedeHue S5 (msATh) pabouux IHEH C
MoMeHTa ee moimydeHus. Ecim IlocraBmmk He najd OoTBeTa B Ha3BaHHBIM CPOK, Takas MPETEH3US
cuuTaetcs npusHanHoi [locraBmukom.

12. OTBeTcTBeHHOCTH CTOPOH

12.1. B cnyuae Hapymenusi [locraBumkom cpoka moctaBku OOOpyIOBaHUs, YCTAHOBICHHOTO ITyHKTOM
5.1. HloroBopa, Ilokymarens BmIpaBe NpPEIbSIBUTh IMHCEMEHHOE TpeboBaHWE 00 ymaTe TeHHW, a
[ocTaBmuk nmpu moiaydeHUH Takoro TpeGoBanus ymiaadusaeT llokymaremo meHio B pasmepe 0,1% ot
CTOMMOCTH HE TIOCTaBJICHHOTO B cpok OO0pynoBaHus 32 KaXKIbIH JIEHb MPOCPOUKH, HO He Oonee 10% ot
CTOMMOCTH He HocTaBieHHOro O0opy10BaHHUS.

12.2. B cnyuae npesbliieHus 1o BuHe [locTaBuimka cpokoB OKa3zaHUsl YCIYT U C YYETOM BBITOJIHEHHS
[Hokynarenem ycnoBuid myHkToB 5.8., 9.1. loroBopa, Ilokymarens BnpaBe MUCBMEHHO MOTPeOOBATH, a
[TocTaBuuK Mpyu MOTYYSHUH TAKOTO TpeOOBaHMs AOJDKEH omiatuTh [lokynarento neHro B pasmepe 0,1%
3a KaXIbIi IeHb IPOCPOUKH, HO He Gosee 10% OoT cyMMBbI HEHCIIOITHEHHOTO 0053aTeNbCTBA.

12.3. Ecimu mnocraBnenHoe OOopyaoBaHHE HE COOTBETCTBYET IO KayecTBY CTaHAAapTaM, WHOM
JOKyMEHTallul WU yciaoBusiM JloroBopa, a Take, €CJIM IOCTaBIEHO HeKoMIulekTHoe O0opynoBaHUe,
[TocTaBmuKk MEHSIET €T0 WM JIOyKOMILIEKTOBbIBaeT Ha OOopymnoBaHHMe Hajyiexaiero kadecrsa. Ecimu
O6opynoBanue He OyzaeT Bo3BpaieHo [lokynarento B TeueHue 45 (COPOK IATH) pabouux JHEH ¢ MOMEHTa
npenbasinenus [lokynatenem cooTBeTCTBYIOIIMX TpeboBanuii, [lokynarens BmpaBe moTpeboBarh, a
[ocTaBmuk B 3TOM cityuae OyzeT o0s3aH ymaruts mrpadHeie cankuuu B pasmepe 0,1% ot croumoct
HEeHUCIpaBHOTO/HeonocTaBieHHoro O00pyI0BaHus 3a KX JIeHh MPOCPOUKH, HO He Oonee 10% ot
CTOMMOCTH HeHcCIpaBHOro/HenonocrasiaeHHoro O6opynoBanus. Ecim IlocTaBIMK B yCTaHOBJIEHHBIN



[ToctaBuuk B 3TOM citydae OyJer o0si3aH ymiaatuTh mrpadHble caHkuuu B pasmepe 0,1% oT croumoctn
HEeHCIpaBHOTO/HeponocTapaeHHoro O0opyoBaHus 3a KaXIbIi 1eHb MPOCPOYKH, HO He Gosee 10% ot
CTOMMOCTH HeWcHpaBHOro/HemonoctasiaeHnHoro O6opynoBanus. Ecim IlocTaBomik B yCTaHOBICHHBIN
Croponamu cpok ycrpaHun pgedektsl B OOOpyIOBaHMM WM JOYKOMIUIEKTOBAl €ro, mTpadsl,
MPEIYyCMOTPEHHBIE HACTOSIIIUM ITYHKTOM, HE B3UMAIOTCSI.

12.4. Tlpu HecBoeBpemeHHoU oruatre OOopynoBanus/Yenyr, [locraBmk BhpaBe mnorpeboBarth, a
[Hokymnatens B 3TOM citydae AoiwkeH Oynet 3amiatuth [loctaBmuky nexro B pasmepe 0,1 % oT cymmbl
MPOCPOUEHHOIO MJlaTexa 3a KaXIblid JeHb Mpocpoukd, HO He Oomee 10% OT cyMMBI MPOCPOYEHHOTO
wiarexa. JleficTBue 9Toro myHKTa Ha MpEAOIUIaTy HE PaclpoCTPaHIETCsl.

12.5. Ecnu IloctaBmmk He HavyHET ocTaBKy OO0pyI0BaHMS WM OKa3aHUE YCIYT MO JI000W MPUYUHE HE
no BuHe [lokymarens B Teyenne 140 (cTo COpOK) Kajl€HAApPHBIX AHEH C MOMEHTa IOTYYEHUs
npenoruiatel, To [locTaBiiuk 00si3aH BEpHYTh CyMMY aBaHca, HO He nmo3aHee 300 (Tpucra) KaJleHIapHBIX
JTHEH ¢ MOMEHTA ero MepeYrCICHHUS.

12.6. B cmyuae Hencnonaerus [locTaBmmKoM 0053aTENBCTB 1O JIOJIE MECTHOTO COAEPKAHMS, YKa3aHHOTO
B noxnyHkre 2.1.9. Jorosopa, IlocraBmumk BeimnaunBaer mTpad B pasmepe 5%, a taxxke 0,15% 3a
Kax/bIil 1% HEBBIOIHEHHOI'O MECTHOIO COZIEPXkKaHuUs, OT 00ILei CTOMMOCTH J0roBopa, Ho He Goiee 15%
oT obmeil croumoctu [lorosopa. 3a HECBOEBPEMEHHOE IPEAOCTABICHUE OTYETHOCTU IO MECTHOMY
COJIIEPKAHUIO U IPEIOCTaBICHUE HeNOoCTOBepHOW orueTHOCTH [locTaBmuk BhlmutaunBaeT Ilokymarento
mrpad B pazmepe 15% ot obuieit croumoctu JloroBopa (6 cryyae Hanuuus MECMHO20 COOEPHCAHUSL).

12.7. B ciyudae pactopxeHusi [loroBopa B OZHOCTOPOHHEM IOPSIKE, IO OCHOBAHUSM, yKa3aHHBIM B
pasaene 15. loroBopa, BuHoBHas CTopoHa BbImIadyuBaeT mtpad B pazmepe 5% oOT oOmIel cTOMMOCTH
Horosopa.

12.8. Yrnara nenu u mtpados He SBISETCS 0OCHOBaHUEM JUIsl 0cBOOOXKIeHNs CTOPOH OT 00SI3aTeNbCTB 10
Horoopy. Ymumara Heycroek u mrpadoB ocymectsisercs CropoHamu B Teuenue 20 ([Bammarm)
0aHKOBCKHUX JHEH C JaThl MOMyYEHHsI COOTBETCTBYIOIIETO YBEIOMIICHHS.

12.9. B cinyuae mpumenenuss k IlocraBmnwky mrpadHbIXx caHkuui, [Tokynarenb BIIpaBe yrepiKarb
HAYMCIICHHYI0 CyMMYy TI€HHM wW/wim mrpada U3 CymM, Homiexammx Bbiuiate [locraBmumky 3a
WCTIOJIHEHHBIE 00513aTeIbCTBA COIVIACHO YCIOBUsIM JloroBopa.

13. ®opc-maxkopHbIe 00CTOSATEIHLCTBA

13.1. Hu omna u3 CTOpoH HE HeCeT OTBETCTBEHHOCTH mepen Apyrot CTOpOHOI 3a HEBBINOJIHEHHE
00s13aTeNBCTB 10 J[0TOBOPY, BO3HUKIINX ITOMHUMO BOJH U keldaHust CTOpOH, KOTOpbIe HENb3s MPEABUICTh
WM M30eXKaTh, BKIIOYasi OOBSIBICHHYIO WM (PaKTUYECKYIO BOIHY, Tpa)KIaHCKHE BOJIHEHUS, SIHIEMHUHU,
Onokany, 3M0apro, 3eMJIETPsCEHUS], HABOJHEHHUS, TIOXKAPBI M IPyTUe CTUXUUHbBIE OCACTBHSL.

13.2. CBUIETENHCTBO, BBIIAHHOE KOMIIETEHTHBIM OPTaHOM, SIBJISIETCS JOCTATOYHBIM IOATBEPKIACHUEM
HAJIWYHSI ¥ IPOJIOJDKUTEEHOCTH JICHCTBHUS HETPEOAOIMMOM CHITHI.

13.3. CropoHa, [y KOTOPOW CTaJi0 HEBO3MOXHBIM BBITIOJHEHHE CBOUX 00s3arenbcTB 1o JloroBopy
JIOJDKHA JIaTh u3BelleHue Apyroi Ctopone B TeueHe 7 (ceMb) pabodnx THEH o Havale W MpeKpalieHun
JeWCTBHS 0OCTOSATENBCTB, BOCIIPENATCTBOBABIINX BBINOMHEHUIO 00s3arenseTB 1o Jlorosopy. B ciyuae
HECBOEBPEMEHHOTO H3BEIICHHS O HACTYIUICHHH (DOPC-Ma’KOPHBIX OOCTOSATENBCTB, COOTBETCTBYIOIIAS
CropoHa Juiiaercst mpaBa 0CBOOOXKACHHUS OT 00sI3aTeNbCTB MO HacTosmeMy Jlorosopy.

13.4. Ecnm oOcTosiTeIbcTBa HEMPEOAOTUMON  CHUJIBI  JIEHCTBYIOT Ha MPOTSHKEHHH 3-X  (Tpex)
NOCJIEZIOBATEIbHBIX MECSIEB M HE OOHApy)KMBAIOT IPHU3HAKOB IPEKpaIleHHs, HacTosmmid Jlorosop
MOXeET OBITh pacTOPrHyT JIt000H 13 CTOPOH IMyTeM HalpaBIeHUs yBeAOMIIEHUS 1pyroit CTopoHe.

14. Cpoxk aeiicrBus [lorosopa

14.1. JoroBop BCTyMaeT B CHIIy C MOMEHTA €T0 IMOANICAHNS U BHECEHHs 00ecIieueHusT BO3BpaTa aBaHca v
JEHCTBYeT 10 MOJIHOTO U HaJyIeXalero ucnoinHenus: CTopoHamu cBoux o0s3arenseTB 1o Jlorosopy.

15. Pacrop:xenne J[oropopa B OIHOCTOPOHHEM IMOPSIAKe

15.1. Ilokynarens BripaBe B OTHOCTOPOHHEM HOPSIIKE PACTOPTHYTH JI0roBOp MyTeM HalpaBiIeHHUS APyron
Cropone yBegomieHus 3a 10 (ecarb) pabouux THEH 10 MaThl PACTOPKEHUS B CIIydasix:

0 nocrasku OGopymoBaHMS HEHAJNEKAIIEr0 KAYeCTBA C HEIOCTATKAMH, KOTOPbIE HE MOTYT OBITh
yCTpaHeHbl B ipuemieMsblil 1 [lokynarens cpok;

0 me mocrakm OGopymoBanus/He okasaHus YCIyr B Cpok cBbIie 60 (IIeCThIeCST) KaTeHIaPHBIX THEH

. C MOMEHTA, YKa3aHHOTO B ITyHKTeE 5.1. JloroBopa;

HEe BHeCeHHUs o0ecreueHust BO3BpaTa aBaHCa (npeﬂormaTm) B COOTBCTCTBUU C YCIIOBUAMU,

arneoneuunvag B TnnmvarTe D 1 1 TTarnrnana



= HC INIOCTABKHN VOOPYAOBAHHWA/HE OKA3dHUWA YCIIYD B CPOK CBbILIC OU (LICCTHACCAT) KAJICHAdPHbIX JTHCHU
C MOMEHTA, YKa3aHHOTO B myHKTe 5.1. JloroBopa;

HE BHECEHHs1 oOOecTiedeHHs BO3Bpara apaHca (Mpenoryiarhl) B COOTBETCTBHH C YCJIOBHUSIMH,
OoroBopeHHBIMHU B moAanmyHkTe 2.1.1. foroopa.

[Hokynartens BmpaBe TpeGoBarh oOT I[locTaBmmMka BO3BpaT paHee YIMJIAYEHHOH CyMMBI, 332 BBIYETOM
JIOKYMEHTAJIbHO TIOJITBEPKACHHBIX PAacXOlOB, MOHECEHHBIX [locTaBIIMKOM B CBS3M C HCIOJIHEHHUEM
Jorosopa 10 MoMeHTa pacTopxeHus Jloropopa, mpu 3TOM BO3BpaT OcCyllecTBIsieTcsl B TeueHuH 30
KaJIeHJapHbIX (TPUALATH) IHEH C MOMEHTA MOJIy4YeHHs YBEIOMIIEHHs O pacTopkeHus Jlorosopa

15.2. TlocTaBIIMK BIpaBe B OAHOCTOPOHHEM MOPSAIKE pacTOPrHYTh [loroBOp myTeM HampaBiIeHUs APYTou
Cropone yBegomiienus 3a 10 (mecatp) pabounx JHEH A0 JaThl pACTOPKEHHS B CIIydae:
HapymeHust [Tokynarenem cpokoB oruiatel Oosnee yem Ha 60 (IIecThIecAT) KaJeHIapPHbIX JTHEH.

16. I'apanTuiinoe o0cayKuBaHue

16.1. T'apantuiinoe oOcmyxuBaHUe, Oka3biBaeMoe llocTaBIIMKOM B paMKax AaHHOTo J{oroBopa, TOMHKHO
BKJIIOYAaTh B ce€0sl pEMOHT 00OpYIOBaHUs, CONPOBOXKICHUE MPOrpaMMHOro obecreueHus (yCTpaHEHUE
omuboK, 3arpy3ka HOBbIX Bepcuid [1O w ap.), ycTpaHeHue aBapuii, KOHCYIBTHPOBAaHUE C IIEIBIO
paspenieHnss TEXHUYECKUX MpodieM 1o TenedoHy, (akcy WM DIIEKTPOHHOW mourte (1o BoOIpocaMm
(GYHKIIMOHMPOBaHMS, SKCIUTyaTauy U KoHpurypamn O0opyIoBaHus).

16.2. IlocraBumk noinkeH obecrneunBarh noctaBky 3MII Bcex 3aMeHsEMBIX IUIAT, MOAYJCH, MEIKUX
JeTanell W TpOoYMX 3alacHbIX 4YacTed, TpeOyeMbIX Ui TeXOOCHYXXHBaHHUS  IOCIEe OKOHYAHUS
rapanTuiiHoro cpoka He meHee 10 mer. Llenst Ha 3UII He MOMKHBI MOBHIIIATECS HE MeHee 7 (CeMb) JIeT
nocite 3axiroueHus JloroBopa. 3akymnka 3UIT OyzeT ocyIecTBIATECS Ha OCHOBE OTAEIHHO 3aKITI09aeMOT0
JloroBopa, B COOTBETCTBHHM C 3aKOHOAATEILCTBOM PecmyOnmukum KaszaxcTaH W BHYTPCHHHMH aKTaMU
ITokynarens.

16.3. Ilo okOHYaHWH TapaHTUHHOTO CPOKA, YCIYTH MO TEXHUYECKOW MOAEPIKKE U MOCIETAPAHTHHHOMY
oOciyxrBaHuIo OyayT okazanbl [lokynarento Ha OCHOBE OTJEIBHOTO JOTOBOPA, 3aKI0UYAEMOT0 B pPaMKax
3akoHOnarenbcTBa Pecnyonukn Kazaxcran u/wnm BHyTpeHHHX akToB llokymnarens, persaMeHTHPYIOMNX
HOPSIIOK OCYILECTBIECHUS 3aKyTIOK.

17. Pa3pemienue cnopos

17.1. B cmydae BOSHUKHOBEHHS CIIOPOB | pasHornacuii mo JloroBopy, CTOpOHBI 00SI3yIOTCSI IPUHSTH BCE
MEPBI K UX YPETYJIHPOBAHUIO IIyTEM [IEPETOBOPOB.

17.2. B ciaydae HEBO3MOXKHOCTH pa3pellieHUs] CIIOPOB U PA3HOINIACHM MYTEM IEPETOBOPOB MEXKAY
CTtopoHaMu, TO OHU MOJUIEKAT Pa3PELICHHUIO B CyIeOHOM HOPSIKE, B COOTBETCTBUH C 3aKOHOAATEIbCTBOM
PecnyOonuku Kazaxcras.

17.3. IlpumenumMbiM mTpaBoM siBisieTcsi mpaBo PecnyOnuku Kazaxcran. CnopHble  BOIpPOCH!
paccmarpuBatotcsi cynamu PecmyOnuku Kasaxcran B cooTBercTBHM ¢ 3akoHonarenbcTBoM PK u Ha
Tepputopun Pecnybnnku Kazaxcras.

18. IIpoune ycjaoBus

18.1. Bce u3meHenus: u gonoiHeHus K Jlorosopy OyayT UMETh IOPHIMYECKYIO CHILy, €CIM OHHU He
NpOTHBOpEYaT  3aKkoHojarenbcTBy — PecmyOnukm — Kazaxcran — w/mim WHBIM - TOKyMEHTaM,
pEerIaMeHTUPYIOIIMM TOPSAJOK OCYIIECTBICHUSI 3aKyloK ToBapoB, pabor um ycmyr [lokymarenem,
COBEpUICHbl B IHCBMEHHOW (opMme, MOANHCaHbl YHOJIHOMOYEHHBIMH mpenacTaButensiMu CTOpOH H
ckperieHsl nedarsiMu CTOpOH.

18.2. Hu omua u3 CropoH JloroBopa He MOXET NepeyCTyIaTh WU TepeaaBarh J00bIe W/WIN BCE CBOU
npaga JIn00 00sI3aTeNIbCTBA TPEThEH CTOPOHE 0€3 MPEIBAPUTEIBLHOrO MOTYYCHHS TMCBbMEHHOTO COTIACHS
npyroit CTOpOHEI.

18.3. TlocTaBmUK MMEET MPaBO C MUCBMEHHOTO coracus [lokynarens HaHATH CyONOAPSITYUKOB, MPU
ycnoBun npenoctasneHust Ilokymaremo [loroBopa cyOmoapsima.  Hanmmume cyOnoapsamuukoB He
ocBoOokaeT [TocTaBiuka OT JHOOBIX €ro 00s13aTeNIbCTB WM 00s13aHHOCTeH 1o JloroBopy. IlocraBiuk
rapaHTUpPyeT JOJDKHBIH ypOBeHb NpodeccruoHanu3ma cyonoapsaaukoB. Takue OTHOIIEHUS CyOmoapsiaa
HU B KOl Mepe HE MEHSIOT CYIIHOCTh 3Toro JloroBopa Ha YCIIOBHSIX «IOI KIIOY», a TaKXke He
ocBoboxatoT [locTaBmmka ot ero 00513aTeNbCTB 1Mo JJoroBopy OTHOCUTENBHO OJIHON OTBETCTBEHHOCTH
3a yCTaHOBKY W cjAady B 9Kciutyaranuio Bcero OOopymoBanus. B pamkax [lorosopa IlocraBimk
ocTaeTcs eIMHCTBEHHBIM IapTHepoM [lokymaresns.

18.4. Hu onna u3 CTopoH He IOJDKHA 0€3 MpeABapUTEIbHOrO MMCBMEHHOTO cortacus Apyroit CTOpoHsI
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0CTaeTcsl eIMHCTBEHHBIM NapTHepoM [lokynaress.

18.4. Hu onna u3 CTopoH He nokHA 0e3 MpeABapuUTEeIbHOr0 MUCHbMEHHOTO cortacus Ipyroi CTOpoHBI
packpbIBaTh KOMY-IHOO cozepskaHue JloroBopa WM Kakoro-imbo H3 €ro MOJOKEHMH, a Takxke
coliepKaHWe TEXHHYECKOW JMOKyMEHTAIWH, IUIAaHOB, YepTeKeH, Mojenei, oOpa3lmoB WX Jpyroi
nHGOpPMAaLIMK, CBS3aHHBIX C 3aKIIOYCHHEM WM HCIoiHeHHeM JloroBopa, 3a HCKIIOYEHHEM TOTO
nepcoHana, KOTOPBIN MpHBIEUEH Ul BBIOJHEHHS Hactosmero Jloropopa. Yka3aHHbIE JOKYMEHTHI W/
wiu nHpopmanus OyayT HCIoNb30BaThesi CTOpoHaMH KOH(DHUISHIIMAIBHO U UCKITIOUYUTENBHO B TOW MeEpe,
HACKOJIBKO 3TO HEOOXOJMMO ISl BHIIOJHEHHS JOTOBOPHBIX 00S3aTEIIBCTB.

18.5. I[OFOBOp COCTABJICH HAa PYCCKOM A3BIKC B ABYX 3K3CMILIApaAX, UMCIOINUX PAaBHYIO HOPUIAUYCCKYIO
CUJ1y, OJWH 3K3CMILIAP HOCTaBHH/IKy " OAWH 3K3EMIIAP HOKynaTeJ'IIO.

19. IOpuanveckne agpeca, 0aHKOBCKHE PeKBU3UTHI M moanucu «CTopon»
IokynareJn: MocTraBmuk:

AO «Ka3axrTeJgeKkom»

FOpuouueckuii aopec:

PecmyOnuka Kazaxcran,

010000, . Actana, p-on Capsiapka, np. Abas, 31,
Tloumoswiii adpec:

050059, . Anmarsrl, yn. @ypmanosa, 240 6,

PHH 600700017446, BUH 941240000193

bankosckue PpeKkeusumaosl.

HokynareJsn: IMocTaBIIMK:
«_» 2013r. «_ » 2013r.
M.II. M.II.

Hpunoxenne Nel
K /loroBopy o 3aKynkax TOBapoB M yCJIyr

Ne oT 2013r.

CIHEOUPUKALUA OBOPYIOBAHUA U YCIIYT

Ne i/ HaumeHoBaHNe KOMILIEKTYIOLIUX, En. |llena,|Koua-Bo|O0mas

n BXOJSIIIMX
HU3M.|3a e]. cymMma

B COCTaB 000py10BaHUS




IMokynarenn: IMocraBmuk:

«__» 2013r. «__» 2013r.

IIpunoxenne Ne 2
K /loroBopy 0 3aKynkax TOBapoB H YCJIyT

Ne oT 2013r.

TexHn4yeckoe 3agaHue

HoxynareJn: HocTaBmuk:




« » 2013r. «  » 2013r.

M.II. M.II.

IIpunoxenne Ne 3

K [loroBopy Ne

oT 2013r.

dopma
AKkTa npuema-nepeaauyn Oo0opyroBaHus

Mecto npueMku Hara

AxunoHepHoe O01ecTBO «KA3AXTEJIIEKOM» Kak «IToxynarenb, B JTUILE

, C OTHOH CTOpPOHBI, HU kak «llocTaBmuk», B
e , C IPYTOil CTOPOHBI, COCTaBHUIIN HACTOSIINN AKT O HUKECIEAYIOIIEeM:
B coorBercTBUM ¢ ycnoBusmu JloroBopa OT « » 2013 1. TlocTaBmmk

nepenaet, a [lokynarens npuaumMaet cienyromee OOopynoBaHue:

#|Kox|Onucanue o6opynosanus|Komn-so|Cepuitabiii |[{ena|Cymma
HOMED

CrouMocTh 000pyIOBaHHSI COCTABISIET ( ) TeHre.

[IpeTeH3un 1Mo KOMIUIEKTHOCTH M BHEIIHEMY BHUIy mocraBieHHoro IlocraBmukom 1o JloroBopy
OO06opynoBaHUIO, CTOMMOCTHh MOBPEXIEHHOTO WM HemomocraBieHHOro OO00pynoBaHUS U CPOKH
ycTpaHeHus npereH3uil [locTaBmykoM NpuBeACHBI HUXKE:

Z

CymectBo nperen3nu |Cpok ycrpanenusi| CTOUMOCTh HeIONOCTABJIEHHOI0
W TOBPEKIEHHOT0
Oo6opynoBanus

O T TacTantruran: O T Towvmmareman:



Ot «IlocTaBmukay: Ot «Ilokynarens»:

Hoxynares: HocTraBmuk:
«_» 2013r. «_» 2013r.
MLIL MLIL

Ipunoxenne Ne 4
K Jloropopy o 3aKynkax TOBapoB U yCJIyr

Ne oT 2013r.

Dopma
AKTa NIPHEMKH-CAa41 0KA3aHHBIX YCJIyr
Hara: MecTo npueMKu.

MBI, HUKCTIOANMUCABIINECA MPCACTABUTCIIN AO <<Ka3aXTeJ’IeKOM», KakK ((HOKyrIaTeJ'ISI» B JIUIIC

, | , kak  «[locTaBmuk» B JHIE
., COCTaBuiauM Hactosgmmi AkT o ToM, urto «llocTaBmMKOM» C
2013r. o 2013r. oxa3aHBI COTJIACOBAHHBIE YCIIYTH, B COOTBETCTBUU C
Horosopom Ne OT « » 2013r., B cnemytomeM o0bEMe:
BoinonHnennble padorsl |Cymma,|H/IC |Beero, Homep
Puinal 3aKa3a B
SAP
Hroro:

Bommonnennsie  «l[locTaBmumkomM» ycayrd Ha TEppPUTOPUN
COOTBETCTBYIOT TpeboBaHUIM «llokynarens» u yaoBIeTBOPAIOT yciaoBusM Jlorosopa.

CTOMMOCTb BBINIOIHEHHBIX YCIIYT COCTaBIISIET ( )

Yeiryru npuHATHI Yeayru oxkaszanbl

Or «Iloxynares»: Ot « [TocTaBmmKa»:

IMokynarenn: IMocraBmuk:



Hoxynares: HocTaBmuk:

«  » 2013r. « » 2013r.

M.II. M.II.

Ipunoxenue Ne 5
K Jloropopy o 3aKynkax TOBapoB U yCJIyr

Ne oT 2013r.

dDopma
AKTa npeaapuTebHoii npueMku O00pyA0BaHHSA B IKCIIYaTALUIO

Horosop Ne OT « » 2013

CTOpOHBI, OO CBhIBAOIINC HaCTOHH_[I/Iﬁ AOKYMCHT, IIpU 3OTOM 3asBJIAIOT, YTO B COOTBCTCTBUU C

ycnoBusMu JloroBopa Ne OT « » 2013 r:
1. OGopynoBanue ¥ YCIYyTM MOHTa)Ka W ITyCKOHAJAAKHU «IOJ KIFOW» IS
AO «KazaxTenekom», TOCTaBICHHOE W YCTaHOBJICHHOE B COOTBETCTBUU C
HoroBopom Ne OT « » 2013r.,, COOTBETCTBYET COTIACOBAHHBIM CIEITU(UKAIIUSM U,

CJICAOBATCIIbHO, NIEPEAACTCA U IPUHUMACTCA JIA BBOJIa B OINBITHYIO 3KCILTyaTallHuIoO.
2. YCJ'IYFI/I MOHTa)Xa " IMyCKOHaJIaKU Ha YCJIIOBUAX «I10OJ KJIIIF0Y», BKIIFOYAOIIUE B ceos:

- YcraHOBKY, KOHOUTYPHUPOBAHHUE U MTYCKOHAIAIKY 000pyAOBaHMUS:
- IIpoBeneHre TECTOBBIX HCTIBITAHU, BBOJ] B OKCILTyaTallMIO:
BBITIOJTHEHBI B TTOJTHOM 00beMe, IpeyCMOTPEHHOM J0roBOpOM.

3. Bce Boleyka3anHbIe pabOTHI OCYIIECTBICHBI B CPOKH:

Hauaio: 2013r. OKoHYaHUE: 2013r.

4. Mecro ycTaHOBKH 000PYIOBaHUSI:

5. B xone npenpaputenbHON mnpueMkd OOOpydOBaHHS BBIABICHBI 3aMCYaHMs, HE BIIMSIOIIME Ha
TEXHOJIOTUYECKH TMporiecc paboTel O0OpynoBaHUs, HO TpeOYIOIIME YCTPAaHEHUS B TEPUOL
ONbITHON sKcmmyatanmu. CpoK — ONBITHOM sKcmutyataumu — 60 KaJdeHOapHBIX OHEH C JaThl
noanucanus AxTa TnpeaBapUTeNabHONM mnpueMkun OOopynoBaHus. 3aMedaHus W CPOKH HX
yCcTpaHeHus peicTaBIeHbl B [IprioykeHnH K HacToAIEeMy AKTY.

IMpuioxenune
K AKTYy npeaBapuTeJbHOI npueMKkn O00pynoBaHus B IKCIIyaTalluI0
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Ipunoxenune Ne 6
K /loroBopy o 3akynkax TOBapoB M yCJIyr

Ne oT 2013r.

®dopma

AKTa OKOHYATEJbHOH npueMku O00OPYI0BaAHMS B IKCIIYaTALMIO

Horosop Ne OT « » 2013 .

CTOpOHBI, IIOAIINChIBAIOIIINEC HaCTO}IHII/Iﬁ JOKYMCHT, IIPpU 3TOM 3asBJIAIOT, YTO B COOTBETCTBHUU C
ycnoBusamu JloroBopa No OT « » 2013 r:

1 NE nacrrAamarrrra ¥  wrATrTrewr o fATvmaaven ¥ TR TATAATYA TrOaTrTAYY  iivreTr wvaTrvAawma e AN



CTOpOHBI, TMOJIITUCHIBAIONINE HACTOSAIIUNA AOKYMCHT, IIpU O3TOM 3asiBJIAKOT, YTO B COOTBETCTBHUU C

ycnoBusaMH JloroBopa Ne OT « » 2013 .
1. Ob6opynoBanue U YCIOYrH MOHTaXa M TYCKOHANAIKu «mof kimou» mis AO
«Kazaxtenekom», HOCTaBICHHOE U YCTaHOBJIEHHOE B cooTBeTcTBUH ¢ JloroBopom Ne
oT « » 2013r., COOTBETCTBYeT COIJIACOBAHHBIM CIEIU(DHUKANHSIM W,

CJIEI0BATENBHO, NEPEACTCs U MPUHUMAETCS JUIsl BBOJA B SKCIUTYaTalUIO.
Yenyru MOHTaka M ITyCKOHANAJAKH Ha YCIOBUSAX IO/ KITFOW», BKITIOYAIOIIUE B CE0S:

- YcraHOBKY, KOHUTYpUPOBAaHHUE U IIYCKOHANAIKy 000pyI0BaHMS:
- IlpoBeneHne TECTOBBIX HCTIBITAHUI, BBOJ B 3KCILTYaTaIHIO:
BBITTOJIHEHBI B TIOJTHOM 00beMe, TIPeIyCMOTpeHHOM J[0TOBOPOM.

Bce BoleykazanHbie paOOThI OCYIIECTBIICHBI B CPOKH:

Hauaio: 2013r. OKoHYaHUE: 2013r.

O6opynoBanue JOKHBIM oOpasoM ceprudummupoBano. Komus Kazaxcranckoro Ceprudukara
COOTBETCTBHUS SIBIISICTCS HEOTHEMJIEMOH YacThl0 MaHHOTO AKTa OKOHYATENbHOH IpPHEMKH B
IKCILTYaTaIHIO.

MecTto ycTaHOBKH 000pY/IOBaHHS:

3aMeuyaHuil U HEAOAEIIOK HET.

IMapanTuiiapiii mepuoa: 12 MecsIeB ¢ JaThl TOAIMUCAHMS HACTOSIIETO AKTa OKOHYATEIFHON MTPUEMKH
B JKCILTyaTalHIo.

IMokynarenn: IMocraBmuk:

«

» 2013r. «  » 2013r.

M.II. M.II.

Ipunoxenne 8
Kk TenaepHoii JOKyMEHTALMH 110 YJIeKTPOHHOMY TeH/IepPY MO0 3aKyNKe 000py10BaHHUS
yabra ynpasienuss COPM c ycjyraMu MOHTaka U MyCKO-HAJAAKH ''10og Kiwoy"

Kputepuu 119 pacyeTa MUHUMAJIbHON YCJIOBHOM IEHBI

Kpurepnii BapuanTsl 0TBETOB

[MoTeHIMaMBHBIH MOCTaBIIUK SIBIISIETCS OTEYECTBEHHBIM
TOBapONPOU3BOAUTENEM  3aKyllaeMOro TOBapa B  COOTBETCTBHHM C
NPE/ICTABJICHHBIM OPUTUHAJIOM WM HOTApHaIbHO 3aBEPEHHON KOMHUEH na/Her
ceprudukara mnpoucxoxaeHus toeapa (dopmer CT KZ) mmbo womueid,
3aBEpEHHOI TOCYJapCTBEHHBIM WJIM HMHBIM YIOJHOMOYCHHBIM OpTaHOM,
BBIJABIIUM  CEPTUPHKAT M COCTOMT B PeecTpe  OTE€UYeCTBEHHBIX
TOBapONPOU3BOAUTEINEH.

HOTCHHHaHBHBIﬁ IIOCTAaBIIUK SABIIACTCA )106pOCOB€CTHI>IM IIOCTAaBIIIMKOM B Z[a/HGT
COOTBETCTBUU C HepequM ,Z[O6pOCOBCCTHBIX IIOCTAaBIIMKOB Xon)era

[loreHumaneHpli  MOCTAaBIIMK  SIBJSIETCS  OpraHU3aledl  MHBAJIUAOB
(puzmueckum JUIIOM - WHBAIIUTIOM, OCYIIECTBIISIOIINM
HPEeANPUHUMATEIBCKYIO IESITENbHOCTD), IPOU3BOJIAIIEH 3aKyaeMblii TOBap B
COOTBETCTBUM C TPEACTABICHHBIM OPHIMHAIOM WM  HOTApHAIBHO na/HeT
3aBepeHHON Komuel cepTudukara npoucxoxaenus toapa (popmer CT KZ)
b0 KOoMuel, 3aBepeHHON TOCYIapCTBEHHBIM WIIM WHBIM YIOJTHOMOYEHHBIM
OpraHoM, BBIJABIIMM CEPTU(GUKAT U COCTOMT B PeecTpe opraHusamuii

MHBAJIIUIOB (buznyeckux JINTO - UHBAJIMIOB. OCVIIECTBIISHOIINX



SADUPLINUN RULLMLH VO LIWWHRGLA LPUNUAUMACANA 1UDAPA \WUPMDL w1 1x24)
b0 KOTMUeH, 3aBepeHHON TOCY/IapCTBEHHBIM WJIM WHBIM YIIOJTHOMOYEHHBIM
OpraHoM, BBIJABIIUM cepTH(HUKAT U cocTouT B Peectpe opranuzanmit
UHBAIMAOB  ((QU3MYECKHX  JHUI - WHBAIWIOB,  OCYLIECTBIIAIOLINX
MPEeANPUHIMATENBCKYIO 1S TEIbHOCTD) XOIINHTa

4 | Hannuue y MOTEHUMAIBHOTO MOCTABILMKA OMbITa PabOTHl HA OZHOPOIHOM
pPBIHKE 3aKylMaeMbIX TOBAapOB, YCIyl, B TEYEHUE TOCIEAHMX S JET,
MOJITBEP>KJIEHHOTO COOTBETCTBYIOIIMMH OpHUTHMHAJIaMH MM HOTapUaIbHO Ja/Her
3aCBUJETEIbCTBOBAHHBIMU KONMSAMU HaK/IaJHBIX, COOTBETCTBYIOLIUX aKTOB,
MOATBEPKIAIOLINX IPUEM-IIepeady MOCTaBICHHBIX TOBAPOB, OKAa3aHHBIX

YCIYyT.

5 | Hannuwe y mOTEHIMATBHOTO TIOCTABIIMKA CEPTH(MHUIMPOBAHHONW CHCTEMBI
(cepTudULUPOBAHHBIX  CHCTEM) MEHEMIKMEHTa B  COOTBETCTBHHM C
TpeOOBaHMAMHU TOCYJApCTBEHHBIX cTaHaapToB Pecmybmuku KazaxcraH, na/HeT
COOTBETCTBYIOIIEH IpEeIMETy IPOBOAMMBIX 3aKyIOK, IIOATBEP)KICHHOMN
HOTapUalbHO 3aCBUAETEIILCTBOBAHHONW KOMUEH cepTudukara CHCTEMBI
MEHEI)KMEHTa WM KONHMEW, 3aBEpEeHHON OpraHu3anueil, BBIIABIIEH
ceprudukar

6 [ MecTHO® comepkaHMe B  TOBape MOTEHIMAIFHOTO ~ MOCTAaBIINKA,
SIBJISIFOIIIETOCS] TIPEIMETOM TPOBOAMMBIX 3aKYIOK, KOTOPOE ONpEaessieTcs Ha
OCHOBAaHUM OpPHUTMHAJA WJIM HOTApHAJIbHO 3aBEPEHHOH Komuu cepThdukara Ja/HeT
npoucxoxkaeHust ToBapa (dopmel CT KZ) mmbGo xomum, 3aBepeHHON
rOCY/IapCTBEHHBIM YIIOJTHOMOYCHHBIM OPraHOM, BBIIABIINM CEPTU(HKAT;

7 | 3asBienue  (meKiapanyio), TMOANUCAHHYIO TEPBBIM  PYKOBOAWUTEIEM
MOTEHIMAIBFHOTO TIOCTABIIMKA WJIM YIOJHOMOYSHHBIM UM JIUIIOM, C
yKa3aHHEM HaMMEHOBAHHWS 3aKyNaeMOro TOBapa, MPOHU3BOACTBO KOTOPOTO
MOTEHIMANBHBIA IOCTABIIMK O0S3yeTcs OpraHu3oBaTh Ha TEPPUTOPUHU
PecnyOnuku KasaxcraH 10 HOJIHOTO HCIIOIHEHUS JOTOBOPA U IOJIM MECTHOTO
colepkaHHMs B TPOLEHTHOM BBIPAXCHWHM B ToBape. llpm 3TOoM
MOTEHINATbHBIN MOCTAaBIIUK JOJDKEH OBITH OTEYECTBEHHBIM
TOBAapOIIPOM3BOIUTENIEM  TOBAapOB, OJHOPOJHBIX C  3aKyHacMbIM B na/Her
COOTBETCTBUM C TPEACTABICHHBIM OpPWUTHHAJIOM WM HOTapUaiIbHO
3aBepeHHON Komuel cepThudukara npoucxoxiaeaus toapa (hopmel CT KZ)
100 KOTHMEH, 3aBEPEeHHOM TOCYIapCTBEHHBIM WM HMHBIM YIIOJTHOMOYEHHBIM
OpraHoM, BBIJIABIINM CEPTU(HUKAT.

B cnydae mpuMeHeHHs K 3asBKe MOTEHLMAIBHOTO TOCTaBIIMKAa Ha
y4acTu€ B TCHACPEC KPHUTEPUA, ONPECACICHHOI'O HACTOAIIWM IIOAITYHKTOM,
KpUTEPHUH MPEAyCMOTPEHHBIE MOAMYyHKTaMU 1) M 6) HACTOSINIEro MyHKTa K
3asBKE HA ydYacTHEe B TEHAEPE JAaHHOTO MOTCHIMAIBHOTO IOCTABIIUKA HE
MPUMEHSIOTCSL.

8 IloTeHUHANBHBIA IOCTABUIMK SIBISIETCS YYaCTHUKOM CHELUATIbHOMI
skoHOoMHU4eckor 30HBI (CD3) «llapk WHHOBAIMOHHBIX TEXHOJOTHI» U
MOCTABISET TOBAPHI, OKA3bIBACT YCIYTH, OTHOCSIIMECH K MPUOPUTETHBHIM
BUJAM  JIEATEIBHOCTH,  COOTBeTCTByromuM  InemsiMm  CO3  «llapk
WHHOBAIIMOHHBIX TEXHOJOTHID» M NpPEAMETY 3aKyloK B COOTBETCTBUU C
NPEACTABICHHON HOTApUalbHO 3aCBUJICTEJICTBOBAHHOM KOMMEN TOTrOBOpPA
00 OCYyIIECTBICHHWH [EATENILHOCTH B KaudecTBe ydacTHuka CO3 «Ilapk na/Her
WHHOBAITMOHHBIX ~TEXHOJIOTHUH», 3aKIFOYCHHOTO MEXIy YIpaBJISONIei
KOMITAaHUEH U YYACTHUKOM.

B cnydae mpuMeHeHHs K 3asBKe MOTCHLMANBHOTO TOCTaBIIMKA Ha
ydacThe B TEHJEpe KPHUTEpHs, OINPEIETICHHOIO HACTOSIINM MHOAITYHKTOM,
KpUTEPHH, TPETyCMOTPEHHBIE MOAMyHKTaMU 1) W 3) HACTOAIIETO MyHKTa K
3asgBKE Ha ydacTHE B TCHIAECPE NAHHOIO MOTEHLUMAIBHOTO IOCTABLIMKA HE

MIPUMEHSIOTCSL.
Pa3ouBKa 1eH 000py10BaHUS U YCJIYT
€Ha ej., B
Onucanue coCTaBa MOCTABKH En. I A HToro B
Ne n/mm Koua-Bo| TeHre 0e3
ToBapa H3M. T Tenre, 6e3 HAC




€Ha e]l., B
OnucaHue cOCTaBa MOCTABKH En. 1 . Hroro B
Ne i/ Kos-Bo| Tenre 6e3
TOoBapa H3M. Tenre, 06e3 HIAC
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Hroro O6opynoBanus:
HToro Yeayru MOHTaKa M IIyCKO-HAJIAIKN:

Oomas Cymma:

69




Photography

Private Interests: Monitoring Central Asia

Photos © Mari Bastashevski

In Order

p_es  Verint Israel utility room

P_06 Kazakh telecom customer office, Kazakhstan

P_08 Techno park, Turkmenistan

p.12  Cyber Gym hacker simulation facility, Israel

P_27 SORM broker office, Kazakhstan

P_37 Nice Systems offices, Israel

p.se  Ministry of Communication, Uzbekistan

P_58 Data collection centre at Kazakh telecom, Kazakhstan

p62  Abandoned facility for gathering and processing data during
the Soviet Union,Kazakhstan

p.6s  View towards the monitoring centre, Uzbekistan

p.7e  City square, Turkmenistan

P_75

Ashkhabad Turkmenistan
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