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GISTS SHOWING IN UNDERLINED AND ITALICS

. : Case Ne. IP'I'/IS{.I.I
IN THE INVESTIGATORY POWERS TRIBUNAL

BETWEEN:
PRIVACY INTERNATIONAL
"~ and

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFA (RS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT i
(3) GOVERNMENT COMMUNICATION HEADQUARTERS :
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE

WITNESS STATEMENT OF MI5 WITNESS

;

Llﬁm Deputy DirecmrinﬂmeSecuﬁtyService,ofThamesHouseLmid;on
SW1, WILL SAY as follows: :

2) | am authorised to make this statement on behalf of MIS. The contents of|ghis
statement are within my own knowledge and are true to the best of my
knowledge and belief. Where matters are not within my own knowledge they
are based upon decumentation made avaflable to me and from discussions \Jith
others within MI5. '

H

3) Exhibited to this witness statement is a bundle of documentation, marked ‘W5
2". References in this statement to page numbers (eg [pages xx te xx]) are the
page numbers of MI5 2 (page numbering is in the top right hand comer ofk}}fiach
page). . y

i




GISTS SHOWING IN UNDERLINED AND ITALICS

agreed. Lam unable to confirm or demy in firi OPEN stateent wihether an ngreenien
b0 such slharing with foreien linison na, UETS or LEAS figs been oiven gver Hi period, |
have no reason to believe that any sharing of BPD would have taken place
without appropriate authorisation,

Sharing of BCD with international partners and LEAs

)
9) The sharing of MI5’s BCD (ie [REDACTIONY) or & sub-set of that BCD (iMdelf

. — |
12). 17 garing redquest would have o eall with n i data poreriace tean, aid |
have made inguiries ns to : i ¢ Home Secretnry (or #h Hoane

Qlice) has been souglt fo shan fs BCD, or a sub-set o its BCD, wwith elthe
1 -v',

interngtional partners o LS. L am igable fe confirm e

Dated: 10 Fess 17
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= . The Agencles will take appropriais mmim;t ' ol
any parson identified

abusing or misusing enalfonl EPD, or any i}fuwm or hﬂmﬁ

ferivad thereitom. ;

3

15.  Thess policy siatements spply SiA-wids. Eath Agency muintaing |
wmwmuandmh mumwmw'mﬂ

§

D. Sharing

18 Al tres Agencies have » common tevest in aoquiriig L i BFD. |
mmmwh\KMh - n!:.ﬁﬂuﬂm fmes, on o
effectiveness end efficiency. The policy apply lo i og

|
i
; i
+  When shating BPD the stpplying Agency must he safisfied | necessary and |
proporionela hmgmmﬁnmw&nsﬂhm@:i

% _

the data kv question. Ah!ddemWhmmgrmwm;-- i

‘ i 1
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« [REDACTION] ' ;
« BPD must not be shered with non-SIA g without :
L ] FRE Rl IR e Tia ‘ _,.,‘ FEryye - {
Frddy roan ol _p ™~ u"'”. @ I

st et s fie pyve - ENGRT. I8 SS# ar IR o | I

] i Fodalell by .‘ . ol ST ak ; 'LI‘ !
PEGROCING FiEce 3 ..;.'| e 1 P Borneris i

* 'The Agencies may share applications {wihich In b cousd pre BCoens mi
WM%’NWWhMﬂMm ;
eosmmissioning ! |

7.  These polisy sictements apply SiAwikin. Each f meintains
‘ sapamate |
m@mhmmhmmm‘m“m

l
|
E. Rutention '
i
|

8. The Agancies review e necesslly and proportionally -imm |
BPD. The fofiowing policy statzmants apply to the Agencios: ‘lw; o i
« Each Agancy has a review which witf review m; !
il fyee Agencies, poncls =k onos every st meatre G, I ;

- Memhw.mmmmam Ew discuss .
data sheving (Lot data aod spplications graniing acoess o D),nuhto:nbhmy ]'
provids . !
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NOTE; REDACTIONS ARE INDICATED [REDACTIO oiBTs B8OLD
DOUBLE-UNDERLINED AND TALIGE hcas L i

Sharing Bulk Personal Data |

The sivaring of BPD Is carefully mahaged fo ensute that disclosuy bkns; place when itls j
fhe basis of tha mem.ma.m'm:’m-mwﬂmg
Bervice rests with g senfor M8 offfcial on behalf of BSIRO.

skies Io ; the
ditcibsing and receiving agency hsve to be sstisfiad as io nscessily:
mmmwwmhmgﬁ"mgw&agmm& e
under seotion ,'W&?ﬂ% dbgu'ﬁsmd s-nbe:ﬁkm of
mw in reapect of national seowdty wider seclons 2(2¥(s) ard “ﬁ

- .
and proportionslity cass for disciosure of that data and the data
. B ey wil consult o_legal pdvisar on e leg : of
confirm the strangth of the busiess ‘ . !
scoc Sl contir o gt of s b e or g dtn s o, sy
;_,_:._.-_:_:,;‘ -'.---_n,f_ amanganelis “*’;”“‘“" fﬂ'ﬂﬁdilh

shared with ihe rele accredited nebvark Jor elactronic transfer, WhemIn
mhmhndpan%mmumhmmmz !

MiS neither confirms, nor denles the existance ' '

B s i Sl 7o oy g i
relisrgts 8% the requesiy should approach the

thamaeiies. Attlempls b sstartsin W5 BPD holdings: by non-S1A argenisations shatid be reported b the

o

[REDACTION]



the data will support that objective,

® The proportionality of acquiring and retaining the data, including in
. mmmmmrsammmmwdownmgﬂnm.

When seeking authorisation to load a BPD into an analytical system for use,
cwﬁmmuﬁfyﬁnﬂsﬂmnm.andupla!m ' '

¢ The purpose for which the BPD is requived; and
4 The necessity and proportionality of using the BPD.

Tncluding in particular what inteiligence aim s Tikely 5o 58 et and Frow ]

mmmﬂusmmmm.wmmmmmmwmwmﬁ&

taken, In particular, each Inteffigence Service must apply the following protective
security measures: '

» Physical security to protect any premises where the mformation may be
accessed;

. ﬂMh miinimise the risk of unauthorised access to iT systems;

o A security vetfing regime for personne! which Is designed to provide
assurance that those who have dccess to thie material are reliable and
trustworthy. :

52 In rélation o information in bulk personal datasets held, each Intelligence
Servicelsobﬁgedtoputinplaoemefdlowimaddlumalnuasmm:

¢ Access tb the information containied within the buik personal datasets must be

strictly limited to those with an apprapriate business requirement o use these .
datz;

*  Individuals must only acoess information within & bulk personal dataset fitis
neceasaryforﬂ':epeﬁmnaneeofomoflheatammmnoﬁansdmereb\vam
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policy advice taken asapmﬁamlnMQm.ﬂwMMImwgam Service
may seek guidance or a decision from the Secretary of State,

Whmmﬁngbdisdmomewhde(orasuhseﬂ of a BPD, staff must be
satisfied that disclosure is: _

% Jusﬂﬁedmthohskafﬂalﬁmmmmdhcbmmgmm
& Deﬁminﬁbh«nemmuﬂﬂ%mtoﬂmow.
-3 uwbdtoonlyasrmummﬁnmnﬂanuwmadﬁmﬁnub}ecﬁve.

¢ Authorised by a serior manager or, in difficult case, the Secretary of |

72 The retention and review process requires consideration of the following
factors: ‘

* The pperational and legal justification for continued retention, including its
Necessity and propartionality;

»  Whether such information could be obtained elsewhere through less intrusive
means;

An assessment of the valus and examples of use;

Frequency of acquisition:

The level of intrusion into privacy;

Thie extent of political, corporate, of reputational rigk:

mwmmwmmmwmmm.

* ®» @ 8 @

Formepurpososofrmmion,miewmddebﬂmafBMmh
Intelligence Service must:

(1,

e
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Disclostire of MIS BPD must be:

) ‘JS'dﬂ'
ng“ = ‘rp?ﬂ

INOTE: REDACTIONS ARE INDICATED AND GISTS ARE IN BOLD, DOURLE-
UNDERLINED AND {TALICS] .

6.2.8 The mfavant fanm outines the business case submited by the requesting
W,MNMMMMMMMMM

ummﬂtnﬂulsonm

8.3.1 [REDACTION)

sazm.mnmwmdmmnms,mﬁ operationa!
requirement, where disclosure to a lisison service nray be necessary

- and proportionate in the interests of national security. In this event, the same legat

mmmmmhmammhsmm.m
mmmmmmmmmm_mmmm
{ests

& mmhmwmmmmmm
& Assessed to be necessary and propartionate to the '

e O

o mmwmummrﬁuﬁmnmm
¢ _Authorised by g senior b8 using the refevan

£ 1241

7.1.1 The Bulk Personal Data Review (BPDR) Panel currently meets at least every 6
mmmmnmwﬁmnmmmhmmmm
Mmmm\dmw\!ﬂwwaﬂd propartionate for MiS to canry out
ﬁaﬂuxgggyam mwmmmmmz@mm

7.13Pwdmmmmmmmuwoﬂmwonh
mdarﬂ'ﬂdua{z)ofﬂ!eEOHRmdhhmamhm!thofﬁﬂDﬂa
mmgz&uﬁngﬁmgbmu& and that 8
proportionate 8o, s judged (at any Inciuding on review) that i
tmhwdmnmwmmtum-dmuunm must be

10




communications data dr of subset of the bulk communications data rather than of
the whole bulk uommunieaﬁpns dataset. .

44.5 Before disciosing any BCD, staff must take reasonable steps to ensure that
the intended regipient organisation has and will maintain satisfactory amanigements |
forsafammtﬂngmewnﬁdenﬂamyofﬁnedmaandenswmm&issawrely ‘
handled, or that they have reaewadsaﬂsfaaoryaaaumnoesﬁm the intended |
recipient arganisation with respect {o such amangements. i

Pt

Disciosure of BCD must be: -

¢ Justified on the basis of the rdmntstahaorydisclosurewmm
¢ Assaasedtobemcessaryandpmporﬂomhﬂmubtwﬂve;
> Lhnihdbonlyasmnchlmonasvﬂlladﬁmﬂwobiecﬁn;

< Authorised by a Senior Officiat or Secretary of State (entire BCD or a
subset), ;

4.5 Review of Ongoing Acquisition and Retention, and Deletion |

a5.1 Each Inteligence Service must regulerly review, i.e. at infervais of o less
than six months, the oparational and iegal justification for its oonﬁnued_ retention and

use of BCD. This should be managed through a review panel tomprised of senior
fepresentatives from Information Governance/Compliance, Operational and Legat
teams.

4.5.2 The retention and review process requires consideration of

i Mm&mmdﬂ:evakeandmeofﬂmdﬂhsqtduﬁwmepedadunder
review and in a historical cortext; : ‘

- the operational and legal justification for ongoing  acquisition, continued
retentian, including its necessity and proportionality;

- Theaxtentofmeandspwiﬁcmmplwauﬁmbﬂmeﬁa;
- The level of actual and collateral intrusion posed by retention and expioitation:
- The extent of corporate, legal, feputational or political risk: .

- Whether such information could be acquired eisewhere through less intrusive
means.
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INOTE: REDACTIONS ARE INDICATED AND GISTS. ARE IN BOLD, DOUBLE-
UNDERLINED AND 1TALICE]

4.4.7 Where disclosure of an entire BCD (or is '

L TR L e
hires 35 Wol as 4 . :

individug] mm“

E
;
{

Disclosurs of WIS BCD miet ba: ,
& Jmﬂﬁumﬁahshofm'mmmwmm
< Mumdhbawanﬁpmmmbbhm‘;
> muuomnmmnmnum'mmmm:




