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IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL _ ,

and

Case No. IPTﬂS/lfb/CH

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS

(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT

(3) GOVERNMENT COMMUNICATION HEADQUARTERS
(4) SECURITY SERVICE

(5) SECRET INTELLIGENCE SERVICE

WITNESS STATEMENT OF GCHO WIINESS

Rgalg‘; ents

I GCHO WITNESS, Deputy Director in the Government Communications Headquarters
(GCHQ), Hubble Road, Cheltenham, Gloucestershire, GL51 0EX, WILL SAY as follows:

1) I am Deputy Director Mission Policy at GCHQ. In that role, 1 am

le for

drawing up the operational policies that underpin CCHQ's intelligence ga ' ing

5 January 2015, having previously served as Deputy to my predecessor. | have
for GCHQ in a variety of roles since 1997,

activities and for ensuring that they are complied with. I have been in -this rot since

2) 1amauthorised to make this witness statement on behalf of GCHQ. The cnnhenJ of this

statement are within my own knowledge and aré true to the best of my know

belicf.  Where matters are not within my own knowledge they' are bas
documentation made available to me and from discussions with others wi
department. : '

rorked

and

, upen
n the

3) Documents referred to as exhibited to this statement are attached as Exhibit 'ﬁCﬂL__{.
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4) Further to paragraph 95 of the Investigatory Powers Tribunal’s judgment of 17 October
2016 and paragraph 4 of the Tribunal's order of 31 October 2016, I make this statement in

order to:

a) exhibit (for the convenience of the Tribunal) relevant sections of policies/handling
arrangements relating to the sharing of BPD and BCD;

b) address the question as to whether GCHQ has, since avowal on 11 March 2015,
shared bulk personal data (“BFD") (or a sub-set of BPD) with intemational partners
and/or law enforcement agencies (“LEAs™), and if so, what restrictions as to transfer
or use/retention were imposed by GCHQ; and

¢) address the question as to whether GCHQ has, since avowal on 4 November 2015,
shared 594 bulk communications data (*BCD") (or a sub-set of BCD) with
internationa! partners and/or LEAs and i so, what restrictions as to transfer or
use/retention were imposed by GCHQ.

5) For the avoidance of doubt, this statement addresses the sharing of BPDs and 94 BCDs
mblocandmyrutncbom whxhhnvebwnphocdinrchﬂontosuduhuing.m

6) 1 exhibit the following as exhibit GCHQ 3:
8) Paragraph 16 of the Joint SIA BPD policy of Feb 2015;
b) Paragraph 5.2 (4" bullet), paragraphs 6.0-6.7 and paragraphs B.1 of the cross-SIA BPD
OPEN Handling Arrangements of November 2015;
c) Section 9 of the GCHQ CLOSED BPD Handling Arrangements;
d) Paragraphs 4.4.1 to 4.4.6 of the OPEN Handling Arrangements for BCD; and
e) Section 4.4 of the GCHQ CLOSED s%4 Handling Arrangements.
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[ believe that the facts stated in this witness statement are true.
L LAY Y

Dated: < ;:CLNO.J 20(9"‘
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Case No. IPT/15/11Q/CH
- INTHE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL
' Claimant

and !

(1) SECRE TARY OF STATE FOR FOREIGN AND COMONI\VEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATIONS MQTMRTERS
(4) SECURITY SERVICE '
'(5) SECRET INTELLIGENCE SERVICE
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NOTE: REDACTIONS ARE INDICATED [REDACTION] AND GI:STS ARE IN BOLD,
UNDERLINED AND ITALICS i

which it is hosted. These safeguarcs nclude (but are not timb!;d fo) audits, protactve
menitaring regimes, ine management oversight, training and codes of practice;

|
+ The Agencies vill take appropriate discipl'nary ectien egainst dny person identified as
abusing or misusing analytcal capablities, BPD, or any infarmation of intoBigence

derived therefrom. -

15. These policy statements apply SiA-wide. Each Agency meintsins separato
cemplementary policy and guidanca to ald staff in the vse of BFD and meeting these policy
requirements. :

D. Sharing

18, A three Agenciss have a common interest in acquiring and intermogating BPD. Asa
principie, ofl three Agencies will seek Io acquire once and use many tmes, on grounds of |
business effectiveness end eficiency. The following policy m&ernemsiapp!y o the Agencies:

«  When sharing BFD the supplying Agency must be satisfied that It Is necessary and
proportionats 1o share the deta with the other Agency/Agencies; and the recelving
Agency/Agencies must be satsfied thet it is necessary end proporfionate to ecquire
the data In question, A log of data eharing Wil be maintained b'y each agency,

+ The shering of BPD mus! be authorised in advance by a unlpir individual within each
Agency, and no actian to ehare may be taken withoul such -uu'ndsa:ion:

« .[REDACTION] -

« BPD must not be sharod with non-SlA third parties without prier agreement from the
acquiring Agency, ' :
. Yera BPDR (o be shared with Qypmeas (300 100 refd W alT a._—_.-___: iy andg

rpperlenalty el L o au S O cayre unaoar i AR OCISA O laYe

o Da mefl in g & 3 hat ann (UK Agency wisted (o giscioas axternaliyy

e The Agencles may share agplications (which in turn could pro:\rldl access to ancther|
Agency’s BPD holdings) as judged appropriate in line with SIA [aformatipn golicy on
commission'ng. :

17. These policy statements apply SlA-wide. Each Agency maintains separato|
complementary policy and guldance to aid staff in the process of sharing BPD and meetng
these policy requirements. !

| |

]

E. Retontlon

18.  The Agencies review the necessity and proportionality of the continued retention of
BPD. The following policy statements apply lo the Agoncies: i

» Each Agency has a review panel which will review BPD ratsntion by that Agency. In)
all three Agencies, panels sit onca every six meaths; {

+ Theso panels will invite reprosentatives from each of the othef Agenclas o discuss
dsta sharing (both data and applications granting access tc BPD), ass et cersistency!
of dacision making acrcss Agencies, and provide inter-Agency, feegback;
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Including in particular what Intelligence alm Is llkoryito bo met and how

the data will support that objective.

% The proportionality of acqulring and retaining the' data, Including in
. pnrtlculu_r whether there Is a less Intrusive method oféobtalnlng the data.

When seoking authorisation to load a BPD Into an annlyliti:al systom for use,

staff must satisfy thomselvos as to, and gxphln:
< The purﬁoso for which the BPD is required; and
@ The necessity and proportionality of using the BPD., '

5.0 ro a i cess to Bul

51 Each Inteligence Service attaches the highest pricrity; to malntaining data

security and protoctive security standarcs. Moreover, each Intedigence Service

establish handling procedures so as to ensure that the integrity and confidentiality of
the information in the bulk personal dataset held is fully protectqd and that there are
adequate safeguards in place to minimlse the risk of 8ny misuse of such data and, In
the event that such misuse occurs, to ensure that appropriate .disciplinary action is
taken. In particular, each Inteligence Service must apply the folowing protective

* Physical security to protect any premisas where the ?informatlon may be

accessed, :
* [T security to minimise the risk of unauthorised access to IT sysltems;

* A.secuity vetting regime for personnel which is gesigned to ' provide
assurance that those who have 8ccess to this material are reiiable and

Y. |

52  In relation to information In bulk personal datasets he;hd, each Intaligence

Service is obliged to put in place the following additional measures:

s
* Access lo the informatlon contained within the bulk personal datasets must be
strictly limlted to those with an appropriate business rcqu.firement to use these

data; _

* Individuals must only access information within a bulk p&rsonal dataset
nNacessary for the performance of one of the statutory functions of the rel
Intelligence Service; :

imited purposes described In paragraph 3.1.4 above;

stafutory functions of the relevant intelligence Sorvico,[or-lor the additional

m
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6.0 od and r r Di e ta
outsld relev Intelligence

6.4  Information in bulk perscnal datasets held by an Intelligence Service may only
be disclosed to persons outside the relevant Service if the lol!?wing conditions are
met: \

« that the objective of the disclcsure falls within the Sorvlcq"s statutory functions
or is for the additienal Emited purpeses set aut in sectons 2(2)(a) and 4(2)(a)
of the ISA 1684 and section 2(2)(a) of the SSA 1889; |

« that it Is necessary to disclose the Information in question in order to |
achieve that objective, !

. that the disclosure is proportionata to the objectve; |
. |

« that only as much of the Information will be discl’:asedé as Is necessary to
achieve that objective. ‘

When will disclosure be necessary? !

- ' 1
8.2 In order to meet the ‘necessity’ requirement in relation to disclosure, staff must
be satisfied that disclosure of the bulk personal dataset is ' ally needed' for the
purpese of discharging a statutory function of that Intelligence Se'fvice. 2

The disclosure must also be “proportionate” :

8.3 The disclosure of the bulk perscna! dataset must also ba proportionate o
the purpese In question. In order to meet the ‘proportionality’ requirement, staff must
be satisfied that the level of interference with the individual's right to privacy Is
justfied by the benefit to the discharge of the Inteligence Service's statutory
functions which is expecied as a result of disclosing the data and the importance of
the objective to be achieved. Staff must consider whether there is a reasonable
atemative that will stll meet the proposed objective - Le. fwhich involves less
intruslon. For examp'e, this could mean disclosure of individual pioces of data orof a
subset cf data rather than of the whole bulk personal dataset.

8.4 Before disclosing any bulk personal data, staff must take reasonable steps to
ensure that the intended recipient organisation has and wil maintain satisfactory
arrangements for safeguarding the confidentiality of the data and ensunng thatitis
securely handled, or that they have recelved satisfactory assurances from the
intended recipient organisation with respect to such arrangements. '

.85 These conditions must be met for all disclosure, including betwoen the
Intelligence Services. !
68 These conditions for disclosure apply equally to the disciosure of an entire

bulk personal dataset, a subset of the dataset, or an individual plece of data from the
datasel. v |

- 6.7 Disclosure of the whole (or a subset) of a bulk pemor‘al dataset is subject
to Internal authorisation procedures in addition to those that apply to an item of data.
The authorisation process requires an application lo a senior manager designated for
the purpose, describing the dataset it is proposed to disclose (injwholo crin part) and
seiting out the operational and legal justification for the proposed disclosure along
with the cther Information specified in paragraph 4.7, and er any caveats or
restrictions sheuld be applied to the propesed disclosure. This'is so that the senior

manager can then consider the factors in paragraph 6.1, with qperatlonal, legal and

8
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i
policy advice taken as appropriate, In cifficult cases, the relevant Intelligence Service
may seek guidance cr a decision from the Secretary cf State, § o
z i

|

When seeking to disclose the whole (or a subset) of a BPD, staff must be
satisflod that disclosure is: |

% Justified on the basis of the relovant statutory dhclo? ure gatoway.

i

% Determined to be necessary and proportionate to thlobjcctivo.

* Limited to only as much Information as will achieve t

!

 Authorised by a senlor manager or, in difficult case, the Secrotary of
State. : !

¢ objective,

— v M

7.0 Review of Retentlon and Deletion

7.1 Each Inteligence Service must regularly review the operational and legal
justification for its continued retention and use of each buk personal dataset,
Where the continued retenticn of any such data no Ionger]' meets the tesis of
necessity and proportionality, all copies of i held within the relevant Intelligence
Service must be deletod or destroyed. -

|
7.2 The retention and review process requires consideration of the following
factors: ' .

|
|

* The oporational and lega! justfication for continued retention, including its
hecessty and proportionality; L

*  Whether such information could be obtained elsewhero nrough iess intrusive
means; ’ :

An assessment of the value and examples of use; !

Frequency of acquisition; 5 !

The lavel of intrusion Into privacy, :

The extent of political, corporate, or reputational risk: |

Whether any caveats or restrictions should be applied to tontnued retantion.

For the purposos of retention, review and deletion (lvf BPD-sets, each
Intelligence Service must: :
% Regularly review the Justification for continued j"otentlbn and use,
Including its necessity and proportionality, - :
!
* Delete a BPD after a declsion Is made that retentiop or use of it is no
longer necoessary or proportlonate, | :

L.

%0 Other management controls within the Intolligence Services

8.1  The acquisition, retention and disclosure of a bulk persopal dataset is subject
ta scrutiny in each Inteligence Service by en Internal Review g;el, whose function
is to ensure that each bulk personal dataset has been probeqy acquired, that any
disciosure is peoperty Justified, that its retention remains necessary for the proper

9 !
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discharge of the relevant Service's statutory functions, and is proportionate to
achleving that objective. |

82 The Review Panel in each Intelligence Service meets atl six-monthly intervals

and are comprsed of seonior representatives from Information
Gevernance/Compliance, Operational and Legal teams.

83 Use of bulk personal data by staff is monitored by the relevant audit team in
each Intelligence Service in order to detect misuse or identfy jwvity that may give
rise to security concerns. Any such identified activity initiates a formal investigation
orocess in which legal, policy and HR (Human Resources) Input will be requested
where eppropriate. Failure to provide a valid justification for a search may resuit in
disciplinary action, which in the most sericus cases could lead to dismissal and/or the |
possibility of presecution. '

B4 Al reports on audit investigations are mace available to the Inteligence
Services Commissioner for scrutiny (see paragraph 10 below).

85 Staff within each Intelligence Service will keep their senior leadership (at
Direclar level or above) apprised as appropriate of the telTvant Service's bulk
personal data holdings and operations. ,

For the purposes of management control: 3

|
& A Review Panel In each Intelligence Service must meet at six- monthly
intervals to review that Intelligence Service's BPD holdings.
|

& Staff must keep senlor leadership (Director level or above) apprised of
BPD holdings and operations. '

P
1
1

90  Ministerlal Oversight |

9.4  Each Inteligence Service will report as appropriate on its bulk personal data
holdings and operations to the relevant Secretary of State (the Home Secretary in the
case of the Security Service, and the Foreign Secretary in the case of SIS and
GCHQ). s

10,0 ht b lligenc Co Iomr%

104 The acquisition, use, retention and disclasure of bulk personal datasets by the
Intelligence Services, and the management controls and sa‘eguards against misuse
they put In place, will be overseen by the Intelligence Services Commissioner on a
regular six-monthly basis, or as may be otherwise agreed between the Commissioner
and the relevant Intelligence Service, except where the ovérsight of such data

alreacy falls within the statutory remit of the Interception ; of Communications
Commissioner. :

. The Prene Mnisters secticn 50A RIPA direction was issued cn 11 March 2015.
Paragraph 3 of this makes i clear that the Commissioner's oversight extends not caly to the

practical cperaton of the Armangements, but alsc 1o the adequacy of the Arrangements
themselves.

102 The Intelligence Services must onsuré that thay can;damonstmm to the
appropriate Commissioner that proper judgements have been made on the necessity

10 5 ‘
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7.8 Inthe case of systems cantaining operational data, specific datails of individuals'
activities while accessing the systam are logged and are subject to pudit. Such logs contaln
cetalls of who was accessing the system, when, and what they did whila Jogged In. Use

3ra aleo foquired to provide a Necessity & Proportionality Statoment (N8P Statement”) for

7.9 GCHQ's Legal and Policy tralning Inciudes a section on N&P siatemmts. More
guidance on how to formuiate isgitimate and acequate justifications'is available to all etaff via
Enks frem GCHQ's Compliance Guide. !

8  Experimontal Use

8.1 Use of bulk personal data for an experimental purpose, e.g. deyelopment of a noval J
analytical technique cr testing a new IT system, potentially entails an elovated leve! of ris

8.2 Any proposed axperimental use of a bulk personel dataset mus? ba authorisad in
sdvance by the A request for authorisation will ba made,
using the relevant section of the cataset's BPD form. It will deseri e proposad activity
end explain why it is necassary and proportionate to usa bu’k perschal data for this p .
It will also include an assessment cf the impact tha experimental use is expected 1o have
the risks and interference mentionod above, |

o ) o
8.3 The Authoriser will consider the necessity and proportionality of the proposed use, in
particuiar whether it is genulnely riecessary to use bulk personal data fer this purpose, given
its intrusivensss and the degree of Corporate risk invoived. ' :

: I
8.4 If the request to use the bulk personal dataset for the Proposed axperimental pup?‘:%is
s

approved, the Authoriser may, at hismher discretion, set conditions or restrictions on
If the request s rejected, the datase! must not be used for that purptse, The decision an
any conditions or restrictions must ba recorded on the dataset's BPD form. l

9. closure !

. |
9.1 Where the resutts of bulk Fersonal data analyss are disclosed 1o partner or custome
organisations, this must be done via Standard (Bporting mechanisms, which ensure e
of GCHQ Intelligence in & Securs, accountabie, legatly compliant mannar.

{
8.2 If disclosure of a bulk perscnal dataset, or o substantial part of &. {0 a partner
organisation is contemplated, whether el CCHQ's or the Partner’s injtiative, the procedures
belew must be followed: ' ?

8.3 Ancther SIA Agency:

8.3.1 If the proposed recipient of the dataset ls anathar SIA Agancy‘ that Agency will (as
with any other operational data) formally request transfor of the date via the “Inter-Agency

;

form, as well as on the |AS request form,
OFFICIAL f
6 of 10 I3 '
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[REDACTED]
9.4 Cther organisations:

9.4.1 For any other organisation, whether anather UK partner or a the
dataset's Requestar or Endorser will submit a request for autrwdsaﬂ to disclose, by mo+n.s
of the dataset's BPD form. Again, such requests will be consldemd

senior officialz. .

8.5 All requests for authorisaticn to disclose must provide a peruuaslive justification for the
proposed disclosure, in terms of:
« its necessity and propertionality, and
« tha inteiligence or other operational benefit that is expecied to accrue to GCHQ n]'od
the UK frem the disclosure. ’
I
8.6 The Authoriser will consider.
» tha content of the dataset: the nature of the personal lnlamhuon it contains, its
Intrusiveness and sensitivity;
« the nature and extert of the corporate risk the disclosure would entaii,
» the necessty and proportionality of the disclosure, including whether it is gen
necessary and proportionate o disclose the whole datascL whether a subset will
mest the need; |

« whether any caveats or restrictions should be applied; end |

« the receiving organisaticn’s arrangements for safeguarding jus Irg and de'eting
data — GCHQ will seek acditional reassurances from the g organisation |
this regard, if the Authoriser deems it necessary. ! -

[REDACTED]

10.  Continued Retentlon

10.1 The ongoing retenticn of every bulk parsonal dataset is reviewed at least every 24
manths by the Bulk Personal Data Retention Review Panel (the PsrTl)

10.2 The Panel consists of ralavant senior GCHQ officials !

10.3 Representatives from MIS and SIS are nomally invited to observe and centribute to
discussions. |

10.4 The Panel meets every 6 months, typlcally In March and Soptember. (o consider the
datasets due for review and 1o review the functioning of the bulk peréonal datasat life-cycle
management processes. Discussions, decislons and actions are tmmud

10.5 If a datasel's Requester and Endorser consider that a oomnnung case can be made
justity the continued retention and exploitation of that dataset, they must submi a retentio
request to the Panel by means of the dataset's BPD form. If thcydo'not believe a convi

case can be made, they must ammange for the deletion of the dataset as soon as they rea
this concluslon. :

10.8 In the request, they must jusiify the Interference with the right b privacy caused by
GCHQ's continued retention and exploltation of the dataset, They must set out why it is
genuinely necessary and propertionate to continue 10 retain and use the dats. This rati
mus! be supported by concrete evidence, including specific emplea, where possible. of

OFFICIAL
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and vetting regime for staff. ]
|

< Limit access to those with appropriate business req'.'lremem.

% Justify access to BCD on the grounds of necessity and proponlona-lny. i
taking Into consideration collateral Intrusion and other less intrusive
methods of deriving the same Intefiigence dividend. '

“ Ensure staff are appropriately trained, aware of q'udit functions and

, warned of disciplinary procedures resulting from misuse.

4.4 Disclosure

4.4.1 The disclosure of BCD must be carefully managed to en.l.ure that it only takes
piace when it Is justified on the basls of the relevant statutory disclosure gateway.
The disclosure of an entire bulk communications dataset, or 4 subset, outside tha
Inteligence Service may only be authorised by a Sentor Official® or the Secretary of
State. :

44.2 Disclosuro of incividual Rems of BCD outside the relevant Intelligance Service | -
may only be made i the foliowing conditions are met:

- thet the objective of the disclosure falis within the Service's statutory functions
or is for the additional kmited purposes set out in sectons 2(2)(a) and 4(2)(a)
of the ISA 1684 and saction 2(2)a) of the SSA 1988; |

- that it is necessary to disciose the Information in :t;uesﬁon in order to
achieve that objective: :

- thatthe disclosure Is Proportionate to the objective: :

- that only as much of the information will be disclosed as is necessary to
achleve that objective. , .

: i

When will disclosure be necessary? '

)

443 In order to meet the ‘necessity’ requirement in relation ta disclosure, staff in
the relevant Inteligence Service and (as the case may be) the Secretary of State
must be satisfied that disclosure of the BCD is ‘really needec" for the purposeé of
discharging a statutory function of that Inteliigence Servico. :

The disclosure must also be “proportionate™ !
444 The disclosure of the BCD must also be proporﬂona{e to the purpose in

question. [n order to meet the ‘proportionality’ requirement, istaff in the relevant
Intelligence Servico and (as the case may be_) the Se.omta' of State must be

functions which is expected as a result of disclesing the data t?’ﬁsma importance of

ere is a reasonable
aternstive that will stl! meet the proposed objective - Le. which involves less
intrusion.  For example, this could mean disclosure of -"ndividual pieces of

'

? Equivalent to a member of the Senlor Civil Service.
7
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communications data or of a subset of the bulk oommunica!lonis data rather than of
the who'e bulk communicaticns dataset. i

|
445 Before disciosing any BCD, staff must take reasonable; steps to ensure that
the intended reciplent orpanisation has and will maintain satsfactory arrangements

for safoguarding the confidentiality of the data and ensuring that it is socurely
handled, or that they have received satsfactory assurance? from the Intended
recipient organisation with respect to such arrangements.

446 These conditions must be met for all disclosure, Including between the

Intelligence Services and apply equally in making the decision'to disclose an entire
BCD, a subset of BCD, or an Incividual piece of data from the da}taset.

|

Disclosure of BCD must be: I

& Justified on the basls of the relevant statutory disclosure gateway;
< Assessed to be necessary and proportionate to the o:b}octlve;

< Limited to only as much information as will achleve t’he objective;
&

Authorised by'r a Senior OHNicial or Secretary of State (entire ECD or a
subset). !

4.5 Review of Ongoing Acquisition and Retention, and Delétlon

451 Each Intclligence Service must regulady review, i.e. at intervals of no less
than six months, the operational and legal justification for its continued retention and
use of 3CD. This should be managed through a review panel comprised of senior
representatives from Information Governance/Compliance, Operational and Lega!
teams. i

452 The retenticn and review process requires consideration of:

- An assessment of the value and use of the datasel dufinq the pericd under
review and in a historical context, ;

- the operational and legal justfication for ongoing ni:quisition. continued
retention, including its necessity and proportionality;

. The exient of use and specific cxamples ‘o illustrate the l?cncﬁts:
- The level of actual and collatera! intrusion posed by rctcrjtlon and exploitation;
- The exent of corporate, lega), reputational or political risk;

- Whether such information coukd be acquired eisewhere fhrough less intrusive
means. "

453 Should the review process find that there remains an ongoing case for
acquiring and retaining BCD, a formal review will be submittad at Intervals of no less
than six months for censideration by the relevant Secretary of State. In the event that
the Intelligence Service cr Secretary of State no longer deem it'to be necessary and
proportionate to acquire and retain the BCD, the Secretary of State will cancel the
relevant Section 84 Direction and instruct the CNP concemned ‘o cease supply. The
relevant Inteligence Service must then task the technical team(s] responsidie for
Retention and De'etion with a view tc ensuring that any retained data is cestroyed
and notfy the Interception of Communications Commissioner accerdingly.
Cenfirmation of completed deletion must be recorded with the. relevant Information
Governance/Compliance team. !
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4.3.15 Al records of seoarches and querles, together with Ithe accompanying N&P
statements, are centrally logged and are subject to periodic audits of their legitimacy|and
adequacy. Records relating to section 94 data and related communications data ma]; be

4.4.1 Where the results of analysing section 84 data are disciosed to partner or wstJmer
organisations, this must be dona via standard inlelligance reposting mechanisms, which
ensure that GCHQ Inteliigence Is released in a secure, accounteble and legaly com
manner, '

443 Ifthe proposed reciplent of the dataset s another SIA Agency, that Agency w"i (as
with any other operational data) formauy. request transfer of the data via the “Inter-Agancy

Sharing” (JAS) process. As with autherisation to acquire Sectior! 84 data, this dise) ure
reques! will be considered and authorised (or rejected) by @ls.
Tho Authoriser’s decision and the foasons for it wil ba recorded on tha IAS form, A |

[REDACTED] | ’

4.4.6 All requests for authorisation to disclose must provide a persuacive justification !mo
Proposed disclosure, in torms of: ! m1
* s nocessity and propertionaity, and .,
* e intelligence benefit or other operational benef that Is expected to accruL to
. GCHQ and the UK from the disclosure. |

4.4.7 The Authoriser will consider: E
~« the content of the dataset: the nature of any personal Information |t contalnul s

Intrusiveness and sensitivity; ;

* the nature and extent of the corpomte fisk the disdosure would entalr;

* the necessity and Preperticnallty of tha disclosure, including whether it is genulpaly
hecessary and proportionats 1o disciosa the whele dataset, or whether 2 subseq wiK
meet the need; i :

* whether any caveats Or restricticns should be applied; and '

* the receiving Organisalion’s asrangements for safeguarding. using and celatingthe
deta — GCHQ will seek additional reassurancas from the recelving organisation in
this regard, I the Authoriser deems it necessary. |

[REDACTED)
4.5 Data Retantion, Review and Deletion ' i
[REDACTED] |

45.3 A Review Papel conducts g comprahensive review of GCHQ's section 94 data, an Lof
the cirections used to acquire the data, at six-monthly lntorvm.j Tho review determ|

. 6of8
[REDACTED]
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