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WITNESS STATEMENT OF SIS WITNESS

1, $I15 witness, of the Secret Inteligence Servize {S18), Vauxhall Cross, Londen, SE1, wili say as fellows:

1. |refertoparagraph 1 of }nv OPEN statement dated 8 February 2016 for details of myrole
vAth'n SIS,

2. |am authorised to make this witness statement on beha If of $i5, The contents of this
staternent are within my own knowledge and are true ta the best of my kaowiedge and
beliel. Where matters are not withln my cwn knowledge they are based upon
documentation made available 1o me and from clscussions with cthers within Sis.

3, Thisstatement addresses the Security and Intelligence Agencles’ ('SIA7) position on the
© sNelther Confirm Nor Deny’ {'NCND’) principie .n relstion to disciosing into open proteedings
we fact of whether the three agencies have shared BPD and/or BCD materizl with foreign
_lialson and/or UK law enforcament ("LEAS'), | hava shared a final draft of this statement with
counterparts in GCHQ and MI5 and this statement has been agreed by them.

This statemnent Is an OPEN version of 3 CLOSED statement previously served on the Tribunal.
| mads It clear In the course of that earlier statement whether or not sharing of the type
referrad to above has In fact taken place. 1 have not done so In this version of the
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Impact of breaching "NCND pringiple’ In relatl
4.

statement, precisely bezause of the damage refarred to below that would be causes by
publicly confirming cr denying these matiars. \With that constiraint, | nave outlined in this
stetement the same considerations In favour of mair.tabnlhs 3 public NCND position on these
Issues that are described [n the earlier statemment. | have 2's0 respended In this statement to
some points ralsed oy the Claimants in thelr skeleton argument and at paragraph 27 of thair
RFI Jated 17 February 2017 chal'enging the Justificstion for the NCND response n this
factual context.

tamaware that the Trisunal Is familiar with the essential purpose of the NCNG prinziple,
anc the standarc means by whizh It Is applled, 183 not therefore propose to reheasrse those
peints [n any detal. The NCND principle Is that as a general rule, KEMG will adopt a position’
of NCND when responding to suestions asaut whether the SIA: are or have carried 0.t en
operation, Investigaticn or activity into a particular person or group; have a relationship with
a particular persen or group; cr have shared Information or a capability v/th a partizular
agancy whether within the UK or elsewhere. | und:rstanc? that law enforcement sgencies
and zolice forces In England and Wales adept a simiar position in r2latien to sensitive
matters, 2pplying the NCND principle when reszonding to guesticrs about operaticns,
Investigative technig.es and methods and in relation to Informatien about individuals, be
they offizers, or Informants, or suspects.

Inorder ta ke effective the NCN2 response must be apalied conslstently, Includiag where no
acthvity has taken place and a ¢eniel covld otherwlise properly be made. If the government
denled a particufear activity Incne Instance, the Inference mighs well ba drawn that the
absence of a denial in another amounted to confirmatien of the allaged activity.

Whether or nct the SIA In fact share BPD / BCD with either LEAS or forelgn Falson (s an
operationa! matter fam which laferences might be drawn about the capabliitlas, methods
and spproach used by the SIA / LEAs / liaison and the ml:uru of thelr relationships. As set
outin paragraph 5, the principle of NCND Is that matters pertaining to cperaticns,
czpabilities and relationships cannot be disclosed into the public domaln without damage %0
Navonal Securlty. Inthe context of data, that means NCND es to what specific data we
have, whom we obtaln it from, Acw we get it, the specific ase that we mzke of It, how long
we keep It for and whom we share It with. Just as NCND applies to whether we share with
foreign lsison, s0 as a matter of prlndplc, it should lpplyto sha'ln; vith LEAs. There is no
material distinction between the two,

To confirm whether or not 'we share BPD/BCD with LEAS has the potential to cause direct
damage to the wider public interest by revealing lnteln;g;nce capabilities (or lack 0f),
metheds and the nature of relationships. Conflrmation by the SIA of sharing or not sharing
with LEAs wou'd alse undermine the NCND position of those LEAS - we would be
commenting on anZ petentially compromising LEAs’ technizal capabriities and Investigative
metheds. This would have the po'en(lal to undermine the fight against organised crime by
revzaling that LEAs elther do 0rco net have access 1o 2 partizular type of capability for
investigative purposes. \Were 3 hostile Individual or group to become aware that LEAs have
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(or, depending en the factual pesitlon, do net have) a particular cagablity craccesstoa
sarticular type of data, they m'ght be able to take steps Lo shape their cziminality to avold
detestion or investigation.

A furtner probiem would arisa if confirmation was given now as to whether sharing does or
does mot take place only for that positlon to change in due course, For example, were Wwe 10
conflrm In these proceedings that we do not share at prosent with LEAs (assuming that 10 be
the current position), only to begin sharing with LEAs et a subsequent cate, (and were
requested again to answer this question) we would then have to confirm that we do now
share with LEAs. - This subseguent confirmation wauld reveala change In position that
enabies inferences to be drawn as to our capatlilty {and ako of course the cagability of the
LEAs) and how we are carry'ng out our Nat'onal Security function end what the Natlonal
Security reasons may be for the change. Similar dlfficultles would arlse If corflrmation was
ghven now that sharing does taks place, with a denisl having to be glven In due course
because sharing had for some reason ceased In the meantime.

Nore generally, putting either a conflrmation or a denfal of sharing with LZAs Into the publlc
domain now could be of use ta hostlle Individuals / groups / States in unexpected and
unguantifiable ways In the manths and years to scme, possizly kaving been put together
with other plecas cf Information sbout tie agencles’ work which have found thelr way Into
the public domain. The cumulative Impact of disclos!ng Inéividual pleces of information
re'ating to cur capabilities and ré'.athnshlps whizh ¢2n then ba assembled by criminals o*
hestile groups therefore has tre patential to cause damags 1o bath current snd future
operations and Impact on the sustainability and utiilty of capabilities going forward.

In 2dition, there Is 8 repl risk given the sensitive nature of cartaln relatlonships that, should
the SIA be forced 10 disclose for example (elsher now or In the fusure) the fact that [t shares
BPD with LEAS, Ind viduals, organisations ot other parties wno have previously supplied
BPD/BCD ta the S'A (or may consider doing 5o in the future) may then cease 1o cooperate
further and become unwiliing to share Information with the StA gaing forward. The
undermining of the NCND prindpla In this case o uld therefore have a significant impacton
our abllity to acquire certaln types of data and Information In the future.

To confirm whether or not we share BPD/3CD with LEAs als0 has the potential to cause
damage 1o wider pubdlic Interests Indirectly, If agancy sharing of BPDs / BCO was publicly
confirmed cr denled, this would undermine the strength of the NCND pesitlon maintained In
resgest of other areas of pgency collaboration with third parties. Thatls why NCND must
be applled consistently even where the direct damage may Initlally appear less signlficant.

» 10 L tlons

12. Itis 2 fundamental principle of lalson with foreign Intelligence and security sgencies (lalson

.

servizes”) that material provided by, or relating to, 2 lialson service Is to be treated In
confidenze and Is not o be disclosed or dissemingted without tha consent of the relevant
orlglaating lalson service, The value of these éxchanges depends on the willingness of both
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parties to share Intell’gence from a range of sensitve, Inciuding human, sources and 1o trust
each other to respect the sensitivity of that materlal.

The principle extands beyond tals narrow epplication to ell dealings with liaison ssrvicas
including, with the exception of a very small numbzer of pariners, even the fazt of the lizlson
relationship, Any reference 1o the existence of a relationship or to cooperation between
agencies (Including the provision of Inteligence from one to another) is lfabla ta be seen as
breazhing this principle. So tod would the release of Information which is not In the public
demain and which a foreign agency knew that It had provided to the UK (whether ar nat the
UK had obtalned the same Information from other sources), This would undermine the
tonfidence which underpins the wilingness of forelgn sarvices to share Intelligence from a
range of sensitive sources with the UK,

The SIA rely heavily on cocperation with lialson services, In particular for the effactive
Investigation and dlsruptian of [nternational terrarism and esplonage.

ItIs therafore of the utmest Importance that the UK protects materlal derived from
Intel"gence exchanges and protects the methods by which such materisl Is o5tsired. The
extert and va've of the exchanges weuld be severely undermined should they beccme
pablic or be disclosed, Including In Judicll proceedings, without the cnnse'\! ofthe l'a’sen
servica concarned.

Further, disc‘oslhg current lialson re'ationships and information shared would have far-
reaching repercussicns far beyond those particular lislson relationshigs., Camage to
intelligence sharlrg relaticnships with Individual states has’ the capacity to cause damage to
ell such Intelligence sharing relationships, If the UK Is seen o be unable to protect the
confidentiality of Its exchanges with cve 'seu Intelligence ¢ p: rtners, this will risk harmirg 2/1
such relationships,

Any OPEN discicsure In these proceadings elther ic the effect that the agenziesdo share
RFD/BCD with overseas Intelligence partners, o 42 the effect that they do nctweuld
therefcre be likely to cause ali Faison services more generally to reassess their sontinued
Involvemant In operations with tha SIA 2nd thelr provislon of Inteligence to the SIA. This
would te exacerbated in clrcumstances where such llalson Invelvement and/or inteligence
sharing would be widely reported In the medis, asls very l.kely In respect of the current
Freceedings.

The Clalmants have drawn attention both In thelr Asguest for‘Furt.her Informationdated 17
February 2017 and also In their skeletan argument to variaus references In ¢ ocyments,
Thay suggest that the content of these documents undermine the Justifications set out’
above for maintaining the NCND principle in respect of the sharing of BPD/BCD zy the
agencies with LEAs and/or overseas intel¥gence partners, | do not accept thls, These
documents do suppeort two pfcpoﬂbnx that are already In the public domaln, Le.;

3. that the agences have Inteligence sharing re‘ationships with a number of foreign
countries and also with domestle LEAs; and
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b. that as pert cf those relationshlss the agencles shere targeted intelligence, which may
for example Include sigint, about subjects of intarest,

19, However, naither of those propesitions ere relevant to the present Issue, which Is whether
tne 2gencies share elther BPCs or BCD with LEAS of overseas Inleligence egancies. Thatis a
dstaled matter golag to the precise capaklities of and relationshlp datween the
orgarnisetions In guestion. Those matters are not In the public demaln, and they are nodt
pddressed in the documents to whith the Claimants have referred. Moreover, for 2l the
reascns that | have glven above, Itis the considered view of she three egencles that It weuld
be damaging tc the public interest for any public confirmatlion or derlal to be glven in
respect of these matters,

20, In x'.allné as above ! have taken Into account what is sald ot peragraph 5C of the Claimant’s
ske'eton argument for the hearing commencing 8 March 2017, 1 acsept that Sir Stanley
Buraton's reference at paragraph 5.7 of his report of July 2016 Is Incansistent with the

NCND princlple, enc that he ought te have been asked to remove that from his report dut in
error was not. 1 am aware that colleagues at MI5 and GCHQ have confirmec this,

| belleve that the facts in this witnass statement are true

Dated: | Macd 2277
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