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Case No, IPT/15/110/CH
IN THE INVESTIGATORY POWERS TRIBUNAL :
BETWEEN:

PRIVACY INTERNATIONAL
® iman

and

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATION HEADQUARTERS
’ (4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE
: Respondents

AMENDED WITNESS STATEMENT OF GCHQ WITNESS

I GCHQ WITNESS, Deputy Director in the Government Cemmunications Headguerters
(GCHQ), Hubtle Road, Cheltenham, Gloucestershire, GL51 0EX, WILL SAY as fellows:

1) Tam Deputy Director Mission Policy at GCHQ. In that role, I am responsible for drawing
up the operationai policies that underpin GCHQ's intelligence gathering activities and for
ensuring that they are complied with. 1 have been in this role since 5 January 2015, having
previously served as Deputy to my predecessor. ! have worked for GCHQ in a variety of
roles since 1997.

2) lam authorised to make this witness statement on tehalf of GCHQ. The contents of this
statement are within my own knowledge and 2re true to the best of my knowiedge and
belief. Where matters are not within my cwn knowledge they are based upon
documentation made available to me and from discussions ‘with others within the
department.

3) Documents referred to as exhibited to this statement are attached as Exhibit ‘GCHO 3.
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4) Further to paragraph 35 of the Investigatory Powers Tribunal's judgment of 17 October
2016 and paragraph 4 of the Tribunal's arder of 31 October 2016, ] make this statement in
order to:

a) exhibit (for the convenience of the Tribunal) relevant sections of policies/handling
arrangements relating to the sharing of 3PD and BCD;

b) address the question as to whether CCHQ has, since avowal on 11 March 2015, shared
bulk personal data ("BPD”) (or a sub-set of BPD) with intermnational partners and/or
law enforcement agencies ("LEAS"), and if so, what restrictions as to transfer or
use/retention were imposed by GCHQ; and

¢) address the question as to whether GCHQ has, since avowal cn 4 November 2015,
shared 5.94 bulk communications data ("BCD”) (or a sub-set of BCD) with international
partness and/or LEAs and if so, what restrictions as to transfer or use/retention were
imposed by GCHQ.

mm—mwm@wm
SHARING OFE BPD AND BCD ’

5) lexhibit the following as exhibit GCHO3: -
a) Paragraph 16 of the Joint SLA BPD policy of Feb 2015;"
b} Paragraph 5.2 (4% bullet), paragraphs 6.0-6.7 and paragraphs 8.1 cf the cross-SIA BPD
OPEN Handling Arrangements of November 2015;
€) Section § of the GCHQ CLOSED BFD Handling Arrangements;
d) Paragraphs 4.4.1 to 4.4.6 of the OPEN Handling Arrangements for BCD; and
€) Section 4.4 of the GCHQ CLOSED 94 Handlirg Arrangements.
f) Raw Data Release Reguest Form

MHARINQWMMBMEQM%

6) Where members of foreign intelligence agencies are posted to GCHQ as lizison officers
they are not given access to any of GCHQ's cperational systems.

7} Were members of foreign Stelligence agencies to be posted to GCHQ as Integratcd staff
then they would be required to agree that they would comply with the same policies and
safeguards that GCHQ employees are required to comply with. Were GCHQ to make
any of its BPDs available to integrated staff from liaison partners and/or law enforcement
agencies, or to grant access to systems containing BCD, GCHQ would require analysts to
have completed all relevant training (including legalities training which would be
required to be in date), 10 be assessed as having sufficient analysis skills, and to have all
necessary nationality and security clearances. All queries would be accompanied by
recessity and proportionality statements which wauld be audited by GHCQ. Analysts
would be required to comply with GCHQ's Compliance Guide znd other BPD/BCD
policics and eafeguards concerning access, retention and use. The treatment of LPP and
jeurnalistic material would be addressed in the required training, and as set out in the
Compliance Guide. Such safeguards would put partner analysts on the same basis as
GCHQ analysts,
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8)

Were CCHQ to grant access to any cf its systems cr databases containing BPD or BCD to
international partners from their premises, it wozld be on the basis that all analysts given
accounts on the system or database would have completed all relevant training,
inzluding in-date legalites training, and that they were assessed as having sufficient
aralysis skills together with all necessary nationality and security dearances. All queries
would be required to be accompanied by necessity and propartionality statements which
would be subject to audit by GCHQ. Analysts would be required to comply with GCHQ's
Compliance Guide (which addresses inler alia the treatment of LPP and journalistic
material) and all other extant BPD/BCD policies and safeguards concerning access,
relention and use.

e UK tiona! chligats .
Any data shared with other organisations weuld be shared on the basis that it must
not be shared beyond the recipient organisation unless explicidy agreed in advance,
or approved through the Action-on process. Action-on is a process which is used by
each of the Agencles.

10) GCHQ operates on the basis that operational data of any sort may only be shared {f it is

necessary for one of CCHQ's statutory functions, and, as far as GCHQ's intelligence
gathering function is concerned, in line with one of the three purposes for which that
function can be exercised. This is set out in GCHQ's Compliance Guide. All sharing is
subject to compliance with all relevant legal safeguards, and there is a requirement that
recipients must accord the material a level of protection equivalent to GCHQ's own
safeguards. The assessment of whether a partners safeguards meet this standard is a
matter for the Mission Policy team, in‘partnership with departmental legal advisors and
cther specialist teams as appropriate. As a matter of policy GCHQ applies the safeguards
required by RIPA to 2l] operational data even if was not obtained under RIPA powers,
$o this is the standard that must be met. Sharing is also subject to policy approval by an
appropriately senior member of the Mission Policy team, unless an explicit delegation of
approval autherity has been made. Policy approval may be subject to appropriate
filtering or sanitisation of the data being applied to protect sensitive material or equities,
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11) The Compliance Guide makes clear that, in line with the RIPA Interception of
Cemmunications Code of Practice, particular consideration should be given in cases
where confidential information (which includes, inter alia, material that is legally
privileged, and confidential journalistic information) is involved. Special care must be
taken to ensure that the acquisition, analysis, retenticn and dissemination of such
material is necessary and proportionate. This covers any sharing of such data with
partners. Any sharing of BFD in whole or in part is subject to formal approval by Deputy
Director Misslon Policy who will take into account the potential for such data to contain
confidential information and ensure that this is removed from the data to the extent
possible (e.g. by the removal of particular fields from datasets) and will require the
application of additional or more stringent safeguards where appropriate.

SH G OF BI'D, 1 INDU RTN

12) 3CD/BPD may te shared with indusiry partners where necessary fer the purposes of
developing and testing GCHQ's operational systems. Industry partners are required to
specify the controls that they intend to apply in relation to retention, use, examination
and destruction. These controls are subject to approval before sharing. The approval
process is set out in a request form attached as Exhibit ‘GCHQ 3. ltshould be noted that
this form is also used to seek approval for the sharing of certain non BPD/3CD data in
specific circumstances, ‘

13) GCHQ may share operaticnal data (which might in principle include BPD/BCD) with
industry partners for the purpose of developing and testing new systems. Actual
operaticnal data would only be shared for such purposes if it were not possible to use
standardised corpuses of non-operational data. Any sharing would be of the minimum
volume of data necessary to develop or test the system. In all cases the data would be the
least intrusive data that can serve the purpose. For this reason ary data known or
believed to contain confidential information would not be used; similar data that does
not contain such material would be used instead. Wherever possible data shared with
industry partners will be held on GCHQ premises, where most systems development
takes place, failing that the data must be held on secure and accredited corporate
premises in the UK.

14) All sharing of data with industry is recorded on a Raw Data Release Request form
(exhibited at Exhibit GCHQ3) which must be completed by a member of GCHQ who is
sponspring the activities of the industry partner, This form (which is used for certain
cther forms of data sharing which do not iavelve 3PD or BCD) requires the sponsor to
describe the purpese of the shiaring and the details of the data they wish to release. If the -
data is to leave GCHQ premises they must specify where it is to 80, and how it will be
transferred. The form requires the sponsor to detail the name, organisation and iob Htle
of the individual who will take responsibility for the data on réceipt, how many people
at the recipient organisation will have access, for how Tong the data will be retained and
what will be done with it once the project is compieted. These requests are assessed
within the Mission Pelicy team and may be escalated up to the Deputy Director Mission
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Policy where appropriate. Mission Policy will assess each proposzl! o ensure that the

sharing is both necessary and proporticnate, and may reguire modification of the request
if there are concemns about proportionality.

tatem ruth

I believe that the facts stated in this witness statement are true.

----------------------------------------------
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NOTE: REDACTIONS ARE INDICATED [RZDACTICON} AND GISTS ARE IN BOLD,
UNCERLINED AND ITALICS ' .

which itis hosted. Thesa safeguards inciude (but are not fimitad to) audics, protective -
menitorng regimes, lne managemant oversight, ira’ning and codes of prasfice;

o The Agencies will tako approgriate discolinary o:‘Jén against any person denifed as
2busing or misusing analytcal capabilities, BPD, or any informaton cor intetligence
derived therafrom. ;

15, Thase policy stalemenis apply SlA-wide. Each Agency maintains separatof
ccmpementsty policy and guidance to aid staff in the ssa of BPD and meeting trese pcllcy‘
requirements. |

i
D. Sharing

8. All thees Agencies have a common interest in acquiring an< interregating BPD. As a
princizlo, ol three Agencies will sosi to acquire once end use many dmes, cn grounds of
business eflectiveness and officiercy. The following policy statements apply to the Agencies:

* ‘When shasing EFD the supplylng Agency must be satisfiec that it is necessary and
propertionata 1o share the data with the other Ageacy/Agances; and the recelving
AgencylAgencies must b2 satsfled that it is nocessary end proportionats to acgulre
the data in guestion. A lcg of dala sharing will ba maintained by each agency,

* The shacing of BPD must be autherised in advarco by a senior individual within each
Agency, and no action to share may be taken without such authorisation;

+ _[REOACTION]

e BFD must ot be chared with nen-StA thicd parties without p('or ogreement from the
scquiring Agency;, '

te.bomat.in the event that one (IO Agency wished 20 flscioge axternaily 3

* The Agenciss may share applcetions (which in turn could provide access to ancther
Agency's BPD holdings) a3 juZged apprepriate 11 ine with SLA [nformatian paficy on
commissioning, :

17.  Thess policy statements apply SlA-wide, Each Agensy malntsing separae
cemplementary policy and guidance (o aid staff in e process of sharing BPD and meatirg
thesa pelicy requirements. ' ;

E. Retontion

18.  The Agencies raview the necsssilty and proportionality of the continued retention cf
BPD. Tha folowing paiicy statements apply ta the Agencies: | |
» Each Agency has a review panel which will revisw BPD retention by that Agency. In

all three Agencies, parels sit coce every six months; : !

- |

« Thess panels wil Invite represoniatives fom each of tha sther Agenclas 1o ducussl
data sharing (both data and applications granting accoss to BPD), assist conalstancy
cf gecsion making across Agencies, and provde nter-Agancy feedback




including in particular what intelligence aim is likely to be met and how
the data will support that objective.

< The proportionality of acquiring and retaining the data, including in
particular whether there is a less intrusive method of obtaining the data.

When seeking authorisation to load a BPD into an analytical system for use,
staff must satisfy themselves as to, and explain:

< The purboso for which the BPD is required; and

< The nacessity and proportionality of using the BPD.

5.0 cific Procedures and fequards for Uso of and A
Personal Datasets inside each [ntelligence Service

51 Each [ntelligence Service attaches the highest priority; to maintalning data
security and protective security standards. Maoreover, each Intelligence Service must
establish hancling procedures so as 0 ensure that the integrity and conficentialty of
e informatien in the bulk perscnal dataset held is fully protected, and that there are
adequate safeguards in place to minimisa tha risk of any misuse of such data and, in
e event that such misuse occurs, 1o ensure that sppropriate disciplinary action is
taken. In particular, each Inlaligence Service must apply the following protective
gacurity measures: '

» Physical security o protect any premises where the information may ba
accassed,

« [T securlty to minimise the risk of unauthorised access to [T systams;

e A security vetting regime for perscnnel which Is designed to provide
assuranco that thoso who have access 0 s matorlal are reliabla and
trustworthy., |

§.2 In relaticn 10 informaticn in bulk personal datasels held, cach Intelligence
Service is obliged to put in place the foliowing adcitional measurgs:

* Access to the information centained within the bulk persdnal datasets must be |
strictly limited to those with an eppropriate business requu'eme'n tc use these |
data,

¢+ Individuals must only access information within a bulk personal dataset if It Is :
necessary for the performance of one of the statutery functions of the relevant
Intelligence Service;

« If incividuals access Information within a bulk personal dataset with a view to
subsequont disc'osure of that infermation, they must only access the relevant
information if such disclosure is necessary for the performance of the
statutory functions of the relevant Intelligence Service, icr for the additional
limited purposes descrived in paragraph 3.1.4 above;

+ Before accessing or disclosing information, Indviduals must aiso consider
whether doing so would be proporticnate (as . described In paragraphs 4.4
above and 8.3 belaw). Fer Instance, they must consider whether cther, less
intrusive mathods can be used to achieve the desired outcomo;, &




6.0 Procodures and Safeguards for Disclosure of Bulk Personal Datasets
outside the relevant Intelligence Service

81  Information in bulk personal datasets he'c by an Intelligence Service may onYy
se disclosed to persons outside the relevant Service if the following corditions are |
Tet:
. 6

+ that the objective cf the cisclosure falls within the Service's statutory functions |

or is for the addtional limited purposes set out in sections 2(2)(a) and 4(2)(a) |

cf the ISA 1994 and section 2(2){a) of the SSA 1988%;

e that it is necessary to disclose the information in question In crder ‘o
achiave that odjective;

» that the discicsure is proportionate to the cbjecive;

o that only as much of the information will be disclosed’ as is necessary 1o
achizve that odjactive

When will disclosure be necessary?

6.2 In order to meet the 'necessity’ requirement in relation to disclosure, staff must ]
be satsfied that disclosure of the bulk personal dataset is ‘réally needed' for the |
purpcse cf cischarging a statutory function of that Intelligence Service. 1

The disclosure must also be “proportionate™

€.3  The disclosure of the buk personal dalaset must glso be proportionate ‘o
the purpese in question. [n orcer to meet the ‘proportionality’ reguirement, staff must
be satisfied that the level of interference with the individual's right to privacy is
justified by the benefit to the discharge of the Intelligence Sarvice's statutory

functions which is expected as a result of disclosing the cata and tha Importance of |
the ctjectve to be achieved. Sta¥f must consider whether there is a reasonable |
alternative that will still meet the propesed objective - ie. which involves less |
intrugion. For example, this could mean disclosure of Individual pieces of dataor ofa |

subset of data rather than of the whola 2.k personal dataset.

6.4  Before cisclesing any bulk perscnal data, staff must take reascnable steps 0

ensure that the intended recipient organisation has and wil maintain satisfactory |

arrangements for safeguarcing the confidentlality of the data and ensuring that i is

securely handied, or that they have rece'ved salsfactory assurances from the |

intended recipient organisation with respast to such arrangements.

05  These concitions must be met for all disciosure, including betwsen the
Intelligenca Services. f :

65 These conditons for disclosure apply equally to the disclosure of an entire !
bulk personal dataset, a subset of the dataset, or an individual plece of data from the |
dataset. ' ‘
8.7 Disclesure of tho whole (or a subset) of a bulk personal dataset is sudject

12 internal authorisation procecures in addition to those that apply s an item cf data
The authorisation process requires an application 1o @ senicr manager designated fcr
tho purpose, describing the dataset it is proposed %o disclose (in whole or in part) and
seltng out the operational and legal justification for the proposed disclosure a'ong
with the other informaticn specified in paragraph 4.7, and whether any caveats or
restrictions should be applied to the proposed disclosure. This is so that the senicr
manager can then consider the factors in paragraph 8.1, with aparaticral, legal and
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po'icy advice taken as apprcpna‘e In difficult cases, the refevant ln‘ctlgonco Service
may seex guidance or & decision from the Secretary of Stata,

When seeking to disclose the whole (or a subset) of a BPD staff must be |
satisfied that disclosure is:

+ Justifled on the basis of the relevant statutery dlsclo'suro gateway.
<+ Detormined to bo necessary and proportionate to thof objective.
< Limited to only as much information as will achieve the obective.

“ Authorlsed by a senlor manager or, In difficult caso. the Secratary of
State.

7.0 Roview of Retention and Deletion I

71 Each 'rtelligence Servica must regularly review the tional and legal
justfication fcr its continued retention and use of cach bulk personal dataset.
Where the ccninued retenticn of any such data no Iongerl meets the tests cf
necessity and proportionality, all copies of it heid within the | relevant ln.ehgenoo
Senvice must be celeted cr destroyed.

7.2  The retention and review process requires cons'»deraiicn of the fo!low:ng?

factors:

o Tne operatenal and logal justificatien for continued ro.cnnan Including .ts
necessity angd propastionality,

» 'Whether such Information cculd be cbtainec elsewhera through less intrusive

means;

An assessment of the value and examples of use;

Frequency of acquisition;

Tha lavel cf Intrusion into privacy; :

The extant of political, corporate, or reputational risk; |

Whether any caveats or restrictions should be applied 12 ;;:ontlnuod retention,

i
For the purposes of retention, review and deletion of BPD-sets, each
Intelligence Service must: '

< Regularly review the jhstlﬂcation for continued retention and use,

Including its necessity and proportionality.

< Delete a BPD after a declslon Is made that retentloh or use of itis no

longer necessary or proportionate. '

8.0 Other management controls within the Intelligonco SQMcos

B.1  The acquisition, relention and disclosure of a bulk perscpal cataset Is subjec

to scrutiny in each Intallgence Service by an intemnal Review Panel, whose functicn
is to ensure that each bulk personal dstaset has been propcrly acquired, that any
disclosure is properly Justfied, that its retontion romains ncoe‘ssary for the proper
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cischarge of the relevant Service's statuiory functions, and; Is progortionate (o
achieving that objective §
8.2 The Review Panel in sach Inteliganco Service meets m:slx-month y intervals
and are comprised of senior rapresentatives |from  Information
Govemance/Comp’iance, Operationa! and Legal teams. !

83 Use of bulk personal data by staff is menitored by the relevant audit team in
each Intelligence Service in order (0 detect misuse or idanify activity that may give |
rise to security concerns. Any such identified activity initiates a formal investigation |
orocess in which legal, a¢licy and HR (Human Resources) input will be requested’
where appropriate. Failure to provide a valid justification for a search may result in
disciplinary action, which in the most sencus cases could lzad to dismissal and/or the
passidiity of presecution.

8.4 Al reperts on audit investigations are made availabl(? to tha Intaligence
Services Commissioner ‘or scrutiny (see paragraph 10 below). |

8.5 Stsff within each Inieligence Service will keep their senior leadership (at
Director level or above) apprised as asppropriate of the relevant Service's bulk |
parsanal data holdings and operations. l

For the purposes of management control:

< A Review Panel in each Intelligence Service must meet at six- monthly
intervals to review that Intelligenco Service's BPD holdings.

<+ Staff must keep senior leadership (Director level or abeve) apprised of |
BPD holdings and operaticns. :

8.0  Ministorlal Oversight | '
|

8.1 Each Intelligence Service will repert as appropriate on its bulk personal da‘a |
hzidings and operations to the relevant Secretary of State (the Home Secretary in the

casa of the Security Service, and the Foreign Secretary in the case of SIS and
GCHQ) - B

10.0 v by t lligen v ar

10.1  The acquisition. use, retention and disclosure cf bulk personal datasets by the
Inteligence Services, and the management controis anc safeguards against misusa
they put in piace, will ba overseen by the intelligenco Services Commissioner on a
reguiar six-moninly basls, or gs may te otherwise agroed between the Commissioner
and tha relevant Inteligence Service, except where the oversight of such data

already falls within the statutory remit of the Interception of Communizations
Cammissioner. |

Note: The Prima Minister's section 5SA RIPA direction was issusd 0a 11 March 2015.
Paragraph 3 of this makes R clear that the Commissionar's oversight exiends not cnly to the

praciical operaton of the  Arrangements, but also (o tha ascequacy of the Arrangsments
tamseives.

102 Tre Inteligence Services must ensure that they can;domons:ra:e to the
appropriate Commissioner that proper judgements have baen made on the necessity
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7.8 Inthe case of systems containing operaticnal data, spacfic detsits of individuals®
ectivities while accessing the system ara logged and are subject to audit. Sush logs contain
cetails of who was accessing the system, when, ans what they did while icgged In, Users
are ale2 required to provide a Necessity & Proporfenality Statement (‘N&P Statement”) f
conducting an analytical search cf the data in the system; an N3P Statement consists of
statament of the operational purpose of the search and an explanation of its necessity
preportionality. Thesa justifications are also logged and are subject to periocic awcits of their
egitimacy and adequacy.

7.2 GCHQ's Lagal and Polcy training includes a secticn on N3P Statements. More cetalled
guicance on how to formulste jagitimate and acdequate justifications is avallable tc all staff via
iinks from GCHQ's Compliance Guide. '

8. Experimental Usa

€.1 Use of bulk personal data for an experimental purpose, e.g. development of a noval
anaiytical tachnique cr testing a new IT syslem, potentially entails an elevated lave! of risk to
the security of the data, Increased corporate risk and an additcnal interferance with the right
to privacy. !

3.2 Any procosed experimental use of a bulk personzl dataset must be authorised in

advance by the ralevan! GOHQ sapior officials. A request for authorisation will be made,
using the relevant section of the dataset's BPD form. It will describe the proposed activity
and expain why il is necessary and proportiorate to use butk personal data for this purposa.
It will alsc include an assessment of the Impacst the exparimental use is expecied 10 have ba
the risks and interference mentioned above. ;

8.3 Tne Authoriser wil consider the necessity and proportionality of the proposed use, in
particutar whether It Is genu’nely necessary to use bulk perscnal data for this purpose, given
its intrusivenssa and the degree of corporate risk invelved. :

8.4 If the request to Lse the bulk parsonal dataset for the propesed axparimental purpou$ is
aoproved, the Authoriser may, at his/her discretion, set conditions of rostiictiens on its use,
If the request |s refected, the catasst must not bo used for that purpbse. The dec’sion ond
any conditiens or restriztions must ba recorded on the dataset's BPD ferm. |

' |

9. Disclosure i

2.1 Where the results of bulk personal data analysis are disclesed 0 partner or customer
organisaticns, this must ba dona via standard meparting mechanisms, which ensuro release
of GCHQ Inteligence In a secure, accountable, legally compliant mannar,

9.2 If disclosure of a bulk personal dataset, or a substantial part of &, to a partner
organisation ia contemplated, whether at GCHQ's or the pariner's inftiative, the procedure
below must be followea: . |

3.3 Another SIA Agency: ; ‘
93.7 Ifthe preposed reciplant of the dataset s another SIA Agency, that Agency will (as
with any other operational data) fermally request transfar of the data via the 'lnte'-Agency'
Sharing” (IAS) procass. As with authorisation 10 acquire a bulk parsonal datasat, this !
disclosure request wil be considered and authorised (or rejected) by ;
aicials. The Authcriser's cecision and the reasons for it vill be racorded on the datacet’
SPD form, as well as on the [AS request form. i

OFFICIAL
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[REDACTED]
9.4 Cther crganisations:

9.4.1 For any other arganisation, whether anather UK partner or a w the
cataset's Raquester or Endorser will submit a request for autherisation 1o disclose, by moans
of the dataset's BPD fcrm, Again, such resussts will be considered by miavant GCHO

9.5 All requests for authorisation to clsclosa must previde a persug{h;e justification for the
proposed disclosure, in terms o”: !

o Its nacessity and propertionakty, and : .
* the intelligence or other oporational benefit that is expectad to accrue to GCHQ spc’
the UK from the disclosurs, : i

9.6 The Authoriser will consider: ‘

» the content of the dataset the nature of the personal infermation it containg, i's
intrusiveness and sensttivity; |

 1he nature and extent of the corporate risk the disclasuro would entail:

¢ the necessly and proportionalty of the discosure, inciucing whether it is genuinely
necessary and properiionate Lo discicse the whole datase:, or whather a subset wil
mee! the nead; i |

» whether any caveats or rostrictions should oo applied; and ‘

* the recelving crgarisaticn’s arrangements for safoguarding, usng anc deleting the
data — GCHQ will seek acditicnal reassurarcas from the recelving organisaticn In
*his regard, f the Authariser deems It necessary.

[REDACTED]
10. Continusd Retention

10.1 The ongoing retention of svery bulk parscnal dataset is reviewsd at least every 24
maiths by the Bulk Personal Data Retentien Review Panel (the Pansal).

{
!
|
10.2 The Panel corsists of ga/avant sanior GCHQ oMcials |
|

10.3 Representatives from M5 and SIS ase normally invited to chserva and continua to
d'scussiens,

10.4 The Panel meets every 8 menths, typically in March and Sepiember, to consider the
datasets due for review and to review the functioning of tha bulk perscnal dataset ifa-cycle
managament processes. Discussions, decisions and actions are minuted.

10.5 If a datasat's Requester and Endorser consider that a convincing case can bs made 1o
jusiity the cantinued retention and exploitation of that dataset, they must subml! a retentior
request to the Pane! by means of the dstasat's BPO form. If they do not belleve a convincing

case can be made, \hey must arrange for the daleticn of the datasat as soon &s they react
this concusion,

106 In the request, they must justify the interference with the right to privacy caused by
GCHQ's continued retention and exploitation of the datasst. Thay must got out why it is #
o

genuinely necessary and propertionate to continue to retain and use the data. This ration
must be supported by concrets evidence, including specific examples, where pessible, of
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and vetting regime for staff. [

: : $i%inre
< Limitaccess to those with appropriate business requirement,

“ Justify access to BCD on tho grounds of necessity and proportionality, {°
taking into consideration collateral Intruslon and other less Intrusive
- methods of derlving the same Intelligence dividend. |

|
< Ensure staff are appropriately trained, aware of n:udit functions and

warned of disciplinary procedures resulting from misuse, :

4.4 Disclosure

4.4.1 Tnediscicsure of ECD must be carefully managed to en,éure that it only takes
piace when 1t is justified on the basis of tha relevant statutory. cisciosure gateway.
The d'sclosure of an entire bulk communications dataset. or & subset, outs'de the
inteligence Se-vice may only be authorised by a Senior Official® or the Secretary of
State.

4.4.2 Disclosure of incivigual items of BCD outside the relevant Intelligence Service
may anly be mada If the following conditions are me*: ‘

that the objective of the disclosure falls within the Sewlc& 's statutory functicns
or is for tho additional limited purposes set cut in seclons 2(2)(a) and 4(2)(a)
of the ISA 1994 and sect'cn 2(2)(a) of the SSA 4085; !

- that it is necessary to disclose the information n questisn in order to
achieve that cbjective; ’

- that the disc’osure is proportionate to the objective;

- that oﬁfy 25 much cof the ‘nformation will ba disclosed, as is necossary to
achieve that objectve. y i

'
|

When will disclosure be necessary?

4.43 Incrderto meot the ‘necessity’ requirement in relation to disclosure, staff in |
the relevant Inteligence Service and (as the case may be) the Secretary of State
must be satisfied that disclosure of the BCD is 'really needed’ for the pumoese of
Cischarging a siatutory function of that Intelligence Sernvice. )

The disclosure must also be “proportionate”

444 The disclosure of the BCD must also be pro;')o_rtlona;te 10 the purpose In
question. In orcer to meet the ‘proporticnality’ requirement, 'staff in the relavant
Intelligence Servica snd (as the case may be) the Secretary of Sta‘e must be
salisfiec that the level of interference with the right to privacy of individuals whosa
cemmunications dota is bo'ng disclosed, both in relation to sudjects of intelligonce |
nterest and In relation to other incividuals who may be of no Intelligence Interest, is |
justified by the benefit to the discharge of the inteligence Service's statutory |
functions which Is expected as a result of disclosing the data and the importance of |
the objective to be achieved. Staff must consider whether there is a reasonable
alternative that will stil meet the proposed cbjective - ie. which invclves less
intrusion.  For example, this could mean disclosure of individual pleces of

? Equivalent to a member of ths Senior Civil Service. |
7 |




|
|
;
l
|
|
communicaticns data or of a subset of tho bulk communicaticds data ratner than cf I
the whele bulk communications cataset. i
445 Before d'sclosing any BCD, sta'f must take reasonable steps to ensure that!
the intended recipient organisation has and will maintain satsfactory errangements

for safeguarding the confidentialty of the data and ensuring that it is securely

handled, or that they have received satisfactory assurances from the intenced

reciplent organisation with raspect 10 such arrangements.

440 These concitions must be met for &ll disclosure, ingluding between the!
Intelligence Services and apply equally in making the decision'to disclose an entire

BCD, a subset of BCD, or an incividual piece of data from the dataset.

Disclosure of 3CD must be: ’

< Justified on the basis of the relevant statutory disclosure gateway;
*+ Asscsscd to be necessary and proportionate to the objective;
“ Limited to only as much information as will achleve the objective;

% Authorised by a Senior Official or Secretary of State (entire ECD or a
subset). !

4.5 Review of Ongoing Acquisition and Retention, and Deletlon

45.1 Each Inelligence Service must regularly raview, i.0. at intervals of no less
than six months, the oparational and legal justfication for ts continuod retention and |
use of BCD. This shoulc be maraged through a review panel comprised of senlor |
representatives from Information Governance/Complianca, Operational and Legal |
teams i '

l

I

4.5.2 The retenticn end review process requires consideraten of:

An assossment of the value and use of the dataset curing tha pericd under
review and In a historical context;

- the operational and legal justification for ongoing acquisition, continued |
ratention, including ts recess'ty and proportiona’ity; '

- Thre extent of use and specific examples ‘o illustrate tha berofits; }

- The level of actual and collateral Intrusion pesed by retention and exploitation;
- The extent of corporate, legal, reputational or poltical risk;

- Whether such information could be acquired elsewhere through less intrusive
means,

483 Should the review process find that there remains an cngoing case for
acculring and retaining BCD, a formal review will be submitied at intervals of no less
than six months for consideration by the relevant Secratary of State. In the event that
the Intelligence Sorvice or Secretary of State no longer deem It to be necessary and
proportionate to acguire and retain the BCD, the Secretary of State will cancel the
relevant Section 84 Direction and Instruct the CNP concemed to ceasa supply. The
relevant Inteligence Service must then task the technical team(s] responsible for
Retention and De'sticn with @ view to ensuring that any retzined data is destroyed
and notify the Intercepion of Communications Commissioner accord ngly.

Corfirmation ¢f completed deletion must be recorded with thei relevant Information
Governance/Compliance team. i

8 ,




[REDACTED] ,
. |

4315 Al records of searches and gueries, tcgether with the accompanying N&P

slatements, are centally logged and are subject lo pariodic sudits 0f Lheir legitimacy|ana

eceqJacy. Records relating o section 84 data and related cemmunications data may ba
inspected by the Intercepticn of Communizations Commissionar. !

4.4 Authorisation of Disclosure

4.4.1 Whare the results of analysing section 84 data ara disclosed i partner or cust mer
crganisatens, this must be dene va stendard {(nfa'fgance reporting mechanisms, fich
ensure that GCHQ intelligence Is released In a secure, accountabla ana legaly compilant
manner, 5 !

4.42 It ciscicsure of a comple'e sestion 64 gatacet, or a substantia! part cf i1, 20 a partnar
crganisation is contemplated, whathar at GCHQ's or tha partnar's iniiiative, the procedures
beow must be foliowed,

4.4.3 ¥ the propased reciplent of the dataset is ancther SIA Agency, that Agency will (as
vath any other operational data) formelly request transfer of the da‘a vi2 the “inter-Agency
Sharing" (IAS) proc2ss. As with authoriaation to acquire section 94 data, this disclosure
recLest will b2 considerec and authorised (or rajectad) by tha refavant GCHO senior officials
The Autheriser's decision and the reasons for & will be recordad on the IAS form. |

[REDACTED] ' :

4.4.8 Al requests for authorisation to disclose must provide a persussive justification ‘¢ the

~ proposed discicsure, in tarms of: |

* [ls necessity and proportionaly, and’

» the intaliigence benefit or other ocporations! benefit that is expected 0 ac:ru!s to
CCHQ and the UK from the disclasure.

4£.4.7 The Authoriser will consider;
* tho content cf the dataset: the nature of any personal informaticn it contalng| its
intrusiveness and sonsitvity; !
* the nature and extent of the corporate tisk the disclosure would entail;
* the necessity and propartionality of the disclosure, including whether it is genuthsly
necassary and proportionate 1o disclosa ths whole dataset, or whether a subses wik
meet the need; :
» whelher any caveats or restrictions shou'd be applied; and |
* the recelving organisation’s arrangemerts for safegquarding, us'ng and dalsting!the
data — GCHQ will sock edditional reassurances from the receiving organisatier: in
th's regard, if the Autheriser deems 't necessary. -

|
|

[RECACTED]
4.5 Data Rotontlon. Review and Deletlon
[REDACTED) 5

|
4.5.3 A Review Panal conducts a comprehensive raview of GCHQ's saction 34 da‘a, angd of
lhe cirections used o acquire the data, at six-monthly Intervais, The review determines

6of 3
[REDACTED]

Ths Iefamaslizn is xampat Som disslosure under the Freedom of nformston Act 2000 270 May be sub)ect to exsmaton Lder
othzr UK Information Ingislation, Re%er disslesura requsels 13 GOHG on 01242 221431 x30323, emall Moy @ozhe.gsl goy uk




L35 St A madvr il e ies S i ANAD & eaited

(ST DA CHS]

Y. shidna A Bl
RO S T Faiie
WS VRGN
Aaiert o3 MeihEs

'm&smnu L%

LT W ot o B R
M e snotnalng (e
Holm CRUENGE micee

Jarnm

G4 auomeecs art. F o ARy - S eciovien

e ..-rw'vs- Tt W oy tiolvg o)tk Stk DS LY

v 130 enshasiriorrods Balae tvad £5E AT Alide 4F 9
T mncanees s eo b waiatimsd 16 a2

SxuERk

”’4n'- grbe -51‘\-‘ A vl 23 By ..o‘n P EDa MW.& .
ettt pnviasilae DU SRS Dodiedy g o %
gixeeat (AL Iy SRS SYRt £ T L Edsuten & sie'e
wiiss e ot £ e Alvde e @ Sp2gien uv'f&:&m"ﬂ ER L B U R
LR EFIRDOrD o1 PO e A1 FORGO e iiieive 1N
AELIs T ot 12-m w20

1 DGRy -Me 100 &9 '
iAo vatle. yh i
SETHAS (280 Pty

W) i"v- g 11}3 e’ AP A2 ahins a-'r*ao ST PRI s

*(3'\(- «»1::‘ O m wf srelr #78 YW ARRNE Nedns yimend r'n‘w
:c,.m el et 4 ket siiese of ~alsanorivie I
r"!e & A SRR AC] 1 ROkein 0] Yerhn Uk Tl

Zr‘ e m trrmrn o I )H& sapa an) 1] nuenaly Shew AL AT

A N RS T ST & TR e J0aT) ARiNTATS BT Rl
*-v
neet umﬁ

Mm Mu\‘a'q.h bek
I Soacieip Bese g
2 Rlatinish: & ¢

O Srees 83 piiags s o teTi SNe vl WINENSGS S0 0 ..ﬂ-x'~ § el ot e
H ot bun G100

'* ' AT N AT
sirter-f R ot m 24T Y 2t
e a W-D" L A

XovecanRise ComrrAnie
4. ;“ L S PP T PRl E T ’lﬁ",‘q*}\m}- Rt S0 vatan U v

'0‘Vu ;'0\ e

R kTt o »
LR ROR S
b“ 'Jib.‘f’-

TN GRS Ras Ol 2 Ip-yies ~;t.~'.a.~"
.,.‘.'w."- o R <TaUARE B SR ANt o0 Tt ) yiings

i Lo carart e B (in 300DNLIY 1 SRAME VhA Thlnty »
PYURL PRI AR N B U LT R ’IM -v,rm Asvbi= RRW0 q.‘.;r::m;'. | S
PO AL (Rt S ] BRI | i sept Ma (3000 - 2he;
4 IS LA »m‘.ebt stainel | ovih g e
| N AETIAGYSE
: ST G BRAER] M Wctiut IR T
I ) i
IQSTIAGSND

'xv’“ 0 = R MRS HOS B WAKS Y SUONEORIGIAE & L RNOD AT WveR R e
“per, e vm- rdl Lo NIl s TS nsr R llon 51 bas onedahe &

ni-5

(GETRAG am

N CADACAR U TIS e a0 7 YOI LA ARSI W S 0 AN i wvwnmcoxxmwc\“
aeTpey ot tetf Bo towl ave MODL PTG GO YW amarsy He VTR T 3 A

C ARG & NESEINCS -

shes el e SemLERN

‘3-»‘ m )




OFFICIAL

REQUEST TO RELEASE RAW DATA

[REDACTED] TO INDUSTRY PARTNERS
Updated Sept 2016

NAME and TEAM OF REQUESTOR:
DATE OF REQUEST: 1 1t :

POLICY RESPONSE REQUESTED BY: | J

1 -~

" vy = —
z ’wL b AT E.o.... ..qu/ AT .,r?vfu TI\FI\Z .430%%—.—.‘&:&8 3;wbﬂ°w=°‘mum?nbuxf SRR IR »\. 2 n-ﬂ..» ?c h a2 wlrwlvm\;l.ﬁzf

(-Lkll'ht v 2t 2

. [REDACTED] y [REDACTED) | [REDACTED)
[REDACTED] (REDACTED] . INDUSTRY -
[REDACTED)
- J

[REDACTED]

ON COMPLETION, THIS FORM SHOULD BE EMAILED to:
[REDACTED)
For sharing with Industry please send tlo GCHQ Policy team.
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What data do «oc Su:. to release? ?_oaao snrao Qvo of
data e.g. [REDACTED). Please include fochnica! delails,

‘Wil th's bo o oneoff, repeated or orgoing requirement?

[ Plense provide context detalls on the [REDACTED] project

Why do you want tn send the data? (Please provide clear

business benefit, where applicable include justification and : o

stalutory purposa NS/ISC/EWS where relavant), What are National Security Serious Crima Economic Weil-lleing

the expected outputs? = 5. B L A s

Is there any precedent for this request? (If so, please provide
delails)

20f5

-..n:gﬁ..n:roiaﬂ.-ds&uuoa:ui?vgagsg.agu:&onsg pa..o..fig.awrg Refer dischosins tecvests 1o GCHQ on 01247 221491
x30304 (non sec) or email nfolepody)

OFFICIAL



OFFICIAL

I mmm mﬂ AT N g ot Y -t N A S L VIS I T T T T AN 7V DT i * A P Y g 3 e e X T T N VTR TR IR A NI EYE A I
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How much data is needed 1o complete tho task?

Is the data selected or non-seleciod?
What Is the Protective Marking / Classification of the data?

Is the data owned by GCHQ? (If the data is not cwned by
GCHQ please identfy the owner, and include tochaical
dotalls where possible, If owned by a collaborating agency,
please stato which agency.)

“Will the identity of SIGINT targets be apparent in the data?

If 50 is there an jaterngl approval form relevant to the -

targels? ~ if so please provide detalls = : X _—
Wil the means by which GCHQ has acquired the databa
apparent to the recipient?

Has the data been procossed by [REDACTED]?
If yes, please indude formal release approval (email) from

! team ¥ .
IS the data from [REDACTED)?
If yes, please Include formal release approval (email) from -
[REDACTED] - v
Jof5
This information s exemzt from dedosure wader the Freedam ot inbrmstion Act 2000 and may be cubject 1o exeenption Lnder other UK Irdomnation legislabon Refar daciceurs requests fo GCHQ on 01242 221491
330306 [non sec) of emall Infolep@gchg .
( OFFICIAL (
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3 Ao, | R T O I S e L A s AR A I 1S S B RS T o
<$.o will the data be pi Qsﬁ& Sq Av_aaoo ?.osaa
| organisation, name and job tit'e.)

_ S — sl i ¥

How many additional peop'e will require access to tho
intercept and where are they from?

Please provide tho level of clearance and indoctnnation (SC,
| OV, STRAP etc)) for all reciplents mentoned abova.
_xm-v)n.q ED] Please Include details of any [REDACTED]
E requiredirecetved
What is the'r employment status wihin thelr organisation
(employee, contractor efc )?

Whero will the data be processed? [REDACTED)] Industry
partner and IT systemn(s)

(Please includo detalls of system accreditation levels and
additonal security measures In place to protect the data,
how classification will be implemented and provenance
details retained)

How will the data be sent there? (Please include detalls of
secure transfer methed to bo used)

.

| How long will the data need to be kept to complate the task?

Will the data be destroyed or returned to GCHQ? (Please
Includae details of destruction processes in place if not being
returned)

40f5

This irdonnetion uﬂnzieﬁ:nﬁaﬁngnﬂ Froedom of Irdormation Act 2000 and rray be subject to exernption uncer othar UK IWomastion leglststion. Refer disdosure roquests 10 GCHQ on 01242 221491
x30306 (non-sec) or emall folog Ngchg
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The approver should:séive the form







