GISTS SHOWING IN UNDERLINED AND ITALICS

Case No, IPT/15/11
IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL

and

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT '
(3) GOVERNMENT COMMUNICATION HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE

Respondents

WITNESS STATEMENT OF MI5 WITNESS

I, MI5 WITNESS, Deputy Director in the Security Service, of Thames House Loncion

SW1, WILL SAY as follows:

¢

2) 1 am authorised to make this statement on behalf of MI5, The contents of|this
statement are within my own knowledge and are true to the best of| my
knowledge and betief. Where matters are not within my own knowledge they
are based upon decumentation made available to me and from discussions With
others within MI15.

3) Exhibited to this witness stalement is a bundle of documentation. marked “MI5
2", References in this statement to page numbers {eg [pages xx to xx]) are tg the
page numbers of MI5 2 (page numbering is in the top right hand corner of Eefxch
page). é
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4) Further to paragraph 95 of the Investigatory Powers Tribunal's judgment of 17
October 2016 and paragraph 4 of the Tribunal’s order of 31 October 2016, | make
this staterment in orderto:

a) exhibit (for the !convenience of the Tribunal) relevant sections of
policies/ handing arrangements relating to the sharing of BPD and BCD;

b) address the question as to whether MI5 has, since avowal on 11 March 2015,
shared bulk personal data (“BPD”) {or a sub-set of BPD) with international
partners and/or law enforcement agencies (“LEAs”), and if so, what
restrictions as to trdhsfer or use/ retention were imposed by MI5; and

¢} address the question as to whether MIS has, since avowal un 4 November
2015, shared bulk dommunications data (“BCD”) (or a sub-set of BCD) with
international partners and/or LEAs and if so, what restrictions as to transfer
or use/ retention were imposed by MI5.

Policies & Handling Arrazégeme.nts relating to sharing of BPD

5) Iexhibit the following; !
a) At pages 1-2: paragaph 16 of the joint SIA BPD policy of February 2015;
b) At pages 3-4: pages -8 of the CLOSED MI5 BPD guidance of March 2015;
¢} At pages 5-8 paragx%aph 5.2 (4h bullet), paragraphs 6.0-6.7 and paragraphs &1
of the cross-SIA BPD OPEN Handling Arrangements of November 2015; and
d} At page 9: paragraf:»h 6.3 of the MI5 CLOSED Handling Arrangements for
BPD. !

Policies & Handling Aﬂan%emenﬁ relating to sharing of BPD

6) I exhibit the following:
a) At pages 10-11: paragraphs 44.1 to 446 of the OPEN Handling
Arrangements for BCD; and
b) At pages 12-13, paragraphs 44.1 to 44.8 of the MIS CLOSED Handling
Arrangements for BCD.

Sharing of BPD with int.erri;iltional pariners and LEAs

7) Since March 2015, any }proposed sharing of a BPFD (or a sub-set of BPD, itself
constituting bulk personal data) outside MI> would have needed to be directed to
MI5's data guvernance teqm and would have required my, or my predecessor’s,
agreement (see for exazfxplc page 3 - and in particular the paragraph under the
heading “Sharing Bulk Bersonal Data").

8) Ihave asked the dala goéwr:m:;ce team to review all the requests to share BPD that
have been made since March 2015 in order to establish whether any sharing of
BPD (or a sub-set of BPD) with either international partners or LEAs has been
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Sharing of BCD with international partners and LEAs

9 The sharing of Mi5's BCD (ie [REDACTIONY) or a sub-set of that BCD (itself

amounting to bulk communications data) wounld require the approval of| {
Home Secretary or a Senior Official in the Home Office (paragraph 4.4.1 at page

12). Any sharing request wonld have fo be dealt with in the

have made inguiries as to whether the ggreement of the
o~ '+ m m . .

ice} has 0 SO

data governance igam

whether any agreement fo such sharing has been sought over this period in relatioht to
[oreign linison partrers or LEAs. 1 have no reason to belicve that any sharing of BCH

woild hape taken plage without appropriale authorisation.

@) follow the principles and approach_sel gut in_our Hangling Arrangements ,11‘f-r-d

policy/guidance:
b) take into account the nature of the BPD) and BCD that w
-t i H lo

o lake in

disclosing the BPD/BCD;

d) lake inio account the approach taken by am other SIAs who may have shared

data_and have regard to any profocols/understandings that the other ggencies j
: d

lage used/followed.
Statepent of Truth

T believe that the facts stated in this witness sta tement are true.

due to be gi d:

Dated: 10 Feas 17

-

oltich_we were considedin

il
iy




Case No. IPT/15/110/CH
IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL

: Claimant
and :
i
(1) SECRETARY OF STATE FOR FOREIGN AND COMVIOIJ}WEALTH.AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATIONS HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE
Respondents
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NOTE: REDACTIONS ARE INDICATED [REDACTION] AND GISTS ARE IN BOLD,
UNDERLINED AND ITALICS 3 ;

which It is hasted, These safeguards inckude (but ars not inited k) audls, protecive
monftoring regimes, line managoment oversight, training an@ cotes of practca:

* The Agencles will take appropriale disciptinary sction against son idenfified as
:bui:!angmor Taleustng analyflasl capebilties, BPD, or any mfm or mnﬁ‘gena
er] erafrom. ;

H

15.  Thess policy statemenls apply SiAwide. Each Age;tcy maintains seps ;;

complementany policy end guidance to ald staff In the use of BPD and meeting these poficy
requirements. ;

i
!
D.  Sharing
18. Aﬂ;hreehgenmhshaveammmintemﬂhaoqdﬁng _ E tEmoga . AS
prinoipls, ail three Agencies will seek 1o actuire once and uce ma{':ny Emus,t:l: m ;2
business effectivenass end efficiency. The following policy stalernents apply lo the Agendies: |

s+ When shating BPD the stipplying Agency must be satisfiag that it s neceseary and |
proporiionate o share the data with the offier Agency/Agencies: and the rgealving |
AgencylAgencies must be sallsfied that it is necessary snd gmporﬁmam n acquire, |
the data in question. A log of data shedng will he maintaired y sach agency; i
* Tha sharing of BPD must be suthorised in advance by a senbr individust within each |
Agency, snd no action {o shara may ba teken without such authorisafion; !

« [REDACTION]

« BPD must not be shered with non-81A third
acquiring Agency;

parties without prior agreement from the ;

2 ) 24 ~ Jeoo i
» The Agencies mey share applications {(which in turn could gﬁvtﬁa access lo gnother
Agency's BPD holdings) as judged appropriate In line wilh £ - (pfopmatinn poficy on

comnmiseioning.

17.  These {olicy sitofements apply SlA-wide. Each Agency maeiniains soparate
complementary policy and guidance to akd staff in the process of sharing BPD and meeting
lhese policy requiraments.

E.  Retention

8. The Agencias review the necessily and proportionality of ﬂm confinued refention of
BPD. The following poficy statements apply to the Agencies: :

= Each Agency has a review panelwhich wil reviaw BPD retention by that Agenicy. in
all three Agenoies, ponels sit ance every six months; ;

+ These panels will inviie reprasartativer fram each of the nlhér Agencies to discuss
data sharing (both data and applicatione granting access to BPD), assist consisiency
of decision making acrosa Agencies, and provide Inter-Agency feedbiacl;

)
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NOTE; REDACTIONS ARE INDICATED [REDACTION] AND G!éTS ARE N 80LD,
QOUBLE-UNDERLINED AND ITALICS g

Sharing Bulk Personal Data

The sharing of BPD ls carefully managed fo ensure that discioaure only iakes piace when it is justified gn
tha basis of the relevant siatutary disciosure gatewsy. The decision 18 share a BPD cuiside the curily
Bervice rests with g setifor M{F official on behalt of DSIRO.
Siiaring within the SiA

To the extent the SIA all have a common interest in acquiring information for national seourity purposes,

it may bs iawful for MIS to share BPD with 8IS or GCHQ. Within the 514, the relevant gateways fof theee

purposes are () section 2(2)(a) so for as digciosure by the Becurity Senvice is concemed, and (i)

séeg:{iuon 2(2)(a} snd 4(2){a} respectively of inlatigence Services Act sb far 25 aeoulsition by SIS and
are concerned, - ;

in relaton to each dalaset, thers are two' sides lo the Information trensaclion, whereby boh the
disclosing and receiving agency have to be satisfied as lo the nacessily.and proportionality of shating a
patticular datasat, MIS nwed to establish in sach cose that both (i) distiosure by the Security N%ﬂn’r‘ice

under section 2{2)(s) is necessary for the proper dischiarge of the Securlly Service's statulory funcsion. of
protesting netions! security, and also (i) that acquisition by SIS and GCHT is nesessery for thelr
respaclive statuiory funcfions in respect of nationsi security trider sections 2(2(a) and 4{2)(a)
respectively of ISA. !

I gircumsiances where GCHQ or SIS identifies a requirement, they should discuss their requireinents
with the relevant MIS data sponsor, i the requesting agency anrd the M duta sponsor believe thefe is »
businuss case 1o share the data & formal requast must be mede to MIS via '
{REDACTION] The reievant dats sponsor I then responsible for submitiing the rojevant form. |

Zhe. rafevant foon outines the bushsss case submlied by the raquesting Agency, delsilng I s data
requested, the necessity and proportionality case for disclosure of hat dafa and ihe p | data
handiing arrangemsnts. This must be approved by the relevent data sporisoring ‘

before belng submilied to M%mﬁﬂ who will consult Mﬁ%ﬁ
disclosure and the relevant tachnical feasibiify. o :

ine B1S cfficial will conffrm the gtrangth of the business case rursh:aﬁng dals Is sufficient, atfd any
security, ethical and reputstional tisks have been auequalely considered. (RESACTION] i

[elewvant foor) is approved by o senlor S offinlal, arrangements will be made for the dats io

be shared with the relevant Apency using suilably accredited nebwork for electronit fransfer. Where
electoni: transfer is not possible, physical trshiefer must be conducled in accordanca with poliey, ;

saanng cata and appiications n-ghiu )

[REDACTION] Sharing dats in lhis way requires both the requesting and-disclosing agencles to aésass
the necessity and proportionality of the access end use being sought [REDACTION |

he senfor WIS officisl shovld be consulted in refation to eny propossts to access dat on othe? SlA
systems, or {o allow S{A access into MI5 systems,

Mi5 reither cortfirms, nor denies the existance of specific BPD hoidlags 16 organisations oulside e SIA
or @ limited numbsr of individuals within OSCT. Therafore any request to share BPD with an organd -

ofiver than GCHO or 8IS should reliergte this posilion es the requestor should approach the prowvi
themseives. Attempts fo sstertain M6 BPD holdings by non-SIA orgenisations shatild be reported th he
Lelevaot tean. :

[REDACTION]

i ‘e
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NOTE: REDACTIONS ARE INDICATED IREDACTION] AND GISTS ARE IN BOLD, .
DOUBLE-UNDERLINED AND ITALICS ;

n the mmm:mmqmusmmmmsrmapumbemmsammMumm
woudd need to be applied as when sharing with SIA pariners. The fequestor wouks slso require. g Ieguf
geleway to acquire the data, which memsemamuumdbgbelﬁaﬁeﬁadmmabétaf

necessily and proportionaity, Al BAquicies shauld be directed to e suglor 1% oRtelst. i
{REDACTION] ’
Retention and Review
The Bulkk Personel Data Revitiw Panel (BPDR Panei) mesis every § months 10 review BPD basad o is
rev!equatggmy. ‘Ihe‘t-afm_ofﬂi:&?mmllsbmﬁmnm'm'wmﬂymmm ;

fl
re

i

Pk OR Panel opecsios under tha suthodly of the Exacutive Bosro, The, BPOR Panel Temme of
Reforencs are available [REDACTION].

The BFD gavisw categories dictate when sach dotasel will be raviewsd (Ses Bulk Data Policy for
datedls). The review of BFD retenfion must be caplured on .aipaptfony. [REDACTION) %

PLEIR revlew Ine Panei detkdes Whethar o etsin the dataset for a further raview period o to defete it.! In
Particulany sensitive cases, iha Fane) sy recommend &n earfler review, Whera tha Panel cannot apres
on relention or deleton, the case will be refermed 1n BIRO, the Exetutive Bosrd or DG &8 niecessary ﬁah-a

The BPOR Panei wil aiso revisw shariag of dats, applying st tasts 1o Tose for rstarion, 1 wil aiso
comenission and review thematic work i relalion lo BED bo inform pollcy development snd effective risk
maragement as it judges appropriate. :

[REDACTION]

)
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including in particular what intelligence aim is iikely to be met and hiow
the data will support that objective. ‘

< The proportionality of acquiring and retaining the data, including in
particular whether there is a less intrusive method of obtaining the data.

When seeking authorisation to load a BPD into an analytical system for use,
staff must satisfy themselves as to, and explain:

< The purpose for which the BPD is required; and

4 The necessity and proportionality of using the BPD.

5.0 Specific Procedures and Safeguards for Use of and Access to Bulk

Personal Datagets i ch Intelligence Service

5.1 Each Intelligence Service attaches the highest priority to maintaining data |
security and protective security standards. Moreover, each Intelligence Service must i
establish handling procedures so as to ensure that the integrity and confidentiality of
the information in the bulk personal dataset held is fully protected, and that there are |
adequate safeguards in place to minimise the risk of any misuse of such data and, in |
the event that such misuse occurs, to ensure that appropriate disciptinary action is |
taken. In particular, each Intelligence Service must apply the following protective
security measures: ' :

¢ Physical security to protect any premises where the information may be
accessed;

¢ IT security to minimise the risk of unduthorised access to T systems;

* A security vetling regime for personnel which is designed to provide
assurance that those who have access to this material are reliable and |
trustworthy. i

52  In relation to information in bulk personal datasets held, each Intefligence

Service is obliged to put in place the following additional measures:

s Access 1o the informatioh contaified within the bulk personal datasets must be '

strictly limited to those with an appropriate business requirement to use these
data;

* Individuals must only access information within a bulk personal dataset if it is
necessary for the performance of one of the statutory functions of the relevant

Intelligence Service;

» If individuals access information within a bulk personal dataset with a view to
subsequent disclosure of that information, they must only access the relevant
information i such disclosure s necessary for the performance of the
statutory functions of the relevant Intelligence Service, or for the additional
limited purposes described in paragraph 3.1.4 above;

* Before accessing or disclosing information, individuals must also consider
whether doing so would be proportionate (as described. in paragraphs 4.4
above and 6.3 below). For instance, they must consider whether other, less
intrusive methods can be used to achieve the desired outcome:

6



6.0 Procedures and Safeguards for Disclosure of Bulk Personal Datasets
outside the relevant intelliaence Service '

6.1  Information in bulk personal dafasets held by an Intelfigence Service may only
be disclosed to persons outside the relevant Service if the following conditions are
met:

e that the objective of the disclosure falls within the Service's statutory functions
or is for the additional limited purposes set out in sections 2(2)(a) and 4(2)(a)
of the ISA 1894 and section 2(2)(a) of the SSA 1989;

= that It is necessary to disclose the information in question in order to
achieve that objecfive;

* that the disclosure is proportionate to the objective;

* that only as much of the information will be disclosed as is hecessary to
achleve that objective.

When will disclosure be necessary?

8.2 In order to meet the 'necessity’ requirement in relation to disclosure, staff must
be satisfied that disclosure of the bulk personal dataset is really needed’ for the
purpose of discharging a statutory function of that intelligence Service.

The disclosure must also be “proportionate”

8.3  The disclosure of the bulk personal dataset must also be proportionate to
the purpose in question, In order to meet the ‘proportionality’ requirement, staff must
be satisfied that the fevel of interference with the individual's right to privacy is
justified by the benefit to the discharge of the Intelligence Service’s statutory
functions which is expected as a resuit of disclosing the data and the importance of
the objective to- be achieved. Sta#f must consider whether there is a reasonable
alternative that will still meet the proposed objective - i.e. which involves less
intrusion. For example, this could mean disclosure of individual pieces of data.or of a
subset of data rather than of the whole bulk personal dataset.

6.4 -Before disciosing any bulk personal data, staff must take reasonable steps to
ensure that the intended recipient organisation has and will maintain satisfactoty

6.5  These conditions must be met for al diselosure, including batween the
Intelligence Services.

6&  These conditions for disclosure apply equally to the disclosure of an entire
bulk personal dataset, a subset of the dataset, or an individual piece of data from the
dataset.

6.7  Disclosure of the whole {or a subset) of a buik personal dataset is subject
to intemal authorisation procedures in addition to those that apply to an item of data,
The authorisation process requires an application to a senior manager designated for
the purpose, describing the dataset it is proposed to disclose {in whole or in part) and
setting out the operational and legal Justification for the proposed disclosyre along
with the other information specified in paragraph 4.7, and whether any caveats or
restrictions should be appfied to the proposed disclosure. This i$ so that the senicr
manager can then consider the factors in paragraph 6.1, with operational, legal and



policy advice taken as appropriate. in difficult cases, the relevant Intelligence Service
may seek guidance or a decision from the Secretary of State.

When seeking to disclose the whole {or a subset) of a BPD, staff must be
satisfied that disclosure is:

< Justified on the basis of the relevant statutory disclosure gateway.

< Determined to be necessary and proportionate to the chjective.

< Limited to only as much information as will achieve the objective.

State.

7.0 Review of Retention and Deletion

7.1  Each Intefligence Service must regularly review the operational and legal
justification for its continued retention and use of each bulk personal dataset.
Where the continued retertion of any such data no longer meets the tests of

necessity and proportionality, all copies of it held within the relevant Inteiligence
Service must be deleted or destroyed.

7.2 The retention and review process requires consideration of the following
factors:

¢ The operational and legal justification for continued retention, including its
necessity and proportionality;

e Whether such information could be obtained elsewhere through less intrusive
means;

An assessment of the value and examples of use;

Frequency of acquisition,;

The level of intrusion into privacy;

The extent of political, corporate, or reputational risk:

Whether any caveats or restrictions should be applied t6 continued retentiori.

For the purposes of retention, review and deletion of BPD-sets, gach |
Intelligence Service must;

¢ Regularly review the justification for continued retention and use,
including its necessity and proportionality.

% Defete a BPD after a decision is made that retention or use of it Is rio
longer necessary or proportionate.

8.0 Other management controls within the Intslligence Services

8.1  The acquisition, retention and disclosure of a bulk personal dataset is subject
to scrutiny in each Intelligence Service by an internal Review Panel, whose function
is to ensure that each bulk personal dataset has been properly acquired, that any
disclosure is properly justified, that its retention remains necessary for the proper

9

% Authorised by a senior manager or, in difficult case, the Secretary of |

fq
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discharge of the relevant Service's statutory functions, and s proportionate to :

achieving that objective.

82 The Review Panel in each Intsligence Service mees at sicmonthly intervals
and are comprised of senior representatives  from lnformation,f

Governance/Compliance, Operational and Legal teams.

8.3  Use of bulk personal data by staff is monitored by the relevant audit team in
each Infelligence Service in order to detect misuse or identify activity that may give
rise to security concems. Qny such identified activity initiate_s a fo:rn;ai investigation

where appropriate. Failure to p‘fnvlde a valid justification for & search may resuit in
disciplinary action, which in the most serious cases could lead to dismissal and/or the

possibility of prosecution.

84 Al reports on aydit investigations are made available io the Intelligence
Services Comrmissioner for scrutiny (see paragraph 10 below),

8.5 Staff within each Infelligence Service will keep their senior leadership (at
Director ievel or above) apprised as appropriate of the relevant Service’s buik
personal data holdings and cperations.

For the purposes of management control:

% A Review Panel in each Intalligence Service must mest af six- monthly
intervals to review that Intelligence Service’s BPD holdings.

% Staff must keep senior leadership {Director level or above) apprised of |

BPD holdings and operations.

9.0 Ministeria! Oversight

9.1  Each Intelligence Service will report as appropriate on its bulk personal data
hpldings and operations to the relevant Secretary of State (the Home Secretary In the
case of the Security Service, and the Foreign Secretary in the case of SIS and
GCHQ).

10.1  The acquisition, use, retention and. disclosure of bulk personal datasets by the
Inteligence Servlces_,_ and the management cantrols and sa_feguardslag_ainst misuse

regular six-monthly basis, oras may be otherwise agreed between the Commissioner
and the relevant Inteffigence Service, except where the oversight of sych data
already falls within the statutory remit of the Interception of Communications
Commissioner,

Note: The Prime Minister's section 584 RIPA direction was isaued on 11 March 2015,
Paragraph 3 of this makes |t clear that the Commissioner’s oversight extends not only to the
practical operation of the. Arrangements, but also to the adequacy of the Arrangements
themselves.

10.2  The iIntelligence Services must ensure that they can demonstrate to the
appropriate Commissioner that proper judgements have been made on the necsssity

10
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[NOTE: REDACTIONS ARE INDICATED AND GISTS ARE IN BOLD, DOUBLE-
UNDERLINED AND ITALICS]

6.2.6 The relevant form outlines the business tase submitted by the requesting
Agency, detalling the data requested, the necessity and proportionality case for
disclosure of that data and the proposed data handling smangements. Disclosura of
the whole BPD (or subset thereof) is only permitted ance such authorisation has
been given under this process. Once the authorisation has been given,
arrangements wili be made for the data to be disclosed to the relevant acquiring
Agency.

6.3 Disclosure to liatson seivices

6.3.1 {REDACTION]

6.3.2 There are however some circumstances, such as a pressing operstional
requirement, where disclosure o a liaison service [REDACTION] may be necessary
and proportionate In the interests of national security. In this event, the same legat
d:sclosure tests would need to be applied as when disclosing to SIA partnérs, and

anl formm would have to be coempleted. MiS would need to be satisfied that
dlsclosune 1o the relevani liaison service met the dual tests of nanessity and
proportionality. All enquiries should be directed to fhe data g

to disclosure, staff must (a) take reasonable steps to ensure that the ﬁaison pariner
has and will maintain satisfictory arrangements for safeguarding the confidentiality of
the data (Including with regard {0 both source protection and the protection of the
privacy of the individuals in the BPD) and ensuring that it is securely handled, or (b)

have received satisfactory assurances from the liaison pariner with respect to such
arrangements.

Disclosure of MI5 BPD must be:

+ Justified on the basis of the relevant statutory disclosure gateway;
< Assessed to be necessary and proportionate to the ohjective;

“ Limifed to only as much iniormahon as will achleve the objective'
< _Authorised by g se 4 B !

7.8 DATA RETENTION AND REVIEW
7.1, Buik Personal Data Review Panel

7.1.1 The Bulk Personal Data Review (BPDR) Panel currently meets at least every 6
months to conduct a review of bulk personal datasets in Mi5's possession, to ensure
thet thelr retention and use remains necessary and proportionate for MIS to carry sut

its statutory duty fo protect National Security for the purposes of 5.2(2)(a) Security
Service Act 1988.

7.1.2 Panel members will satisfy themselves that the level of infrusion Is justifiable
under Article 8(2) of the ECHR and is in ling with the requirements of the Data
Protection Act 1988, MI5S can only retain BPD where it is necessary and
proportionate to do so, and it it is judged (at any time, but including on review) that it
is no langer necessary and proportionate to retain a dataset, all copies must be
deleted or destroyed.

10
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and iretting regime for staft.

% Limit access to those with appropriate business requirement.
i

<+ Justify access to BCD on the grounds of necessity and proportionality,
taking into consideration collateral. intrusion and other iess intrusive;
methiods of deriving the same intelligence dividend. ;

4 Ensure staff are appropriately trained, aware of audit functions and;f;
warned of disciplinary procedures resulting from miguse. !

E

4.4 Disclosure

4.4.1 The disclosure of BCD must be carefully managed to erisure that it only takes |
place when it is justified on the basis of the relevant statulory disclosure gateway. :
The disclosure of an entire bulk communications dataset, or a subset, outside the |
Inteligence Service may only be authorised by a Senior Official? or the Secretary of |
State. i

4.4.2 Disclosure of individual items of BCD outside the relevant Intelligence Service
may only be made if the following conditions are met: ?

- that the objective of the disclesure falls within the Service's statutory functions |
or is for the additional limited purposes set out in sections 2(2)(a) and 4(2)(a)
of the ISA 1984 and section 2(2)(a) of the SSA 1988,

that it is necessary to disclose the information in question in order to
achieve that objective;

- that the disclosure is proportionate 1o the objective;

- that only as much of the information will be disclosed as is necessary to
achieve that objective.

When will disclosure be necessary?

4.4.3 In order to meet the ‘necessity’ requirement in relation to disclosure, staff in
the relevant Inteligence Service and (as the case may be) the Secretary ‘of State
must be saisfied that disclosure of the BCD is 'really needed’ for the purpose of
discharging a statutory funstion of that Intelligence Service.

The disclosure must also be “proportionate”

4.4.4 The disclosure of the BCD must aiso be proportionate to the purpose in
question, In order to meet the ‘proportionality’ requiremant, staff in the relevart |
Intelligence Service and (as the case may be) the Secretary of State must be
safisfied that the level of interference with the right to privacy of individuals whose ;
communications data is being disclosed, both in relation to subjects of intelligence

interest and in relation to other individuals who may be of no inteligence interest, is
justified by the benefit to the discharge of the Intelligence Service's statutory
functions which is expected as a resuit of disclosing the data and the importance of
the objective to be achieved. Staff must consider whether there is a reasonable
alternative that will stili meet the proposed objective - i.e. which involves less
infrusion.  For example, this could mean disclosure of individual pieces of

? Equivalent o a member of the Senior Civii Servics,
7



communications data or of a subset of the bulk communications data rather than of
the whole bulk communications datasst.

4.4.5 Before disclosing any BCD, staff must take reasonable steps to ensure that
the intended recipient organisation has and will maintaln satisfactory armangements
for safeguarding the confidentiality of the data and ensuring that it is securely
handled, or that they have received satisfactory assurances from the intended
recipient organisation with respect fo such arrangements.

446 These conditions must be met for all disciosure, including between the
intelligence Services and apply equally in making the decision to disclose an entire
B8CD, a subset of BCD, or an individual piece of data from the dataset.

Disclosure of BCD must be:

< Justified on the basis of the relevant statutory disclosure gateway;
% Assessed to be necessary and proportionate to the objective;
< Limited to only as much information as will achieve the objective;

Authorised by a Senior Official or Secretary of State (entire BCD or a
subset).

)
e

4.5 Review of Ongoing Acquisition and Retention, and Deletion

4.5.1 Each [ntelligence Service must regularly review, i.e. at intervals of no less
than six months, the operational and legal justification for its continued retention and
use of BCD. This should be managed through a review panel comprised of senior
representatives from Information Governance/Compliance, Operational and Legat
teams.

452 The retention and review process requires consideration of:

- An assessment of the value and use of the dataset during the period under
review and in a historical context;

- the operational and legal justification for ongoing acquisitien, continued
retention, inciuding its necessity and proportionality;

- The extent of use and specific examples to illustrate the benefits;
The level of actual and collateral intrusion posed by retention and exploitation;
The extent of corporata, legal, reputational or political risk;

- Whether such information could be acquired elsewhere through less intrusive
means.

453 Should the review process find that there remains an ongoing case for
acquiring and retaining BCD, a formal review will be submitted at intervals of no less
than six months for consideration by the relevant Secretary of State. In the event that
the Intelligence Service or Secretary of State no longer deem it to be necessary and
proportionate to acquire and retain the BCD, the Secretary of State will cancel the
relevant Section @4 Direction and instruct the CNP concemed to cease supply. The
relevant intelligerice Service must then task the technical team|s] responsible for
Retention and Deletion with a view to ensuring that any retained data is destroyed
and nofify the Interception of Communications Commissioner accordingly.
Confirmation of completed deletion must be recorded with the relevant information
Governance/Compliance team.

B
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44 Autharisation of Disclosure

441 The disclosire of BCD is cerafully snanaged o ensure that It anly taikes plage 5
Wn!&mmmbadsdh.mm;m&sﬁmgm. i
disclosure of an entire BCD, or a subset, outstds MIS may oniy ba authosiged by the
Home Secratary or a Senior Official® It the Hone Office,

4.42 Disclosure of Individual itemy of communications data to persons outside Mis ’
can only he made it the faliowing conditions are mek g
i

- Tha objeciive of the disclosura falle withln MIS's staf / Eanctions of & for
tha additional fimited purposes et out in sactions 2(2)(a) and 4(2){a) of the
{SA. 19594 and section 2(2)(g) of the SSA 1085, '

- The disclosire is proportionate ta the phjective;

- Only as much of the information will be disclosed as s nacessary to achleve
that objective.

4.4.3 In arder fo meet the 'necsssity* requirsiment in relation to disclosure, staff must,
be satisfied that disclosure of the communigations deta is ‘really peeded® for the
purpose of dischanging & statutory fungion of that Agency. Staff must consider
whether there is a reasonable aftemative that will silll meet the proposed objective -
L.e, which invelves loss irtrusion, For exampie, In tases where disciosure of BCO s
coatempiated, this could mean disclosure of ndvidus] pleces of data or of a euhset
of data rathet than of the whola BCD,

4.4.4 The disclosure of the communicalions data Must aise be proportionate to the

purpose in question. In order to meet the ‘proporiionalily’ requirement, steff mus{ be

satlsfled that the laval of intedferenocs with the individuafs right to privacy iy fuelifisd
by the benefit fo the discharge of MIS's statutory funchions which is expested ss a ;

resuit of disclosing the data and the importanca of the objective to ba achieved.

4.4.5 Belore disclosing any corimunicaions dats, staff must taie reasonahle steps
10 snsure that the intended recipient organisation has and wil maintain sa
arrangements for safeguarding the confidentisfity of the data and ensuring that i s
sacirely handled, of thet they have recefved safisfaciory assiirances from the
Intended reciplent organisation with respect {0 such wmngements.

4A5 These conditions must be met for aff disclosure, inciuding between the
Inteligence Servites. They spply equally to the discloswre of an enfire BCD, a subset

of the dgtaset, armmdividmlpiecéofdahdeﬁvedﬁmthabuﬂgmmnmnimﬁbm

dateset or from tergeted sommunicalions data.

! Equivelent o @ member of the Senior Gl Service.

1
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4.4,7 Where disciosure of an entire BCD (of a aubsat) is contampiated, (in addition
io the requirement in 4.4,1 above) this Is subject to prior interna suthorisal

precadurae as well as to the requirements in £.4.2-4.4.5 that apply to disciosure| of

individusal ieceaufdalawmaﬂmarequlmmemmtmet then (prior ito
submission fo the Home Offica/Home Secretary) the BCD is formaily requeatod

the requesting agency ﬁ-em M#E mrough an agraed ahanng procadure uslng

Yorm outines the ness case submitted w fhe requesting

deﬁi‘mg ﬂae data rewted the neeesaity ll‘ld proporﬁmaliu cass for dhnbsure
thal defa snd ihe proposed data han BOOA ,

4.4.8 . if the Director Generz! is content, a submission will be prapanad for the Hi

Office antVor Home Secretary, Disclosure of the whole BCD (orsubaatﬂwrenﬂ
only parmitted when this has been authorised by the Home Secretary or a Senl
Official at the Home Office. Onca authorisation has been given, anangements witl

made for the data to be disclosed to the: relevant acquifing agency.

Maclosure of IS BED munt be:

< Justified on the basis of the relevant stahutory disclosure gateway;
< Assegsed to b necessary and proporfionate to the ohjective;

< Limitad 10 only as much information as will achieve the objactive;

< Agreed by DG and authorised by the Home Secretary or Senior Ol‘ﬂelat

{entire BCD or a subsaf),

i

4.8 Dsta Retention, Review and Deletion ;

eag ismquﬁedtowﬁuctanomprehenswerwiewof

the capabifty every B month on behalf of fhe ECD Governamge Group (BCDGE),

mmmﬁmﬂmmusammmmfwﬂwmﬁmmby Mi5
of its function of protecting national security under section 1 of the Securily Service
Act 1889 and Is proporionate to the achievement of that ohjective, Th!sreviewwm
include, but i not fmited to:

An amsmntufﬂ:evaluaaﬁdumaﬂhedatwetmmmm
revigw and in 8 historionl context:;

the operational and legal jusiification for continued retention, including Ius
necessily and proportionality; ;

The exlent of use and specific examples to Mustrate the benefits; :
The level of aciual and collateral intrusion posed by retention and exploitaﬂm‘
The extent of corporate, fega!, reputational or pofitical risk;

Whether such information could be scquired eisawhers through less intruelve
means;

Any relavant ethical lesues;

10



