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WITNESS STATEMENT OF SIS WITNESS

L, SIS witness, of the Secret Intelligence Service. (SIS), Vauxhall |
will say as follows:

1. [REDACTED] Inmy curtent role, I oversee the compliance of SIS operations

with the law and other relevant guidance and directiv
attend the six monthly meetings of the Data Retention R
have overall responsibility for SIS’ engagement with ¢
Courts, Inquiries, Inquests, and Tribunals, including the
Tribunal.

1

I am authorised to make this witness statement on behalf
of this statement are within my own knowledge and are true to the best of my

Cross, London, SE1,

. In that context, I
eview Board. I also
versight bodies, the
Investigatory Powers

of S‘IS. The contents




OVERVIEW OF SAFE ‘éU‘AfRDs

: autROm'a!mn g

 knowledge and belief; Where matters are not within my own knowledge they

are based upon documentatlon made avmlable to me and from discussions
with otheis within SIS

. Attached to this statement and marked ‘SIS exhibit’ is a bundle of relevant

documents. Save where otherwise stated, page tumbers below. fefer to that
exh1b11 &

. This statement addresses the restrictions which would be placed were SIS to

transfer ‘Bulk Personal Datasets ( “BPD”) 1o foreign partners and/or UK L.EAs
since March 2015,

5 In Febmaxy 2015, a| ]omt SIA BPD policy was agreed which set out the

Agencies’ pohcy in relaﬁon to Bulk Personal Data. It stated that “each Agency
must. have arrangempnt.s' in place for the effective management and legal
compliance. of BPD| throughout its ‘lifecycle.” Specifically in relation to
sharing, the poh_cy stqted the _f(_)}lomng

“41I three Agencies | Imve a common interést in acquiring and mterrogatzng
BPD. A4s a pnnc:ple, all three Agencies will seek to acquire once and use
many fimes, on the lgrounds of business eﬁ’ectweness and efficiency. The
Sollowing policy state?nents apply to the Agenmes

When shanng BPD tfge suppbzmg Agency must be Satxsﬁed that it is necessary
.and praportwuate 1o} \share the data with the other Agencg:/Agenmes, and the

receiving Agency/Agenczes must - be satisfied that it is necessary and
proportionate to acqwre the data in ques.tmn A log of data sharing will be

" magintained by each ageﬂcy

The sharing of BPD‘ ymist be authorised in advance by a senior individual
within -each Agency, and: no action to share may be taken without ‘such

' Agencies st protect sensitive datasets (or certain fields within a dataset)

when shating, if the 1{zsk or mmfsmn in doing so z.s' not Judged to be necessary
or proportionate; * |

BPD must not be skared with non-SIA third parties without prior agreement!
Jrom the acquiring Agemfy, .
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- Oper Handling Arrangements, which were published on 4 November 2015

. ney: . On would have io ba
it in advance the gcquiring Agency. . Wider legal, political and
operational risks would also have o be considered, as appropriafe.

lications {which in turn eduld provide access td

aﬁgther Agency _- 's BPD ko_ldi‘n_g.r_)_ as iuc_ig‘ ved appropriate in_line_with SiA

Information Polic

and applied to the obtaifiing, use and disclosure of BPD, included details of
procedures and gafeguards for the disclosure of bulk personal data outside the
relevant Intelligence Service. Paragraphs 5.2 and 8.1 detail the key safeguards
including access control, and state that any disclosure 1{'1ust be necessary and
proportionaté in accordance with SIS’s statutory ﬁmctmﬁs and purpeses,

Paragraphs 6.0-6.7 set out the guidelines for the disclostire of BFD outside of;
SIS, including the need to consider whether to place restrictions when sharing]
BPD/sub-sets of BPDs, as follows:

“Before disclosing any bulk personal data, staff must ia)
ensure that the intended recipient organisation ha

satisfactory arrangements for safeguarding the confidentiality of the datg and

ensuring that it is securely handled, or that they have
assurances from the intended recipient organisation
arrangements.

ke reasonable steps to!
' and will maintain

received satisfactory
with respect to such
t

These conditions must be met for all disclosure, including between the
i

Intelligence Services.

These conditions for disclosure apply gqital{y to the dzieclosz’zre' of an entire
bull; personal datases, a subset of the dataset, or an im?ividual Diece of data

Jrom the dataset.

|
Disclosyre of the whole (or a subset) of a bulk persona

1
i

i
H
g

! c}ata.set is subject to

internal authorisation procedures in addition to those that apply to an item of |
data. The authorisation process requires an application| to a senior manager
designated for the purpose, describing the dataset it is proposed to disclose

3




(in whole or in part) 4nd selting out the opemnoml and legal justification far
‘the proposed d:sclomre along with the other information specified in
paragraph 4.7, end whether any cavedts or resmcnans should be applied to
the proposed dtsclosure This i¥ so that the senior manager can then consider
the factors in paragraph 6.1, with operational, legal and policy advice as
appropnate In diffic feult cases, the releviint Tnielligence Seiviee may “seek
gmdance ora deczsioh from the Secretary of State.”

. In addition, the mtarnal SIS Handling Arrangements came jnto force in
November 2015, wl:ut:h included specific gu1dance to staff on the sharing of
BPD with formgn partncrs, incladihg the fo]lovmlg

“The sharmg of BPD is careﬁdly managed 10 ensure that disclosure only
. takes place when it is justified on the ba.s'm qf the relevant statutory disclosure
“gateway. The decxszon to share a BPD outside SIS rvests with the senior SIS

official.”

' .The guidance -als_o noé_es that:

set ot o handlmg mstmcnonsrthar aceomp_nv each BPD

The dzsclosure of BPD is careﬁdly managed by the glevant team to ensure
that disclosure only dccurs when it is permitted t vnder ISA 1994 and that clear
necessity and prapomonally cases are evidenced. Responszbzhty for
disclosure of BPD rests witha semor SIS oﬁ‘icml in the relewnt team.’

11 March 2{)15
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10. Were SIS to share BPD with g foreign partner jt would consider any such

osal on a case by case basis, taking into account = ntmber of factors.

a. The nature of the partner with whom we are gharing. This includes
considering the history we have of sharing ilfptelligeﬁce with thatf
pariner; their data capability and practices; %md their history off
compliance, either where we have previously shired data or where we
have shared actionable intelligence. E

. |

b. The purpose for which it is envisaged BPD will E;')e shared. This covers
two considerations: firstly, the necessity case for SIS. At the highest
level this means that there must be a requ_iremen:t to share the BPD to

- assist SIS in mesting one of the four purposes for which information

Y can be shared under section 2(2) ISA. Secondly, the purpose for which

SIS understands that the recipient partner wishes to obtain BPD.

)

[REDACTED]

SHARING WITH LEAs

1}. The safeguards (as set out at paragraphs 5-8 above) apply to SIS sharing BPD

with LEAs. 1am unable to confinm or deny in this OPEN statement whether

at has been any agreement to share BPD with a LEA sinte 11 March 2015.

E

12. Whilst we can neither confirm nor deny whether the SIA ﬁiave agreed to share

C.% or in fact do share BPD with either foreign liaison or LEA, were we to do so,
!

) we would

* Follow the principles and approach set out in our respective Handling
Arrangements and policy/guidance. [

H
i

* Take into account the nature of the BPD that was dufb to be disclosed.
i

» Take into aceount the nature of ‘the body to which iwe were considering
disclosing the BPD,




1 believe that the facts in this witness statement are true.
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