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Our ref: MPS/FT/002295/0001

Your ref:
Email:  m.scott@bhattmurphy.co.uk

Phone

Secretary of State for Business Innovation and Skills Fax
Third Floor, 'Orchard 3'
1 Victoria Street DX

London SW1H OET

12 July 2012
Dear Sir
Export controls for surveillance equipment

We represent Privacy International, a UK-registered charity that works {o
defend and promote the right to privacy. We write further to correspondence
between our client and 10 Downing Street and the Head of Export Control
from the Department for Business Innovation and Skilis,

Our client is concerned that there appears to have been no substantive
progress in the implementation in the UK of export controls for surveillance
equipment where clearly urgent action needs to he taken. This letter is
intended to be a letter before claim under the pre action protocol to which we
would be grateful for a substantive response within the next 21 days.

Privacy International

As you will no doubt be aware, Privacy International is widely regarded as the
leading, expert UK charity working on the right {o privacy at an international
level. As such, it is frequently called upon to give expert testimony to
parliamentary and governmental committees around the world. It has advised
and reported to international organisations such as the Council of Europe, the
European Parliament, the Organisation for Economic Cooperation and
Development and the United Nations.

Privacy International campaigns for a world in which privacy is protected by
governments and where technological developments strengthen, rather than
undermine, tha right to private life, .

Summary of the issue 4
Ten years ago, the value of the global surveillance technology industry was
negligible. Today, it is estimated at around $3 billion a year,

Export controls operating in the United Kingdom (“UK") and elsewhere have
not kept pace with either developments in this technology, or the related
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growth of the industry. Indeed, there are, as we understand the situation,
currently no monitoring or controls imposed on the export of these
technologies by the British government,

As a consequence surveillance equipment and technology is now being
exported from the UK by British companies to repressive regimes around the
world without any controls. Privacy International believes that this equipment
is being used by repressive foreign governments for a wide range of abuses.
This includes not only serious breaches of the right to privacy but, at the most
serious end of the spectrum, Privacy International believes such technology
may be heing used to gather information on individuals who are then
arrested, torfured and, in some cases, executed.

Urgent action needs to be taken by the UK to address and remedy this
situation.

Present UK legal position

The UK controls exports in accordance with the Export Control Act 2002
(‘2002 Act’) and the Export Control Order 2008, which seeks to control
military or specified "dual use” items. In addition, there may exist a sanctions
regime in place from time to time for specific countries as mandated by EU
law.

The 2002 Act provides the power to impose export controls in relation to
“goods of any description” (section 1) or “technical assistance of any
description” (section 3). The Schedule to the Act provides that export and/or
technical assistance controls may be imposed in relation to any goods and/or
technical assistance the exportation or use of which is “capable of having a
relevant consequence” (Schedule para 2). Such a consequence is defined
inter alia as follows: o

"Breaches of international law and human rights

D The carrying out anywhere in the world of (or of acts which
facilitate )~

{a.......

(b).......

(c) internal repression in any country,
(d) breaches of human rights”

As stated by the Parliamentary Under-Secretary of State, Department for
Business, Innovation and Skills (Baroness Wilcox) in response to
Parliamentary Questions by Lord Alton of Liverpool on 21 November 2011 in
respect of concerns about the export to repressive regimes of surveillance
equipment by two UK companies, Creativity Software and Defica, it was
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confirmed that such equipment is not currently subject to any export controls.
Consequently the UK government claims it has absolutely no information on
what equipment may have been sold to repressive governments such as lran,
Syria, Bahrain, Egypt, Tunisia and Libya.

Gamma International

Our client has concerns about a number of UK companies and their exports.
These concerns are not limited to one company, one range of products or one
country. We set out below specific information about Gamma International
but it should be taken as illustrative of a wide scale problem and indicative of
the need for the UK to take urgent action,

Gamma International are described on their website as:

“‘Working out of our development headquarters in Andover, United
Kingdom, Gamma Infernational's world-class intrusion and IT experts
have invented a portfolio of infrusion products called FinFisher.

The FinFisher product portfolio is solely offered to Law Enforcement
and Intelligence Agencies. '

The FinFisher suite can be used as individual products and when
interconnected give intelligence agencies advanced tools for
unsurpassed IT investigation and surveillance techniques within the IT
environmemnt.”

The FinFisher range of products are marketed by promotional videos now
within the public domain following release by Wikileaks.

Most of the FinFisher products covertly install malicious software (malware)
on a user's computer or mobile phone without their knowledge by tricking-the
user into downloading fake updates from what appear to be legitimate
sources such as Blackberry, iTunes or Adobe Flash. Once the updates are
accepted by the user, the computer or mobile phone device is infected
allowing full access to information held on it. One product, FinFly LAN, is
marketed for use for surveillance of individuals staying in hotels. You will no
doubt be aware that an Intelligence Note of 8 May 2012 prepared by the
internet Crime Cenier (IC3) has indicated that:

‘[fecent analysis by the FBI and other government agencies
demonstrates that malicious actors are targeling travelers’ abroad
through pop up windows while establishing an Internet connection in
their hotel room.”

One of the products, FinFly ISP, involves a server being inserted in the core
internet network of an internet provider to facilitate “infection” of specific target
personal computers. A similar product, FinSpy Mobile, works in a similar way
to infect mobile phones.
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The promotional video with images and text shows -

o a simulation of an agent deploying “the FinFly ISP server into the
Core Network”
“FinFly ISP [analysing] traffic for easy Target ldentification”
“The Target [using] his private DSL or Dial-Up Account”
“FinFly ISP [sending] a fake iTunes update to the Target System”
That “[tjhe Target System is now infected with the FinSpy software”
That “[tlhe Headquarters has full access to the Target System”

0 CO0¢

When an individual's device is “infected”, it allows access to emails, social
media messaging, and Skype calls. These products also enable the entity
doing the targeting to commandeer and remotely operate microphones and
cameras on computers and mobile phones, thus effectively turning the
targeted device info a bug which the target individual willingly and
unknowingly keeps in close proximity.

Privacy international staff have considerable technical knowhow and
expertise in the field and have also consulted widely, It is their clear view that
the FinFisher range of products and other surveillance equipment of concern
designed to access an individual's computer or other device without their

‘consent can be distinguishable from other software which may have other

uses and where export controls are not necessary.

The export of these products to repressive regimes

There is cogent evidence that the FinFisher products have been and are still
being marketed and sold to repressive regimes. The examples set out below
are illustrative of what our client believes to be a much wider problem,

Egypt
Concerns about human rights in Egypt need no introduction.

In April 2011 it was reported in the Guardian that two Egyptian human rights
activists found documents from Gamma International amid hundreds of
batons and torture equipment when they broke into the headquarters regime's
notorious State Security Investigation service (8S0) in March 2011, One of
the papers contained an offer dated 29 June 2010 to provide “FinSpy”
software, hardware, installation and training to the S8I for 287,000 Euros.
The BBC also reported on the issue in September 2011 that files from the
Egyptian secret police’s "Electronic Penetration Department” described
Gamma's products as the “only security system in the world" capable of
bugging Skype phone conversations on the internet. Further they noted that
the documents detailed a five month trial by the Egyptian secret police which
had “proved to be an effective electronic system for penetrating secure
systems [which] accesses email boxes of Hotmail, Yahoo and Gmail
networks.” :

;;;;;;;;
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Turkmenistan

Turkmenistan operates as a one-party state, dominated by the Democratic
Party of Turkmenistan (DPT). Turkmenistan's human rights record has been
roundly criticised by NGOs and international human rights bodies including
Human Rights Watch and the UN Committee Against Torture (UNCAT).

According to Human Rights Watch htip://www.hrw.org/europecentral-
asia/turkmenistan:

... five years after the death of dictator Saparmurad Niyazov,

President Gurbanguly Berdymukhamedov's authoritarian rufe remains
enfrenched, highlighting Turkmenistan’s status as one of the wotld's
most  repressive countties. The country remains closed fo
independent scrutiny, media and religious freedoms are subject to
draconian restrictions, human rights defenders face constant threat of
government reprisal, and torfure is widespread. Turkmenistan has the
one of largest natural gas reserves in the world, and the Turkmenistan
government continued to expand refations with foreign governments
and international organizations, but with no meaningful cutcomes for
human rights promotion and protection.”

In June 2011 in its Concluding Observations of the Committee Against
Torture, Turkmenistan, UNCAT expressed deep concerns over:

‘... numerous and consistent aflegations about the widespread
practise of forture and ill-treatment of detainees”. A key area of
concern was the Turkmen authorifies’ repression of activism and civil
society, including "numerous and consistent allegations of serfous acts
of intimidation, reprisals and threats against human rights defenders,
Journalists and their relatives, as well as the lack of information
provided oh any investigations info such allegations.. .human rights
defenders. have faced arrest on criminal charges, apparently -in
refaliation for their work, and trials in which numerous due process
violations have been reported.”

The committee urged the Turkmeni government to:

“...ensure that human rights defenders and journalists, in
Turkmenistan and abroad, are protected from intimidation or viclence
as a result of their activities, "

Given this context, it is of grave concern that press reports from Germany
suggest that Gamma is exporting surveillance equipment and knowhow to
Turkmenistan.

We also understand from the same reports that they are also exporting to
Oman.
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Grounds of challenge

Plainly there is a very real risk, if not an inevitability, that surveillance
equipment, such as the FinFisher products, has been, and continues to be,
exported to countries where it is highly likely to be used for internal repression
and breaches of human rights,

Despite the grave consequences of exporting this equipment, it appears that
you have not considered exercising your power to impose export controls
under the relevant statutory provisions. Insofar as you have failed to consider
exercising your power in light of the evidence outlined above, you have acted
unlawfully. If you have considered these issues and concluded that the
equipment in guestion is not capable of “internal repression” or “breaches of
human rights” and therefore does not require export controls, that is a clear
error of law. The facts set out above show that the equipment in question is
clearly capable of contributing to internal repression and breaches of human
rights, including breaches of the right to privacy, torture and potentially
unlawful killing (all of which are clearly protected in international human rights
instruments, see for example the International Covenant on Civil and Political
Rights Arts 6, 7 and 17).

Actions now to be taken

We would be grateful for your confirmation within the next 14 days that you
will be immediately imposing export controls in relation to surveillance
equipment. In the event that you are not prepared to confirm this we would
be grateful if you-could provide reasons as to why no controls are to be put in
place.

We would also be grateful if you could provide to us with appropriate
disclosure including but not limited to:

1. Al mmutes of meetings/correspondence/discussion papers
regarding concerns about the exports of surveillance technologies;
2. All minutes of meetings/correspondence/discussion papers

regarding any proposals for any export controls on surveﬂlance
technologies;

3. Insofar as it is not included in the above, the discussion paper
presented by the UK to the Wassenaar arrangement;
4. All minutes of meetings/correspondence with Gamma,
Costs

Due to Privacy Intemational's limited financial resources and in view of the
importance of the issues, the legal team including leading counse! have
agreed to act under the terms of a “Conditional Fee Agreement” with
provision for a success fee.
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We sincerely hope for a positive response to this letter but in the event that
one is not forthcoming then we reserve the right to issue proceedings without
further recourse including if appropriate urgent injunctive relief,

In any such proceedings, because of our client's financial circumstances and
given the public interest in bringing this challenge, we will be making an
application for Protective Costs Order (*PCO"). We would ask, with a view to
saving court time and public money that you undertake not to pursue our
client for costs if the claim is unsuccessful. If you were prepared to give such
an indication then in the spirit of co~operation our client's legal team will
agree to forgo a success fee.

We await hearing from you.

Yours faithfully

B%t Mur;h;—

c.c. Mr Tom Smith Head, Expert Control Organisation
Secretary of State for Foreign and Commonwealth Affairs
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LAW AT THE HEART

OF GOVERNMENT Treasury Solicitor's Department
One Kemble Street, London, WC2B 4TS

Bhatt Murphy Solicitors DX 123242 Kingsway 6
DX 36626 Switchboard: 0207 210 3000
Finsbury Direct Line: 0207 210 4711

Direct Fax: 020 7210 3001
francesca.debenham@tsol.gsl.gov.uk

Please Quote: Z1211844/FZD/B5
AND BY EMAIL: m.scott@bhattmurphy.co.uk Your Reference: MPS/FT/002295/0001

8 August 2012

Dear Sirs

EXPORT CONTROLS FOR SURVEILLANCE EQUIPMENT - PROPOSED JR

1. We refer to your letter before claim under the pre-action protocol for judicial review
dated 12 July 2012 (“the PAP Letter”). This is the response to that letter of the
Secretary of State for Business Innovation and Skills (“the Secretary of State”).
Please address any future correspondence in this matter to Francesca Debenham
quoting the reference above.

2. You have expressed concern about certain “surveiflance equipment”. The PAP Lefter
does not identify the relevant surveillance equipment, save to refer by way of
example to the FinFisher products produced by a company calied Gamma
International. It simply alleges that surveillance equipment is being marketed and
sold to ‘repressive regimes” where it is likely to be used for internal repression and
breach of human rights. You have provided limited evidence in.support of your
allegations. The PAP Letter refers to two press articles, dating respectively from April
and September 2011, suggesting that products produced by Gamma International
may have been in the possession of Egyptian security forces. Further you make
reference in passing to certain unspecified press reporis from Germany, which

apparently suggest that such products may have been exported to Turkmenistan and

Oman. -
3. On this limited basis, you assert that the Secretary of State has “not considered
exercising your power fo impose export confrols under the relevant ﬁtatutory .
\ILEE 2
Lee John-Charles — Head of Division Lexcel §‘§ U .0‘“ 7
Neera Gajjar — Deputy Director, Team Leader FrEstics danasemet Sinnd ko Q‘“ I
Litigation B5 Diigaiion & Emptapinant GioG T INRVESTOR RY DEOVLL

PROTECT - MANAGEMENT
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provisions”, and has accordingly acted unlawfully. Alternatively, you assert that if the
Secretary of State has in fact considered the exercise of his powers and if he has
concluded that the “the equipment in question” is “not capable of ‘internal repression’
and ‘breaches of human rights™, then he has erred in law. In these circumstances,
you require confirmation within 14 days that the Secretary of State “will be
immediately imposing export conirols in relation to surveillance equipment”. You do
not identify the nature of the proposed export controls or the particular surveillance
equipment to which they should apply.

The Secretary of State denies that he has acted unlawfully, whether as alleged or at
all. The Secretary of State accordingly declines to provide the confirmation you have
sought.

B Regulation of the export of military and dual-use technologies

5.

The United Kingdom is involved in the regulation of the export of military
technologies, as well as dual-use technologies at the international level and at the EU
level. Some surveillance equipment may be considered as dual-use technology
(falling within the dual-use controls currently applicable in the UK) in cases where
such technology has certain features e.g. use of cryptography (see further below).
However, the regulation of dual-use technology in the UK mostly stems from
concerted action at international level resulting in EU legislation directly applicable in
the Member States. Whilst powers do exist to impose controls operating solely at the
national level, such unilateral controls without the necessary international backing are
considered to be ineffective as they can be easily circumvented and are therefore
unlikely to have any significant impact in this instance in limiting the trade in
surveillance equipment.

At the international level, the United Kingdom is a party to the Wassenaar
Arrangement. The Wassenaar Arrangement addresses the trade in conventional
arms, and “dual-use” goods and technologies, namely those that may be used for
both military and civilian purposes. The 41 Participating States maintain a list of
relevant goods and technologies in respect of which they have agreed to impose
national export controls. The criteria for selection of dual-use items which should be
included on the list and therefore subject to export controls include the ability to make

a clear and objective specification of the item and the abllity to apply controls
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effectively. Furthermore, adoption of such controls should not impede legitimate
civilian trade.

This Wassenaar list has formed the basis of the EU legislation controlling dual-use
technology at EU ievel, namely Council Reguiation (EC) No 428/2009 establishing a
European regime for the control of exports, transfer, brokering and transit of certain
dual-use goods (“the Dual-Use Regulation”). Both in the context of the Wassenaar
Arrangement and at EU level, the United Kingdom has been at the forefront of
attempts to establish and pramote such regulation. Another example of relevant EU
secondary legisiation is Council Regulation {(EC) No 1236/2005 establishing a
European regime for governing trade with third countries in goods that could be used
for the purpose of capital punishment or for the purpose of torture and other inhuman
and degrading treatment {(*the Torture Regulation”).

Most recently, and in the context of negotiations at international and EU level on
ganctions against particular countries, the United Kingdom has supported the
adoption of EU Regulations directly applicable in the UK and other Member States
imposing enhanced restrictions on trade with countries posing a particularly severe
risk of internal repression and human rights violations. In two cases, such enhanced
restrictions have included controls on certain equipment, software and technology for
monitoring or interception of internet or telephone communications. These are
specified in Articles 4, 5 and Annex V of Council Regulation {(EU) No 36/2012 of 18
January 2012 as amended concermning restrictive measures in view of the situation in
Syria (“the Syria Regulation”), and Articles 1b, 1¢ and Annex IV of Coungil
Regulation (EU} No 359/2011 as last amended by Council Regulation (EU) No
264{2012 of 23 March 2012 concerning restrictive measures directed against certain
persons, entities and bodies in view of the situation in Iran (“the Iran Regulation”).
Under these measures the competent authorities of the Member States shall not
grant any authorisations for the sale, supply, export or transfer, directly or indirectly,
of such equipment, or for the provision of related technical and financial assistance, if
they have reasonable grounds to determine that such equipment or services would
be used for monitoring or interception, by the Syrian or Iranian regimes or on their

behalf, of intemet or telephone communications in Syria or Iran

Whilst the EU has agreed to the immediate inclusion of controls on certain
surveillance equipment as part of the existing sanctions against Iran and Syria in view

of the particular seriousness of the situation of those countries, these controls are not
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considered to be appropriate or proportionate for the purposes of being generally
applied across the board. This is because they potentially include within their scope
a range of equipment and technologies which have legitimate commercial uses.
Applying such broad controls to all destinations, including those which do not raise
the same concerns regarding human rights, would impose disproportionate burdens
on legitimate frade. However, as explained further below the United Kingdom
government is currently considering with its international and EU-level partners the
most appropriate way of extending the existing regulation at the international and EU-

level to encompass surveillance equipment more generally.

The Secretary of State’s powers under the 2002 Act

10.

1.

12.

Pursuant to sections 1 to 4 of the 2002 Act, the Secretary of State has power to make
orders in respect of the imposition of export controls, transfer controls, technical
assistance controls and trade controls in relation to goods and technology. Section 5
provides for general restrictions on the exercise of those powers, and specifies the
circumstances in which they may be exercised. In particular, section 5(2) provides
that controls “may be imposed for the purpose of giving effect to any Community
provision or other international obligation of the United Kingdom”. Further section 5(4)
provides that export controls “may be imposed in refation fo any description of goods
within one or more of the categories specified in the Schedule for such controls”. The
Schedule provides at paragraph 2(1) that such controls “may be imposed in refation
fo any goods the exportation or use of which is capable of having a relevant
consequence”, Paragraph 3(2)(D) specifies as relevant consequences “The carrying
out anywhere in the world of (or acts which facilitate)” “internal repression in any

country” and “breaches of human rights”.

Accordingly, the Secretary of State has power to make an order imposing export
controls in relation to any goods, the exportation or use of which is capable of
facilitating internal repression in any country or breaches of human rights. Whether
he exercises that power is in the discretion of the Secretary of State, having regard to
any of a wide range of factors that he rationally concludes might be relevant to such

exercise.

The Secretary of State has issued a number of orders under the Export Control Act
2002 (“the 2002 Act”), including the Export Order 2008 {“the 2008 Order”). The

2008 Order makes provision supplementing the directly applicable requirements in
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the Dual-Use Regulation and the Torture Regulation, the former giving effect to the
obligations the United Kingdom has undertaken pursuant to the Wassenaar
Arrangement to impose contrels on the export of certain Dual-Use goods, which as
explained above can include in some limited cases surveillance equipment. Where
goods are subject to control, applications for licenses to export or trade in those
goods are assessed on a case-by-case basis against the Consolidated Criteria
relating to export licensing decisions announced to Parliament by the Secretary of
State on 26 October 2000, taking into account all relevant factors such as the nature
of the goods, the identity of the end-user, the proposed end-use, and risk of diversion
to undesirable end-use, and that a licence would not be granted if to do so would
breach the Criteria.

The Secretary of State, having carried out an assessment of the FinSpy system to
which your letter specifically refers, has advised Gamma International that the system
does require a licence to export to all destinations outside the EU under Category 5,
Part 2 (‘Information Security') of Annex | to the Dual-Use Regulation. This is because
it is designed {0 use controlled cryptography and therefore falls within the scepe of
Annex | to the Dual-Use Regulation. The Secretary of State also understands that
other products in the Finfisher porifolioc could be controlled for export in the same
way. Furthermore, it is likely that the same products would fall within the scope of the
enhanced restrictions set out in the Syria Regulation and iran Regulation if not
already controlled under the Dual-Use Regulation as explained above, being “Remote
infection equipment” specified in Part A of Annex V and of Annex IV of the Syria and
Iran Regulations respectively. Accordingly, in so far as you maintain that all of the
surveillance equipment to which you refer is not the subject of export controls in the

United Kingdom, the Secretary of State does not consider that to be correct.

The grounds of challenge

14.

As to your primary case, the Secretary of State continues at all times to keep under
consideration the exercise of his powers to impose export controls under the 2002
Act. You assert in the alternative that the Secretary of State has concluded “the
equipment in question” is not capable of “infernal repression” or “breaches of human
rights”. If and in so far as you are referring to the FinFisher range of products
manufactured by Gamma International, the Secretary of State has reached no such
conclusion. |t remains wholly unclear what other equipment you assert falls within

this category; or what export controls that you maintain cught to be imposed.
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Furthermore, as set out above, in relation to equipment falling within the scope of the
Dual-Use Regulation that was sought to be exported, the risks associated with use

would be considered on a case-by-case basis.

In any event, and more generally, the regulation of the export of forms of surveillance
equipment is an important and complex area of policy requiring careful and ongoing
consideration. Moreover, the identification of the relevant types of surveillance
equipment that might be subject to any form of further export control requires detailed
analysis as this is a technically complex area in which technological developments
are fast-moving. There are legitimate countervailing interests that the Secretary of
State would have to take into account. In particular, export controls should not
operate so as to impose a disproportionate restriction on the legitimate trade in goods
and technology. Much of the technology associated with surveillance equipment
might also have perfectly legitimate uses in the civilian telecommunications sector.
Further, any restriction will only be fully effective at international level and in any
event needs to be consistent with the requirements of EU law, and the obligations it
imposes with respect to national controls on export of goods. The UK is at the
forefront of negotiations at international and EU level aimed at resolving the issues
set out above so that technology of concern can be properly identified and regulated

at international level.
Having considered matters further in the light of these matters and of your letter:

(1) The Secretary of State remains of the view that, subject to the steps referred
to below, it would not be appropriate at this time to make any unilateral
structural or legislative change to the UK domestic regime. He will continue to

keep that option under review.

(2) He proposes to continue to engage with United Kingdom companies supplying
surveillance equipment in order to clarify what equipment falls within the
scope of existing controls on exports, and in order to ensure that he remains
informed as to the state of that market. In this context, and as noted above,
the Secretary of State has concluded that the FinSpy product is subject to

export control under the provisions of the Dual-Use Regulation.

(3) Further, he is actively considering the possibility of international and/or EU
level agreement to further restrictions on the export of surveillance equipment.

His current view is that this is by some measure the better option, if further
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regulation is required. A unilaterally imposed national restriction on the export
from the UK of surveillance equipment without international support would not
be effective, as it could be easily circumvented given the likelihood that many
of the companies which manufacture such equipment will have offices in other
EU and third countries. Finally, it is to be noted that these issues are currently
being ventilated amongst the parties to the Wassenaar Arrangement at the
initiative of the United Kingdom.

17. In these circumstances, you are invited to reconsider your threat of proceedings.

Costs

18.  We note that, in relation to any future proceedings that might be brought, you assert

an intention to apply for a Protective Costs Order (“PCO”). In order to relieve you of

having to make such an application, you have asked the Secretary of State to

“undertake not to pursue our client for costs if the claim is unsuccessful”. The

Secretary of State declines your request:

(1)

@)

(3)

He considers that your proposed grounds of challenge proceed on an

erroneous basis and are without merit.

You have failed to provide information that is necessary to allow proper
consideration of your request for an undertaking. For example, you have failed
to provide any particulars of the financial position of your client, Privacy

International.

Finally, your position appears to be that, if a costs undertaking were fo be
given, in the event that you should succeed you should nonetheless be
permitted to recover all of the costs of any claim you decide to bring at full
commercial rates. You note that your legal team, including leading counsel,
are operating under the terms of a conditional fee agreement with provision
for a success fee, and that you are willing only to forego the relevant success
fee if the Secretary of State provides the proposed undertaking. The Secretary
of State does not consider that, in this case, that would provide a proper basis

for an undertaking to be given.

19. In the circumstances set out above your request for disclosure is also not

appropriately made at this stage (leaving aside the difficulties with the substance of
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the requests you have made). This request is also being treated as a Freedom of

Information Request. A response will be provided in this regard by no later than 13

August 2012.

Yours faithfully

Francesca Debenham
For the Treasury Solicitor



I



Qurref,  MPS/FT/ 001943/0002
Your ref;  Q102850F/SMB/B4
Emall:  m.scott@bhattmurphy.co.uk

Phone
Treasury Solicitors Fax
DX 123242 KINGSWAY DX
By DX & email
9 August 2012
Dear Madam

Export controls for surveillance equipment

Thank you for your email of 8 August 2012 which we will be considering In
more detail with our client.

For present purposes we note that your client “having carried out an
assessment of the FinSpy system....has advised Gamma International that
the system does require g licence {o export fo all destinations outside the
EU”. Some issuas immediately arise which we would be grateful if you could
provide clarification on:

1. When and in what circumstances was this assessment carried out, the
conclusion reached and the advice given that a licence to export was
required?

2. Had Gamma International previously sought advice from your client as
to whether the FinSpy system required export control, when was this
and what was the advice given?

3. What audit has been carried out of the export of the FinSpy system to
countries outside the EU prior to the advice referred to in 1 above?

4. What enforcement action is/will be taken against Gamma International
for the previous export of the FinSpy system without a licence?

5, Has Gamma International heen required to retrospectively apply for
licences for the previous export of the FinSpy system? If not why not?

6. Has Gamma International sought any licences fo export the FinSpy
system and/or provide technical assistance, if so to which countries
and which have been granted and which have been refused?

7. Notwithstanding the generality of question 6 above, material in the
public domain suggests that the FinSpy system has been used In
Egypt, Turkmenistan, Bahrain, Dubai, Ethiopia, Indonesia, Mongolia
and Qatar. Has Gamma sought any licences for export of FinSpy or
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the provision of technical assistance to any of these countries? If so
which ones and were lcences granted or refused?

8. Kindly provide a detailed explanation and supporting documentation of
exactly what components of FinSpy Is controlled?

We await hearing from you.

Yours faithfully
Y22 %

Bhatt Murphy
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11 September 2012

Dear Sir/Madam,

I refer to your letter dated 9 August 2012 to the Treasury Solicitor's
Department with the subject heading ‘export controls for surveillance
equipment’, which we received on 13 August. | am replying in my capacity as
the Head of the Export Control Organisation (ECO) within the Department for
Business, Innovation and Skills (BIS).

You have asked eight questions. We have treated some of these as a request
for disclosure of information under the Freedom of Information Act 2000
(FolA) in accordance with Department policy, on the basis of the structure of
the questions. These questions have been considered against the information
BIS held at the time your request was received on 13 August. We have
considered the remaining questions without reference to the FolA as
questions of Government policy.

| have answered your questions in the order they were posed for ease of
reference. Questions 1, 2, 6, 7 and 8 have been treated as Freedom of
Information requests. For the avoidance of doubt, questions 3, 4 and 5 have
been considered without reference 1o the FolA as questions of Government
policy.

Q1 When and in what circumstances was this assessment carried ouf,
the conclusion reached and the advice given that a licence to export
was required?

Gamma International submitted a Conirol List Classification {(CLC) enquiry to
the ECO (i.e. an enquiry as to whether certain goods or technology fall within
any of the controlled lists) in June 2012 and advice was provided by the ECO
on 2 August 2012. )
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Q2 Had Gamma International previously sought advice from your client
as to whether the FinSpy system required export control, when was this
and what was the advice given?

Gamma International did not previously seek such advice from the ECO.

Q3 What audit has been carried out of the export of the FinSpy system
to countries outside the EU prior to the advice referred to in 1 above?

No such audit has been carried out. BIS only has powers under the Export
Control Order 2008 to audit exports made under certain licences. Any audit
of other exports would fali o Her Majesty's Revenue and Customs (HMRC).

Q4 What enforcement action is/will be taken against Gamma
International for the previous export of the FinSpy system without a
licence?

Enforcement of export controls is the responsibility of HMRC. BIS does not
comment on enforcement issues,

Q5 Has Gamma International been required to retraspectively apply for
licences for the previous export of the FinSpy system? If not why not?

BIS does not issue licences retrospectively. Other than in the case of certain
Open General Export Licences, where an exporter may register for use of the
licence up to 30 days after the first export under that licence, an exporter must
have an appropriate licence in place prior to the export of the goods.
However, none of these Open General Export Licences would be appropriate
for exports of the FinSpy system,

Q6 Has Gamma International sought any licences to export the FinSpy
system and/or provide technical assistance, if so to which countries and
which have been granted and which have been refused?

Gamma International have not sought any such licences.

Q7 Notwithstanding the generality of question 6 above, material in the
public domain suggests that the FinSpy system has been used in Egypt,
Turkmenistan, Bahrain, Dubai, Ethiopia, Indonesia, Mongolia and Qatar.
Has Gamma sought any licences for export of FinSpy or the provision of
technical assistance to any of these countries? If so which ones and
were licences granted or refused?

| refer you to the answer at Q6.
In addition, if you or your client hold specific information on breaches of

export controls by UK nationals or companies we would strongly encourage
you to report this information to the Customs Confidential helpline
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{(hitp:/Isearchz hmre.gov.uk/kb5S/hmre/contactusiview.page?record=k9zpyaj?
o) so that the appropriate action ¢an be taken.

Q8 Kindly provide a detailed explanation and supporting documentation
of exactly what components of FinSpy is controlled?

As paragraph 13 of the Treasury Solicitors Department's letter fo you of 8
August explained, BIS has advised Gamma International that the FinSpy
system does require a licence to export to all destinations outside the EU
under Category 5, Part 2 (‘Information Security’) of Annex | to the Dual use
Regulation, because it is designed to use controlied cryptography.

In addition, | can confirm that we hold information falling within scope of your
request. The information relates to substantive discussions with Gamma
International as part of the export licensing process.

The information requested falls within the scope of section 41(1) of the FolA
(information provided in confidence) and.is exempt from disclosure because it
was provided to the Department in confidence, the release of this information
would constitute a breach of confidence which could be actionable in court.

Section 41(1) is an absolute exemption for the purposes of the FolA,
However, in reaching the decision not to release the information requested,
the Department has nonetheless also considered whether the information
should be released in the public interest, as the public interest test is inherent
within the faw of confidence.

Having considered all of the known public interest factors for and against
disclosure of the information requested, it is the Department’s view that there
is a strong public interest in protecting this confidence and withholding this
information; there are no public interest considerations in relation to this
information which outweigh the public interest against disclosure of this
information or which would require us o set the duty of confidence aside,

In relation {o the questions which have been ¢onsidered under the terms of
the FolA, if you are unhappy with the result of your request for information,
you may request an internal review within two calendar months of the date of
this letter, if you wish to request an internal review, please contact me.

If you are not content with the outcome of the internal review, you have the
right to apply directly to the Information Commissioner for a decision. The
Information Commissioner can be contacted at: Information Commissioner's
Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SKg bAF.

Please remember to quote the reference number above in any future
communications.
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If you would like to follow-up on any of the questions that have not been
considered under the FolA please also contact me directly.

Yours sincerely,

Tom Smith
Head of the Export Control Organisation
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FINFISHER™

* Finlntrusion Kit

FinSpy - FinSpy

* FinUSB Suite - FinSpy Mobile
- FinFireWire nFly - FinFly USB

* FinFly LAN

* FinFly Web

* FinFly ISP

- Basic & Advanced Intrusion =
- Wireless Intrusion

- Practical Exploitation

- Web Application Penetration
« Custom IT Intrusion Training &

Consulting
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Tactical IT Intrusion Portfolio

FININTRUSION KIT
FINUSB SUITE
FINFIREWIRE

WWW.GAMMAGROUP.COM

Gamma addresses ongoing developments in the IT Intrusion
field with sclutions to enhance the capabilities of our
clients, Fasy to use high-end solutions and technigues
complement the irmtelligence community’s  knowhow
enabling it to address relevant Intrusion challenges on a
tactical level,

FINFISHER"™

FOINTRUSION
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Tactical IT Intrusion Portfolio

Finintrusion Kit was designed and developed by world-
class T Intrusion specialists, who have over 10 vyears of
experience in their area through their work in several Tiger
Teams (Red Teams} in the private and government sector
assessing the security of different networks and organiza-
tions.

The Finntrusion Kit is an up-to-date and covert operational
Kit that can be used for most common IT Intrusion
Operations in defensive and offensive areas. Current
customers include Military CyberWar Departments,
Intelligence Agencies, Police intelligence and other
Law Enforcement Agencies.

Usage Example 1: Technical Surveillance Unit

The Finintrusion Kit was used to break the WPA encryption
of a Target's home Wireless network and then monitor
his Webmail {Gmail, Yahoo, ...) and Social Network
(Facebook, MySpace, ...) credentials, which enabled the
investigators to remotely monitor these accounts from
Headguarters without the need to be close 1o the Target.

Feature Overview

FININTRUSION KiIT

QUICK INFORMATION
- Strategic Operations
- Tactical Operations

Capabilities: - Break WEP/WPA Encryption

- Network Monitoring
{including SSL Sessions)

- T intrusion Attacks

- Hardware/Software

Usage Example 2: 1T Security

Several customers used the Finintrusion Kit to successfully
compromise the security of networks and compurter
systems for offensive and defensive purposes using
various Teols and Technigues,

Usage Example 3: Strategic Use-Cases

The Finintrusion Kit is widely used to remotely gain access
to Target Email Accounts and Target Web-Servers {e.g.
Blogs, Discussion Boards) and monitor their activities,
including Access-Logs and more,

- Discovers Wireless LANs {802.11) and Bluetooth® devices
- Recovers WEP {64 and 128 hit) Passphrases within 2-5 minutes
- Breaks WPA1 and WPA2 Passphrases using Dictionary Attacks
« Actively monitors Local Area Network (Wired and Wireless) and extracts Usernames and
Passwords even for TL5/55L-encrypted sessions
- Emulates Rogue Wireless Access-Point (802.11)
- Remotely breaks into Email Accounts using Network-, System- and Password-based Intruslon Techniques
- Network Security Assessment and Validation

For a full feature list please refer to the Product Specifications.

FINFISHER"™

Www.,.GAMMAGROUP.COM TOINTTRLSE N




Tactical IT Intrusion Portfolio
FININTRUSION KIT

Product Components
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Basic IT Intrusion Components: - Graphical User Interface for Automated IT Intrusion
- High-Power WLAN Adapter Attacks

- High-Power Bluetoath Adapter

- 802.11 Antennas

« Many Common T Intrusion Devices

Automated LAN/WLAN Monitoring
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Tactical IT Intrusion Portfolio
FININTRUSION KIT

1

LAN/WLAN Active Password Sniffer

Captures even SSl-encrypted data like Webmail,
Video Portals, Online-Banking and more
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Tactical IT Intrusion Portfolio

The FinUSB Suite is a flexible product that enables Law
Enforcement and Intelligence Agencies to quickly and
securely extract forensic information from computer
systems without the requirement of IT-trained Agents.

It has been used in successful operations araund the world
where valuable intelligence has been acquired about
Targets in covert and overt operations.

Usage Example 1: Covert Operation

A source in an Organized Crime Group (OCG) was
given a FinUSB Dongle that secretly extracted Account
Credentials of Web and Email accounts and Microsaft
Office documents from the Target Systems, while the
0CG used the USB device to exchange regular files like
Music, Video and Office Docurnents.

After returning the USB device to Headquarters the
gathered data could be decrypted, analyzed and used 1o
constantly moniior the group remotely,

Feature Overview

- Optimized for Covert Operations
+ Easy usability through Automated Execution
- Secure Encryption with RSA and AES

FINUSB SUITE

_ QUICK INFORMATION
- Tactical Operations

Capabilities: - Information Gathering
- System Access

- Quick Forensics

- Hardware/Software

Usage Example 2: Technical Surveillance Unit

A Technical Surveillance Unit (TSU) was following a Target
that frequently visited random Internet Cafés making
monitering with Trojan-Horse-like technology impossible,
The FInUSB was used to extract the data left on the public
Terminals used by the Target after the Target left.

Several documents that the Target opened in his web-mail
could he recovered this way. The gathered information
included crucial Office files, Browsing History through
Cookie analysis, and more.

- Extraction of Usernames and Passwords for all common software like:

- Email Clients

-+ Messengers

- Browsers

- Remote Administration Tools

- Silent Copying of Files (Search Disks, Recycle-Bin, Last opened/edited/created)
+ Extracting Network Information {Chat Logs, Browsing History, WEP/WPA(2) Keys, ...)
- Compilation of System Information (Running/Instalied Software, Hard-Disk Information, ...)

For a full feature list please refer to the Product Specifications.

WWW.GAMMAGROUP.COM

FINFISHER"™

FyOINTRUSHIN
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Tactical IT Intrusion Portfolio

Product Components

FinUSB 5Suite - Mobile Unit

FINUSB SUITE

L v,

10 FinUSB Dongle (U3 - 16GB)

+ Covertly extracts data from system
« Encrypts Data on-the-fly

FinUSB HQ

« Graphical User Interface to decrypt and analyze
gathered Data

- Configure Dongle Operational Options

FinUSB - Windows Password Bypass

+ Bypass Windows Logon without permanent
system modifications
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Easy Usability

1.

2.

Pick up a FinUSB Dengle

Configure all desired Features / Modules and
update your FinUSB Dongle with FinUSB HO

. Go to your Target System

. Plug in your FinUSB Dangle

. Wait until all data is transferred

. Go back to your FinUSB HQ

. Import all Data from FintJSB Dengle

. Generate Report
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Tactical IT Intrusion Portfolio

Technical Surveillance Units and Forensic Experts often face
a situation where they need to access a running computer
system without shutting it down in order to prevent data
loss or save essential time during an operation. In most
cases, the Target System is protected with a password-
enabled Screensaver or the target user is not logged in
and the Login Screen is active.

FinFireWire enables the Operator to quickly and covertly
bypass the password-protected screen and access the
Target System without leaving a trace or harming essential
forensic evidence,

Usage Example 1: Forensic Operaticn

A Forensic Unit entered the apartment of a Target and
tried to access the computer systemn. The computer was
switched on but the screen was locked.

As they were not allowed, for legal reasons, to use a Remote
Monitoring Solution, theywouldhave lost all data by switch-
ing off the system as the hard-disk was fully encrypted.
FinFireWire was used to unlock the running Target
System enabling the Agent to copy all files before
switching the computer off and taking it hack to Head-
quarters.

Feature Overview

* Unlocks User-Logon for every User-Account
« Unlocks Password-Protected Screensaver
« Full Access to afl Network Shares of User

- Dumps full RAM for Forensic analysis

« Enables live forensics without rebooting the Target System

- User password is not changed
- Supports Windows, Mac and Linux systems
« Works with FireWire/1394, PCMCIA and Express Card

For 4 full feature list please refer to the Product Specitications.

WWW.GAMMAGROUP.COM

FINFIREWIRE

QUICK INFORMATION
- Tactical Operations

Capabilities: - Bypass User Password

- Covertly Access System
- Recover Passwaords from RAM
- Enable Live Farensics

- Hardware/Software

Usage Example 2: Password Recovery

Combining the product with traditional Forensic
applications like Encase®, Forensic units used the
RAM dump functionality to make a snapshot of the
current RAM information and recoverad the Hard-Disk
encryption passphrase for TrueCrypt's full disk encryp-
tion.

FINFISHER"™

PUOIRNTTRLISHON
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Product Components

\ _ _ J

FinFireWire - Tactical Unit
- Complete Tactical System

Connection Adapter Cards

- PCMCIA and ExpressCard Adapter for
Target Systems without FireWire port

Usage

FINFIREWIRE

\ J

Point-and-Click User Intarface
- Easy-to-use User Interface

Universal FinWire CableSet
- 4 pinto 4 pin
- 4 pinio 6 pin
- 6 pin 10 & pin

1. Go to your Target System

2. Start FinFireWire

3. Plug in FireWire Adapter & Cable

4. Select a Target

5. Wait until System
is unlocked

Theinformation containedherginisconfidential
and subject to change without notice. Gamma
Group Internaticnal shall not be liable for
technical or editorial errors or omissions
contained herein.

GAMMA INTERNATIONAL
GANMINAGROUP United Kingdom

Tel: +44 - 1264 - 332 411
Fax: +44 - 1264 - 332 422

info@gammagroup.com
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Remote Monitoring & Infection Solutions

www.GAMMAGROUP.COM

FINSPY

FINSPY MOBILE
FINFLY USB
FINFLY LAN
FINFLY WEB
FINFLY ISP

The Remote Monitoring and ‘Infection Solutions are
used 1o access target systems to give full access to
stored information with the ability to take contrel of
target system’s functions to the point of capturing
encrypted data and communications. When used in combi-
nation with enhanced remote infection methods, Govern-
ment Agencies will have the capability to remotely infact
target systems.

FINFISHER™

FUOINTRISION
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Remote Monitoring & Infection Solutions

FinSpy is a field-proven Remote Monitoring Solution that
enables Governments to face the current challenges of
monitoring Mobile and Security-Aware Targets that
regularly change location, use encrypted and anony-
mous communication channels and reside in foreign
countries.

Traditional Lawful Interception solutions face new challenges
that can only be solved using active systems like FinSpy:

- Data not transmitted over any network

- Encrypted Cornmunications

- Targets in foreign countries

FinSpy has been proven successful in aperations around
the world for many years, and valuable intelligence has
been gathered about Target Individuals and Organizations.

When FinSpy is installed on a computer system it can be
remotely controlled and accessed as soon as it is con-
nected to the internet/network, no matter where in the
world the Target System is based.

Feature Overview

Target Computer — Example Features;

- Bypassing of 40 regularly tested Antivirus Systems

- Covert Communication with Headguarters

- Full Skype Monitoring (Calls, Chats, File Transfers,
Video, Contact List)

- Recording of common communication like Email, Chats
and Voice-over-IP

» Live Surveillance through Webcam and Micraphone

- Country Tracing of Target

- Silent extracting of Fites from Hard-Disk

- Process-based Key-logger for faster analysis

- Live Remote Forensics on Target System

» Advanced Filters to record only important informatlen

- Supports most common Operating Systems (Windows,
Mac OSX and Linux)

WWwW.CGAMMAGROUP.COM

FINSPY

QUICK INFORMATION
- Strategic Operations
- Tactical Operations

| Capabilities: - Remote Computer Monitoring

- Monitoring of Encrypted
Communications

- Hardware/Software

Usage Example 1: Intelligence Agency

FinSpy was installed on several computer systems inside
Internet Cafes in critical areas in order to monitor them
for suspicious activity, especially Skype communication to
foreign individuals. Using the Wekcam, pictures of the
Targets were taken while they were using the system,

Usage Example 2: Organized Crime

FinSpy was covertly deployed on the Target Systems
of several members of an Crganized Crime Group. Using
the country tracing and remote microphone access, es-
sential information could be gathered from every meeting
that was held by this group.

Headquarters — Example Features;

+ Fvidence Protection (Valid Evidence according to
European Standards)

- User-Management according to Security Clearances

- Security Data Encryption and Communication using
RSA 2048 and AES 256

- Hidden from Public through Anonymizing Proxies

+ Can be fully integrated with Law Enforcement
Monitoring Functionality {(LEMF)

For a full feature list please refer to the Product Specifications.

FINFISHER™

TOINTHRUSION
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” FINSPY

Product Components

i

s ) - ,

FinSpy Master and Proxy FinSpy Agent

+ Full Control of Target Systems « Graphical User Interface for Live Sessions, Configuration
L + Evidence Protection for Data and Activity Logs and Data Analysis of Targets

+ Secure Storage
- Security-Clearance based User- and Target Management




Remote Monitoring & Infection Solutions

l "

FINSPY
Access Target Computer Systems around the World
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Remote Monitoring & Infection Solutions

FINSPY

Live and Offline Target Configuration
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1. Multiple Data Views

2. Structured Data Analysis

3. Importance Levels for all
recorded Files
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Remote Monitoring & Infection Solutions

FINSPY LICENSES

Outline

The FinSpy solution contains 3 types of product licenses:

A. Update License

The Update License controls whether FinSpy is ahle to re-
trieve new updates from the Gamma Update server. It is
combined with the FinFisher™ After Sales Support mod-
ule.After expiry, the FinSpy system will still be fully func-
tional but no longer able to retrieve the newest versions
and bug-fixes from the FinSpy Update server,

B. Agent License

The Agent License controls how many FinSpy Agents can
login to the FinSpy Master in parallel.

Example:
- 5 Agent Licenses are purchased.
- FinSpy Agent licenses can be installed on an unlim-
ited number of systemns, however
- Only 5 FinSpy Agent systems can login to the FinSpy
Master and work with the data at the same time

Screenshot active Target with License

FINSPY

C. Target License

Tha Target License controls how many FinSpy Targets can
be active in parallel,

Active refers to activated FinSpy Target installations no
matter whether the Target System is online or offline.

When FinSpy Target is deployed on a Target System and
no Target Licenses are available, the FinSpy Target gets
temporary deactivated and no recerding and live access will
be possible. As soon as a new License is available (e.g. by
upgrading the existing License or de-infecting cne of the
active FinSpy Targets), the Target will be assigned the free
license and It will be activated and begin recerding and pro-
viding live access,

Screenshot inactive Target without License

& visia.gF
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Remote Monitoring 8 Infection Solutions

FinSpy Mobile is closing the gap of interception capabilities
for Governments for most common smart phone platforms.

Specifically, organizations without network or off-air
based interception capabilities can access Mobile Phones
and intercept the devices with enhanced capabilities.
Furthermore, the solution offers access to encrypted
communications as well as data stored on the devices
that is not transmitted.

Traditional tactical or strategic Inferception solutions Face

challenges that can only be solved using offensive

systems like FinSpy Mohile:

- Data not transmitted over any network and kept on the
device

+ Encrypted Communications in the Air-Interface, which
avoid the usage of tactical active or passive Off-Air Systems

+ End-to-end encryption from the device such as Messengers,
Emails or PIN messages

FinSpy Mobile has been giving successful results to
Government Agencies who gather information remotely
from Target Mobile Phones,

When FinSpy Mobile is installed on a mokite phone it can be
remotely controlled and monitored no matter where in
the world the Target is located.

Feature QOverview

Target Phone — Example Features:

- Covert Communications with Headguarters

+ Recording of common communications like Voice Calls,
SMS/MMS and Emails

- Live Surveillance through silent Calis

« File Download (Contacts, Calendar, Pictures, Files)

- Country Tracing of Target (GPS and Cell ID)

+ Full Recording of all BlackBerry Messenger
communications

- Supparts most common Operating Systerns: Windows
Mobile, iOS (iPhone), BlackBerry and Android

www.GAMMAGROUP.COM

FINSPY MOBILE

QUICK INFORMATION

- Strategic Operations
- Tactical Operations

Capabilities: - Remote Mobile Phone
Monitoring

- Hardware/Software

Usage Example 1: Intelligence Agency

Finspy Mobile was deployed on BlackBerry mobile
phones of several Targets to monitor all communications,
including SMS/MMS, Email and BlackBerry Messenger.

Usage Example 2: Organized Crime

FinSpy Mobile was covertly deployed on the mobile
phones of several members of an Crganized Crime Group
(OCG). Using the GPS tracking data and silent calls,
essential information couid be gathered from every
meeting that was held hy this group.

Headquarters — Example Features:

- Evidence Protection (Valid Evidence according to
European Stantards)

- User-Management according 1o Security Clearances

- Security Data Encryption and Communications using RSA
2048 and AES 256

- Hidden frem Public through Anonymizing Proxies

- Can be fully integrated with Law Enforcement
Manitaring Functionality

For a full feature list please refer to the Product Specifications,

FINFISHER"™

FEOINTRUSHON
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| FINSPY MOBILE

Product Components

. ~ - S
FinSpy Master and Proxy FinSpy Agent

" - Full Control of Target Systems - Graphical User Interface for Live Sessions, Configuration
- Evidence Protection for Data and Activity Logs and Data Analysis of Targets

- Secure Storage
- Security-Clearance based User- and Target Management
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Remote Monitoring & Infection Solutions

FINSPY MOBILE

Access Target Mobile Phones around the World
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Remote Monitoring & Infection Solutions

The FinFly USB provides an easy-to-use and refiable way of
installing Remote Maonitoring Selutions on computer
systems when physical access is available.

Once the FinFly USB is inserted into a computer, it
automatically installs the configured software with
littke or no user-interaction and does not require
IT-trained Agents when being used in operations, The
FinFly USB can be used against multiple systems before
being returned to Headquarters.

Usage Example 1: Technical Surveillance Unit

The FinFly USB was successfully used by Technical
Surveillance Units in several countries to deploy
a Remote Monitoring Solution onto Target Systems that
were switched off, by simply booting the system from
the FinFly USB device.

Feature Overview

FINFLY USB

QUICK INFORMATION

- Tactical Operations

Capabilit « Deploys Remate Monitoring
] Solution on Target

Usage Example 2: Intelligence Agency

A Source in a domestic terror group was giver a FinFly
USB that secretly installed a Remote Monitoring
Solution on several computers of the group when they
were using the device to exchange documents between
each other. The Target Systems could then be remotely
monitored from Headquarters, and the FinFly USB was
later returned by the Source,

- Covertly instalis Remote Monitoring Solution on insertion in Target System

- Little or no user-interaction is required

- Functionality can be concealed by placing regular files like music, video and office

documents on the device

- Infection of switched off Target System when booting from USB

- Hardware is a common and non-suspicious USB device

For a full feature Jist please refar to the Product Specifications.

www.GAMMAGROUP.COM
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Remote Monitoring & Infection Solutions

Product Components

( )

.Cruzer

FinFly USBs

+ SanDisk USB Dongle (16GB)

+ Deploys a Remote Monitoring Solution on Insertion into
Target Systems

- Deploys Remote Monitoring Solution during Boot Process

Theinformationcontained hereinisconfidential
and subject to change without notice. Gamma
Group International shall not be fliable for
technical or editorial errors or omissions
contained herein,

FINFLY USB

Full FinSpy Integration

- Automatic generation and activation through FinSpy
Agent

&‘ GAMMA INTERNATIONAL

GANMIVIAGROUP  United Kingdom

Tel: +44 - 1264 - 332 411
Fax: +44 - 1264 - 332 422

info@gammagroup.com




It

Remote Monitoring & Infection Solutions

Some of the major challenges Law Enforcerment agencies
are facing are mobile Targets, where no physical access
to a computer system can be achieved as well as Targets
who do not open any infected Files that have been sent
via emalil to their accounts.

In particular, security-aware Targets are almost impossible
to infect as they keep their systems up-to-date and no
exploits or Basic Intrusion techniques will fead to success.

FinFly LAN was developed to deploy a Remote Manitoring
Solution covertly on Target Systems in Local Area Networks
{Wired and Wireless/802.11). It is ahle to infect Files that
are downloaded by the Target on-the-fly, infect the Target
by sending fake Software Updates for popular Software
or infect the Target by injecting the Payload into visited
Websites.

Usage Exampie 1: Technical Surveillance Unit

A Technical Surveillance Unit was following a Target
for weeks without being able to physically access the
target computer. They used FinFly LAN to install the Remote
Monitoring Solution on the target computer when he was
using a public Hotspot at a coffee shop.

Feature Qverview

FINFLY LAN

QUICK INFORMATION
* Tactical Operations

Capabilities: + Deploys Remote Monitoring
Solution on Target System in

Local Area Network

Usage Example 2: Anti-Corruption

FinFly LAN was used to remotely install the Remote
Monitoring Selution on the computer of a Target while
he was using it inside his hotel room. The Agents were
in another room connected to the same network and
manipulated the Websites the Target was vislting to trigger
the installation.

- Discovers all Computer Systems connected to Local Area Network

- Works in Wired and Wireless {(802.11) Networks

+ Can be combined with Finintrusion Kit for covert Network Access

- Hides Remote Monitoring Solution in Downloads of Targets

+ Injects Remote Monitoring Solution as Software Updates

- Remotely installs Remote Monitoring Solution through Websites visited by the Target

For a full feature list please refer to the Product Specdifications,

wWww.CAMMAGROUP.COM

FINFISHER™

FVOINTREISOIN




Remote Monitoring & Infection Solutions
H FINFLY LAN

Product Components

™ e 7y
I
|
S \. S
i FinFly LAN Finlntrusion Kit - Integration (Optional)
- Linux-based Software with simple User-Interface - FinFly LAN will be loaded as a module into
the Finlntrusion Kit
]
Infection through Local Area Networks
' Router Gateway

for Infactivn

FinFiy LANM




Remote Monitoring & Infection Solutions
FINFLY LAN

Automated User-Interface

+ Simple to use without extensive training

Multiple-Target and Payload Support

- Different Executables can he added for each Target

'd . - )

¥ Binary edastinnl exesser)

e s wabs s i
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Remote Monitoring & Infection Solutions

One of the major challenges in using a Remote Monitoring
Solution is to install it onto the Target System, especially
when only a fittle information, like an Email-address, is
available and no physical access can be achieved.

FinFly Web is designed to provide remote and covert
infection of a Target System by using & wide range of
web-based attacks.

FinFly Web provides a point-and-click interface, enabling
the Agent to easily create a custom infection code
according to selected maodules.

Target Systems visiting a prepared website with the imple-
mented infection code will be covertly infected with the
configured software.

Usage Example 1: Technical Surveillance Unit

After profiling a Target, the unit created a website of
interest for the Target and sent him the link through a
discussion beard. Upon opening the Link to the unit's
website, a Remote Monitoring Solution was installed on the
Target System and the Target was monitored from within
Headguarters.

Feature Overview

* Fully-Customizable Web Modules
- Can be covertly installed into every Website

FINFLY WEB

QUICK INFORMATION
- Strategic Operations

Capabilities: - Deploys Remote Monitoring
Solution on Target System -

through Websites

Usage Example 2: Intelligence Agency

The customer deployed FinFly 1SP within the main Internet
Service Provider of their country, It was combined with
FinFly Web to remotely infect Targets that visited
government offensive websites by covertly Injecting
the FinFly Web code into the targeted websites.

+ Full integration with FinFly LAN and FinFly ISP to deploy even inside

popular Websites like Webmail, Video Portals and more

+ Installs Remote Monitoring Solution even if enly email address is known

+ Possibility to target every person visiting configured Websites

For a full feature list please refer to the Product Specifications,

WWw.GAMMAGROUP.COM

FINFISHER™

T INTRUSHTON
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Remote Monitoring & Infection Solutions

Product Components

(

FinFly Web

+ Point-and-click software to create
custom infection Websites

FinFly Web direct infection

ToEa)IsF

Yargar
for nfaction

Full integration with FinFly LAN and FinFly ISP

Grkine Banking
il

’?i”ﬁrgéi
Tarlntection

Fiittly 159

FinFly Wels-

FINFLY WEB




Remote Monitoring & Infection Solutions

FINFLY WEB

Example: Java Applet (Internet Explorer, Firefox, Opera, Safari)

The website will prompt the Target to accept a Java plug-in that can be signed with
any company name {e.g. ”Microsoft Corperation”)

il

Example: Missing Component (IE, Firefox, Opera, Safari)

The website will pretend that a plug-in/codec etc, is missing on the Target
System and prompt it to download and install this software

Ppdate Adoba Flash Phayer ) )
“EATRpme e 27 W pagm feauir o TS0E vhate cEAED e Elmil Bl Pl it
SAdSh Fisuh Mlayorio visw tis page,

FUEGE

o SGHT B g Fasw. ol




Remote Monitoring & Infection Solutions

Example: Missing XPI (Firefox only, all platforms)

This module will prompt the Target to Install additional plug-ins
in order to be able to view the website.

You g ©

St e i 5t ite  Vidpoy

| hpr me}:ﬂllg"i“ B
{ BTy AuR

| AlNpiing

TR

Theinformaticncontainedhereinisconfidential
and subject to change without notice. Gamma
Group International shall not be liable for
technical or editorial errors or omissions
contained herain.

GANIMAGROURP

FINFLY WEB

GAMMA INTERNATIONAL
United Kingdom

Tel: +44- 1264 -332 411
Fax: +44 - 1264 - 332 422

info@gammagroup.com




|

Remote Monitoring & Infection Solutions

In many real-life operations, physical access to in-cauntry
Target Systems cannot be achieved and covert remote
installation of a Remote Monitoring Solution is required
to he ahle to monitor the Target from within the
Headquarters.

FinFly ISP is a strategic, countrywide, as well as a tactical
(mobile) solution that can be integrated into an ISP's
Access and/or Core Network to remotely install the
Remote Monitering Solution on selected Target Systems.

FinFly ISP appliances are based on carrier grade server
technoleogy, providing the maximum reliability and
scalability to meet almost every challenge related to
network topologies. A wide-range of Network Interfaces —
all secured with bypass functions - are available for the
required active network connectivity.

Several passive and active methods of Target Identification -
from online monitoring via passive tapping to interactive
communications between FinFly ISP and the AAA-Servers
~ ensure that the Targets are identified and their appropriate
traffic is provided for the infection process.

FinFly ISP is able to infect Files that are downloaded by
the Target on-the-fly or infect the Target by sending
fake Software Updates for popular Software, The new
release now integrates Gamma's powerful remote infec-
tion application FinFly Web to infect Targets on-the-fly by
just visiting any website.

Feature Overview

- Can beinstalled inside the Internet Service Provider Network

- Handles all common Protocols
- Selected Targets by IP address or Radius Logon Name

- Hides Remote Monitoring Solution in Downloads by Targets
< Injects Remote Monitoring Solution as Software Updates

FINFLY ISP

QUICK INFORMATION
Usage: - Strategic Operations

Capabilities: - Deploys Remote Monitoring
Solution on Target System
through ISP Network

- Hardware/Software

Usage Example; Intelligence Agency

FinFly ISP was deployed in the main Internet Service Provider
networks of the country and was actively used io remotely
deploy a Remote Monitoring Solution on Target Systems. As
the Targets have Dynamic-IP DSL Accounts, they are identi-
fied with their Radius L.ogon Name,

- Remotely installs Remote Monitoring Selution through Websites visited by the Target

For a full feature list please refer to the Product Specifications.

Www.GAMMAGRDUPRP.COM

FINFISHER"™
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FINFLY ISP

Different Location Possibilities

- FinFly ISP can be used as a tactical or
strategic solution within ISP networks

1SP Network

. vy
A tactical solution is mobile and the hardware is dedicated A strategic solution would be a permanent ISP/countrywide
to the infection tasks inside the access network close to the instaliation of FinFly ISP 1o select and infect any target from
targets' access points. It can be deployed on a short-term the remote headquarters without the need for the LEA to
basis to meet tactical requirements focused on either a spe- be on location.

cific target or a small number of targets in an area.

Of course, it is possihle to combine tactical and strategic
solutions to reach a maximum of flexihifity for the infection
operaticns.
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FINFLY ISP

i
Network Setup
Strategic Deployment
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Remote Monitoring & Infection Solutions

Product Components

FinFly ISP Strategic

A strategic deployment of FinFly ISP consists at ieast of the

following:

- Management System at the LEMF

+ Target Identification Probe Server(s) at the AAA-Systerm
of the network

- Infection Proxy Server(s) at, for example, the Internet
Gateway(s)

' ~
FinFly ISP Servers FinFly ISP
Workstation HP Z-Series
HP ProLiant DL-5eries G7
Business WS

FinFly ISP Tactical

A tactical FinFly ISP System consists of the following:
- Target Identification & Infection Proxy Server Portable
+ Management System Notebook

d ™)
FinFly ISP Tactical FinFly ISP Tactical
Portable Mgmt. Lenovo Thinkpad
Atlas A9 17" Portable T-Series

A s

The technical data fspecifications are subject te change without notice.

Theinformation containedhereinisconfidential
and subject to change without notice. Gamma
Group International shall not he liable for-
technical or editorial errors or omissions
contained herein.

FINFLY ISP

Throughput: > 20 Ghps
Max. no. of NiCs: 2 -8 NICs
Interfaces: 1GE Copper / Fiber
10GE Coppet / Fiber
SONET / SDH GC-3 /7 -192
STM-1/-64
ATM AALS
Processors: 1% ~ 8% Intel XEON
Core: 2 - B Cores / Processar
RAM: 12GB -1TB
HDD Capacity: 3 % 146GB - 4,.87B SAS
Features: HP O 3

Redundant Power
Redundant Fans
Bypass Switch Function (f applicable)

Operating System:

Linux GNU (Debian 5.0) hardened

Throughput;

5 Gbps

Max. no. of NICs:

3 NICs

Interfaces: 1GE Copper / Fiber
SONET/SDH OC-3/-12
STM-1/ -4
ATM AALS

Processors; 2 xIntal Core i7

Core: 6 Cores / Processor

RAM: 12GB

HDD Capacity; 2 % 1TB SATA

Optical Drive: DVD+/-RW SATA

Monitor: 1x 17" TFT

Features; Bypass Switch Function for NICs

Operating System:;

Linux GNU {Dehian 5.0) hardened

N

GANMMNMAGROURP

GAMMA INTERNATIONAL
United Kingdom

Tel: +44-1264-332 411
Fax: +44 - 1264 - 332 422

info@gammagroup.com
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FinSupport

The FinSupport sustains upgrades and updates of the Fin-
Fisher™ product line in combination with an annual support
contract.

The FinFisher™ Support Webpage and Support Team pro-
vide the following services to our clients:

-.Online access to:
« Latest User Manual
- Latest Product Specifications
- Latest Product Training Slides
+ Bug Reporting Frontend
+ Feature Reguest Frontend

+ Regular Software Updates;
- Bugfixes
- New Features
« New Major Versions

- Technical Support via Skype:
- Bugfixing
- Partial Operational Support

www.CAMMAGROUP.COM

FINSUPPORT

FinLifelineSupport

The FinlifelineSupport provides professional back-cffice
support for trouble resclution and technical queries. It also
provides hack-office support remotely, for FinFisher™ SwW
bug fixes and Hardware replacements under warranty. fur-
thermore, with FinLifelineSupport the client automatically
receives new features and functionalities with the standard
release of bug fixes.

Bug Fixes

FinSupport is a product driven support organization where-
by a highly skilled after-sales support manager receives re-
lated guerles by email or telephone. The after sales support
manager is hased in Germany and his hours of operation
are 09:00 - 17;00 Central European Time {CET).

With the FinLifelineSupport, support is available from
09:00-17:00 CET. If a request for support is logged outside
of standard office hours it will be addressed immediately on
the next working day.

When the customer reports an incident, we fcg an Incident
Report {IR) and decument the priority of the incident. With-
in a specified period, corrective actions will follow based
on the assigned priority. The FinFisher™ team then has the
responsibility of coordinating the investigation and resolu-
tion of the IR, as well as communicating the status and new
information 1o the IR originator.

For high priority issues, we ensure that the systermn continues
o work smoothly by quickly delivering workaround soki-
tions and tested bug fixes. When the FinFisher™ team deliv-
ers a workaround, in parallel it also escalates the Problem
Report {PR) e the Research and Development (R&D) depart-
ment to ensure a quick resolution. These professional sup-
port measuras ensure that the software meets the highest
expectations.

FINFISHER™

P INTRUISHON
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The following flow chart provides an illustration of the typi-
cal operational procedure and areas of responsihility (Note;
in this flow chart, 'customer' represents the originator of
the IR

Process

Problem
Logging/Reporting

First Response

Temporary
Workround

Correction
Proposal

Responsibility

1

FINSUPPORT
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FINSUPPORT

I

The following table provides the normal customer incident handling procedure:

info for incident reporting.

in cases of a (suspected) hardware/software defect, receive
incident Report {IR) as per the defined communication meth-
ods.

IR should include:

- contract id

- customer’s name

- affected system/ technology

- description of defect

- priority (see definition below)

- avallable error symptoms

Customer cooperates by providing further error symptoms,
upon reguest

Within one working day, customer receives the ticket num-
her to confirm receipt and tracks the IR, and also the initial
analysis resuits

 request

FinLifelineSupport helps with temporary workaround solution

FinLifelineSupport provides correction proposal on R with
planned corrective measures & response time, after incident
analysis

FinLifelineSupport provides issue of hard- or software modifi-
cation, if reported incident requires correction

i

Customer implements delivered hardware/ software
modification. Customer confirms successful correction.

FinLifelineSupport helps with implementing hardware(l) soft-
ware modification

() Hardware charged separately if not uncer warranty.
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Definitions of query and fault priority

FINSUPPORT

FinLifelineSupport processes the incoming querles and problem reports according to their urgency. Two factors rate the urgency

of an incident, and both are included in each [R;

- ‘Priority’ based solely on the technical scope of the error

- 'Customer Severity’ is a more objective factor and based on the resultant customer impact

The following ‘Priority’ table provides an overview of the corresponding technical scope:

1 critical issue: crucial aspect of system not | The Proxy is down and no communication to the F1nSpy-
waorking Target can be established. i
2 | major issue with no workaround An Antivirus update detects an already installed RMS which :
requires an immediate update in order to stay operatlonaI
within the infected system, :
3 major issue with workaround FinSpy Target functionality duesn't cperate properly but ¢ can
be fixed with a workaround solution,
4 minor issue with little impact on system Wrong icon shown for a downloaded file

Response Times

In 80 percent of all incidents, we will keep our response
times as depicted in the table below.

‘Working day(s)’ = as defined in the German calendar, and
thus, excludes holidays observed in Germany.

There are three phases in our response times:

+ Initial Response

- Corrective Action Feedback

- Problem Reselution (or Priority De-Escalation)

The time for the 'Initial Response’ is from the moment we
log an incident to the actual confirmation response sent to
the custemer acknowledging receipt of the incident,

The 'Initial Response’ may also ask for more detailed infor-
mation or, in less complex cases, may immed|ately solve the
problem.
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FINSUPPORT

Pno 1 - crltlcal issue

Same Working day

Prio 2 - major issue without
workaround

Same working day

) 1 Workmg day(s)

2 working day(s) :
Please note: Depending on the problem and i
research required it may take longer to re-
solve the issue.

02 "{A‘.'c;rking day(s}

5 working day(s)

Please note: Depending on the problem and
research required it may take longer to re-
solve the issue.

Prio 3 - major issue with
workaround

Same working day

3 working day(s)

14 working day(s)

Please note: Depending on the probiem and
research required it may take longer to re-
solve the issue.

Prio 4 - minor issue

Same working day

7 working day(s)

next software update

Software Upgrades

The FinLifelineSupport includes regular Software upgrades
and guarantees automatic upgrades to the existing system

with Software patches provided via the update system,

These upgrades include new features, new enhancements
and new functionality as per the client’s roadmap {excluding
hardware).
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IT Intrusion Training Program

WWwW.GAMMAGROUP.COM

FINTRAINING

The IT Intrusion Training Program includes courses on both,
products supplied as well as practical IT Intrusion methods
and technigues. This program transfers years of knowledge
and experience to end-users, thus maximizing their capabili-
ties in this fleld.

FINFISHER"™

CENTTRLIE i




IT Intrusion Training Program

Security awareness Is essential for any government
to maintain 17T security and successfully prevent threats
against IT infrastructure, which may result in a loss of
confidentiality, data integrity and availability.

On the other hand, topics like CyberWar, Active Inter-
ception and Intelligence-Gathering through IT intrusion
have become more important on a daily basis and require
Governments to build IT Intrusion teams to face these
new challenges.

FinTraining courses are given by world-class IT Intrusion
experts and are held in fully practical scenarios that
focus on real-life operations as required by the end-userin
order to solve their daily challenges.

Gamma combines the individual training courses into a
professional training and consulting program that
builds up or enhances the capabilities of an IT intrusion
team. The Training courses are fully customized according
to the end-user's operational challenges and requirements,
In order to ensure full usability of the transferred know-
how, operational in-country support is provided during
the program.

Sample Course Subjects

- Profiling of Target Websites and Persons

- Tracing anonymous Emails

- Remote access to Webmail Accounts

- Security Assessment of Web-Servers & Weh-Services
- Practical Software Exploitation

- Wireless IT Intrusion (WLAN/802,11 and Bluetooth)
- Attacks on critical Infrastructures

+ Sniffing Data and User Credentials of Networks

» Monitoring Hot-Spots, Internet Cafés and Hotel
Networks

- Intercepting and Recording Calls (VolP and DECT)
- Cracking Password Hashes

WWW.GAMMAGROUP.COM

FINTRAINING

QUICK INFORMATION
- Knowledge Transfer

- 1T Intrusion Know-How
- Cyberwar Capabilities

Consultancy Program

* Full IT Intrusion Training and Consulting Program

+ Structured buiid-up and Training of [T Intrusion Team
- Full Assessment of Team Members

- Practical Training Sessions focus on Real-Life Operations
- In-Country Operational Consulting

For a full feature list please refer to the Product Specifications.

FINFISHER"™

T OINTRIISHTN
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GANMMNAGROUP

GAMMA INTERNATIONAL
United Kingdom

Tel: +44 - 1264 - 332 411
Fax: +44 - 1264 - 332 422

info@gammagroup.com
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TTEN # | DESCRIPYION -

ipb ik

v UNITPRICE | “1INE TOTAL | &

A ! Remots Intrusion Solutlon _
.1 | FinSpy

1.1 FinSpy'Snftwaré

LLL | FinSpy Proxy Licensa U TrsRL
FinSpy Master | icense ESML
_|LinSpy Generation Liconsa FSGL

188,549.00 148,549.00

1,1.;2 Finspy Agent License (por client) ‘ FEAGL

LL3 | Finspy Activation Licensa: FSPCAL
~ Windows -
- - OSX (4/2010)

1288700 | 3577400

2,646.00 26,460.00

Including Fintifeline Support: FIinSpy -
e | Updlate & Upgrade (Year 1)

;_1.;-_!.1 Finspy Magster Server - — FSM

Smd

6,112.00 61200 &

. 1.2.2 | FinSpy Agenl Workstation [SAG
12

L1200 - 2,224.00

L 423 Fingpy Cownmon & Spare Paris FSC

s

12,223,00 12,223.00

1.4 _| FinSpy - Mstallation & Training . ]

FinSpy Installathun and Product Traning FSTI 1
Number of Students: 2-4 |
Location: In-country

Duration: 2 days Installation + 4 days
Training

Documentation: Soft and hard Copies
Including: afrfare, accoinmodation,
e} SUbBsIslence

10,445,00 19,445.00

s
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ITEM # | DESCRIPTION 77,7 i %,;i"r'g NI PRICE |1 INE TOTAL
b Ry (Euros)iinii
B flemﬂte Infectlnn 'I'tmls i
1 | FinFly Lite N _ o
Racjtsiras: Finkntrusion Kit as » baa.e unit FEL 1 34, 200.00 34,200.00

Consisting of;

Lx FinFly Lite License
i Finfly Lite CO Rom
| 1x User Majua _ -

Including Fint ifeline Support: FinFly [t ' *réi!w
Update & Upgrade (Year 1) '

P e P T T TR e et R R e I TR AT T P o R T

~42 | FinFly Lite - Training

FlnFly Lite Product Tralning FFLI 1 11,020.00 11,020.00
Numbser of Students: 2 4

Location: In-country

i : Duration: 2 days {tan be integrated in
Finlntrusion Kit Prochuct Training)
Dactimentation: Soft and harg copies
Incliiding: airfare, accommaodalion, {ood

SUBTOTAL | 45,220,00

Freight 1,250.00

. Iy
TATAL 46,470.00 -
OPTIONS:
; ITEM # | DESCRIPTION.. © - 177" | UNTY PRICE |- LINE TOTAL
: e ey Lo (Buros) ! .| (Euros).
Optional 2nd Year support - FinSpy -
1.1 | FinSpy - Support ) ,
111 | Finlileline Suppart; FinSpy Update & FFLSL 1 6,840,00 840.00
z L Upgrade Fee (Yoar 2)
_ Optlenal 2nd Year Quppn}t - FinFly-
1.3 FinFly Lite - Support _ _ s |
131 | Finlifeline Support: FinFly Lite Update & F&St 1 | 4815700 A8,457.40
L Upgrade Fee (Yooar 2) SRS o
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From Bahrain with Love:

FinFisher’s Spy Kit Exposed?

INTRODUCTION

Click here to read the Bloomberg News article,

The FinFisher Suite is described by its distributors, Gamma International UK Ltd., as “Governmental IT
Intrusion and Remote Monitoring Solutions.” ! The toolset first gained notoriety after it was revealed that the
Egyptian Government’s state security apparatus had been involved in negotiations with Gamma International
UK Litd. over the purchase of the software. Promotional materials have been leaked that describe the tools as
providing a wide range of intrusion and monitoring capabilities.” Despite this, however, the toolset itself has
not been publicly analyzed.

This post contains analysis of several pieces of malware obtained by Vernon Silver of Bloomberg News that
were sent to Bahraini pro-democracy activists in April and May of this year, The purpose of this work is
identification and classification of the malware to better understand the actors behind the attacks and the risk
to victims. In order to accomplish this, we undertook several different approaches during the investigation.

As well as directly examining the samples through static and dynamic analysis, we infected a virtual machine

(VM) with the malware. We monitored the filesystem, network, and running operating system of the infected
VM,

This analysis suggests the use of “Finspy”, part of the commercial intrusion kit, Finfisher, distributed by
Gamma International.

DELIVERY

This section describes how the malware was delivered to potential victims using e-mails with malicious
attachments.
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In early May, we were alerted that Bahraini activists were targeted with apparently malicious e-mails. The
emails ostensibly pertained to the ongoing turmoil in Bahrain, and encouraged recipients to open a series of
suspicious attachments. The screenshot below is indicative of typical message content:

weree FOOWRIGE MES4208 oo

From: Metissa Chan <ngiises, sliazeeds@amail coms»
Ta:

Sant: Tuestay, 8 May 2012, &:52

Subject: Torure teparts on Mabosl Rajab

Acting president Zainab Al Khawaja for Human Rights Balwain reports of lovture on Mr. Nabeel Rajab afler
his reeent arvest,

Please check the attached detailed report along with torture images,

The attachments to the e-mails we have been able to analyze were typically .rar files, which we found to
contain malware. Note that the apparent sender has an e-mail address that indicates that it was being sent by
“Melissa Chan,” who is a real correspondent for Aljazeera English. We suspect that the e-mail address is not
her real address.® The following samples were examined:

3247831fbc33ec117f971ccaTelTeeat7ee229a74eddbe2b3bd0ettdSed 10dce rar. =3 it
¢5b39d98¢85b2118aclbedd91f0b6510ea255411cf19¢726545¢1d0a23035914
_gpj.ArrestedXSuspects.rar
¢5b37bb3620d4e7635¢261e5810d628fc50e4ab06b843d78105a12¢cfbbead0d?
KingXhamadXonXofficialXvisitXtoX.rar
80fbR6e265d44thabac942f7b26c973944d2ace8a8268c¢094¢3527b83169b3cc

MeetingX Agenda.rar
846301e7f190ee3bb2d3821971¢c2456617e¢dc2060b07729415c45633a5a751 Rajab.rar

These contained executables masquerading as picture files or documents:




N
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49000fc53412bfdal 57417¢23354 10cf69ac26b66b08 18a3be7eff589669d040 dialoge.exe
cc3b65a0f559faSe6bide60cef3bffe8d568a93dbb850f78bdd3560138218b5¢ exe.Rajabl jpg
39b325bd19e0fe6e3elfca3S5c2afddfe] 9cdd14ebda7a5fc9649 1 fc66e0faba exe.imagel.jpg

e48bfeab2acal 741e6da62f8b8fc9e39078db574881691ad64effe797222e632 exe.Rajab.jpg
2ec6814e4bad0cb03db6e24 Laabde5e59661{b580bd870bdb50a39f1748b1d14 Suspects.jpg

exe.Arrested

¢29052dc6ee8257ec6c74618b6175abd6ebd400412¢99{134763 ff6e20bab864 News about the existence of a
new dialogue between AlWefaq & Govt..doc

-

The emails generally suggested that the attachments contained political content of interest to pro-democracy
activists and dissidents. In order to disguise the nature of the attachments a malicious usage of the
“righttoleftoverride” (R1.O) character was employed. The RL.O character (U+202e in unicode) controls the
positioning of characters in text containing characters flowing from right to left, such as Arabic or Hebrew.
The malware appears on a victim’s desktop as “exe.Rajabl.jpg” (for example), along with the default
Windows icon for a picture file without thumbnail. But, when the UTF-8 based filename is displayed in
ANSI, the name is displayed as “gpj.1bajaR.exe”. Believing that they are opening a harmless “,jpg”, victims
are instead tricked into running an executable “.exe” file.*

exe.Rajabl.jpg exe.Rajab.jpg

Upon execution these files install a multi-featured trojan on the victim’s computer. This malware provides the
attacker with clandestine remote access to the victim’s machine as well as comprehensive data harvesting and
exfiltration capabilities.

INSTALLATION

This section describes how the malware infects the target machine.
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The malware displays a picture as expected. This differs from sample to sample. The sample “Arrested

Suspects.jpg” (“gpj.stcepsuS detserrA.exe™) displays:

E

Hussain

It additionally creates a directory (which appears to vary from sample to sample):

" Jaial Abbas  Mohsen  Jumva, Abbas Al Abbas

C:\Documents and Settings\XPMUser\Local Settings\Temp\TMP51B7AFEF

It copies itself there (in this case the malware appears as “Arrested Suspects.jpg’”) where it is renamed:

C:\Documents and Settings\XPMUser\Local Settings\Temp\TMP51B7AFEF\Arrested Suspects.jpg” =>

C:\Documents and Settings\XPMUser\Local Settings\Temp\TMP51B7AFEF\tmpD.tmp

Then it drops the following files:

CADOCUME~N%USERYA\LOCALS~1\Temp\delete.bat
CADOCUME~I\%USERY\LOCALS~1\Temp\driverw.sys

It creates the folder (the name of which varies from host to host):
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C:\Documents and Settings\%USER%\Application Data\Microsoft\Installer\{ SDA45CC9-D840-47CC-9F86-
FD2E9A718A41}

This process is observable on the filesystem timeline of the infected host:

Thu Jun 14 2812 11:50:59

126-4 C:/Document: i
The Jua 14 2812 11:51:61 - sbaocumants and Settings/xP
253 i
39133283
21143283
23934-128-4 Settd ilser/Recent farrested Suspects. ink
2114-328-3 C: /IR /
25931-144-t C: /Do HMUser/lacal Setiings/Tenp/ THPSIBTAFEF
23932-128-4 C:/Dodun and SeTTings/xl FLecal settings/Terp/inpd. trp
18351-128-4 C:oMINDGESPrefetch/OMD.E
10992-144-6 (; ient i

Thu Jun 14 7012 11:51:02

Thy Jun 14 2012 11:51:03
Thu Jun 14 2912 §1:51:08

963824
Thu Jun 14 2012 11:51:63 3ne

L]
3]
&
]
@
Ll
il
L]
L]
Ll
2
Ll
bl
k]
Pl
]

ehgplication Nata/Microseft/1astaller/{5ANS2198- 18264404 - 2F95-5T343FF2T294}
sarsiacal Satilngs/Tenprdrivene sys

“driverw.sys” is loaded and then “delete.bat” is run which deletes the original payload and itself. It then
infects existing operating system processes, connects to the command and control server, and begins data
harvesting and exfiltration.

Examining the memory image of a machine infected with the malware shows that a technique for infecting
processes known as “process hollowing” is used. For example, the memory segment below from the
“winlogon.exe” process is marked as executable and writeable:

Process: winlogon.exe Pid: 424 Address: 8x1afooo8
Vad Tag: VadS Protection: PAGE EXECUTE READWRITE
Flags: CommitCharge: 19, MemCommit: 1, PrivateMemory: 1, Protection: 6

O0x01af0008 4d 5a 90 00 03 00 00 DO ¢4 00 00 00 ff Tf 00 80
0x012f001¢ b8 00 00 00 GO 00 00 0O 40 00 0O DO 00 00 GO 6O
Ox61af0820 €O 60 00 00 80 08 00 00 46 00 0D 60 66 00 60 80
Ox01aT0830 0O @0 00 VG €0 0O 00 0O 60 00 00 90 fG 00 0O €0

Here the malware starfs a new instance of a legitimate process such as “winlogon.exe” and before the
process’s first thread begins, the malware de-allocates the memory containing the legitimate code and injects
malicious code in its place. Dumping and examining this memory segment reveals the following strings in the
infected process:




I <™

00003210

Note the string:

Number 0g — July 2012

IGNU MP: Cannot al

jllocate memory (|
Isize=%u}....GNU |
|#P: Cannot reall|
jocate memory (ol
ld size=%u new sij
ze=%u) . Ly i\lsvn |

|
fhranches\ vi
j4.81\ Pv2AsT]
|

A\ libsylibgmpymp|
In-tdiv qr.c.c ==|

y:\lsvn_branches\finspyv4.01\finspyv2isrcilibs\libgmp\mpn-tdiv_qr.c

This file seems to correspond to a file in the GNU Multi-Precision arithmetic library:

http://emplib.org:8000/gmp/file/b5cal 6212 198/mpn/generic/tdiv_qr.c

The process “svchost.exe” was also found to be infected in a similar manner:
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Process: svchost.exe Pld: 760 Address: Oxbdoooo
Yad Tap: VadS Protection: PAGE _EXECUTE _READWRITE
flags: ComnitCharge: 1, HemCommit: X, PrivateMemory: 1, Protection: 6

N

8b ¥f 55 8b ec &8 40 47 f1 73 ¢3 8h
68 ¢O GB 3 73 ¢3 8b ff 55 8b oc 6B
c3 8b ff 55 8b ec 68 e2 <O h5 76 ¢3
ec 68 71 ¢2 bS 76 ¢3 8b 1 55 &b ec

Ghff
55
Shec
Oxbd0aBS 6340471173
Bxbdog0a 3
Dxbd046h BbIT
Bxbdo8nd 55
0xbd0Bde Gbec
OxbdoDble GBcCGBI3V3
0xkdenls ¢3
Oxbd00ls Bbff
0xbdB018 55
Bbec
6Bandebd 6
c3
Buff
55
Gxbd0024 8bee
0xbd0826 63elcOb576
Gxbabdzb ¢3
Bxbd002c BbfT
0xbdob2e 55
Oxbdo02f Bbec
Oxbde031 &8Tfc2b576
[ ]
8htf
55
Bhec
. 63
id
<3

MOV EDI, EDX

PUSH EAGP

HOV EBP, ESP

PUSH DYORD Ox73fl4740
RET

MOV EDE. EDY

PUSH EBP

toy EBP, ESP

PUSH DWORD Ox737368cC
REY

MOV EDE, EDI

PUSH EBP

MOV EBP. ESP

PUSH DYWORD Gx76b48eae
RET

MOV EDI, EDI

PUSH EBP

MOV EBP, ESP

PUSH DWORD ©x76b5¢cDe?
RET

MOV EDI., ERI

PUSH £8P

Mow EBP, ESP

PUSH DWORD 0x76b5¢2ff
RE¥

MOV EDT. EDI

PUSH EBP

MOV EBP, ESP

DB Ox68

0B ox3d

RET

DB OxbS

ff 55 8b ec
ae 8¢ bd 76
8b ff 55 Bb
68 3d <3 b5

Further examination of the memory dump also reveals the following:

118e9ed0
A1809¢e0
g18e8ef0
G1809T0D
0180910
g18e9f20
4189130
81829140
G1809f50

T P L h

T &4 L

By WA el A RS g s
Ty angs, sy 001

(..f...B.vB5.M. .}
.y:ilsvn br au{
chesk 4. 03
A BICAT
ry et\baotkzt %321
iversobifre w2l

i
§
1
i
!
i

[ xB6\1386\bootk|
it x3zdriver.pdb
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This path appears to reference the functionality that the malware uses to modify the boot sequence to enable

persistence:
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y:\lsvn_branches\finspyv4.01\finspyv2isrcitarget\bootkit x32driver\objfre_ w2k x86\i386\bootkit_x32driver.p
db

A pre-infection vs post-infection comparison of the infected VM shows that the Master Boot Record (MBR)
was modified by code injected by the malware.

The strings found in memory “finspyv4.01” and “finspyv2” are particularly interesting. The FinSpy tool is
part of the FinFisher intrusion and monitoring toolkit.”

OBFUSCATION AND EVASION

This section describes how the malware is designed to resist analysis and evade identification.

The malware employs a myriad of techniques designed to evade detection and frustrate analysis. While
investigation into this area is far from complete, we discuss several discovered methods as examples of the
lengths taken by the developers to avoid identification.

A viriualised packer is used. This type of obfuscation is used by those that have “strong motives to prevent
their malware from being analyzed”.®

This converts the native x86 instructions of the malware into another custom language chosen from one of 11
code templates. At run-time, this is interpreted by an obfuscated interpreter customized for that particular
language. This virtualised packer was not recognised and appears to be bespoke.

Several anti-debugging techniques are used. This section of code crashes the popular debugger, OllyDbg.

text:00401683 finit
text:00401686 fld ds:tbyte 40168E
text:0040168C jmp short locret 401698

text:0040168E tbyte_40168E dt 9.2233720368547758075¢18

.text:00401698 locret_401698:
.text:00401698 retn
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This float value causes OllyDbg to crash when trying to display its value, A more detailed explanation of this
can be found here,

To defeat DbgBreakPoint based debuggers, the malware finds the address of DbgBreakPoint, makes the page
EXECUTE _READWRITE and writes a NOP on the entry point of DbgBreakPoint.

The malware checks via PEB to detect whether or not it is being debugged, and if it is it returns a random
address.

The malware calls ZwSetInformationThread with ThreadInformationClass set to 0= 11, which causes the
thread to be detached from the debugger.

The malware calls ZwQuerylnformationProcess with ThreadInformationClass set to 0x(ProcessDebugPort)
and 0x1le (ProcessDebugObjectHandle) to detect the presence of a debugger. If a debugger is detected it jumps
to a random address. ZwQueryInformationProcess is also called to check the DEP status on the current
process, and it disables it if it’s found to be enabled.

The malware deploys a granular solution for Antivirus software, tailored to the AV present on the infected
machine. The malware calls ZwQuerySystemInformation to get ProcessInformation and ModuleInformation.
The malware then walks the list of processes and modules looking for installed AV software. Our analysis
indicates that the malware appears to have different code to Open/Create process and inject for each AV
solution. For some Anti-Virus software this even appears to be version dependent. The function
“ZwQuerySystemInformation” is also hooked by the malware, a technique frequently used to allow process
hiding:




VSN

**i**si******#’?**?*t***iﬂ**%-‘a‘s*‘ip***##******iﬁ'*#******%******#*i.‘****'{k"****
Hook mode: Usermode

Hook type: Inline/Trampoline

Process: 628 {svchost.exe)

Victim module: ntdll.dll (6x7¢900066 - Ox7c9b2000)

Function: ntdll.dlliZwQuerySystenInformation at Ox7c96d92e

Hook address: 0xfd34bs

Hooking module: <upknown:

Disassembly(0):

e9855h6c84 e 0xfd34qbhs
baogo3fe?f MOV EDX, 0x71Ted300
ffi2 CALL DWORD {EDX]
€21000 RET Ox10
90 NOP
b8ac0BOO0 MOV EAX, Oxae

0B 0xba

ADD [EBXM], AL

fOV EDI, EDI

PUSH EBP
Bxfd34bb J HOV EBP, ESP
oxfd34bd PUSH ESIT
oxfd34be ff7514 PUSH DWORD [EBP+0Ox14])
Oxfd34cl 8b756¢ MOV ESI, [EBP+Oxc]
oxfd34ca Tf7510 PUSH DWORD [EBP+0X16]
Oxfd34c? 586 PUSH ESI
oxfd34cg ff7508 PUSH DWORD [EBP+Ox8]
oxfd3dch ff DB Oxff
0xfd34ce 15 DB Ox15
oxfd34cd PUSHF
Oxfd3dce POPF
Oxfd34ct STD

DATA HARVESTING AND ENCRYPTION
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This section describes how the malware collects and encrypts data from the infected machine.

Our analysis showed that the malware collects a wide range of data from an infected victim. The data is
stored locally in a hidden directory, and is disguised with encryption prior to exfiltration, On the reference

yictim host, the directory was:

“C:\Windows\Installer\{49FD463C-18F1-63C4-8F12-49F518F127}.”

We conducted forensic examination of the files created in this directory and identified a wide range of data
collected. Files in this directory were found to be screenshots, keylogger data, audio from Skype calls,

passwords and more. For the sake of brevity we include a limited set of examples here.

The malware attempts to locate the configuration and password store files for a variety browsers and chat

clients as seen below:

10




e

Grundll3z exe
| rundli32 exe
i, Jrundli3z.exe
rundli3z.exe

3996 @‘QuervOpen
3994 QuervOpen
3995 tQueryOpen
3996 @xquerVOpen
QueryQpen
4024 gEQueryQpen
4024 @aoueryOpen
4024 [BhQuervOpen
4024 @‘Query()pen
4024 B:.QuaryOpan
4024 @OueryOpen
4024 %QuewOpen
4024 hQueryOpen
1024 @uQuenrOpen
4024 @aQueryOpen
4024 E—;aQueryOpen
4024 Eh.QueryOpen
4024 {HhQueryOpen
4024 @uoueryOpen
4024 [ZhQueryOpen
4060 @aQueryOpeu
4060 @QueryOpen
4060 EhQuaryOpen
4060 @OueryOpen
4050 @uoueryOpen
4060 @;QueryOpen
4060 @-Query()pen
4060 [EhCueryOpen
4050 EhCueryOpen
4060 QuetryOpean
4068 [@uneryOpen
4063 @aQuerVOpen
4068 QueryCpen
4080 EhQueryCpen
4080 @nQuer\fOpen
4080 @Querwpen
4088 f.QueryOpen
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CiDocuments and SettingsixPMUseriapplication Data SUCCESS
C:\Dacuments and Settings\XPMUser\application DataiMozilalProfiles MWAME NOT FOUND
C:iDocuments and Settings\XPMUseryipplication DataiThunderbirdifrofiles PATH WOT FOUND

SUCCESS
. SUCCESS

C \Docurnents and SektingsiXPhUseriLocal SettingsiApplization Data
C:\Documents and SettingsiXPiMUseriApplication Gata

CiDocuments and SettingsiXPrMUser\Application DataiTrilianiusersiglobal PATH NOT FOUND
C:\Dacuments and SettingsiXPMUserispplication DataiMozillalProfiles NAME NOT FOLUIND
C\Documents and SettingsiXPMUserspplication Dats),gaim NAME NOT FOUMD
Critocuments and Settingsi¥PMUser\Application Datal.purpls NAME MOT FOUMD
CiDocumnents and SettingsixPMUserinpplication Dataiirands MNAME NOT FOLIND
C:\Documnents and Settings\xPMUseriLocal Settingsidnplication Data SUCCESS

CiDocuments and SettingsiXPMUser\Application DataiiySpaceliMiusers,kxt PATH NOT FOUND
Ci\Ducumenits and Settings\XPMUserifpplication Data\Digeby\digsby. dat FATH NOT FOUND
C:iDocuments and Settings\¥PMUser\Application DataiMozlla\Firefox\Profiles\yz9d0pnf .defaultibistory. dat NAME NOT FOUND
C:iDocuments and Settings\¥PMUseriApplication DataiMozilla\Firefox\Profiles\yz9d0pnf . defaultiplaces.sqlte  SLICCESS

C:\Documents and Settingsi¥PMUser\Application Dats\WozitalFireFoxi\Profiles\yz9d0pnf . def aultingsekbl dil NAME NOT FOUND
CiiPocuments and Settngs\XPMUser|Applcation DataiMozllaiFirefox\Profilesiyz9ddpnf . default\nssckbi.dl NAME NOT FOURD
Ci\Documents and Settingsi#PMUser\Application DataliMozilla\FirsfoxiProfilestyz9dopnf. def aulk\sigrons kxt NAME NOT FOUND
Ci\Documents and Settings\¥PMUserlApplication Data\MozilatFirafoxiProfiles\yz5d0pnf default\signons2.txt  NAME NOT FOUND
C:\Documents and Settings|XPMUseriApplication DatalMozila\FirefoxiProfilesiyz2dipnf .default\signons3.txt  NAME KOT FOUND
CiiDocuments and Settings|XPMLiser\Application Data SUCCESS

CiiDocuments and Settings|XPMUsertApplication DataliozilaiFirefoxiFrofilesiyz8d0pnf defaultiistory dat MAME NOT FOUND
CiiDocuments and Settings|»PMUseri Application Data\Mozilla\Firefox\Profilesiyz9dopnf default\places sqlte SUCCESS

C:\Documents and Settings\¥PMUser\Application Data\Mozilla\Firefox\Profilesyyzad0pnf .default\nssckbi.di NAME NOT FOUND
C:ADocurents and Settings\XPMUser\Application Data\Mozilla\Firefiax\Prafilestyz2dopnf .defaultinssckbi, i MANME NQOT FOUND

C:\Documents and SettingsiXPMUser|Application DatalMozilalFirefox\Profilesiyz@dopnf default\slanons. sqlite  SUCCESS

Ci\Documents and SattingsiXPMUserApplication DatalMozil s\FireFox\Profilesiyz9dipnf .defaultisignons. sqlite ., MAME NOT FOUND
C{Docurnents and Settings\xXPMUser\Application DataiMozilsiFirsfox\Proflssiyz9d0prf defaultisianons. sallke. . MAME NOT FOURD
C\Documents and SattingsiiPrMUser\dpplication Data\Mozila\Firsfox|\Prafilesiyzod0pnf,defaultisignons. sglite. .. NAME NOT FOUND
CihDocuments and SettingsiWPMUsertApplication Data\MozilaiFirsfox\Profilasiyzodoprf, defaultisignons, salite. . NAME NOT FOUND
Ci\Dacuments and Settings\XPMUseriLocal Settings\Application Data SLICCESS

C:{Pacuments and Sattings\XPMUseriLocal SettingsiApplication DatalGooglelChromelUser DataiDefaultiweb .., PATH NOT FOUND
C\Documents and SettingsiXPrUseriLocal SettingsiApplication DatalGoogkiChromelUser DataiDefaultiLogi, .. PATH NOT FOLIND

\Dacuments and SettingsixPMUserispplication Data SUCCESS
C\Documents and SettingsinPMUserianplication Data\OperaiOpsraiwand dak PATH NOT FOUND
C:\Dacuments and SettingsinPMUser\Application Dats\OperalOpera7iprofilelwand,dat PATH NOT FOUND
Ci\Documnents and SettingsiXPMUseriLocal Settings\Application Data SUCCESS

We observed the creation of the file “t111000000000.dat” in the data harvesting directory, as shown in the

filesystem timeline below:

Thu Jun 14 2012 12:31:34 52719 mac. t/rr-xr-xr-x 0 0 26395-128-5 C:/WINDOW S/Installer/ {49FD463C-
18F1-63C4-8F12-49F518F127}/09¢493¢2-05{9-4899-b661-c52f3554c644

Thu Jun 14 2012 12:32:18 285691 ...b r/rrwxrwxrwx 0 0 26397-128-4 C/WINDOWS/Installer/{49FD463C-
18F1-63C4-8F12-49F518F127}/t111000000000.dat

Thu Jun 14 2012 12:55:12 285691 mac. r/rrwxrwxrwx 0 0 26397-128-4

C:/WINDOWS/Installer/ {49FD463C-18F1-63C4-8F12-49F518F 127}/t111000000000.dat

4096 ..c. -/rr-xr-xr-x 0 0 26447-128-4

The infected process “winlogon.exe” was observed writing this file via Process:
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CAWIEDOWSInst et {49FDHE3C- 16F | -63C4-8F 1 2-49F518F L2711 1110000000, dat

L Dasired Breess: Generic Write,
43 winlogon. axe SetEndOfFilelnformationFie  CriWINDOWS|Instalizri{49F0463C- 18F1-63C 4-BF 1 2-49FS18FL 27121 1 1600000000, dat

SUCCESS EndCfFile: 0

) wirlogon.exe 420 fthsetalocationInformationFle  CHWINDOWS, Installer| {49FD463C- 18F1-63C4-BF12-40F518F1 27}t 1 1000000000, dat SUCCESS AllocationSize: 0

i winlogon.exe 420 EhowiieFile CAWINDOWS Installer\{49FD463C- 15F 1-63C4-BF1 2-49F518F 1 27}\6) 1 1000000000 dat SUCCESS Gffseti 0, Lengthi 9,096
Hwinlogon.exe 420 Q\Wrﬂ‘.eﬁle CAWINDOWS Instalar\{49F046 3C- 18F] -63C4-8F1 2-49F518F1 27111 Lo00000000. dat SUCCESS Cffset: 4,028, Lengthi 4,036
fwinkgon.exe CAWINDOWSAInstaher\{43FD463C- 15F 1 -63C4-BF12-49F516F 127}t 11 1660000000, dat SUCCESS Offset: 8,192, Length: 4,096
Y winlogon.exe 420 g\WI’IteFI[e CHWINDOWSAInstallsr i{49PD463C-16F 1 -63C4-8F12-49F518F127}1E1 11000000000, dat SUCCESS Offsat: 12,288, Length: 4,096
A winlogon.exe 420 &Writeﬂle COWINDQWS Inst allari{49FD463C- 18F 1-53C4-8F | 2-49F5 16F1 27}t 11 Lo0D0D0G00, dat SUCCESS Offset: 16,384, Length: 4,095
fwirlogon.exe 420 HhwirieFils CIWINDOWS\Installer\{49FD463C- 16F 1 -63C4-8F1 2-49F518F1 27111 11000000000 ,dat SUCCESS Offseti 20,480, Langth: 4,095
Yuinlogan.exe 420 [ writeFile CHWINDOW S\ Installer\ {49F0463C-16F | -5304-8F 1 2-49F5 18F 1 27}t 1 1 Lo 0000000 dat SUCCESS Offset: 24,576, Length: 4,096
b3 winlogon,exe 4200 E.WI’REFIIB CiiWINDOWS Inskallari{43F0463C-18F 1 -63C4-8F L 2-49FS 16F1 271 EL ] Lo0DODD0D0, dak SUCCESS Offset: 28,672, Langth: 4,095
Y winlogon.exe 420 WiiteFile CAWINDOWS st al sri{49FD463C - 1BF 1-63C4-8F L 2-49FS 18F1 2711t 1 1 Lo00DODODC, dat SUCCESS Offset: 32,768, Langth: #,096
i3 winlpgon.exe 420 WriteFile CHWINDOWRInstaller\{49FD463C- 18F1-63C4-8FL 2-49FS15F127}1E 1 1 LoU0000OD0. dat SHCCESS Offset: 36,864, Length: 4,096
§ii winfogon.exs 420 ffi‘wmeﬂle Ci\WINDOW S Installeri{49FD463C- 1 BFL-63C4-8F L 2-49FS18F 12751t 1 1 Lo000G0aDO. dat SUCCESS Offsat; 40,960, Length: 4,096
fijwintogon,exe 420 [FhwriteFie CHWINCOWS Inst aller | {49FD453C- L8F1-63C4-0F1 2-49FS18F1271E 11 Lo00000000, dat SUCCESS Offset: 45,056, Length: 4,096
j winlogon.axe 420 BhwriteFile CHWINDOWS Installer | {49FD463C - L 8F1-63C4-6FL 2-49F51 BF 127141 1 Lo0NOGO000 dat SUCCESS Offset; 49,152, Length: 4,096
A winogon.exe 420 [hWiriteFile CAWINDOWS\Inst aller L{49FD463C-18F1-63C4-8F 1 2-49F S18F12711EL 1 LoNOD0D0N0 dat SUCCESS Offsats 53,248, Length: 4,096
% winlogan.exe 420 FhWriteFile C:UWINDOWS|Inst aller{{49FDAE3C- 1 8F1-63C4-8F] 2-49F5 1 8F127)11 1000000000, dat SUCCESS Offset: 57,344, Length: 4,096
1 winlogon axe 420 EhWriteFile CIWINDOWS Inst allar\{49FDA63C- 18F L-63C4-0F 1 2-49F518F127}1t11 LoDOONDA00.dat SUCCESS Offset: 61,440, Length: 4,096
il winlogon.exa 420 @WI‘REFIB CWINDOWS!Tnstaller |{40FD453C-18F 1-63C4-8F 1 2-49FS15F127}tL 1 Lo0000DG00. dat SUCCESS Offset; 65,536, Length: 4,096

Examination of this file reveals that it is a screenshot of the desktop:
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Many other modules providing specific exfiltration capabilities were observed. Generally, the exfiltration
modules write files to disk using the following naming convention: XXY1TTTTTTTT.dat. XX is a two-digit
hexadecimal module mumber, Y is a single-digit hexadecimal submodule number, and TTTTTTTT is a
hexadecimal representation of a unix timestamp (less 1.3 billion) associated with the file creation time.
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ENCRYPTION

The malware uses encryption in an attempt to disguise harvested data in the .dat files intended for exfiltration.
Data written to the files is encrypted using AES-256-CBC (with no padding). The 32-byte key consists of §
readings from memory address 0x7ffe0014: a special address in Windows that containg the low-order-4-bytes
of the number of hundred-nanoseconds since 1 January 1601. The IV consists of 4 additional readings.

The AES key structure is highly predictable, as the quantum for updating the system clock
(HKLM\SYSTEM\CurrentControlSet\Services\W32Time\Config\LastClockRate) is set to 0Xx2625A
hundred-nanoseconds by default, and the clock readings that comprise the key and 1V are taken in a tight loop:

0x406EA4: 8D45C0 LEA EAX,[EBP-0x40]

0x406EA7: 50 PUSH EAX

0x406EAS8: FF150C10AF01 CALL DWORD PTR [0x1AF100C]
0x406EAE: 8B4DES MOV ECX,DWORD PTR [EBP-0x18]
0x406EB1: 8B45C0 MOV EAX,DWORD PTR [EBP-0x40]
0x406EB4: 8345E804 ADD DWORD PTR [EBP-0x18],0x4
0x406EB8: 6A01 PUSH 0x1

0x406EBA: 89040F MOV DWORD PTR [EDI+ECX],EAX
0x406EBD: FF152810AF01 CALL DWORD PTR [0x1AF1028]
0x406EC3: 817DE800010000 CMP DWORD PTR [EBP-0x18],0%100
0x406ECA: 72D8 JB 0x406EA4

0x406ECC: 80277F AND BYTE PTR [EDI],0x7F

The following AES keys were among those found to be used to encrypt records in .dat files. The first containg
the same 4 bytes repeated, whereas in the second key, the difference between all consecutive 4-byte blocks
(with byte order swapped) is 0x2625A.

7031 bdce 7031 bdec 7031 bd cec 7031 bdec 70 31 bd cc 70 31 bd cc 70 31
bdcc 7031 bd cc
26923 60 80 4b 26 60 da ad 28 60 34 10 2b 60 8e 72 2d 60 8 d4 2 60 42 37
32 60 9¢c 99 34 60

In all, 64 clock readings are taken. The readings are encrypted using an RSA public key found in memory
(whose modulus begins with A25A944F) and written to the .dat file before any other encrypted data. No
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padding is used in the encryption, yielding exactly 256 encrypted bytes. After the encrypted timestamp
values, the file contains a number of records encrypted with AES, delimited by EAE9ESFF.

In reality, these records are only partially encrypted: if the record’s length is not a multiple of 16 bytes (the
AES block size), then the remainder of the bytes are written to the file unencrypted. For example, after typing
“FinSpy” on the keyboard, the keylogger module produced the following (trailing plaintext highlighted):

2

gl SO )

The predictability of the AES encryption keys allowed us to decrypt and view these partially-encrypted
records in full plaintext. The nature of the records depends on the particular module and submodule. For
example, submodule Y == 5 of the Skype exfiltration module (XX == 14), contains a csv representation of the
user’s contact list:

Record # 0 Length: 243 bytes:

o

@pyrp

@_

b Opp192.168.131.67JRecordingEcsv 0p-0800UTC DST.1p2012-07-18 18:00:21.:p1970-01-01
00:16:00Abhwatchl

Record # 1 Length: 96 bytes:
"USERNAME, FULLNAME,COUNTRY , AUTHORIZED,BLOCKED

Record # 2 Length: 90 bytes:

Zecho123,Echo / Sound Test Service,, YES,NO
Record # 3 Length: 95 bytes:
“bhwatch2,Bahrain Watch,United States, YES,NO

Submodule Y == 3 records file transfers. After a Skype file transfer concludes, the following file is created:
%USERPROFILE%\Local Settings\Temp\smtXX.tmp. This file appears to contain the sent / received file.

14
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As soon as smtXX.tmp is finished being written to disk, a file (1431 XXXXXXXX.dat) is written, roughly the
same size as smtXX.tmp. After sending a picture (of birdshot shotgun shell casings used by Bahrain’s police)
to an infected Skype client, the file 1431028D41FD.dat was observed being written to disk. Decrypting it
revealed the following:

Record # 0 Length: 441 bytes:

1

@pyD

@_

oh - Opp192.168.131.67 Abhwatch | Bbhwatch2”CBahrain WatchlreceivedrC:\Documents and

Settings\XPMUser\My Documents\gameborev3.jpgIRecording 0p-0800UTC DST.1p2012-07-20
12:18:21.:p2012-07-20 12:18:21

Record # 1 Length: 78247 bytes:
[Note: Record #1 contained the contents of the .jpg file, preceded by hex A731010090051400, and followed
by hex 0AOAOAQA.]

Additionally, submodule Y == | records Skype chat messages, and submodule Y == 2 records audio from all
participants in a Skype call. The call recording functionality appears to be provided by hooking
DirectSoundCaptureCreate:
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AR FEFFAESE AR R LR AR ERFXEENFEARTAE R A RFFARLAF AR RS AXEF ARk AR hRF RS

Hook mode: Usermode

Hook type: Inline/Trampoline

Process: 424 (winlogon,exe)

Victim module: dsound.dil (Ox73710000 - 6x73f6c000)
Function: dsound.diltDirectSoundCreate at 9x73f1473b
Hook address: 0x2943bla

Hocking module: <unknown>

pisassembly(0):

9%73f1473b e9daf3az28e JMP 0x2943bla

0x73f14740 51 PUSH ECX

)x73f14741 8b0de460f673 MOV ECX, [6x73f66£04]
073114747 836500 AND DWORD [EBP-0x4), 0x0
x73F1474b 56 PUSH EST

BIx73f1474¢ 57 PUSH EDI

2x73f1474d eBbOd6ff{f CALL 0x73f11e0b
x73f14752 83 DB 6x83

Inisassembly{1):

1x2943bl1a 8bff MOV EDI, EDI

: 35 PUSH EBP
8hec MOV EBP, ESP
56 PUSH ESI
f£7510 PUSH DWORD [EBP+0x10]
8b750¢ MOV ESI, [EBP+8xc)
56 PUSH ESI
ff7508 PUSH DVWORD [EBP+0x8]
ff15c4ac9402 CALL DWORD [0x29daccd]
85¢0 TEST EAX, EAX

b A A R A A A A RA KR AMNL I RN LA KRR E LA L LA RRAAR ISR ARARA AR T AR A E R kR R RN

COMMAND AND CONTROL

This section describes the communications behavior of the malware.

When we examined the malware samples we found that they connect to a server at IP address 77.69.140.194

} -

BB < SEale e PR S 0L 19 htnlon oo bR
2HISY 0 skt o ST AR L TR batekon oot b2
E R < e TEE. MBS bbb i bl
PE0 < SR F Y P T Batelen oo Blodama
B o SR T L L T, Mammw
SO SR L 0 B Batebrn onon bbednensts
BOE o R TR A0 ek orra b
vt A e 3T LA B b oo Bl ik
A o AR e TRAD A0 34 Bataln. oo B

B o o VM AL TCE Bt

WHOIS data’ reveals that this address is owned by Batelco, the principal telecommunications company of
Bahrain:
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inetnum: 77.69.128.0 — 77.69.159.255
nethame: ADSL

descr: Batelco ADSL service

country: bh

For a period of close to 10 minutes, traffic was observed between the infected victim and the command and
control host in Bahrain.

A summary of the traffic by port and conversation size:

TCE Conversations - Fllten ip.addy == 74.69.140.194

4396813165 1200 711.69.140.194 L] 3 4] A0.532336000 69749 165.80 MIA
119216813185 1332 71.60.403%% 53 & 186 3 195 ¢ 2} 126 RI8416000 BBTIE 168575 i
1192.168,131.65 1237 77.69.140.184 53 ¥ 166 | 166 Q 9 447,436820000 BOTZS  185.84 NiA
-192.968.131.65 1204 1765340084 60 15 17%7 8 1273 1 454 1018898621000 20481 497245 1929.61
T1921EB131.65 1200 ¥7.69.140.184 KO 13 1787 ] 1273 K 434 134195450000 20208 G99.493  1955.64
$192.168.13L.65% 1181 77.68.140.1%4 22 2% 5489 13 43687 12 $102 15.100931000 23512 13766.7% 345560
 192.168.131.6% 1202 7769140004 GO 23 53325 13 4387 12 838 83.540833000 271731 1283595 244719
JI92168.)3L,65 1207 FLEg.)4b.1%4 80 6 1266 27 4312 29 2954 166.481301000 32,977¢ 104604  T16.60

19516813163 1213 FR.62.M00% 443 e 1203 59T 59063 1113 1211082 253439902000 193.7204 243895 3000813
SFLES40.194 AR E9R6R3AL65 1219 15660 ATO6223 4258 498554 1402 4267669 A469.714476000 196.8652 2025971 17342508
1

The infected VM talks to the remote host on the following five TCP ports:

22
53
80
443
4111

Based on observation of an infected machine we were able to determine that the majority of data is exfiltrated
to the remote host via ports 443 and 4111,

192.168.131.65:1213 -> 77.69.140.194:443 1270075 bytes
192.168.131.65:4111 > 77.69.149.194:4111 4766223 bytes
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CONCLUSIONS ABOUT MALWARE IDENTIFICATION

Our analysis yields indicators about the identity of the malware we have analyzed: (1) debug strings found the
in memory of infected processes appear to identify the product and (2) the samples have similarities with
malware that communicates with domains belonging to Gamma International.

Debug Strings found in memaory

As we previously noted, infected processes were found containing strings that include “finspyv4.01”
and “finspyv2™:

y:\Isvn_branches\finspyv4.01\finspyv2\srcilibs\libgmp\mpn-tdiv_gr.c
y:\svn_branches\finspyv4.01\finspyv2\src\libs\libgmp\mpn-mul_fft.c
y:\svn_branches\finspyv4.01\finspyv2\srcitarget\bootkit x32driveriobjfre w2k xB86\i386\bootkit x32
driver.pdb

Publicly available descriptions of the FinSpy tool collected by Privacy International among others and
posted on Wikileaks® make the a series of claims about functionality:

* Bypassing of 40 regularly tested Antivirus Systems

*  Covert Communication with Headquarters

* Full Skype Monitoring (Calls, Chats, File Transfers, Video, Contact List)

* Recording of common communication like Email, Chats and Voice-over-1P
» Live Surveillance through Webcam and Microphone

* Country Tracing of Target

* Silent Extracting of Files from Hard-Disk

* Process-based Key-logger for faster analysis

* Live Remote Forensics on Target System

* Advanced Filters to record only important information

*  Supports most common Operating Systems (Windows, Mac OSX and Linux)

18
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Shared behavior with a sample that communicates with Gamma

The virtnal machine used by the packer has very special sequences in order to execute the virtualised
code, for example:

66 C7 07 9D 61 mov word ptr [edi], 619Dh

C6 47 02 68 mov byte ptr [edi+2], 68h

89 57 03 mov [edi+3], edx

C7 47 07 68 00 00 00 mov dword ptr [edi+7], 68h
89 47 08 mov [edi+8], cax

C6 47 0C C3 mov byte ptr [edi+0Ch], 0C3h

Based on this we created a signature from the Bahrani malware, which we shared with another security
researcher who identified a sample that shared similar virtnalised obfuscation. That sample is:

md3: c488a8aaef0df577efdf1b501611ec20
shal: Sea6ae50063da8354e8500402d0621£643827346
sha256: 81531 ceSa248aead7eda76dd300£303dafe6f1h7a4c953¢ca4d7a9a27bScdocdf

The sample connects to the following domains:

tiger.gamma-international.de
ff-demo.blogdns.org

The domain tiger.gamma-international.de has the following Whois information’:

19
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Domain: gamma-international.de
Name: Martin Muench

Organisation: Gamma International GmbH
Address: Baierbrunner Str. 15
PostalCode: 81379

| City: Munich

CountryCode: DE

Phone: +49-89-2420918-0

Fax: +49-89-2420918-1

Email: info@gamma-international.de
Changed: 2011-04-04T11:24:20+02:00

Martin Muench is a representative of Gamma International, a company that sells “advanced technical
surveillance and monitoring solutions”. One of the services they provide is FinFisher: 1T Intrusion,
including the FinSpy tool. This labelling indicates that the matching sample we were provided may be
a demo copy a FinFigsher product per the domain ff~-demo.blogdns.org.

We have linked a set of novel virtualised code obfuscation techniques in our Bahraini samples to
another binary that communicates with Gamma International IP addresses. Taken alongside the
explicit use of the name “FinSpy” in debug strings found in infected processes, we suspect that the
malware is the FinSpy remote intrusion tool. This evidence appears to be consistent with the theory
that the dissidents in Bahrain who received these e-mails were targeted with the FinSpy tool,
configured to exfiltrate their harvested information to servers in Bahraini IP space. If this is not the
case, we invite Gamma International to explain.

RECOMMENDATIONS

The samples from email attachments have been shared with selected individuals within the security

community, and we strongly urge antivirus companies and security researchers to continue where we have left
off.

Be wary of opening unsolicited attachments received via email, skype or any other communications
mechanism. If you believe that you are being targeted it pays to be especially cautious when downloading
files over the Internet, even from links that are purportedly sent by friends.
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FOOTNOTES

! hitp//www.finfisher.com/

2 http://owni.eu/201 1/12/15/finfisher-for-all-your-intrusive-surveillance-needs/#SpyFiles
3 hitp://blogs.aljazeera.com/profile/melissa-chan

* This technique was used in the recent Madi malware attacks.

3 http://www.finfisher.com/

6 Unpacking Virtualised Obfuscators by Rolf Rolles —
http://static.usenix.org/event/woot09/tech/full papers/rolles.pdf

7 http://whois.domaintools.com/77.69.140.194

¥ E.g. hitp://wikileaks.org/spyfiles/files/0/289 GAMMA-201110-FinSpy.pdf

? http://whois.domaintools.com/gamma-international.de
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The SmartPhone Who Loved Me:
FinFisher Goes Mobile?

by Morgan Marquis-Boire, Bill Marczak and Claudio Guarnieri

This post describes our work analyzing several samples which appear to be mobile
variants of the FinFisher Toolkit, and ongoing scanning we are performing that

has identified more apparent FinFisher command and control servers.

INTRODUCTION

Earlier this year, Bahraini Human Rights activists were targeted by an email campaign that delivered a
sophisticated Trojan, In From Bahrain with Love: FinFisher’s Spy Kit Exposed? we characterized the
malware, and suggested that it appeared to be FinSpy, part of the FinFisher commercial surveillance toolkit,
Vernon Silver concurrently reported our findings in Bloomberg, providing background on the attack and the
analysis, and highlighting links to FinFisher’s parent company, Gamma International.

After these initial reports, Rapid7, a Boston-based security company, produced a follow-up analysis that
identified apparent FinFisher Command and Control (C&C) servers on five continents. After the release of the
Rapid7 report, Ganumna International representatives spoke with Bloomberg and The New York Times’ Bits
Blog, and denied that the servers found in 10 countries were instances of their products.

Following these analyses, we were contacted by both the security and activist communities with potentially
interesting samples. From these, we identified several apparent mobile Trojans for the i0S, Android,
BlackBerry, Windows Mobile and Symbian platforms. Based on cur analysis, we found these tools to be
consistent in functionality with claims made in the documentation for the IinSpy Mobile product, a
component of the FinFisher toolkit. Several samples appear to be either demo versions or “unpackaged”
versions ready to be customized, while others appear to be samples in active use.
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Promotional literature describes this product as providing:

s Recording of common communications like Voice Calls, SMS/MMS and Emails

¢ Live Surveillance through silent calls

+ File Download (Contacts, Calendar, Pictures, Files)

o  Country Tracing of Target (GPS and Cell ID)

¢ Full Recording of all BlackBerry Messenger communications

¢ Covert Communications with Headquarters

In addition to analysis of these samples, we are conducting an ongoing scan for FinFisher C&C servers, and
have identified potential servers in the following countries: Bahrain, Brunei, the Czech Republic, Ethiopia,
Indonesia, Mongolia, Singapore, the Netherlands, Turkmenistan, and the United Arab Emirates (UAE).

MOBILE TROJANS
iOS

It was developed for Arm7, built against iOS SDK 5.1 on OSX 10.7.3 and it appears that it will run on iPhone
4,48, iPad 1, 2, 3, and iPod touch 3, 4 on 108 4.0 and up.

The bundle is called “install_manager.app” and the contents of it are:

99621a7301b£d00d98¢222a89900acef ./data
1£73ebi8be52aal14d4d4546§b3242728 ./ CodeSignature/CodeResources
9273880¢5baaSac8101312{8bd29bd3f /embedded . mobileprovision
2¢be06¢89dc5a43eale0600ed496803¢ finstall manager
23b7d7d024abb0f558420098800b27 ./Pkglinfo
11e4821d845f369b610c31592f4316d9 /Info.plist
ce7t5b3d4bfc7bab0dabadbdece51512 fen.lproj/InfoPlist.strings
3fa32da3b25862bal 6af040be3451922 /ResourceRules.plist

Investigation of the Mach-0 binary ‘install manager’ reveals the text “FinSpy’™
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Kiopeb 7580
DOBEh79D
Pa00h7ad
§1000h7H0
BI0pODTCE 7 38 2T 55 73 ' 3 ' |t/ . Usersfadn/io|

N060h7d0 : 5 35 ¢ 6f % 6 74 3 |de/development/F|
foopabhTen s . G . b ' |inSpyV2/srcfins/|
' |Instalier/instal|
2 |1 manager/instal|
000b210  6¢ i d a2 11 manager/main.m|

Further references to “FinSpy” were identified in the binary:

Users/adm/Code/development/FinSpyV2/sre/i(0S/CoreTarget/
/Users/adm/Code/development/FinSpyV2/src/i0S/Installer/install_manager/install manager/main.m
/Users/adm/Code/development/FinSpyV2/src/i0S/Installer/install manager/install manager/zip/ioapi.c
/Users/adm/Code/development/FinSpyV2/src/i0S/Installer/install manager/install manager/zip/unzip.c
/Users/adm/Code/development/FinSpyV2/src/i0OS/Installer/install_manager/install_manager/zip/crypt.h
/Users/adm/Code/development/FinSpyV2/src/i0S/Installer/install_manager/install manager/zip/zip.c
/Users/adm/Code/development/FinSpyV2/src/i0OS/Installer/install_manager/install manager/zip/
ZipArchive.mm

/Users/adm/Code/development/FinSpyV2/sre/i0S/Installer/install manager/install manager/../../../CoreTarget/
CoreTarget/GIFileOps.mm
/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/../../../CoreTarget/
CoreTarget/GIFileOps+Zip.m

/Users/adm/Code/development/FinSpyV2/src/i0S/Installer/install manager/install manager/../../../CoreTarget/
CoreTarget/GIPath.mm

Additionally, it appears that a developer’s certificate belonging to Martin Muench, who is described in The
New York Times as Managing Director of Gamma International GmbH and head of the FinFisher product
portfolio, is used:
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pOd0ecad ¢ 58 6§13 ]...8pple Inc.1.6|
BOGReeln 2: ok i ok |#..0...#apple Wo|
B0PoeR2D C 64 3% : ) 5T 70 65 | rldwide Develope|
pogfesdn 7. Z BS 3 2 |r Relations2DO8. |
[elolelobtE o) ' 3 G i = | .ULL s apple vorl]
00bneesd 77 4 63 - ' 72 20 |dwide Developer |
HApReedd Pila 14 ¢ 5 72 _ |Relations Certif|
0O80ea¥d - ' 5 |ication Authorit|
Dadoec8d 79 30 le ; 3 4 3¢ ; ; Y |yD...12640319332|
0060290 3 33 1 3 31 38 3: 32 [9Z..130403103320|
0000eeal Sa 30 ' 3 : 2 |Z20..1.0.....8. ..|
pOSGechd 2Zc ; 35 : [,d... . 9CHSSHTC35)
DOEleecd 2 . ! 4 t f1+@)..U..."iPhan]
PHEReedd d 5 . @ |e bistribution:
DoB0eeed 7 Z ] f

An ad-hoc distribution profile is present: “testapp™:

UUID: “E0A4FAD7-E414-4F39-9DB3-5A845D5124BC”.
Will expire on 02.04.2013.

The profile matches the bundle ID (home.install-manager).
The profile was signed by 3 certificates.

The profile may be used by one developer:

Developer Certificate “iPhone Distribution: Martin Muench”.
This certificate was used to sign the bundle.

The code signature contains 3 certificates:

Certificate “Apple Root CA™:

Will expire on 09.02.2035.

Your keychain contains this root certificate.

Certificate “Apple Worldwide Developer Relations Certification Authority™;
Will expire on 14.02.2016.

Certificate “iPhone Distribution: Martin Muench™:

Will expire on 03.04.2013.

SHAL1 fingerprint: “1F921F276754ED8441D99FB0222A096 A0B6ESC65”.

The Application has been provisioned to run on the following devices, represented here by their Unique
Device Identifiers (UDID):
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31b4£49bc9007{98b55df555b107cba841219a21,
73b94de27cb584111387078c175238d6abacd44b2,
0b47179108f7ad5462ed386bc59520da8bfceado,
320184{b96154522e6a7bd86dcd0c7a9805¢eTc0,
11432945ee0b84¢7b72¢293cbe%acef4 81900628,
5a3df0593£f1b39b61e3¢c180f34b968242912 1b4f,

b5bfa7db6a0781827241901d6b67b9d4e5d5dce8

The file is hidden using Spring Board options, and on execution the sample writes out logind.app to

/System/Library/CoreServices. ‘logind’ exists on OSX but not normally on iOS.
It then installs: /System/Library/LaunchDaemons/com.apple.logind.plist

CFRml varsion=ri.0Y snsoding=tUTE-E97
<!DOCTYPE plist PUBLIC "-fFApple//DTD PLIST 1.0/ EZH"
Ahttpt //wwe apple.con/BIBe/ Fropertyiist=1 .0 . dedi>
spligt wergion=htl, s
<dicty
<kuyrRisaniadc/ kayr
<faiue/>
<keyrLabeld/ Revy
carring>hore . logindd/snrings
<leayrOnDlegands oy
<falsefx
<ReysProgramiroumentss i keys
CRAIray>
<obrings/SystenmS Librazy/TCoraSarvicess Logind., mpp/ logind</ strings
Loeringrafsirings
catping»<f seings
<farrays
L geyrSrandardirrariachef keys
acringtSldev/nullL sorings
¢fdioty ’
<felises

This creates persistence on reboot. It launches the logind process, then deletes install manager.app.

On reboot it runs early in the boot process with ID 47:
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20¥3 - 1:55 - No 1P

mediagerverd

madiarenoled

mONSResponder

togind

tecationd

imagent

inpd

;j Tsovantsd

a7 Addvel
- Click he

This then drops SyncData.app. This application is signed, and the provisioning stipulates:

“Reliance on this certificate by any party assumes acceptance of the then applicable
standard terms and conditions of use, certificate policy and certification practice
statements.”

Further legal analysis would be necessary to determine whether the program violated the terms of use at the
time of its creation.
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This application appears to provide functionality for call logging:

/Usersfadm/Code/development/FinSpyV2/src/iOS/CoreTarget/CoreTarget
/MobileLoggingDataTLV.m

_OBJC METACLASS $ MobileLoggingDataTLV

_OBJC_CLASS_$ MobileLoggingDataTLV

Exfiltration of contacts:

/Users/adm/Code/development/FinSpyV?2/src/iOS/CoreTarget/CoreTarget
/GIAddressBookModule.m
/Usersfadm/Library/Developer/Xcode/DerivedData/CoreTarget-gqciiloogeckafgxIngvijezpbymr
/Build/Intermediates/CoreTarget.build/Release-iphoneos/SyncData.build/Objects-normal/armv7
/GIAddressBookModule.o

-[XXXVIHI_cl getAddresses:]
/Users/adm/Code/development/FinSpyV2/src/i0OS/CoreTarget/CoreTarget
/GIAddressBookModuleData.m

Target location enumeration:

@ OBJC CLASS_ $ CLLocationManager
{Users/adm/Code/development/FinSpyV2/src/i0S/CoreTarget/CoreTarget/GILocationManager.m
/Users/adm/Library/Developer/Xcode/DerivedData/CoreTarget-gqciiloogeckafgxingvjezpbymr
/Build/Intermediates/CoreTarget.build/Release-iphoneos/SyncData.build/Objects-normal/armv7
/GlLocationManager.o

As well as arbitrary data exfiltration, SMS interception and more.

SyncData.app exfiltrates base64 encoded data about the device (including the IMEIL IMSI etc) to a remote

cellular number.
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No Service

. Messages

“Text Message

The ‘logind’ process attempts to talk to a remote command and control server, the configuration information
for which appears to be stored in base64 encoded form in “SyncData.app/84C.dat™.

The _CodeSignature/CodeResources file suggests that install manager drops logind.app, SyncData,app and
Trampoline.app (Trampoline.app has not been examined).

org.logind.ctp.archive/logind.app/logind
org.logind.ctp.archive/SyncData.app/SyncData
org.logind.ctp.archive/trampoline.app/trampoline




Android

The Android samples identified come in the form of APKs.
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2e96¢343ac10f5d9ace680e456c083edeceb108f7209aa1e849f11a239¢7a682
0d798calb2d0ea%bad251125973d8800ad3043e51d4ccHd0d57b971a97d3af2d
72a522d0d3dcd0dc026b02ab9535e87a915664bc5587fd33bb4ad8094bce0537

The application appears to install itself as “Android Services™

Android Services
version 1.0

Storage

Total
Application
Data

Launch by default

No defaults set,
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android.permission. ACCESS _COARSE_LOCATION
android.permission. ACCESS_FINE _LOCATION
android.permission. INTERNET
android.permission. READ _PHONE_STATE
android.permission. ACCESS_NETWORK_STATE
android.permission. READ _CONTACTS
android.permission. READ _SMS
android.permission,SEND_SMS§
android.permission.RECEIVE_SMS
android,permission. WRITE_SMS

android.permission. RECEIVE_MMS
android.permission. RECEIVE BOOT COMPLETED
android.permission PROCESS_OUTGOING_CALLS
android.permission. ACCESS NETWORK_STATE
android.permission. ACCESS_WIFI_STATE
android.permission. WAKE_LOCK
android.permission. CHANGE_WIFI_STATE
android.permission. MODIFY PHONE STATE
android.permission. BLUETOOTH
android.permission. RECEIVE_ WAP_PUSH

The first 200 files in the apk are named “assets/Configurations/dummsX.dat”, where X is a number from 0-
199. The files are O bytes in length. The file header entries in the compressed file are normal, but the directory

header entries contain configuration information.

The code in the my.api.Extractor.getConfiguration() method opens up the APK file and searches for directory
entry headers (PK\x011x02) then copies 6 bytes from the entry starting at offset 36. These are the “internal file
attributes” and “external file attributes” fields, The code grabs these sequences until it hits a 0 value.This

creates a baseb4 encoded string.

The app decodes this string and stores it in a file named 84c.dat (similar to the i0S sample discussed earlier).

10
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Here’s the output from one of the samples:

KQIAAJBb/gAhAgAAODOEAAWAAABQE/4AAAAAAABAAAABEV/
AAAAAAAAAAAAAMAAAAQBX+AAAAAAAPAAAACFIHAGIqbVIBTKQMAAAAQGGEACWB
AAANAAAAKGSEAIKHhoGDIgAAAHA3gABKZW 1vLWRILmdhbW1hL WiludGVybmF0aWouY Wwu
ZGUbAAAACDeAAGZmLWRIbW3uYmxvZ2RucySvemcMAAAAQDIAAFAAAAAMAAAAQDIAAF
cEAAAMAAAAQDIAAFgEAAAVAAAACGOEACSsOOTE3MjY2NTMAMDAWAAAACGQEACs00TgS
NTQ50Tg50TA4DWAAAHBmMhABtam1fQUSEDAAAAEBIhACMNGEPDAAAAEAD
/gAoBAAADAAAAEANgABTAAAADAAAAFBohAAAAAAADAAAAEATZAAAAAAACEAAATBghA
CtEACAAACQY0oQAWAATAAAASGeEAAATAAAARMZXAIWAAACQeYQAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAEBAQEAAQEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPQAAATAORQATAAAAODNFAAWAA
ABAQUUASAMAAAWAAABAQEUALAEAAAKAAAAWQKUAAAWAAACQZIQAhSaFgQ==

The Base64 decoded hexdump is:

|@ px.. |
[mim AND....&a..,|
fevvennnn s P
[&...p7. . demo-de. |
|gamma-internatio|
|nal.de....p7..Tf]|
| -demo.blogdns . or{
[0, @8, .Fuuvs.. i
g W ...,

| I S 1]
[1726653804. .

| . .+4989549989908 |
bo.oo.0f . njm AND. ]
f...@e...56

B¢ 00 fO
Qg 60 60

Note that the hosinames demo-de. gamma-international.de and ff-demo.blogdns,org are suggestive of a demo
or pre-customization version of the FinSpy Mobile tool and are similar to domains identified in our previous
repoit.

11
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We identified samples structurally similar to this sample that spoke to servers in the United Kingdom and the

Czech Republic:

Sample: 0d798ca0b2d0ea9bad251125973d8800ad3043e51d4cc6d0d57b971a97d3af2d
Command and Control: 212.56.102.38

Country: United Kingdom

Company: PlusNet Technologies

Sample: 2¢96e343ac10f5d9acet80e456c083ed4eceb108f7209aa1e849f11a239e7a682
Command and Control: 80.95.253.44

Country: Czech Republic

Company: T-Systems Czech Republic

Note that the Czech sample speaks to the same command and control server previously identified by Rapiﬂ’/.

Symbian
Samples for Nokia’s_Symbian platform were identified:

1¢7e53b0d5fabel12¢d 1bed4bd9ac561a3f41618a8dde5d1{3d213e2e9da0116
Symbian.sisx

eee8073319664384d6bacdd4e27304748al9cel 58d3¢2987af5879e183a59dal
mysym.sisx

The first sample (“Symbian.sisx™) identifies itself as “System Update” and appears to have been built on the
29th of May 2012, at 14:20:57 UTC.

12
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Creation time: |14:2|:1:5? (JTC)

yston Updsic]

Package UID: l{]xZDEMISBB o Target devices; |S\,fmbian"\3 devices
Vendor name: i‘r.fendnr | Soft, dependencies: ID
Package name: |5ystem Updats | Optlons: |EI
Version: |1.DEI(D} I Languages: IUK English
Creation date:  [29-05-2012 [ Signing status: [signed

!

|

Install type: IInstaIIatinn [5a]

Txonos Developer CA

The certificate is registered to a jd@cvanengineeringservices.com, WHOIS information indicates that
www.cyanengineeringservices.com was anonymously registered (date of first registration: 07-Mar-07) with
GoDaddy using Domains By Proxy. Although it includes an attractive front page that states “Mobile Software
Development” for “Windows Mobile, iPhone, Android, Symbian and Blackberry,” all links (e.g. “Products”
“About Us” or “Contacts™) lead to an “under construction” blank page.

13
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The sample contains the following components:

Ipdate

ﬁ ci\sysihinipstatus exe
‘B Operation: Run during installation size! 6767/6767

oy ¢\private!10003a3fimpartiappsipstatus.rse
c® Qperation: Inctall Size: 52/69

c\systbiniupdater.exe
@% Operation: Install Size: 123759)124497

Capabliities: Powertgmt, ReadDeviceData, TrustedUl, SwEvent, NetworkServices, ReadUserData, \WriteUserData,
Location

ﬁ c:\private} 10003a3fimportiappsiupdater rsc
Operation: Install Size: 52{69

c:isysibinlsysbus.axe
£4 Operation: Run during installstion Size: 5758/5758
Capabilitles: Trusted I, NetworkServices

S, Uiprivate\10003a3flimportappsisysbus.rsc
=n Operation: Install Size: 51/68

éh ci\privatel 101Fa7Salimport)[200413bb], rsc
Operation: Install Size: 5359

[pi ci\privatel200413bct syscleanup. sisx
=M ooeration: Install Size: 8570{B616

Fi show files of subcomponents

The file “c:\sys\bin\updater.exe” provides the main implant functionality. This requests the following
capabilities':

PowerMgmt
ReadDeviceData
TrustedUI
SwEvent
NetworkServices
ReadUserData
WiriteUserData
Location

14
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Of special note is the use of TrustedUT. As mentioned in the security section of the Nokia developer notes for
Symbian:

“Trusted UI dialogs are rare. They must be used only when confidentiality and security are
critical: for instance for password dialogs. Normal access to the user interface and the
screen does not require this.”

The second sample (“mysym.sisx”) identifies itself as “Installation File” and appears to be signed by the
“Symbian CA I” for “Cyan Engineering Services SAL (offshore),” unlike the previous sample, which was
registered to jd@cyanengineeringservices.coml,

Creation time:  [14:57:15 (UTC)

Package UID:  Jox20041388 ; Target devicas! [Symbiar3 devices ;
Vendor name: lh‘endar I Soft. dependencies: ][] ‘
Package name: {Installatlun File } Options: il:l |
Version: {1.00(0) ; Languages! ‘UK English i
Creation date: [24—04-2012 l Signing status: {Slgned |
|
I

Install type: |Insta||atlc-n [54]

Cortificate chains {select certificate in the list and click on the right mouse button to see options
“Toetiad by o
Symbian CA T

LA e A

022

= ko S
Cvan Engineering Services SAL (offshore) 24,04,2012 - 25.04.2

We identified “Cyan Engineering Services SAL (offshore)” as also listed as the registrant on the parked
domain www.it-intrusion.com, (Created: 08-Dec-11, also with GoDaddy). However, it-intrusion.com does
not have a protected registrant. The registrant is listed” as a company based in Beirut, Lebanon:

Cyan Engineering Services SAL (offshore)
Broadway Center, 7th Floor

Hamra Street — Chouran 1102-2050

Beirut, Beirut 00000

Lebanon

Domain Domain Name: [T-INTRUSION.COM
Created: 08-Dec-11

Expires: 08-Dec-13

Updated: 08-Dec-11

Administrative Contact: Debs, Johnny
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The registrant information for Cyan Engineering Services SAL also connects to Gamma: the name “Johnny
Debs” is associated with Gamma International: a Johnny Debs was listed as representing Gamma at the
October 2011 Milpol in Paris, and the name occurs elsewhere in discussions of FinFisher.

Examination of this sample reveals the domain demo-01.gamma-international.de potentially indicating a demo
or pre-customization copy.

.pc.
23‘33989?

The phone number +60123839897 also shows up in the sample. It has a Malaysian country code.

Blackberry

The identified samples contained the following files:

rlc_channel_mode_updater.cod
rlc_channel_mode updater-1.cod
rlc_channel_mode_updater.jad

The .cod files are signed by RIM’s RBB, RCR, and RRT keys. RBB stands for “RIM BlackBerry Apps APL”
which allows manipulation of BlackBerry apps, RCR stands for “RIM Crypto APL” which allows access to
crypto libraries, and RRT stands for “RIM Runtime APL,” which allows access to other phone functionality
such as sending SMS messages.

The signature process is described in RIM’s documentation [pdf] about the Blackberry Signing Authority.
First, a developer registers a public key with the Blackberry Signing Authority. In order to obtain a signed
application, the developer submits a signature request (including his identity and a hash of the binary) signed
with his private key to the Signing Authority. The Signing Authority verifies that the signer is authorized to
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make requests, and, if so, replies with a copy of the hash signed with the relevant RIM private key, The
developer then appends the signature to his binary.

6G616d80
0Ge16d9n
6o816dal
00e16dhD
D0%16dcD
200148dd0
£0616de0
B0816df0
00016200

100016210

BODLEE2D

hOUR1630

DORLHR40
BODIGeSD
D0BY6e6h
paplee7d
DARIGeRD
RABEG=YD
BARIGeal
BARIGEHD
BAGL6ech
00616edD
000L6eel
PORIGefR
BORIGTOD
DOGIGT10

The .jad file contains the following hashes for the .cod files:

RIM-COD-SHA1-1: 2d 0a a2 b3 54 97 £7 35 b 40 77 8e el ca 7f 8f 3¢ a0 aa 04
RIM-COD-SHA1: 0f3b d8 d1 84 da 35 4e 10 94 89 ¢0 d6 08 70 ad Se 7a £3 ¢0

The .jad file also contains a blob of base64 encoded data with the key “RIM-COD-Config.” This data contains
the URL of the command & control server, TCP ports, phone numbers to exfiltrate data to via SMS, identifiers
for the Trojan and target, active modules, and various other configuration parameters.

Decoding this reveals the following servers and phone numbers:

118.97.89.186 — Indonesia
+6281310781704 — Indonesia
+49456456456 — Germany

17




Upon installation, the user is presented with the following screen:

Name: ric_channel_mode_updater
Version: 4.1
Vendor: TellCOM Systems LTD
Size: 139.0KB
Description:

Common Communication Update DSCH/
USCH V32

M Set application permissions.
Download

As evidenced by the above screenshot, the app is listed as:
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TellCOM Systems LTD
Common Communication Update DSCH/USCH V32

Directly after installing, the application requests enhanced permissions:

Name: ric_channel_mode_updater
V g, e s e B,

ric_channel_mode_updater is %H/
| requesting changes to its
e application contr ermissions.
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The following screen pops up showing the requested permissions:

Permissions: rlc_channel_mode_updater

USB Allow
Phone Allow
Location Data Allow
Internet Allow
Wi-Fi | Allow
@interactions Allow
Cross Application Communication Allow
Device Settings Allow
Media Allow
Armnmlicakiarm Manmamarmant Al

Scrolling down reveals:

s: rlc ch

Permission annel_mode_

Themes

Input Simulation

Browser Filtering

Recording

Security Timer Reset
@User Data

Email

Organizer Data

Files

Security Data

After the user accepts these permissions, the sample attempts to connect to both Internet-based and SMS-
based command & control servers. Another sample we analyzed appeared to write a debug log to the device’s
filesystem. The following information was observed written to the log regarding communication with
command & control services.
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net.rmi.device.api.fsmbb.phone.Phonelnterface — connecting to http://demo-01.gamma-
international.de: 111 1/ping/XXXXXXXXXXXX;deviceside=true failed:
net.rim.device.clde.io.dns. DNSException: DNS error DNS error

net.rmi.device.api.fsmbb.core.com.protocol HeartbeatProtocol SMS — Heartbeat type 11
(1346097705922)+ core hb content: XXXXX/123456783648138/666666553648138/12e/666/0/0///

net.rmi.device.api.fsmbb.core.com.SMSCommunication — 1346097743 Success: texting to:
XX XXX XXX XX msg: XXXXX

net.rmi.device.api.fsmbb.core.com.protocol. HeartbeatProtocolSMS — Heartbeat type 11
(1346097705922)+ extended hb content: XXXXX/123456783648138/XXXXX/999/420/B9700 5.0.

net.rmi.device.api.fsmbb.core.com. SMSCommunication — 1346097743 Success: texting to:
XXX XXX XXX X msg: XXXXX

We decompiled the Blackberry sample. We provide a high-level overview of the more interesting classes that
we successfully decompiled:

net.rmi.device.api.fsmbb.config. ApnDatabase
net.rmi.device.api.fsmbb.config. ApnDatabaseSAPN

These appeared to contain a database comprising the following GSM APNs. The significance of this database
is that it only includes a small set of countries and providers:

Germany: web.vodafone.de, internet.t-mobile

Indonesia: indosatgprs, AXIS, telkomsel, www.xlgprs.net, 3gprs
Brazil: claro.com.br, wapgprs.oi.com.br, tim.br

Mexico: wap.telcel.com

20




Number 11 — August 2012

net.rmi.device.api.fsmbb.core.AppMain

This appears to do the main app installation, as well as uninstallation, Installation includes negotiating for
enhanced permissions, base64-decoding the “RIM-COD-Config” configuration, and setting up and installing
the Configuration. If the configuration contains a “removal date,” then automatic removal is scheduled for this
time. Installation also involves instantiating “listener” modules, as specified below:

net.rmi.device.api.fsmbb.core.listener.AddressBookObserver

This appears to listen for changes to the address book. It implements the
net.rim.blackberry.api.pim.PIMListListener interface,

net.rmi.device.api.fsmbb.core.listener.CallObserver.*

This implements:

net.rim.blackberry.api.phone PhoneListener
net.rim.blackberry.api.phone.phonelogs.PhonelLoglListener
net.rim.device.api.system. KeylListener

This module logs and manipulates phone events, and appears to enable “remote listening™ functionality, where
the FinSpy Master can silently call an infected phone to listen to conversation in its vicinity (this is referred to
as a SpyCall in the code). The module has a facility to hide incoming calls by manipulating the UT, cancelling
buzzer and vibration alerts, and toggling the backlight. Upon instantiation, the module calls “*43#” to enable
call waiting, If a remote listening call from the master is active, then legitimate incoming calls will trigger call
waiting. The module detects these legitimate incoming calls, and places the SpyCall call on call waiting,
presenting the legitimate incoming call to the user.

net.rmi.device.api.fsmbb.core.listener.EmailObserver

This appears to record sent and received email messages.

net.rmi.device.api.fsmbb.core.listener.MessengerObserver (Module #68)

This seems to record BBM messages. It appears to do this by periodically checking the path
“file:///store/home/user/im/BlackBerry Messenger/”

net.rmi.device.api.fsmbb.core.listener.SMSObserver

21




I

Number 11 — August 2012

This module implements:

net.rim.blackberry.api.sms.SendlListener
net.rim.blackberry.api.sms.QutboundMessageListener

Contrary to its name, OQutboundMessageListener allows listening for both incoming and outgoing SMS
messages. This module also checks for incoming SMS commands from the FinSpy Master. These commands
can include an “emergency configuration” update, that can include new addresses and phone numbers for the
FinSpy Master.

net.rmi.device.api.fsmbb.corelistener. WAObserver (Module #82)

This appears to monitor WhatsApp, the popular proprietary cross-platform messaging application. It locates
the WhatsApp process 1D by searching for module names that contain the string “WhatsApp.”

At some point, the module calls getForegroundProcessld to see if the WhatsApp process ID is in the
foreground. If so, it seems to take a screenshot of the WhatsApp application, via Display.Screenshot. It
appears that this screenshot is checked via “.equals” to see if there is any new information on the WhatsApp
screen. If there is new information, the screenshot is then JPEG encoded via JPEGEncodedImage.encode.

net.rmi.deviee.api.fsmbb.core.com.*

Appears to contain the mechanics of communication with the command & control server, including the
plaintext TLV-based wire protocol.

Windows Mobile
The Windows Mobile samples we identified are:

2cebfed805e6b50be739¢86ce4789030¢6bc9e09¢88b7c9d4 1 cbebde52a2455
507e6397¢1{500497541b6958¢483{8¢8b88190407b3072997addecd5eb0cd3a
1ff1867c1a55cf6247f1th7183277172c443442d17480610a2dc062c¢3a873778

All the samples appeared similar, most likely belonging to the same branch release. The relevant parts of the
binary are stored in five different resources:

o The first resource contains an OMA Client Provisioning XML file, which is used to store root
certificates for running privileged/unprivileged code on the device. In this case it only contained some
default example values shipped with Microsoft Windows Mobile SDK.
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e The second resource contains the actual dropped payload which contains all the Trojan functionalities.
e The third resource contains a binary configuration file.

» The fourth and fifth resources contain two additional DLL files which are dropped along with the
payload.

The main implant is dropped as “services.exe” with the libraries dropped as mapiwinarm.dll and
mswservice.dlL

The payload has the following attributes:
File size: 186640 bytes

SHA256:
4b99053bc7965262¢8238de125397d95¢b7aac5137696¢7044c2f07b175b5e7¢

This is a multi-threaded and modular engine which is able to run and coordinate a series of events providing
interception and monitoring capabilities. When the application starts, a core initialization function is invoked,
responsible for preparing execution and launching the main thread.

The main thread consequently runs a set of core components on multiple threads:
* Routines responsible for handling the “heartbeat” notifications.

» Routines which control the execution of the Trojan and its components while monitoring the status of
the device.

¢ A routine which can be used to “wake up” the device.

¢ A component which handles emergency SMS communications,
* A routine that initializes the use of the Radio Interface Layer.

s A core component that manages & set of surveillance modules.

The Trojan utilises a “Heartbeat Manager”, which is a set of functions and routines that, depending on the
status of the device or monitored events, communicates notifications back to the command and control server.

These beacons are sent according the following events:
» First beacon.
* A specified time interval elapsing.
» The device has low memory.

e The device has low baitery.
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¢ The device changed physical location.
s The Trojan has recorded data available.
¢ The device has connected to a cellular network.
¢ The device has a data link available.
e The device connects to a WiFi network.
¢ Anincoming / outgoing call starts.
¢ The Mobile Country Code (MCC) or Mobile Network Code (MNC) ID changed.
¢ The Trojan is being uninstalled.
¢ The SIM changes.

Notifications are sent via SMS, 3G and Wiki, according to availability, Consistent with other platforms, the
windows mobile version appears to use baset4 encoding for all communications.

In response to such notifications, the implant is able to receive and process commands such as:

STOP_TRACKING_CMD

START TRACKING CMD

RESEND FIRST HEARTBEAT TCPIP CMD

RESEND FIRST HEARTBEAT SMS CMD
REMOVE_LICENSE INFO CMD

KEEP CONNECTION_ALIVE_CMD IGNORED b/c it's an SMS answer
KEEP_CONNECTION_ALIVE_CMD
REMOVE_AT AGENT REQUEST CMD
REMOVE_AT MASTER REQUEST CMD
REMOVE_MAX_INFECTION_REACHED CMD

The command and control server is defined in the configuration file found in the third resource of the dropper.
In this sample, the sample connected to the domain: demo-04.gamma-international.de
This suggests that such sample is either a demo version or “unpackaged” version ready to be customized.

Together with a DNS or IP command and control server, each sample appears to be provided with two phone
numbers which are used for SMS notifications.

The core surveillance and offensive capabilities of the Trojan are implemented through the use of several
different modules. These modules are initialized by a routine we called ModulesManager, which loads and
launches them in separate threads:
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LDR
HOU
LDR
Hoy
STR
BL

a0b
LbR
CHP
HOV
STR
BNE
eHP
BEQ
HP
BEQ
CHP
BEQ
CMP
BEQ
CHp
BEQ
cHp
BEQ
cHp
BE(Q
LDR
LDR
Hou
HOW
STR
Bl
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R3, s=aTryTaloadiadu) ; “try to load podule: J02R°
/3, #0
/2, =alisdulelanagene ; “eodule-managenent :FzlLeadMedule’™
RO, R&
R4, [SP,#0x28+yar 281
Finspy_Log
7, R6, AR, LSLE2
k2, [R7,BOxT10]
R3, 6

ME R3, B

NE R3, [R11,Huar_2X4]
lac 20FEY4
R4, #0xL0
FinSpy_ MM _StartSpytall
R4, Hoxyd '
FinSpy HM_Starttalllatercppt
Rix, Hox&2
FinSpy_ HM_StartSHS
Ra, Woxk3
FinSpy NM_Startloader
R, RORES )
FinSpy_MH_StartTracking
R4, Hoxko
FinSpy HM StariCalllags
R, BOx&0
loc_20F38
R3, =abeduleBd2xDoesn
R2, =alleduleHanagene
R, #t
RO, RS , )
Rit, [5P, #Bx28+0ar 281
Finspy_Log.. .

“module ‘%02%' deesn*t exist™
“modyle-panagenent iFxloadbodule

sc wr

There are multiple modules available, including:

¢ AddressBook: Providing exfiltration of details from contacts stored in the local address book.,
s Calllnterception: Used to intercept voice calls, record them and store them for later transmission.

¢ PhoneCallLog: Exfiltrates information on all performed, received and missed calls stored in a local log
file.

¢ SMS: Records all incoming and outgoing SMS messages and stores them for later transmission.

» Tracking: Tracks the GPS locations of the device.

Call Interception

In order to manipulate phone calls, the Trojan makes use of the functions provided by RIL.dIl, the Radio
Interface Layer.

Some of the functions imported and used can be observed below:
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LDR R1, =aRil_getcallwai ; "RIL_GetSallWaitingSettings®
HOU R3, RB

LOR ]S, [R7,H8x14] ; hifodule

STR 83, [R7,H0x6C]

Bl getProcAddressy

LDR B, =aRil_setealluwai ; “RIL_SetCalliaitingStatus”

HOU R3, RO
LDR RO, [A7,K#0%14] ; hHodule
STR R3, [B7,#0x160)

BL SetProchddressY

LDR Rf, =aRil_answer ; "RIL_finswer"

Mow 83, RY

LDR RO, [R7,#0:14] ; Hflocdule

STR B3, [R7,#0:AC]

BL. GetProchddressy

LDR Ri, =aRil_maitagecall ; 81l _HanageCalls"

HOU R3, RO
LDR R0, [R7,#0x14] ; hifodule
S$TR 83, [R7,H0x118]

BL GetProcaddressi

LDR R1, =aRil_getcalllis ; “RIL_GetGalllist®
HOU R2, RO

LDR Ba, [R7,%#0x14] ; hiodule

STR B3, [R7,HOXEN]

BL GetProcAddressl)

PhoneCallLog
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In order to exfiltrate call logs, the Trojan uses functions provided by the Windows Mobile Phone Library.

Using PhoneOpenCallLog() and PhoneGetCallLogEntry(), the implant is able to retrieve the following

struct for each call being registered by the system:

typedef struct {
DWORD cbSize;
FILETIME ftStartTime;
FILETIME fiEndTime;
IOM iom;

BOOL fOutgoing:1;
BOOL fConnected:1;
BOOL fEnded:1;
BOOL fRoam:1;
CALLERIDTYPE cidt;
PTSTR pszNumber;
PTSTR pszName;
PTSTR pszNameType;
PTSTR pszNote;
DWORD dwLogFlags;
CEIOD iodContact;
CEPROPID pidProp;

} CALLLOGENTRY, * PCALLLOGENTRY;
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This contains timestamps, numbers, names and other data associated with a call.

Tracking

The physical tracking of the device uses the GPS Intermediate Driver functions available on the Windows
Mobile/CE platform:
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After a successful GPSOpenDevice() call, it invokes GPSGetPosition() which gives access to a
GPS_POSITION struct containing the following information:

typedef struct _GPS_POSITION {

DWORD dwVersion;

DWORD dwSize;

DWORD dwValidFields;

DWORD dwFlags;

SYSTEMTIME stUTCTime;

double dblLatitude;

double dblLongitude;

float fISpeed,

float flHeading;

double dblMagnetic Variation;

float flAltitude WRTSealevel,;

float flAltitude WRTEllipsoid,

GPS_FIX QUALITY FixQuality;

GPS_FIX TYPE FixType;

GPS_FIX SELECTION SelectionType;

float fiPositionDilutionOfPrecision;

float flHorizontal DilutionOfPrecision;

float flVertical DilutionOfPrecision;

DWORD dwSatelliteCount;

DWORD rgdwSatellitesUsedPRNs[GPS_MAX SATELLITES];
DWORD dwSatellitesInView;

DWORD rgdwSatellitesInViewPRNs[GPS_MAX_SATELLITES];
DWORD rgdwSatellitesInViewElevation[GPS MAX SATELLITES];
DWORD rgdwSatellitesInViewAzimuth{GPS_MAX SATELLITES];
DWORD rgdwSatellitesInViewSignal ToNoiseRatio| GPS MAX SATELLITES];
1 GPS_POSITION, *PGPS_POSITION;

This provides the latitude and longitude of the current location of the device.

COMMAND AND CONTROL SERVER SCANNING RESULTS

Following up on our earlier analysis, we scanned IP addresses in several countries looking for FinSpy
command & control servers. At a high level, our scans probed IP addresses in each country, and attempted to
petform the handshake distinctive to the FinSpy command and control protocol. If a server responded to the
handshake, we marked it as a FinSpy node. We expect to release our scanning tools with a more complete
description of methodology in a follow-up blog post.
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Our scanning yielded two key findings. First, we have identified several more countries where FinSpy
Command and Confrol servers were operating. Scanning has thus far revealed two servers in Brunei, one in
Turkmenistan’s Ministry of Communications, two in Singapore, one in the Netherlands, a new server in
Indonesia, and a new server in Bahrain.

Second, we have been able to partially replicate the conclusions of an analysis by Rapid7, which reported
finding FinSpy command & control servers in ten countries: Indonesia, Australia, Qatar, Ethiopia, Czech
Republic, Estonia, USA, Mongolia, Latvia, and the UAE. We were able to confirm the presence of FinSpy on
all of the servers reported by Rapid7 that were still available to be scanned. We confirmed FinSpy servers in
Indonesia, Ethiopia, USA, Mongolia, and the UAE. The remaining servers were down at scanning time, We
also noted that the server in the USA appeared to be an [P-layer proxy (e.g., in the style of Network Address
Translation)?.

Rapid7’s work exploited a temporary anomaly in FinSpy command & control servers. Researchers at Rapid7
noticed that the command & control server in Bahrain responded to HTTP requests with the string “Hallo
Steffi.” This behavior did not seem to be active on Bahrain’s server prior to the release of our analysis, Rapid7
looked at historical scanning information, and noticed that servers in ten other countries had responded to
HTTP requests with “Hallo Steffi” at various times over the previous month. While the meaning of this string
and the reason for the temporary anomaly are unknown, a possible explanation is that this was a testing
deployment of a server update, and the “Hallo Steffi” message indicated successful receipt of the update. After
the publication of Rapid7’s analysis, the behavior began to disappear from FinSpy servers,

DETAILS OF OBSERVED SERVERS

Table 1: New Servers

Country 1P Ports Owner

Singapore 203.175.168.2 21, 53,443, 4111 HostSG

Singapore 203.211.137.105 | 21, 53, 80, 443, 4111 Simple Solution System Pte
Bahrain 89.148.15.15 22,53, 80,443, 4111 gﬁelco

Turkmenistan 217.174.229.82 22, 53, 80, 443, 4111, 9111 Ministry of Communications
Brunei 119.160.172.187 | 21 Telekom Brunei

Brunei 119.160.128.219 | 4111, 9111 Telekom Brunei

Indonesia 112.78.143.34 22,53, 80, 443, 9111 Biznet ISP

Netherlands 164,138.28.2 80, 1111 Tilaa VPS Hosting
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Table 2: Confirmed Rapid?7 Servers

Country 1P Ports Owner

USA 54.248.2.220 80 Amazon EC2

Indonesia 112.78.143.26 22, 25, 53, 80, 443, 4111 Biznet ISP

Ethiopia 213.55.99.74 22, 53, 80, 443, 4111, 9111 | Ethio Telecom

Mongolia 202.179.31.227 53, 80, 443 Mongolia Telecom

UAE 86.97.255.50 21, 22, 53, 443, 4111 Emirates Telecommunications
Corporation

It is interesting to note that the USA server on EC2 appeared to be an IP-layer proxy. This judgment was made
on the basis of response time comparisons4.

CONCLUSIONS AND RECOMMENDATONS

The analysis we have provided here is a continuation of our efforts to analyze what appear to be parts of the
FinFisher product portfolio. We found evidence of the functionality that was specified in the FinFisher
promotional materials. The tools and company names (e.g. Cyan Engineering Services SAL) found in their
certificates also suggest interesting avenues for future research.

These tools provide substantial surveillance functionality; however, we’d like to highlight that, without
exploitation of the underlying platforms, all of the samples we’ve described require some form of interaction
to install. As with the previously analyzed FinSpy tool this might involve some form of socially engineered e-
mail or other delivery, prompting unsuspecting users to execute the program. Or, it might involve covert or
coercive physical installation of the tool, or use of a user’s credentials to perform a third-party installation.

We recommend that all users run Anti-Virus software, promptly apply (legitimate) updates when they become
available, use screen locks, passwords and device encryption (when available). Do not run untrusted
applications and do not allow third parties access to mobile devices,

As part of our ongoing research, we have notified vendors, as well as members of the AV community.
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FOOTNOTES

! A list of Nokia capabilities can be found here.

2 hitp://www.whoisentry.com/domain/it-intrusion.com
3 See Appendix A.

* See Appendix A.

APPENDIX A

The server was serving FinSpy on port 80, and SSH on port 22. We measured the SYN/ACK RTT on both
ports and compared. The results for port 80:

hping -S -p 80 54.248.2.220

HPING 54.248.2.220 (wlan0 54.248.2.220): S set, 40 headers + 0 data bytes

len=44 ip=54.248.2.220 tt1=24 DF id=0 sport=80 flags=SA seq=0 win=5840 rtt=1510.2 ms
len=44 ip=54.248.2.220 tt1=23 DF id=0 sport=80 flags=SA seq=1 win=5840 rtt=740.4 ms
len=44 ip=54.248.2.220 tt1=25 DF id=0 sport=80 flags=SA seq=2 win=5840 rtt=753.4 ms
len=44 ip=54.248.2.220 ttI=24 DF id=0 sport=80 flags=SA seq=3 win=5840 rtt=1001.6 ms

The results for port 22;

hping -S -p 22 54.248.2.220

HPING 54.248.2.220 (wlan0 54.248.2.220): S set, 40 headers + 0 data bytes

len=44 ip=54.248.2.220 tt1=49 DF id=0 sport=22 flags=SA seq=0 win=5840 rtt=125.7 ms
len=44 ip=54.248.2.220 t11=49 DF id=0 sport=22 flags=SA seq=1 win=5840 rtt=124.3 ms
len=44 ip=54.248.2.220 tt]=49 DF id=0 sport=22 flags=SA seq=2 win=5840 rtt=123.3 ms
len=44 ip=54.248.2.220 tt1=50 DF id=0 sport=22 flags=SA seq=3 win=5840 rtt=127.2 ms

The comparison reveals that port 80 TCP traffic was likely being proxied to a different computer.
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Analysis of the FinFisher Lawful Interception Malware

Posted by Claudio Guarnier in Information Security on 08-Aug-2012 06:31:35

It's all over the news once again: lawful interception malware discovered in the wild being used by
government organizations for intelligence and surveillance activities. We saw it last year when the Chaos
Computer Club unveiled a trojan being used by the federal government in Germany, WikiLeaks released a
collection of related documents in the Spy Files, we read about an alleged offer from Gamma Group to
provide the toolkit FinFisher to the Egyptian government, and we are reading once again now with the
same one being delivered to human rights activists in Bahrain along with some spearphishing attacks.

We all are very aware of a rising market of Western companies developing and selling malware for the use
of government organizations all arcund the world, but whenever one of these products is found in other
geographical areas, the potential political and ethical implications tend to generate Interest.

While I'm trying to provide context for the analysis below, it's not in the scope of this article to digress into
the political context of the incident. We are security practitioners interested in technology and when dealing
with malware, which in this case can be easily prone fo abuses, we want to understand what they do,
what's the spread and how we can respond.

The Incident

Several Bahrain activists located both in US and Bahrain started receiving emails with suspicious
[ attachments:
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They promptly understood there was something shady with them and forwarded them to journalists from
Bloomberg who provided the attachments to some researchers, ending up in a thorough analysis of the
files.

The emails were sent by the following addresses:
* melissa.aljazeera [at] gmait.com |
« freedombhrtoday [at] gmail.com
+ mkhalil1975 [at] gmail.com

With the following subjects:
» Existence of a new dialogue - Al-Wefag & Government authority
» Torture reports on Nabee! Rajab
+ King Hamad planning

* Breaking News from Bahrain — 5 Suspecis Arrested

Each of these emails contained an archive, following are the ones identified so far;

= _gpjArrested Suspects.rar
« King hamad on official visit to .rar

« Meeting Agenda.rar

l » Rajab.rar

i Each of these archives contained several files, including Word documents, images as well as several
Windows executables:

+ dialoge.exe (MD5: ee5h03b5990dc310b77aac1d32dat8de)
« gpi. Tegami.exe (MD5: e82647342868e0ff0b635?fcf0f6e95f)
i + gpj.sicepsuS detserrA.exe (MD5: b8d700a58265692e92dce5dhcd 323391)
i + gpj.bajaR.exe (MD5: d1216d3fd238cd87d9a7e433b6892098)
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+ gpj. 1bajaRR.exe (MD5: ad6172b851ebef7bf7c8b1¢551140c5f)

Quickly looking at binary similarities, it was instantly clear that they all belong to the same malware family.
We also identified an additional sample from the same batch:;

» wefag.exe (MD5: cf7b2e1485771967ace90d32f3076814)

A spokesman from Gamma Group, the company producing the trojan allegedly involved with these attacks,
promptly responded to the press stating that FinFisher was never sold to Bahrain and that a copy might
have been stolen and re-engineered for some unauthorized use, We're not able to confirm or deny this at
the moment.

The Malware

For the sake of this analysis, we are going to use the file "gpj.1bajaR.exe", but all of them showed similar
behavior and communicated with the same hackend infrastructure.

Following are the complete cryptographic hashes of the binary:

MDS: ad6f72b851ebcf7bf7c8h1c551140¢5f

SHA1: 37275cfd9e185b979c15fb8681c4c84341224ed?

SHA256: cc3b65a0f559fabe6hf4et0eef3bife8d568a93dbb850f78hdd3560f38218b5c

SHAS512: 909b631a81a54b279eaa46b8197 3a95af18dadadfff5 1h3echc731f78¢fe380¢8863872eb0e8648
aci65f40560dd46842211640058df0c4821839ab55b7h6597

Ssdeep: 24576:19E4gjTsw7irimLR4pzLgbN9z2iiY XDBalznBn1F:AxjTsw7irkSOx726zB1F

The malware is already available on VirusTotal, which shows some decent Antivirus coverage:
https: fwww. virustotal comfile/cc3bB5aGi55%9fabetbidet0aef3bffe8d568203dbb85078
bdd3560f38218b5cfanalysis/

The binary is disguised as a JPG picture, in fact the file name contains the Unicode Right-to-Left Override
charagter in front that whenever displayed in ANSI mode, it will look reversed making the disguise more
realistic: in this case "exe.Rajab1.jpg”.

The first thing we did was of course give it a quick run in Cuckoo Sandbax, which was able to give some
initial insights on the general behavior of the malware.

When executed, the original process proceeds creating the following directory (the name is randomized at
every execution):
CADOCUME~NUsenLOCALS~1\Temp\TMP44D8C9F9

If the directory is successfully created, it drops a copy of itself in that same directory, which is also
consequently launched.

This new process is actually the one installing the components used to retain access on the compromised
machine.

It drops an additional file in the user's Temp directory:

CADOCUME~NUsen OCALS~1\TempW\driverw.sys

Following are the hashes for this driver:

MD3&: 0f8249a2593f38c6bi54h6f366¢0cacs

SHA1: ff86eddce7a7663677h80ad3fcs42dbh8b06ef6ra

SHA256: 62bde3bac3782d36f9f2e56db097a4672e70463e11871fad5de060b191efb196

SHAS512: 363fa00ce6d3ebalalb2d313bb47df480d 109090745 14e52950e11bf364808c297991e197213934
6f42f2a52162d5329d1a663faB80527b3dfcc6 18652770909
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Ssdeep: 192:¢jQ/nPVCoovDy17/Z815fHaqglIBEpJqwSmX.cOnPz/ZIPagll+FSG

This same file was observed being consistently dropped by all the other payloads associated with these
attacks.

Interestingly encugh, it was already observed on VirusTotal in early May:

hitps:/iwww. virustotal.com/file/62bde 3bac3782d3618f2e56db097 a4672e70463e 1197 1fad
5de060b191efh196/analysis/

The driver is also obfuscated but appears to be able to respond to device control IRPs, a deeper analysis is
needed to understand its internal capabilities.

The process concludes its execution by creating the following directory {the name is randomized at every
execution);

C:\Documents and Settings\UsenApplication Data\Microsoff\nstaller{A69832D8-3F7 1-4241-7493-
7551DB00C34C}

This directory is reported to be used for storing all the dumped data, logs and screenshots to be fater
communicated to the operators' C&C server.

In order to make the execution more realistic to the victim, it also drops an image which is also displayed:

The picture varies from one sample to another.

In this case a sandbox analysis was not enough as no network traffic was observed, therefore a deeper
manual inspection was required,

As a matter of fact, the actual malware mechanics comes into play just after a first reboot following the
compromise. At this point we can observe severe changes in the system and aggressive takeover of the
system processes.,
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As already reported by CitizenlLab in their analysts, winlogon.exe is the first process being injected with i
malicious code;

Process: winlogon.exe Pid: 612 Address: 0x1530000 Vad Tag: VadS Protection: PAG
Flags: CommitCharge: 19, MemCommit: 1, PrivateMemory: 1, Protection: &
0x01530000 44 5a 90 ¢0 03 00 00 00 04 00 0C 00 ££ ££f 00 00 MZ..............
0x01530010 b8 00 00 GG 00 0O 00 0O 40 00 00 00 00 00 Q0 0O ........ @, ...., .
0x01530020 00 00 00 GO0 00 00 00 0C 00 Q0 0C 00 Q0 00 Q0 00 . 'vvuuvivirenenn
0x01530030 00 00 00 GO 00 00 00 0C 00 OO0 00 00 £0 00 00 00 .. v viinnnn.

This process is used as a main container for the malware, from which it performs Process Hollowing. This
is a common practice in malware development, consisting of spawning legitimate processes and, once
loaded, replacing their original code with malicious code. :

As a matter of fact, winlogon.exe starts an Internet Explorer instance with the “-nohome” options and

performs the takeover;
I

Process: iexplore.exe Pid: 148 Address: 0x150000¢ Vad Tag: Vads Protection: PAGE
Flags: CommitCharge: 24, MemCommit: 1, PrivateMemory: 1, Protection: &

I 0x00150000 4d 5a 90 00 03 00 00 00 04 Q0 00 00 £ff Ef 00 0C MZ
0x00150010 b8 00 0C 00 00 00 00 00 40 00 QO 00 GO 00O 00 0C
0x00150020 00 00 00 00 OO0 00 00 00 OO0 00 Q0 OO CQO 00 00 0O
0x00150030 00 00 00 00 QO Q0 00O 00 00 OO0 00 OO QO 01 00 DO

.................

i The network communication is initiated from the context of the Internet Explorer process, which is often
used as a convenient way to bypass local firewalls as it isfused to be a trusted application:

Offset{V}) Local Address Remote Address Pid %

:
0xB6335008 10.0.2.15:1C036 77.69,140.194:443 148 i
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The malware has a very noisy presence in the system, it installs inline user-mode hooks in the following
functions in every running process:

ntdll.dlliNtDeviceloControlFile
ntdll.dlINtEnumerateKey

ntdll. dlIINtEnumerateValuekey

ntdll.dIlINtQueryDirectoryFile
ntdll.dlllNtQueryKey

ntdll.dIlINtQuerySystemInformation

kernel32.dilICreateFileWW

kernel32.dllICreateProcessinternalW

kernel32.dlliMoveFileW
kernel32.dlliDeleteFileW
kernel32.dlilMoveFileExVW
USER32.dlIIPostMessageWV
USER32.dlllGeiMessageW
USER32.dllIIPeekMessageVV
USER32.dIl!GetMessageA
USER32.dll!SendMessageVV
USER32.dllIPeekMessageA
USER32.dlIIPostMessageA
GDI32.dIIlGetDeviceCaps
GDI32.dlIIDeleteDC
GDI32.dIIICreateDCA

Tivead gtach atlie pott waz oparad
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GDI32.dIlICreateDCW
GDI32.dIlIDPtoLP
GDI32.dlllEscape
GDI32.dIlIResetDCW
GDI32.dIllEndPage
GDI32.dIIlEndDoc
GDI32.dIl!StartPage
GDI32.dllIResstDCA
GDI32.dIl!SetAbortProc
GDI32 dlllStartDocW
GDI32.dIllStartDocA
ADVAPI32.dII'OpenTraceA
ADVAPI32.dIOpenTraceW

It also installs an IAT hook of the function ntdil. dil!CsrClientCallServer in winlogon.exe, which is most likely
used to catch every new process registered to the CSRSS subsystem.

As also reported by CitizenLab, the samples seem indeed to belong to the FinFisher toolkit.
Foliowing are some strings that can be found into winlogon.exe memory,

y:\Isvn_branches\finspyv4.01\finspyv2isrcllibs\libhgmpi\mpn-tdiv_gr.c
y:\Isvn_branches¥inspyv4.01\finspyv2\srcilibs\libgmp\mpn-mul_fft.c
y:\Isvn_branches\finspyv4.01\finspyv2isrcitarget\bootkit_x32driveriobjfre_w2k_x8 64388
\bootkit_x32driver.pdb

finfisher

finfisher.Ink

We also analyzed the reported "demo” sample:

MDS5: c488a8aaef0df577efdf1b501611ec20

SHA1: 52a62050063da8354e8500d02d06211643827346

SHA256: 81531ceb5a24Baead7cda76dd300f303dafe6f1b7a4c853cadd7a%a27b5cdecdf

SHA512: 0c5a41d45e8939a256¢c6d24f651619a110b246d5if5dfa296f68¢703¢ce259ea9420e96e0a34c4248
c413e51e4eb5e3f75928318b6fd30251068b5a8f938dd47e0

Ssdeep: 49152:j4XNybwdBejvl 8jog2+Sqll/1jzulze0uY SnU: EUbwJDeON219C9jzulG

VirusTotal: hitps:/iww . virustotal.com/file/8153 1ceba248aesad7oda78dd300f303dafesi1h7ado853¢a
4d7a9a27bScdBedffanalysis/

Despite some differences (the dropped driver is sensibly bigger compared to the one from Bahrain), the
execution flow is exactly the same: similar aggressive presence on the system, same processes chain and
same network traffic.

At this stage it's difficult to get a hold of the full functionalities of the malware. We believe that the agent
remains silent whenever it doesn't have an active Internet connection and at this very moment we believe it
first pulls an updated configuration file instructing it to not do anything at all, therefore all the surveillance
plugins seem to be inactive and no file is dropped in "%AppData%\Microsoft\Installe\{A69832D8-3F71-
4241-7493-7551DB00C34C)".

According to GitizenLab's research and WikiL.eaks cables, following should be the supported features:
+ Bypassing of 40 regularly tested Antivirus Systems
« Covert Communication with Headquarters
* Full Skype Monitoring {(Calls, Chats, File Transfers, Video, Contact List)
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+ Recording of common communication like Email, Chats and Voice-over-IP

» Live Surveillance through Wehcam and Microphone

» Country Tracing of Target

+ Silent extracting of Files from Hard-Disk

* Process-based Key-logger for faster analysis

« Live Remote Forensics on Target System

» Advanced Filters to record only important information

+ Supports most commen Operating Systems (Windows, Mac OSX and Linux)

We believe that the Skype interception module is imptemented tampering the circular sound buffer from
Windows' DirectSound interface, you can find a similar implementation here,

Network Communication

All the samples from the Bahrain attacks try to contact the host located at 77.69.140.194, which belongs to
Bahrain Manama Batelco (AS5416).

The malware tries to contact such IP address on multiple ports, either 22, 53, 80 or 443 and establish the
communication channel on the first one successfully opened.

The traffic is heavily encrypted and it will require further analysis to dissect, but we were able to isolate
some recurring patterns,

The first outgoing packet always starts with the following binary data:

0c00000040017300

This packet, which varies in size and content, is believed to be reporting to the C&C some initial details on
the compromised machines and perhaps some local configuration. The answer to this first request is
believed to be an updated configuration for the trojan.

And all following packets appear to start with the following binary data;
5¢ 00 00 00 a0 02 72 00 Oc 00 00 00 40 04 fe 0O

The following Snort signatures should be consistent enough, but due to the small size of the patterns they
could cause false positives:

alert tep any any -»> any any (msg:"FinFisher Malware Connection
Initialization"; content:“|Oc 00 00 GO0 40 01 73 00|"; offsget:0; depth:8;
51d:1000001; rev:1l;)

alert tcp any any -»> any any (msg:"FinFisher Malware Connection Handshake!;
content:"]Sc 00 00 00 aC 02 72 00 Oc 00 00 00 40 04 fe OO|"; offset: 0,
depth:16; 8id:1000002; rev:1l;}

We are looking forward to getting some feedback and suggestions on improved detection and whether any
of you get some hits.  Emaitl us with your feedback.

Fingerprinting the C&C
While probing the C&C servers, we noticed an unexpected behavior; all the services binded on the ports

the malware fries to exchange binary data with, respond in an unusual way whenever performing any, even
malformed, HTTP request.

Page 8 of 13
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For example, when connecting through telnet to 77.69.140,194;80 and sending “HEAD /", the service
responded the following way:

HTTP/1.1 200 OK
Content-Type: text/html; charset=UTF-8
Content-Length:12

Hallo Steffi

Odd indeed, but perfect for fingerprinting!
i We made a cross-search of this pattern across HD's Internet survey research project Critical 10, and were
able to identify more servers with open services that responded in the exact same way: '

H o K - - h . TP Muw
i . : 4 : : [T

Click on the map to get a larger view and browse through updated results.

Follow is the list of the IP addresses discovered;
» 112.78.143.26 (Indonesia) !
» 121.215.253.151 (Australia) :

+ 78.100.57.165 (Qatar)

. 213.55.99.74 (Ethiopia)

* 94.112.255.116 (Czech Republic)

» 213.168.28.91 (Estonia)}

» 54.248.2.220 (USA)

» 202.179.31.227 (Mongolia)

+ 80.95.253.44 (Czech Republic)

+ 81.198.83.44 (Latvia)

» 86.97.255.50 (Dubai, UAE) i

At the time of writing, only the Latvian sever is still successfully responding to our fingerprinting. All the :
| others are instantly dropping the connection in the exact same way, most likely filtering off any payload that ;
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doesn't match a given header, This makes us believe that all those C&Cs might have been updated in front
of recent leaks and publications on FinFisher, Bahrain included.

Please note: we are not able to determine whether they're actually being used by any government agency,
if they are operated by local people or if they are completely unrelated at all: they are simply the results of
an active fingerprinting of a unique behavior associated with what is believed to be the FinFisher
infrastructure. Our guess is that part of the identified C&Cs are acting as proxies.

Conclusions

It's always interesting to get your hands on governmental malware: it's the subject of much discussion
and given the high prices it's likely sold for, it's often very hard to get access to samples, so this has
been a great project to work on.

What we found is disturbing though. The malware seems fairly complex and well protected/ obfuscated,
but the infection chain is pretty weak and unsophisticated. The ability to fingerprint the C&C was frankly
embarrassing, particularly for malware like this. Combined, these factors really don’t support the
suggestion that thieves refactored the malware for black market use.

That said, once any malware is used in the wild, it's typically only a matter of time before it gets used for
nefarious purposes. The infosec community needs to pay attention and take malware exposure seriously.
Take action to protect infrastructure and discourage the spread, production and purchase of malware. As
we've seen countless times before, and will certainly see again, it's impossible to keep this kind of thing
under control in the long term,

I'm sure there will be foliow-ups on this case on different sides and people will spend more time on
analyzing and debating the ins and outs of the malware. For my part, I'd like to end this post by sincerely
thanking the guys from CitizenLab for their original research and Arturo Fitastd, Fabio Pietrosanti, Jacob
Appelbaum and Quequero for their cooperation in this analysis. Thanks guys!

For updates, you can find me on Twitter at @botherder,

Update #1

The guys at EmergingThreats helped us refine our Snort rules a little bit in order to lower the possibility of
false positives.

Following are the updated signatures, use them to detect FinSpy in your local networks:

alert tcp SHOME_NET any -»> $EXTERNAL_NET any (msg:"FinFisher Malware Connection
Initialization"; flow:to_server,established; content:"|0c 00 G0 00 40 01 73
0¢|"; depth:8; 81d:1000001; rev:1l; classtype:trojan-activity;

reference:url, community.rapid7.com/community/infosec/blog/2012/08/08/finfigher;

alert tcp $HOME_NET any -> $EXTERNAL NET any (msg:'"FinFisher Malware Connection
Handshake"; flow:to_server,established; content:"fSc 00 00 00 a0 02 72 00 0¢c 0O
00 00 40 04 fe 00|"; depth:16; sid:1000002; rev:l; clagstype:trojan-activity;

reference:url, community.rapid?.com/community/infesec/blog/2012/08/08/finfigher;

Update #2

At the time of writing 8 out of the 12 servers are not responding anymore: all the ports originally used have
been filtered or closed off after our analysis and the related news articles have been published.

Even the ones that were actively responding until yesterday, like Latvia and Bahrain, are now inaccessible,
A very odd timing, isn't it?
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In the last hours we read of many people questioning the validity of the "Hallo Steffi" pattern, saying that it
could be completely unrelated to the FinFisher toolkit, as also Gamma's Muench stated to Bloomberg. Fair
enough, we also mentioned in this same blog post that there is no way we can guarantee a direct
connection between that string and the malware, we only reported an anomaly on the Bahraini
infrastructure and the discovery of the same anomaly in other locations.

We believe that this unusual behavior could have actually been a deception technique adopted by the
FinSpy Proxy to disguise the nature of the service, but that when they realized it was actively used for
fingerprinting the C&C servers was promptiy disabled to prevent further discoveries.

Every FinSpy sample Is configured with a set of multiple ports that it can try to contact; it will start from the
lower port (for example 20), attempt a connection 3 times and then move over to the next one.

When running the Bahraini FinSpy sample, especially now that the server is not responding, it attempts the
following connections:

15,1035 » 77.69.140.194.22: tcp O

13:02:43.747370 IP 10.0.2

13:03:05.968816 IP 10.0.2.15.1636 > 77.69.140.194.53: tcp O
13:03:28.100628 IP 10.0.2.15.1037 > 77.69.140.194.,80: tcp 0
13:03:50.332553 IP 10.0.2.15.1038B > 77.69.140.194.443: tcp 0O
13:04:21.517231 IP 10.0.2.15.1039 = 77.69.140.194.4111: tcp 0

As you can see the last one is port 4111,

We believe this is the standard FinSpy port and that all the other ones are probably just forwarded to 4111,
The FinSpy "demg" sample contacted port 3111 to tiger.gamma-international.de and ff-
demo.blogdns.org, close encugh.

Ancther interesting "coincidence” is that all the IP addresses that we observed responding with the "Hallo
Steffi" banner also had/have port 4111 open, in fact if you check the only 4 servers currently up you can
see:

Nmap scan report for bba44246.alshamil.net.ae (86.97.255.50)
Host i1s up (0.26s latency).

PORT STATE SERVICE
22/tcp open ssh
53/tcp open domain
443/tep  open httpe
4111/tcp open xgrid

Nmap scan report for 94.112,255,116,.static.b2b.upcbhusiness.cz (94.112.255.116)
Host is up (0.044s latency).

PORT STATE SERVICE

22/tcp  open ssh

53/tcp open domain

Bo/tecp open  http

443/tcp open  https

4111 /tcp open  xgrid

Nmap scan report for 112.78.143.26
Host is up (0.26g latency).

PORT STATE SERVICHE

22/tep open ssh

53/tep open domain

80/tcp open  http

443/tcp open  https

4111/tep open  xgrid
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Nmap scan report for 213.55.99.74 i

Host is up (0.16s latency}.
PORT STATE SERVICE
22/tcp open  ssh

53/tep open  domain

i 80/tcp open http

443/tcp open https

4111/tcp open  xgrid

9111/tcp open  DragonIDSConsole

The last one also shows port 9111, which we observed along with port 3111 being open fewer times as
well, :
{  Isit more convincing now?
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Comments
4 Comments

Ploase login to comment :

 elboim 09-Aug-2012 04:47
| Digging around with some passive DNS, you can find that ic3545.com was resolving to
©121.215.253,151 between 2011-04-02 and 2011-04-17 (with 922 requests seen), and to

124.178.225.178 the 2010-11-22 (with 2 requests seen).
No other IP you discovered yield something interesting from passive DNS.

* Like (0) i

- mooo 10-Aug-2012 20:27

As i know, Gmail doesn't allow to send .exe files, So, how does it happen?

Like (0}

Claudio Guarnieri 15-Aug-2012 02:08 {in response 1o elhoim) i
: Yes, we are aware of it and we've seen that domain hosting a fake Google page and i
distributing an executable that we are trying to recover. :
Like (C)

£

; Claudio Guarnier 15-Aug-2012 02:12 {in response fo mooa)
H

" They sent RAR archives containing executables and it's not a big deal to bypass those
P Gmail filters. In addition, the fact that the original email addresses had a @gmail.com
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domain doesn't necessarily mean that they used Gmail mailservers, we don't have copies
- of the original emails so we can't verify the headers.

Like (D)
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Intelligence Note
Prepared by the

Internet Crime Complaint Center (IC3)
May 8, 2012

MALWARE INSTALLED ON TRAVELERS' LAPTOPS THROUGH SOFTWARE UPDATES ON
HOTEL INTERNET CONNECTIONS

Recent analysis from the FBI and other government agencies demonstrates that malicious
actors are targeting travelers abroad through pop-up windows while establishing an Internet
connection in their hotel rooms.

Recently, there have been instances of travelers' laptops being infected with maliclous
software while using hotel Internet connections. In these instances, the traveler was
attempting to setup the hotel room Internet connection and was presented with a pop-up
window notifying the user to update a widely-used software product. If the user clicked to
accept and install the update, malicious software was Installed on the laptop. The pop-up
window appeared to be offering a routine update to a legitimate software product for which
updates are frequently available,

The FBI recommends that all government, private industry, and academic personnel who
travel abroad take extra caution before updating software products on their hotel Internet
connection. Checking the author or digital certificate of any prompted update to see if it
corresponds to the software vendor may reveal an attempted attack. The FBI also
recommends that travelers perform software updates on laptops immedlately before
traveling, and that they download software updates directly from the software vendor's Web
site if updates are necessary while abroad,

Anyone who believes they have been a target of this type of attack should immediately
contact their local FBI office, and promptly report it to the IC3's website at
http://www.lc3.qov/. The IC3's complaint database links complaints together to refer them to
the appropriate law enforcement agency for case consideration. The complaint information is
also used to identify emerging trends and patterns.
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Intelligence Note
Prepared by the

Internet Crime Complaint Center (IC3)
October 12, 2012

SMARTPHONE USERS SHQULD BE AWARE OF MALWARE TARGETING MOBILE DEVICES
AND SAFETY MEASURES TO HELP AVOID COMPROMISE

The IC3 has been made aware of various maliware attacking Android operating systems for
mobile devices. Some of the latest known versions of this type of malware are Loozfon and
FinFisher. Loozfon is an information-stealing piece of malware. Criminals use different
varlants to lure the victims. One version is a work-at-home opportunity that promises a
profitable payday just for sending out email. A link within these advertisements leads to a
website that is designed to push Loozfon on the user's device. The malicious application
steals contact details from the user’s address book and the Infected device's phone number.

FinFisher Is a spyware capable of taking over the components of a mobile device. When
installed the mobile device can be remotely controlled and monitored no matter where the
Target is located. FinFisher can be easily transmitted to a Smartphone when the user visits a
specific web link or opens a text message masguerading as a system update.

Loozfon and FinFisher are just two examples of malware used by criminals to lure users into
compromising their devices.

Safety tips to protect your mobile device:

* When purchasing a Smartphone, know the features of the device, including the default
settings. Turn off features of the device not needed to minimize the attack surface of
the device,

+ Depending on the type of phone, the operating system may have encryption available.
This can be used to protect the user's personal data in the case of loss or theft.

« With the growth of the application market for mobile devices, users should look at the
reviews of the developer/company who published the application.

» Review and understand the permissions you are giving when you download
applications.

» Passcode protect your mobile device. This is the first layer of physical security to
protect the contents of the device. In conjunction with the passcode, enable the screen
lock feature after a few minutes of inactivity.

« Obtain malware protection for your mobile device. Look for applications that specialize
in antivirus or file integrity that helps protect your device from rogue applications and
malware.

* Be aware of applications that enable Geo-location, The application will track the user's
location anywhere. This application can be used for marketing, but can be used by
malicious actors raising concerns of assisting a possible stalker and/or burglaries,

» Jailbreak or rooting is used to remove certaln restrictlons imposed by the device
manufacturer or cell phene carrier. This allows the user nearly unregulated control over
what pregrams can be installed and how the device can be used. However, this
procedure often involves exploiting significant security vulnerabllities and increases the
attack surface of the device. Anytime a user, applicaticn or service runs in
"unrestricted” or "system" level within an operation system, It allows any compromise
to take full contrel of the device,

¢« Do not allow your device to connect to unknown wireless networks. These networks
could be rogue access points that capture information passed between your device and
a legitimate server.

¢ If you decide to sell your device or trade it in, make sure you wipe the device (reset it
to factory default) to avoid leaving personal data on the device.

* Smartphones require updates to run applications and firmware. If users neglect this it
increases the risk of having their device hacked or compromised.

» Avoid clicking on or otherwise downloading software or links from unknown sources.
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+ Use the same precautiocns on your mobile phone as you would on your computer when

using the Internet.

If you have been a victim of an internet scam or have received an e-mail that you believe

was an attempted scam, please file a complaint at www.IC3.qov.

hitp://www.ic3.gov/media/2012/121012.aspx
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British firm offered spying software to Egyptian regime — documents | Technology | T...

theguardian

British firm offered spying software to
Egyptian regime — documents

Gamma International's Finfisher program would have enabled
government spies to monitor activists and censor websites

Karen McVeigh
guardian.co.uk, Thursday 28 April 2011 14.05 BST

s . 3 Y A PRl
Tgyptian ati-governmenl bloggers work en their laptops from Caire's Tahvir Square o February 10, 2011
Pholograph: Palrick Baz/AFP/Getly lmages

A British company offered to sell a program to the Egyptian security services that
experts say could infect computers, hack inte web-based email and communications
tools such as Skype and even take control of other groups' systems remotely, according
to documents seen by the Guardian,

Two Egyptian human rights activists found the documents amid hundreds of batons and
torture equipment when they broke into the headquarters of the regime's State Security
Investigations service (SSI) last month.

One of the papers, in English and headed Finfisher Proposal: Commercial Offer,
contained an offer dated 29 June 2010 to provide "FinSpy" software, hardware,
installation and training to the 881 for €287,000 {(£255,000). The name on the invoice,
dated Tuesday 29 June 2010, was Gamma International UK Limited.

Other documents, written in Arabic and marked "ultimately confidential", state that
after being offered a "free trial version"” of Gamma's Finfisher software to test its ability
to hack into email accounts, the SSI concluded it was "a high-level security system” that
could get into email accounts of Hotmail, Gmail and Yahoo, as well as allowing "full
control” of the computers of "targeted elements"”. It went on to describe the software's
“suecess in breaking through personal accounts on Skype network, which is considered
the most secure method of communication used by members of the elements of the
harmful activity beeause it is encrypted”.

The find throws a spotlight on western companies that provide software to security
services and agents of oppressive regimes to spy on, censor and block the websites with
which activists communicate. Last month a report by OpenNet Initiative said nine
countries across the Middle East and Nerth Africa used US and Canadian technology to
impede access to online content, including sites with political, social and religious
material,

Mostafa Hussein, a Cairo blogger and physician who took the documents, said they
formed important evidence against the SSI's activities. "This proposal was sentto a
department well known for torture, for abuse of human rights, for spying on political
campaigners. This company, Gamma, should be exposed as collaborators in the erimes
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of trying to invade our privacy and atrest activists.”

Hussein posted the documents online and passed a copy to the Guardian.

A Gamma International website called "Finfisher IT Intrusion” describes its software as
allowing "remote monitoring and infection™ that can provide "full access to stored
information with the ability to take control of the target”, Tt is advertised as eapable of
"capturing enerypted data and communications” and allowing a "government agency to
remotely infect target systems”.

The documents found in the SST HQ, one dated 1 January 2011, said that the proposal
from Gamma International had come via a subsidiary company, Modern
Communications System. Following a "free” five-month trial, SSI described the software
as like "planting a comprehensive spying system in the location where the targeted
computer exists". The software could record voice and audio calls, movements through
video and audio where the computer was located, and hack into all the computers in the
same network.

Rick Ferguson, of internet security company Trend Micro, said: "Our position on
commercial spyware is that if the monitoring is being done without the consent of the
person being monitored then that would be the theft of information.

"There's certainly an ambiguity of selling that kid of technology to that type of regime.
There are a lot of commercial tools to enable you to remotely monitor and manage
computers but it's about how those tools are being used and whether those tools are
being used covertly."

Amr Gharbeia, an activist who works at the Egyptian Initiative for Personal Rights, said
the Finfisher software referred to in the proposal was "a trojan, a software you implant
in someone else's device to control it and possibly get data from it. It puts you in the
driver's seat so you can see someone else's email and allows also for identity fraud.”

When contacted by the Guardian, Gamma International said in a statement: "Gamma
International UK Limited manufactures equipment for dealing with security related
threats and it supplies only to governments.

"Gamma International UK Limited has not supplied any of its Finfisher suite of
products or related training etc to the Egyptian government.”

Gamma said it "complies, in all its dealings, with alt relevant UK legislation and
regulation”.

» This article was amended on 30 April 2011 to correct the spelling of Gamma
International in the standfirst.

© 2012 Guardian News and Media Limited or its affiliated companies. All rights reserved.

mhtml:file://Z\Mark\Cases P - Z\Privacy International\Documents\Press\British firm ... 10/10/2012






BBC News - UK firm denies 'cyber-spy' deal with Egypt Page 1 of 3

EEENEWS
TECHNOLOGY

20 September 2011 Last updated at 10119

UK firm denies 'cyber-spy' deal with Egypt

By Stephen Grey
File on 4, BBC Radio 4

A UK firm offared to supply “"cyber-spy" software used by Egypt to target activists, the BBC has leamed.

Documents found in the headquarters of the country's security service suggest it was used for a five-month trial peried at the end
of last year.

Hampshire-based Gamma International UK denies actually supplying the program, which infects computers with a virus that bugs
online voice calls and email.

The foreign secretary says he will "critically” examine export contrals.

William Hague, who speaks for the government on computer security issues, said: "Any export of goods that could be used for
internal repression is something we would want to stop."

He also admitted the law governing software exports was a grey area.

The documents seen by the BBC were found at the looted headguarters of the Egyptian state security building earlier this
year.

They describe an offer by Gamma International UK Ltd to supply a software programme called Finfisher,

Finfisher is described as a toolkit "used by many global security and intelligence services" for secretly gaining access to people's
computers,

The files from the Egyptian secret police's Electrenic Penetration Division described Gamma's product as "the anly security
system in the world" capable of bugging Skype phone conversations on the internet.

They detail a five-month trial by the Egyptian secret police which found the product had "proved to be an efficient electronic
system for penetrating secure systems [which] accesses email boxes of Hotmail, Yahoo and Gmail networks",

Another document discovered by German public television network MDR is thought to reveal the first-known victims of the
Finfisher program.

The document describes how, during the period of the software trial, the secret police successfully broke into and recorded
encrypted Skype calls.

Sherif Mansour, from the US democracy group Freedom House, was in Egypt last year to help menitor parliamentary elections.
'Outsourcing repression’

Named in the document as a victim of the bugging, he blamed the Finfisher software and urged the British government fo take
action.

"We democracy and human rights activists already face a lot of troubles and get a lof of threats. | expect that from government
but not from software companies.
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"We have never locked to them to [be] enabling repression, to outsourcing repression.”

According to the Department for Business Innovation and Skills, Finfisher does not require an export licence because it does not
use encryption.

Mr Hague fold File on 4 that the UK had a strong export licence system.

He said a number of licences had been withdrawn from companies expaorting items of concern to Libya, Tunisia and Bahrain - but
he conceded software was a difficuit product to legislate for.

"This will be a greyer area because there ¢an be many many uses for a given piece of software.

"But nevertheless, we will look at that critically and if any evidence is supplied to the government - or we come across any
evidence of British technology used for internal repression in other countries - than we will take the same very tough line on that
as we do on other ifems.”

Gamma International UK Ltd is owned by a 48-year-old Briton, Louthean Nelson, who is listed as having addresses in Salisbury,
Hamburg and Beirut.

The BBC wanted to ask Mr Nelson about the contradiction between Gamma's claim it did not supply the software, and the
information contained in the Egyptian documents. He did not reply.

‘Abuse of technology'
But although Gamma has refused to comment publicly, a company representative called Martin Muench is due to speak next

week at a conference in Berlin on cyber warfare.

Gamma is listed as a "sponsor and exhibitor" with a speaker due o address the conference on "applied hacking techniques used
by governmental agencies".

Also speaking at the conference are colonels from the British, US and German armies, and the director of intelligence at US
Cybercommand.

Elsewhere in the Middle East, reports emerged this month of claims that French and South African firms helped monitor
phones and the internet for Libya's Col Muammar Gaddafi.

In Bahrain - where the regime has so far survived the protests - human rights activist Abdul Ghani al-Khanjar says he only
leamed the extent of surveillance in his country after being arrested.

He had just returned from London where he spoke at a meeting in the House of Lords.

"Within two days, masked civilians and riot police raided my house and arrested me and | have been tortured about my many
activities," he told the BBC.

“It was amazing when they showed me some text messages from my phone and told me about my calls."
He added: "This is a bad abuse of technelogy."

The Bahraini government says it has launched an inquiry into torture allegations. But Siemens and Nokia have hoth been
implicated in the bad publicity surrounding the case.

In the past Siemens sold Bahrain a "monitaring centre", which is thought to have allowed the regime to secretly track and bug its
citizens' phones. The company is said to have sold the same system to 80 countriss worldwide.

But Ben Roome, a spokesman for Nokia Siemens Networks - a joint venture between the two companies, says it has now pulled
out of making interception tools, precisely because of concerns that they can be abused.

"If you provide technology you cannot be blind to how potentially it can be used," he said.

File on 4 is on BBC Radio 4 on Tuesday 20 September at 20:00 BST and Sunday 25 September at 17:00 BST. Listen again via
the Radio 4 website or download the podcast.
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The crowd-sourced funding website Kickstarter Is to launch in the UK this autumn, according to its Twitier feed.
Me loas delayed to 2013
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Syrian abuse ends spy code work
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UK 'exporting surveillance technology to
repressive nations'

Fears that software similar to that which government wants to use
in Britain is being sold to monitor dissidents abroad

Jamie Doward and Rebecca Lewis
guardian.co.uk, Saturday 7 April 2012 21.00 BST

‘There arve Fears that UK technology firma could be supparting Assad's Syrian vegime, Pholograph: -fAFP/Getly
Images

Britain is exporting surveillance technology to countries run by repressive regimes,
sparking fears it is being used to track political dissidents and activists,

The UK's enthusiastic role in the burgeoning but unregulated surveillance market is
becoming an urgent concern for human rights groups, who want the government to
ensure that exports are regulated in a similar way to arms.

Much of the technology, which allows regimes to monitor internet traffie, mobile phone
calls and text messages, is similar to that which the government has controversially
signalled it wants to use in the UK,

The campaign group, Privacy International, which monitors the use of surveillance
technology, claims equipment being exported includes devices known as "IMSI
catchers” that masquerade as normal mobile phone masts and identify phone users and
malware — software that can allow its operator to control a target's computer, while
allowing the interception to remain undetected.

Trojan horse software that allows hackers to remotely activate the microphone and
camera on ancther person's phone, and "optical cyber solutions” that can tap submarine
cable landing stations, allowing for the mass surveillance of entire populations, are also
being exported, according to the group.

Privacy International said it had visited international arms and security fairs and
identified at least 30 UK companies that it believes have exported surveillance
technology to countries including Syria, Tran, Yemen and Bahrain, A further 5o
companies exporting similar technology from the US were also identified. Germany and
Israel were also identified as big exporters of surveillance technology, in what is
reportedly a £3bn a year industry,

Last month Privacy International asked 160 companies about sales of equipment to
repressive regimes, So far fewer than 10 have written back to deny selling to nations
with poor human rights records. The campaign group warns: "The emerging
information and eommunications infrastructures of developing countries are being
hijacked for surveillance purposes, and the information thereby collected is facilitating
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unlawful interrogation practices, torture and extrajudicial executions.”

Many of the brochures, presentations and marketing videos used by surveillance
companies to promote their technology have now been posted on the WikiLeaks
website, while a list of firms identified by Privacy International as a cause for concern
has been provided to the Department for Business, Innovation and Skills. The trade
minister, Mark Prisk, has been briefed on the situation.

Last month the European council banned the export of surveillance technologies to
Tranian auihorities in response to serious human rights violations. It has imposed
similar bans on exports to Syria.

But human rights groups said equipment was still being sold to commercial
organisations in the two countries and called for the government to take stronger action.

"By the time the embargo is in place the ship has sailed," said Eric King, head of
research at Privacy International. "Our research shows the idea that this is not a British
problem is wrong. We need governments to act now. In a few years this equipment will
need to be updated; these countries don't have the technical expertise to do it, so this is
something the UK needs to be aware of and to take action against now."

In December it emerged a British company had offered to sell software to Egyptian
security services that experts say could hack into web-based email, The company,
Gamma Group International, insists it "complies, in all its dealings, with all relevant UK
legislation".

Last year a public outery forced an Italian company to pull out of supplying Syria with
“deep packet investigation" technology that would allow the country's security forces to
access internet service providers, But Syriatel Mobile, Syria's largest mobile phone
operator, uses blocking technology provided by a Dublin-based company.

Creativity Software (CS), a British firm specialising in "location-based services", sold
technology to the mobile network operator MTN Irancell that campaign groups said
could be used to track individuals, The company said its technology provided "the same
type of activities that are enjoyed by consumers in many other markets — a hugely
popular and successful social networking and location-based mobile advertising
service",

It is the responsibility of manufacturers to ensure their technology is not used to
perpetrate human rights abuses. But there are now calls for them to be subject to
stringent export controls requiring a licence to sell abroad.

Privacy International also argues that, in order to prevent dangerous technologies
reaching authoritarian regimes through middlemen, there is a need for "end-use”
controls that would make it illegal for companies to provide their products when they
know or suspect they will be used in human rights abuses.

In a letter to Privacy International, Downing Street said the government was "actively
looking at this issue" and was working within the EU to introduce new controls on
surveillance.,

@ 2012 Guardian News and Media Limited or its affiliated companies. All rights reserved.
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Cyber Attacks On Activists Traced To
FinFisher Spyware Of Gamma
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It's one of the world's besi-known and etusive cyber weapons: FInFlsher, a spyware sokd by
U.K.- based Gamma Group, which can secretiy tale remote control of a computer, gopying
files, intercepting Skype calls and legging every keystioke,

For the past year, human rights advocates and virus huntars have scrutinized FinFisher,
seeking to uncover potential abuses. They got a glimpee of its reach when a FinFlsher sales
pitch to Egyptian state security was uncovared after that country's February 2011 revelution.
in December, anti-secrecy website WikiLeaks published Gamma promatlonal videos showing
hew police could plant FinFisher on a {arget's compuler. '
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"Wa know It axlsta, but wa've never seen it - you cah
imagine a rara dlamond,"” says Mikko Hypponen, chlef
research officer at Helsinki-based data security company F-
Seture 0¥, (FSC1V) He posted the Egypt documants online
last-year and sald if & copy of the software liself were found,
he'd write anti-virus profection against It,

Now he may gat his wish.

Researchers belleve they've identlfied coples of FinFisher,
basad on an examination of maliclous software e-ralled to
Babralnl activists, they say. Thelr research, which is baing
published today by the Unlversily of Toronte Munk School of
Global Affalrs' Citizen Lab, Is based on flve different a-malis
obgined by Bloomberg News from peoplo targeted by the
malware.

Globa| Reach

Pro-tlemocracy activists recaived the malware in Washington,
London and Maname, the eapital of Batraln, the Perslan Gulf
kingdom that has besn gripped by tenslon slhes a crackgdown
an protests last year.

The findings llustrate how the largaly unregulated trade In
offensive hacklng tools Is transforming survelllance, making it
more Intrusive as 1t reaches across borders and paers into
peoples’ digital devices, From anywhere on the globe, the
goftware can penefrate the most private spacas, turning on
computer wab cameras and reading documents as they are
being lyped.
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"Selling software that allows for the taking over of computers  Advertisamont
without rule of law can lead to abuse,” says Couriney
Radsch, senlor program manager for freedom of expression
at Washington-based Freedom House, which promotes
human rights,

arozn found svidance thal trass Qamma executive Martin Jf, Musnch declined Immadiate BRE AKS DOWN HIS

mwiiclous votlyura e-rmaliod lo Baliraln

sl bl to Flasher,  spywars 4o comment panding research after being e-malled & Wab link lo

by tbasor s G, tha Cliizen Lab repert and guestions related to its findingy,
Piiologuapher David Pall Muench, wha jagds the FlnFlsher product portfollo, |s the
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managing director of the group's Munlgh-based Gamma Bl
oomberg .c
{nternational GimixH. Gamma Group also markets FinFisher through Andover, England-based g-CoM

Qamma Infernational UK Ltd.

Muench sald In a July 23 e-mall that tha company can't comment on any individua)
customers and (hat Gamma complies with the export regulations of the U.K., U8, and
Germany.

Ibf'lonitoring Criminals

Muench, 30, sald In that e-mall that FinFisher Is a too! for monitaring criminals, and thal to
reduce the rigk of abuse of ts products the company only sells FinFisher to governments.

The reciplents of the Bahraln-related e-malis —~ who Include a naturatized .8, citizen who
owns gas statlons in Alabaimg, a London-based human rights activist and & British-born

economist In Bahraih -- each say they don't know of any law enforcement investigations or
charges agalinst them,

1

Two of the reclpleﬁts sald they were susplclous of the e- malls and didn't click on the
attachments, while the third sald he tried and falled to download an attachmeant to his

Blackberry.

The analysls of their e-malls showed the malware thay recslved acts a8 a Trojan, a typs of
sofiware namad aiter the Jegendary woodan horse that Greek warriors used to sneek Into
Troy before sacking Ihe anclent clty. It takes scraen shots, intarcepts voloa-over-Intemnet calls
and transmits a record of every keystroke to & computer in Manama.

Stolen Password

Obsenvation of a researcher's purposely-Infectad laptop In Washinaton alsa showed the
Trojan stole a password for an e-mall account, which was then accessed without permission,

The malware iself practically came with a product label for a brand of FinFisher ¢slled
FliySpy, which is marketed for spying on computers: On tha Infecled laptop, the computer
cade the maliclous program Installed bore multiple Instances of the word FlnSpy,” an
examination of he computer's memory showed,

The technical evidence of a malch came from the work of Worgan Marguls-Baolre, a sacurlly
researcher at Citizen Lab, who analyzed tha Infecied e-mails for this story, He's publishing
the detalled report of the findings in a paper loday through Citizen Lab, al
hitp:ffeilizenlab.org/2012/07 firoms-bahrain-with- fova-finfishers-spy-kit-exposed.

Digltal DNA

Marquis-Boire extracted a signafure from the activists’ samplas - a sort of digital DNA. He
ihen gave 1he elgnature to other rasearchors lo see if they could find a matehing sample they
might have collected [n the courss of their work,

The needle-in-a-haystack soarch came up with a mateh: a program that bore the hallmarks of
a demonstration copy of FinFlsher.

The evidence that the new sample ihey found was FinFisher itsalf was persuasive, Marqguls-
Boire sald, bacause the presumed demo tonnacted back to two websites, one with "H-demo”

http://'www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-traced-to-finf,.,
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in the name and the other with “gamma-intarnational” in the name. The latter webslte, In turn,
was registered o Martin Muench al Gamma International In Munich, online registratlon data
show,

BLOOMRBIERG TERMINAL
Profosslonal

Anywhera

Bahraln has no polley of targeting political activists through survelllance technology, Luma

Bashml, & spokeswoman for the government's Information Affairs Autharlty, sald in an e-

malled statement,

"Such allegations are taken very serlously and if there s any avidence that thers is any
miseanduct in use of such fechnology, each case will be Investigated Immedlately accarding
to the laws and regulatlons of the Kingdom of Bahrain," she said,

Cyber-Arms Bazaar

FinFlsher Is just ohe of many increasingly avallable weagpons for sale In the global cyber-
#arms bazaar. :

The hacking techniques go beyond tradltional survelilance of phone calls, 8-mails and text
messages, which governments conduat by tapping Info communicalions networks that pass
thraugh their terrtory. Reports in the past year of raprassive raglmeas using Westam gear for
domestic survelllance led the U.S. and European Unlon to Impose restrictions onh sales to
some coumries, such as Syria.

Technologles such as FinFlshesr mark the next step In a dlgital arms race, and are provided
by other companles, such as Milan-based HackingTeam, whose programs, once installsd,
transmit an infected computer’s activitles, They are the retail cousins of state-made cyber
weapons such as the Stuxnet coinpuler worim, which damagad centrifuges In an lranian
nuclear plant and was jointly developed by {he 1.8, and |sraal, according to the New Yark
Times.

Survetllance Breakthrough

The discovery and fracking of such spyware shows how even the tinjest nations oblaln cyber
small arts and deploy them at home and acrass horders,

"We're moving to a new place with survelllance,” says John Scoll-Rallton, a doctoral sludsnt
at the University of Galifornia l.os Angeles' Luskin Schoal of Publie Affairs who has helped
track Trojans In Libya and Syria, where he says pro- regime hackers cobbied together
malware attacks from free of Insxpensive products avallable online. He also coordinated
research for this sludy, passing the first malware samples from Bleomberg o Marquls-Bolra,

The Bahrainl case Is a breakihrough because H shows the use of a more sophisticated,
invasive hacking tool avallable for purehase by nations that might nof be able to develop thalr
own cyber weapons, Scolt-Raiiton says, “The time for active penelralion by stales at a widely
deployable scale has come,” he says.

Hacker Turhed Executive

Founded In 1990, Gamma Group relies on hackeriurned- executive Musnch to market such
capabilities to cllents around the world. Just over six faet tall, Muench is a rock ster of the
global Intarception-technelogy conference circult, fisted In agendas only by his inltials, MJM.

Wearlng a trim black suit and skinny black tie, he attended ihe 1SS World trade show, known
In the Industry as the Wirstapper's Ball, In iKuala Lumpur, Malaysig, In December. Ons of his
{alks was tilod "Offerislve IT Intslligence Information- Gathering Portfolio - An Operational
Overview,” -

FinFisher has such mystique that an Intelligence worker wha helps manage a Southeasi
Astan country's cybersecurity said Muench's presence at the show was the maln reason he
took extra pracautions to detecl hacker threats |urking In the wireless networks at the venua.
The operafive, who said he has attended a demanstyailen of the product, inslsted that his
name not be published becauss of his intelligence work.

http://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-traced-to-finf... 26/07/2012
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Remotsly Controlled MOBILE APPS

FInFisher promotional materfals provide a general view tie s capabliities, without naming Bloomberg

the countries where if's sold. Bloombaorgs Radlo+

Biaombarg T
“When FinSpy Is Inslailed on & computer system It can be remately controfled and acoessed Bleombery Bughgsawank
as soon as it is connected to the Internet/natwark, no matter where In the world the Targst
8ystem Is basad,” a Gamma brochure publlshed by WikiLeaks says,

In response to questions about FinFisher's deployment, privately held Gamma lssued a
statement Jan, 27 that guoted Muench sayling, "Mast people understand that we can't divulge
detalls about our clients, the products they buy or how they use thent -- wa don't want o flp
off the arimlnals}”

The statement addresead the documents found In Calre, which priced the systam at 388,504
eures (3470,000), including maintenance, Gamma said no sale was made, and the frlal
verslon shawn during lis pitch never targeted unwitting computer users,

"Gamma presented the product FInSpy showlng Ite oparational capablities with.a Gamma-
supplied special larget noteboak for demonstration purposes only,” the statement sald,

In the case of Bahrain, the malware did reach real targets, and lad to an analysls of the
goftware. '

Susplclous E-malls

In Manama, Ala'a Shehabl, the U.K.-bom economlst, noficed she and other activists were
receiving suspiclous e-malls that pusparted to have naws on topics including torture and
prisoners, She forwarded them to Bloomberg.

Tests shower that the attached pholos and decuments would secrely Install a program
taking ovar thelr computers If clicked on and apened, .

The analysis by Marquls-Bolre exposed how the maliclous program weni through elaborate
processes of hiding Itself, running through a checkilst of anti-virus prograine to see If any
were on the computer, and esteblishing a connection with the server In Manama o which It
would send its data,

A dreadlocked New Zoalander based In $an Francisco, Marguls-Solre has plastered his
laptop with & bumper sficker that aays, "My other computer 18 your computer.” (He did the
research separately from hls job as a security englneer at Google Inc., which wasi't Involved
fnhls project.}

Virtual Machine
The other ha!f of the analysls Invelved watching tha malware as it wen! aboul spylng.

Bill Marczek, a computer selence docloral candidate at the University of Gallfornla Berisloy,
also recelved four samplas from Shehabl, He Installed the samples on a “virlual machine” on
his laptop and monltored the Trojan's behavior, Marezak, who spant hls high school years in
Bahrain, Is & founding member of Bahraln Watch, a group that advocates for more
transparent governance in the kinpdom.

Marczak established the link to Bahraln by tracing the Trolan's fransmissions back o an
Internet address In Manama. After recelving the fifth sample from Bloomberg News, Marczak
found It iad to the same online address.

Other Infermatlon also polnted fo FinFlsher. S8ome detalls from FInFlsher product
specification documents obtained by Bloomberg News matched detalts of what Marczak
found as he watched files stream out of his laptop.

http://www.bloomberg.com/mews/2012-07-25/cyber-attacks-on-activists-traced-to-finf,..
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Skype Data

According 1o the product specifications, when FinFisher filches Skypa data, it fransports the
Information back to the system’s operators in filas prefaced with the numbear 14 and ending
with a serlas of characlers reprasenting the {ime the fils was created.

When Marczak mada a Skype call on his Infected machine In Callformla, he watched tha
Trojan grah the dala — and send Il fo Bahrain In flles that, Indeed, began with 14 and ended
with a timestamp.

The appareni uss of Finflsher against Bahrainl activlsts underscares the need for broader
Wastern export controls of surveillance technology, seya Erle King, the head of research af
London-based Privacy International.

The group’s [awyers Informed U.K, regulators In a Juty 12 |etter that it plans to sus the
governinent for fafling to enforce laws already on tha books that give it the power to block
exports that can be used to violate human rights.

Repression Risk

“Plainly there Is a very real risk, If not an Inavitablilty, that survelliance equipment, such as the
FinFisher products, has been, and continues fo ba, exponted to countries where It is highly
likely to be used for Internai represslon and breaches of human rights,” the letter to the UK,
secrefary of stale for business innovation and skills safd.

The Department for Busihass is constdering Privacy International's lefter and will respond, a
spokesman sald. The UK. povernment has proposed that arms-related export contrals
followed by most Wastern hatlons be expanded te add certaln survelllance technalogy, and Is
pursuing this with other countries, the department said in a statement,

Tenslons have simmered in Bahrain sincs the government cracked down on mass protests
last year involving opponents of Sunnl Muslim rule over the Shiite majorify, At least 35 peopla
died in the violence beiween Feb. 14 and Aprll 16, 2011, including four police officars and a
soldler, according to the Bahrain independent Cemmisslon of Inqulry, which investigated the
unrest and found Inatances of toriure. Low-leve! protas1sl continue In the Island nation of 1.2
million paople, home ke the L.5, Navy's Flfth Flaet,

Infection Atftempts

Three Bahralni dissidents wha sald they racelved the malware-laden maillngs ware In
Washington, Londonh and Manama when the malware attempted to Infect thelr computers In
April and May. The first e-mells they réceived, sant in Aprll, were titled "Exlstence of a new
dialogue - Al-Wafag & Government suthotity” and, in Arabic, ‘Events this week.”

E-malls sent in May had the subject lines “Torture reports on Nabesel Rajab," a refarsnce to a
jalled oppositian leader; *King Hamad Planning," a rafarence 1o the Bahrainl king's trlp {o
London for Queen Elizabeth I's dlamond Jublles; and "Breaking News from Bahraln - 5
Suspects Arrested.”

Husain Abdulla, a U.S. cltizen who is director of Americans for Democracy and Human
Rights In Bahrain, sald he trled to tdownload the "Existence of a new dlalogue” aftachmait an
his Blackberry while walking from a Washingion Metro staflon to meellngs at a Gongressional
offlce bullding. '

Abdulla, 34, the Mobile, Alabama-based owner of gas stations, now Is consldering lawsuits
and a complant to the U.8, State Department about the border-crossing hack.

Seeking Protection

“I'm going fo fake any legal venue | can to protect mysslf,” Abdulla says,

http:/fwww . bloomberg, com/news/2012-07-25/cyber-attacks-on-activists-traced-to-finf...
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Shaehabl, 31, whese e-malls were the first te be analyzed for tha study, Is & Brifish-bom
Bahralni acflvist and an economics lacturer with & PhD from imperial College London. She
racelved the e-malls in Balhraln,

"Thigs was én attempt at viclating my privacy In a country that does not believe In privacy
rights,” she says, "The UK, company Is responsible for salling infiliration tools to a
government they know will use them to reprass pro-democracy activists.”

lL.endon-hased Bahrain actlvist Shehab Hashem, 29, says ha recsived threa of the a-mails
after he travelled to Sweden and Switzerland to draw attention to human rights violations I
Bahrain, Two of those were Identical to e-malls Shehabl recalved, The other, which he
provided to Bloomberg News, was the fifth sample in the study.

“I thought 1t was Just spam,” he says. ‘I never thought that someone would be Intersstad In
hacking Into my computer.”

In Finland, Hypponen sald before the publication of today's report thaf he and other malware
hunters would enjoy dissecting a FinFisher sample,

"There's lols of chilchat amongst the securlty people about how it might work, but it's mostly
Just speculation. Nobody knows for real,” he sald,

Identlfying FinFisher could turn the tables. *Ii's hard for them to sall a toal to secratly Infect
computers f antl- vifus pragrams can detecl if,” he sald,

Te contact the reporter on this stery: Vermnan Sliver In Rome at visliver@bloombarg.neat;

To contact the edior rasponsible for this story; Mellssa Pozsgay at
mpozsgay@bloomberg nat
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Gamma Says No Spyware Sold to Bahrain;
May Be Stolen Copy

By Vernan Silver « 2012-07-27T13:20:33Z
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Gamma International GmbH's managing directer said his company didn't sell its FinFisher
spyware to Bahraln, responding fo research that showed activists from the Persian Gulf
kingdom were targeted by what looked like the software, which can secratly monltor
computers,

The Munich-based executive, Martin J. Muench, sald he's investigating whether the malicious
software sent to activists was a demonstration copy of the product stolen from Gamma and
used without permission.

Frlorgeimage “As you know we don't normally discuss our clients but given
this unique situation it's only fair to say that Gamma has
never sold their products te Bahrain,” Muench said in an e-
mail taday.

He was responding for the first time to a July 25 report by
Bloomberg News that said researchers believe they've
identified copies of FinFisher, based on an examination of the

University of Toronio Munk School of
Global Affairs’ Citizen Lab sacurity
regearcher Morgan Marguis-Beire.
Protogiapher Jaceh KeplerBleomboerg

malware e- mailed to Bahraini activists. Their research,
published the same day by the University of Toronto Munk
School of Global Affairs’ Gitizen Lab, was based on e-mails obtained by Bioomberg News.

Muench said his company can't yst confirm whather the software analyzed by Citizen Lab is
Gamma's product.

FinFisher Portfolio

Gamma International GmbH in Germany is part of U.K.-based Gamma Greup. The group
also markets FinFisher through Andover, England-based Gamma Infernational UK Ltd.
Muench, 30, leads the FinFisher product porifolio.

The Citizen Lab research linked the malware sent {o pro- democracy activists to FinSpy, part
of the FinFisher spyware fool kit. it can secretly take remote control of a computer, copying
filas, intercepting Skype calls and logging every keystroke.

Based on details publlshed by Citizen Lab, “it is unlikely that it was an installed system used
by one of our clients but rather that a copy of an old FinSpy demo version was made durlng a
presentation and that this copy was modified and then used elsewhere,” Muench wrote In his
e-mail.

"The modification meant that there was no message sent to our server when the demo
product was used against a real larget,” he said. An unaltered demo would have sent a
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St
message to Gamma, and the company would have been able to deactivate that copy of the Software Englinaer
. Marin Software - San Francisco, GA
software, he said.

Software Engineer
Act-On Soflware, Inc. - Beaverton, CR

“| can speculate that probably the demanstration versicn may have been stalen using a flash
drive but | have no evidence to support this,” Muench said. He added that Gamma will tighten g;;’::;i;“;;mcal - Lansing, M

i i uri resentations . S S S P Spmm e e e
its security during pi Search All Johs jobs by “nclae)

job litle or cor'm')é'r'w' " locabion [

The Citizen Lab research showed the malware took screen shots, intercepted vaice-over-
Internel calls and transmitted a record of every keystroke fo a computer in Manama, the

capiial of Bahsain, which has been gripped by tansicn since a governmeni crackdown en Adis
protests last year.

Muench sald the transmissions to Bahrain don't mean the computer ultimately recelving the
data is in that country.

“It could simply be a proxy server, which most of our clients setup around the world to
anonymize the created network traffic,” he said,

He said in the e-mail that Gamma complies with the export regulations of the U.K., U.S. and
Germany.

To contact the raporter on this story: Verneon Silver in Rome at visilver@bloomberg.net;
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Elusive FinSpy Spyware Pops Up in 10
Countries

By NICOLE PERLROTH

' FINFISHER™: GOVERNMENTAL IT INTRUSION

MONITORING SOLUTIONS

Gamma GroupGamma Group markets its FinFisher surveillance product to governments, bui
researchers say it may be used more broadly.
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It is one of the more elusive commercial cyberespionage tools available. It is marketed as a way
for governments to spy on criminals. And for over a year, virus hunters unsuccessfully tried to
track it down. Now it is popping up across the globe, from Qatar to an Amazon server in the
United States.

FinFisher is a spyware product manufactured by the Gamma Group, a British company that sells

surveillance technology. It says its spyware offers “world-class offensive techniques for
information gathering.” According to FinFisher’s promotional materials, the spyware can be “used

http://bits.blogs.nytimes.com/2012/08/13/elusive-finspy-spyware-pops-up-in-10-count... 18/10/2012
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to access target systems, giving full access to stored information with the ability to take control of
the target system’s functions to the point of capturing encrypted data and communications.”

Security researchers who studied the spyware last month said it can grab images of users’
computer screens, record their Skype chats, remotely turn on cameras and microphones, and log
keystrokes. The Gamma Group markets FinFisher as a way for government law enforcement and
intelligence agencies to keep track of criminals, but the researchers’ findings suggested that it was
being used more broadly.

The spyware first attracted attention in March 2011 after protesters in Egypt raided the country’s

state security headquarters and found an offer to buy FinFisher for 287,000 euros, or

$353,000. Then in May of this year, pro-democracy Bahraini activists, one in London, another in

Washington and one in the Bahraini capital, Manama, started receiving suspicious e-mails, which
they passed to a Bloomberg reporter.

Bill Marczak, a computer science graduate student, and Morgan Marquis-Boire, a security
researcher with the Citizen Lab of the Munk School of Global Affairs at the University of
Toronto, analyzed the e-mails and found evidence that they contained FinSpy, part of the
FinFisher spyware tool kit. The term “FinSpy” itself appeared in the malware’s code.

The findings, published last month, suggested FinFisher technologies were being used for
surveillance beyond suspected criminal activity. Martin J. Muench, the managing director of
Gamma International, who develops the FinFisher line of products from Munich, did not respond
to a request for comment, and a Gamma Group representative did not respond to e-mailed
questions. Mr. Muench told Bloomberg that his company did not sell FinFisher spyware to
Bahrain, and said the malware might have been a stolen demonstration copy or reverse-engineered
by criminals.

But last week, security researchers at Rapid7, a security firm, took the earlier findings a step
further. They studied the communication structure of the spyware and found that when they
probed the I.P. address of a FinFisher-infected machine with unexpected data, it responded with a
unique message: “Hallo Steffi.”

Rapid7 scanned the Internet to see if any other I.P, addresses returned the same message and
found 11 L.P. addresses in 10 other countries: Indonesia, Australia, Qatar, Ethiopia, the Czech
Republic, Estonia, Mongolia, Latvia, the United Arab Emirates and the United States.

The 1.P. address tied to FinFisher in the United States is hosted by EC2, Amazon’s cloud storage
service. Amazon did not respond to a request seeking further information about which customer
was using its service to disperse the spyware. As of Monday afternoon, the spyware was still
active on Amazon’s service.

Security researchers say their findings coniradict Mr. Muench’s suggestion that the FinSpy
samples they found were stolen demonstration copies or had been repurposed by criminals. For
one thing, the researchers say the samples are too fully featured to be demonstration versions. For
another, they questioned why a company that licenses its product at such a high cost would not
have the ability to disable unauthorized copies remotely.

The researchers also said that the imbalance between the sophistication of the spyware and its
distribution techniques contradicts Mr. Muench’s version of events, The spyware, researchers say,
is highly sophisticated, particularly in its obfuscation, which circumvents more than 40 antivirus
products on the market. But the unsophisticated way in which it is distributed — in suspicious e-
mails rather than through sophisticated or even well-known security exploits, and from easily
traceable command-and-control servers — suggests that those who engineered the spyware are
much more sophisticated than those who distributed it.
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“To steal a malware sample and re-engineer it with this level of encryption requires a set of skills
that didn’t show up in the infection methods,” said Claudio Guarnieri, a researcher from Rapid7
who studied the samples.

Researchers said it was still unclear whether the spyware was being distributed by governments,
The 1.P. addresses hosting FinSpy in Australia and Bahrain can be traced to Canberra and
Manama, their respective capital cities, which would seem to support that claim. But the L.P.
addresses in Latvia and Indonesia, for example, are not located in their capital cities.

Mr. Marquis-Boire and Mr, Marczak said they were continuing to study the Bahraini samples and
look for more. “I suspect we will find a lot more,” Mr. Marquis-Boire said,
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SAN FRANCISCO — Morgan Marquis-Boire works as a Google FACERQOK
engineer and Bill Marczak is earning a Ph.D. in computer science. But TWITTER
this summer, the two men have been moonlighting as detectives, J——
chasing an elusive surveillance teol from Bahrain across five
continents. E-MAIL
SHARE
‘What they found was the widespread ST
use of sophisticated, off-the-shelf
REPRINTS

computer espionage software by
governments with guestionable
records on human rights. While the
software iz supposedly sold for use
only in eriminal investigations, the
two came across evidence that it was being used to target
political dissidents,

Hegan JamallAssocinted Press
Chanting anligovermmant siogans,
mournars escorted the body of 8 16-
year-old %illed by securily forces in
Bedrain his tontf. The software proved to be the stuff of a spy film: it can grab
images of computer screens, record Skype chats, furn on
cameras and microphones and log keystrokes. The two men said they discovered mobile

versions of the spyware customized for all major mobile phones.

But what made the software especiaily sophisticated was how well it avoided detection, Its
creators specifically engineered it to elude antivirus software made by Kaspersky Lab,
Symantee, F-Secure and others.

The software has been identified as FinSpy, one of the more elusive spyware tools sold in
the growing market of off-the-shelf computer surveillance technologies that give
governments a sophisticated plug-in monitoring operation. Research now links it to
servers in more than a dozen countries, including Turkmenistan, Brunej and Bahrain,
althongh no government acknowledges using the software for surveillance purposes.
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!' The market for such technologies has grown to §5 billion a year from “nothing 10 years
ago,” said Jerry Lucas, president of TeleStrategies, the company behind 1SS World, an
annual surveillance show where law enforcement agents view the latest computer spyware,

FinSpy is made by the Gamma Group, a British company that says it sells monitoring
software to governments solely for eriminal investigations,

“This is dual-use equipment,” said Eva Galperin, of the Electronic Frontier Foundation, an
Internet civil liberties group. “If you sell it to a country that obeys the rule of law, they may
use it for law enforcement. 1f you sell it to a country where the rule of law is not so strong,
it will be used to monitor journalists and dissidents.”

Until Mr. Marquis-Boire and Mr. Marczak stumbled upon FinSpy last May, security
researchers had tried, unsuccessfully, for a year to track it down, FinSpy gained notoriety
in March 2011 after protesters raided Egypt’s state security headquarters and discovered a
document that appeared to be a proposal by the Ganuna Group to sell FinSpy to the
government of President Hosni Mubarak for $353,000, Tt is unclear whether that

transaction was ever completed.

Martin J. Muench, a Gamma Group managing director, said his company did not disclose
its customers. In an e-mail, he said the Gamma Group sold FinSpy to governments only to
monitor criminals and that it was most frequently used “against pedophiles, terrorists,
organized erime, kidnapping and human trafficking.”

In May, Mr. Marquis-Boire, 32, of San Franeisco, and Mr, Marczak, 24, of Berkeley, Calif,,
volunteered to-analyze some suspicious e-mails sent to three Bahraini activists, They
discovered all the e-mails contained spyware that reported baclk to the same command-and
-control server in Bahrain, The apparent use of the spyware to monitor Bahraini activists,
none of whom had any criminal history, suggested that it had been used more broadly.

Bahrain has been increasingly criticized for human rights-abuses. This month, 3 16-year-
old Bahraini protester was killed in what activists said was a brutal attack by security
forces, but which Bahrain's government framed as self-defense,

The findings of the two men came as no surprise to those in the field, “There has been a
clear increase in the availability of penetrating cyberattack tools,” said Sameer Bhalotra,
President Obama’s former senior director for cybersecurity who now serves as the chief
operating officer of Impermium, a computer security firm. “These were once the realm of
the black market and intelligence agencies, Now they are emerging more and more, The
problemn is that it only requires small changes to apply a surveillance tool for attack, and in
this case it looks like dissidents were targeted.”

Since publishing their findings, Mr. Marquis-Boire and Mr. Marczak have started receiving
malware samples from other security researchers and from activist groups that suspected
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they may have been targets, In several cases, the two found that the samples reported back
to Web sites run by the Gamma Group. But other samples appeared to be actively snooping
for foreign governments.

A second set of researchers from Rapidy, of Bosgton, scoured the Internet for links to the
software and discovered it running in 10 more countries, Indeed, the spyware was running
off EC2, an Amazon.com cloud storage service. Amazon did not return requests for
clarification, but Mr. Marczak and Mr, Marquis-Boire said the serverappeared to be a
proxy, a way to conceal traffic.
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Mr. Marquis-Boire said a Turkmenistan server running the software belonged to a range of
1.P. addresses specifically assigned to the ministry of communications, It is the first clear-
cut case of a government running the spyware off its own computer system. Human Rights
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Watch recently called Turkmenistan one of the “world's most repressive countries” and

warned that dissidents faced “constant threat of government reprisal,”

Ms. Galperin of the Electronic Frontier Foundation said, “Nobody in their right mind
would claim it i3 O.K. to sell surveillance to Turkmenistan.”

The Gamma Group would not confirm it sold software to Turkmenistan. A military attaché
at the Turkmenistan Embassy in Washington refused to comment.

Mr. Muench, who for the last month has repeatedly denied that the researchers had
pinpointed the company’s spyware, sharply reversed course Wednesday.
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In a statement released less than an hour after the researchers published their latest
findings, Mr, Muench said that a Gamma Group server had been broken into and that
several demonstration copies of FinSpy had been stolen.
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By Thursday afternoon, several of the FinSpy servers began to disappear, Mr. Marczak INSIDE NYTIMES.COM p {-_;’
sald. Servers in Singapore, Indonesia, Mongolia and Brunei went dark, while one in
Bahrain briefly shut down before reincarnating elsewhere. Mr. Marquis-Boire said that as
he traced spyware from Bahrain to 14 other countries — many of them “places with tight
centralized control” — he grew increasingly worried about the peeple on the other end.

Fowr months in, he sounds like a man who wants to take a break, but knows he cannet just
yet: "1 can’t wait for the day when I can sleep in and watch movies and go to the pub
instead of analyzing malware and pondering the state of the global eybersurveillance
industry.”

A version of this articls appeared in pant on August 31, 2012, on page A1 of the New York sdition wilh the headiing:
Hoflware Meant to Fight Crime s Used fo Spy on Dissidents,
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