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IN THE HIGH COURT OF JUSTICE

QUEEN'S BENCH DIVISION (ADMINISTRATIVE COURT)
BETWEEN:

PRIVACY INTERNATIONAL

Claimant
and
HM REVENUE AND CUSTOMS
Defendant

STATEMENT OF GROUNDS

Introduction and summary of claim

1.

Privacy International (“the Claimant') was founded in 1990. It is a leading UK non-
governmental organisation working on the right to privacy at an international level. It
focuses, in particular, on tackling the unlawful use of surveillance. It is frequently
called upon to give expert evidence to Parliamentary and Governmental committees
around the world on privacy issues and has advised, and reported to, among others,
the Council of Europe, the European Parliament, the Organisation of Economic Co-
operation and Development and the United Nations.

The Defendant, HM Revenue and Customs (“HMRC”) is responsible for enforcing and
prosecuting breaches of export confrol. .

On 9 November 2012 the Claimant wrote to HMRC regarding exports by a UK-based
company, Gamma International. The Claimant provided HMRC with evidence that
Gamma International was illegally exporting surveillance equipment/software and
technical assistance to repressive regimes which had used Gamma International
products to target democracy and human rights activists. The Claimant requested
that HMRC investigate. Having received no response from HMRC, the Claimant
wrote again on 21 December 2012 asking whether any investigation was being, or is
to be, conducted and to be kept informed of its progress. The Claimant also explained
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that they were writing on behalf of Dr Ala-A Shehabi, a British born Bahraini
democracy activist, who had been in contact with the Claimant and whose computer
had been targeted by the Bahrain authorities using equipment/software exported by
Gamma International, and who was particularly concerned that Gamma International’s
activities were properly investigated. HMRC responded on 9 January 2013. It stated
that by reason of the Commissioner of Revenue and Customs Act 2005 ("CRCA
2005 s 18 it has no power to “discfose any information held by HMRC in connection
with its functions” and thus “will be unable to keep you or other third parties informed
about the progress of any investigation.”

HMRC's refusal to indicate to the Claimant or Dr Shehabi the progress of any
investigation it is undertaking and when and whether it is terminated, has been
reached based upon an erroneous understanding of the law. That is so for the
following reasons,

(Y Insofar as HMRC has directed itself that by reasons of CRCA 2005 it has no
power to disclose to the alleged victim of crime or to a complainant the status
of any investigation being conducted, it has misconstrued the statute. HMRC
routinely provides press releases indicating that it is conducting an
investigation into criminal activity and its progress. That information is
disclosed, it is assumed, hecause HMRC regards it as being “for the purposes
of a function of the Revenue and Customs” (CRCA 2005 s 18(2)(a)(i}) or “for
the purposes of a criminal investigation” (ibid s 18(2)(d)) and thus that
disclosure falls outside the prohibition contained in CRCA 2005 s 18(1). The
same applies to informing the victim“and complainant that a criminal offence
is being, or has ceased to be, investigated.

(i) Alternatively, if HMRC has directed itself that it does have the power to
disclose whether or not an investigation has been commenced and whether
or not it is terminated, but operates a blanket policy of refusing to provide
such information to victims and complainants, it is also acting unlawfully. 1t is
well-established that it is unlawful for decision-makers to fetter their discretion

by adopting a blanket refusal to exercise a power irrespective of the facts of

2
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an individual case.

5.  The Claimant submits that HMRC should reconsider its decision of 9 January 2013 to
refuse to inform it and Dr Shehabi as to the progress of its investigation and should
determine what information it should provide in this regard. That is not a matter to
which HMRC has directed its mind because . it has wrongly directed itself that it is
subject to an absolute prohibition on making such disclosure.

Material legislation
6. CRCA 2005 ss 18 and 19 provide:
18 Confidentiality

(1)  Revenue and Customs officials may not disclose information which is
held by the Revenue and Customs in connection with a function of the
Revenue and Customs.

(2) But subsection (1) does not apply to a disclosure—
(a) which—
(i) is made for the purposes of a function of the Revenue and
Customs, and
(il  does not contravene any restriction imposed by the
Commissioners,

(b) which is made in accordance with section 20 [public interest
disclosure] or 21 [disclosure to a prosecuting authority],

(c}  which is made for the purposes of civil proceedings (whether or
not within the United Kingdom) relating to a matter in respect of which
the Revenue and Customs have functions,

(d) which is made for the purposes of a criminal investigation or
criminal proceedings (whether or not within the United Kingdom)
relating to a matter in respect of which the Revenue and Customs
have functions, :

(e) whichis mhade in pursuance of an order of a court,
() which is made to Her Majesty's Inspectors of Constabulary, the

Scottish inspectors or the Northern Ireland inspectors for the purpose
of an inspection by virtue of section 27,
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9) which is made to.:'the Independent Police Complaints
Commission, or a person acting on its behalf, for the purpose of the
exercise of a function by virtue of section 28, . . .

¢ :
(h)  which is made with the consent of each person to whom the
information relates...

(2A)  Information disclosed in reliance on subsection (2)(i) may hot be
further disclosed without the consent of the Commissioners (which may be
general or specific).

(3) Subsection (1) is subject to any other enactment permitting disclosure.
(4) Inthis section—

(a) a reference to Revenue and Customs officials is a reference to
any person who is or was—
(i) a Commissioner,
(i)  an officer of Revenue and Customs,
(i} a person acting on behalf of the Commissioners or an
officer of Revenue and Customs, or
(iv) a member of -a committee established by the
Commissioners, '

(b) areference to the Revenue and Customs has the same meaning
as in section 1i7,f‘”

(c) a reference to a function of the Revenue and Customs is a
reference to a function of—

(iy the Commissioners, or

(i) an officer of Revenue and Customs,

(d) a reference to the Scottish inspectors or the Northern Ireland
inspectors has the same meaning as in section 27, and

(e) areference to an enactment does not include—
(i) an Act of the Scottish Parliament or an instrument made
under such an Act, or
(i) an Act of the Northern Ireland Assembly or an instrument
made under such an Act.

19 Wrongful disclosure = .
(1) A person commits an offence .if he contravenes section 18(1) [or {(2A)]
or 20(9) by dlsclosmg srevenue and customs information relating to a person
whose identity— .-

(a) s specified in the disclosure, or
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(b) can be deduced from it.

(2) In subsection (1) “revenue and customs information relating to a
person” means information about, acquired as a result of, or held in
connection with the exercise of a function of the Revenue and Customs
(within the meaning given by section 18(4)(c)) in respect of the person; but it
does not include information about internal administrative arrangements of
Her Majesty's Revenlue and Customs (whether relating to Commissioners,
officers or others).

(3) Itis a defence for a person charged with an offence under this section
of disclosing information to prove that he reasonably believed—
(a) that the disclosure was lawful, or

(by  that the information had already and lawfully been made
available to the public.

Factual background

7.

Gamma International (UK) Ltd is part of the Gamma Group of companies and is based
in the Gamma Group's development headquarters in Andover, Hampshire. One of
Gamma International's products, which it ini’rénted in the UK, is described on its
website as “a portfolio of intrusion products called FinFisher’ which are offered to “faw
enforcement and intelligence-agencies ... for unsurpassed IT investigation and
surveillance techniques withiﬁ"'i‘fve 1T environment.”

FinFisher products work by covertly installing software onto targets’ computers and
mobile phones without their knowledge. This is accomplished by tricking the user into
opening or attachments or downloading fake updates from what appear to be
legitimate sources such as BlackBerry, iTuneé or Adobe Flash. Once the user opens
the attachment or accepts the updates, the computer or phone becomes infected
enabling the third party who has infected the device to gain full access to any
information it holds or obtains in the future. The third party can view all of the user's
emails, social messaging, and Skype calls once the computer is infected. FinFisher
also enables the third party to commandeer and remotely operate microphones and
cameras on targeted computers and mabile pHones, turning the devices into bugs

Information obtained by the C-Iqimant indicates that Gamma International has exported

B
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1.

FinFisher products, and in particular a product known as FinSpy, and the technical
expertise to operate them, to the security services of a number of repressive regimes,
including in Bahrain, Egypt and Turkmenistan which are widely reported to terture and
ill-treat political opponents. The Claimant has obtained specific evidence of Gamma
International’'s FinFisher products being used by the Bahraini security services to
target the computers and mobile devices of democracy activists both in Bahrain and
abroad. The Claimant is concerned that this equipment is being used by the Bahraini,
and other repressive foreigh governments, for a range of ahuses. This includes
serious breaches of privacy. The Claimant is also concerned that such technology is
being used to gather information on individuals who are then arrested and tortured as
a result of the information obtained.

Pursuant to the Export Control Act 2002 ("ECA"}, the Secretary of State for Business
Innovation and Skills ("BIS") has the power to impose export controls on “goods of any
description” (ECA s 1) and on “technical assistance of any description” (ECA s 3).
Controls may only be exercised where authorised by ECA s 5. Pursuant to ECA s 5(4)
controls can be imposed on goods if they are capable of giving rise to breaches of
human rights or internal repression (ECA Schedule para 2 and Table D). Controls
may also be imposed to give effect to EU provisions (ECA s 5(2)). Once conirols are
imposed on a product or technology, it is a criminal offence to export them without a
licence. In granting a licence for a particular export it is BIS' policy to apply the
“Consolidated EU and National Arms Export Licensing Criteria" which includes among
the criteria considered " The respect of human rights and fundamental freedoms in the
country of final destination” (Criteria 2).

Initially the Claimant had understood that products in the FinFisher range were not
subject to export licences. The Claimant was concerned fo ensure that FinFisher
products required a licence so that when companies sought to export them, BIS can
consider whether the products are likely to be misused by repressive regimes. The
Claimant therefore instructed its solicitors, Bhatt Murphy, to write to BIS on 12 July
2012 asking for confirmation that surveillance products in the FinFisher range, and in
particular a product known as FinSpy, would be made subject to export controls.

tiy
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13.

14.

BIS responded on 8 August 2012. They indicated that FinSpy was, in fact, already
subject to export controls on the basis that it fell within EU Council Regulation (EC) No
428/2009 (‘the Dual-use Regulations”) which regulates the export of items, including
software and technology, that can be used for both civil and military purposes. BIS
stated that as FinSpy products are designed to use controlled cryptography they fall
within Category 5, Part 2 (“information security”) of Annex | of the Dual-use
Regulations. BIS stated that having carried out an assessment of the FinFisher
products referred to in the Claimant’s letter of 12 July 2012, they had informed
Gamma International that slch products required a licence for export to all
destinations outside the EU. BIS also stated that where equipment falling within the
Dual-use Regulations were sought to be exported, the risks associated with their use
would be considered on a case-by-case basis before a licence is granted.

Given the evidence within the public domain that suggested that Gamma International
had exported, and was continuing to export, products in the FinFisher range to
countries outside the EU, including those such as Bahrain, Egypt and Turkmenistan
with very poor human rights records, the Claimant entered into further
correspondence with BIS to find out whether licences had been applied for. The
Claimant’s solicitors wrote to BIS on 9 August 2012 to inquire whether export licences
had been granted to Gamma International and if so in what circumstances. BIS
responded on 11 September 2012, It stated tHat Gamma International had not sought
any licences to export the FinSpy system and/or to provide technical assistance
outside the EU. The lettervalso stated “enforcement of export control is the
responsibility of HMRC" and concluded:

if you or your client hold specific information on breaches of export confrols
by UK nationals or companies we woulfd strongly encourage you to report this
information to [HMRC] ... so that the appropriate action can be taken.

In response to BIS’ suggestion, the Claimant compiled a dossier of material containing
evidence about Gamma International, and sent it to HMRC under cover of a letter of 9
November 2012. |t provided evidence that Gamma International were unlawfully
exporting products subject to export control. The letter stated:

1
et
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15.

16.

there is compelling evidence that Gamma International has exported
surveillance equipment without a licence including fo countries with appalling
human rights records where there is a real risk that the equipment wilf be
used for internal repression. It appears that Gamma International remains
very active in the export market and early this month (October 2012) ... were
an exhibitor at the Milipol Qatar 2012 “Worldwide Exhibition of internal State
security”. There is a clear urgent imperalive for you fo conduct an audit of
past exports and in particular ongoing exports and technical assistance to
stop and punish any unlawfuf practice.
i
The Claimant received no acknowledgement or response to its letter of 9 November
2012. The Claimant wrote a further letter to HMRC of 21 December 2012 asking
whether any investigation was*;'being conducted. They also referred to the case of Dr
Shehabi. Dr Shehabi is a Bahraini economist and democracy activist now located in
the UK. As indicated in her witness statement, attempts were made to infect Dr
Shehabi's computer while she was in Bahrain with malware and it is very likely that
Bahraini authorities were responsible. Testing indicated that the malware was part of
a FinFisher product produced by Gamma International, and that once a computer with
the virus sent to Dr Shehabi is infected, it transmits information, for example the data
of a Skype call, to an internet address in Bahrain. As indicated in her witness
statement, Dr Shehabi was very distressed by the attempt to spy on her. She is also
worried that Bahrain security services will attempt to infect her computer again as
evidence has emerged suggesting Bahrain authorities have installed surveillance
software, again produced by Gamma International, on the computers of activists
abroad. Dr Shehabi was therefore particularly concerned that steps were taken by UK
authorities to enforce export controls and to punish any past breaches by those selling

prohibited products to Bahraini duthorities.

The Claimant’s letter of 21 December 2012, having referred to Dr Shehabi's case,

stated:

Ms Shehabi is, as indeed are we, understandably anxious to understand what
steps if any HMRC are taking to investigate Gamma and the progress of any
investigation. In this respect Ms Al'a Shehabi has asked us to act on her
behalf for a progress report and we enclose for the avoidance of any doubt a
signed authorisation in this respect. The request for information about your
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investigation is therefore made both on behalf of Privacy International and Ms
Al’a Shehabi.

The Claimant asked HMRC "“whether there will be any investigation into unficensed
exports by Gamma and if not the reasons fo;" this', and they asked, if there was an
investigation, to be informed of the progress (including whether anyone was arrested
or whether and why it was decided to take no further action).

HMRC sent two letters in response to the Claimant’s letters of 9 November and 21
December 2012. |n a letter of 10 January 2013 from Stuart Armstrong (Head of
Customs Enforcement Policy), in response to the Claimant’s letter of @ November
2012, it was stated: "As with all information received regarding alleged strategic export
control breaches, this will be ﬁxssed by our Criminal investigators for consideration
of further action”.

A further letter of 9 January 2013 from Anthony Inglese (General Counsel of HMRC)
responded to the Claimant's letter of 21 December 2012. It stated:

As you may be aware, secfion 18 of the Commissioners for Revenue and
Customs Act 2005 imposes strict controls on the disclosure of information
held by HMRC. Indeed, the starting point of this legislation is that without
specific legal authority officials of HMRC may not disclose any information
held by HMRC in connection with its functions (which of course inciude
enforcement of export controls) and it is a criminal offence to reveal any
information from which persons (including legal persons such as companies)
may be identified. Consequently HMRC cannot comment on individual cases,
and in particular will he unable to keep you or other third parties informed
about the progress of any investigation.

Eric King, Head of Research ,of the Claimant, sought to discuss matters further with
HMRC. He phoned on a number of occasions in late February and early March 2013
but was not able to speak to anyone about the case. Subsequently, he received a
letter dated 8 March 2013 from Stuart Armstrong, which repeated that HMRC
considers all credible information it received and that this process was ongoing in
relation to Gamma International, but that “HMRC cannot comment on individual cases,
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nor are we able to keep you, or any other third parly informed of progress of any
potential enquiries.” D ' -

On 20 March 2013 the Claimant's solicitors sent a pre-action protocol letter to HMRC.
Although this letter has been acknowledged there has been no substantive response.

Grounds of challenge
Ground 1: Misdirection as to CRCA 2005

21.

22,

23,

HMRC has apparently directed itself that as criminal investigation is a part of its
functions, pursuant to CRCA 2005 s 18(1) it has no power to inform a complainant or
alleged victim who has reported a criminal offence to HMRC of the progress of any
investigation, whether an investigation is ongoing or has been discontinued or whether
any individual has been arrested or charged. That is an error of law.

The purpose of CRCA s 18 is*to protect taxpayer confidentiality. That was explained
to the court by counsel for HMRC in R (UK Uncuf) v HMRC [2012] EWHC 2107 [7] as
follows {emphasis added):

HMRC is statutorily inhibited from disclfosing detailed information about the
tax affairs of taxpayers by the express terms of [section 18(1) of the CRCA
2005] and ... the reason for the statutory prohibition was the efficient and
effective collection of taxes. Assessment and all information about taxpayers'
affairs are strictly confidential (see for example the speech of Lord
Wilberforce in R v Inland Revenue Commissioners, ex parte The Federation
of Self-Employed and Small Businesses Ltd (a case usually known as the
Fleet Street Casuals case) [1981] AC 617 632 (f)~to (g}).

The purpose of CRCA 2005 s 18 is not to subject HMRC to a rule of absolute
confidentiality in relation to its role investigating crime, especially where the crime has
nothing to do with taxation, and it is submittédithat that is not the effect of CRCA s 18
if the provision is read as a whole.

_ e ;
Pursuant to CRCA 2005 s 18(1), read in conjunction with ss 18(2), HMRC may not
disclose information which it holds "in connection with a function of the Revenue and

Customs” unless, inter alia, the disclosure is made “for the purposes of a function of

10




I

1]

1

24,

25.

the Revenue and Customs' (s 18(2)(a))~."or “for the purposes of a criminal
investigation” (s 18(2)(d)). Informing individuals that an alleged crime is, or has
ceased to be, under investigation so that they are properly aware as to what HMRC is
doing, is a disclosure made: for the purpose of a function of HMRGC and/or for the
purposes of criminal investigation. It is thus not prohibited by CRCA 2005 s 18.

Indeed HMRC apparently recognises in other contexts that it has the power to provide
information as to whether or not it is conducting investigations and the progress of
such investigations. It routinely does so in the form of press releases and newspaper
briefings. For example on 20 January 2009 the Daily Telegraph reported a story
about the arrest of 15 members of the crew, including pilots, of a South African
Airways flight after cannabis worth £150,000 was found in baggage. According to the
article "HM Revenue and Customs said that a total of 50 kilos {1101b) of the drug were
found on a flight which came in from Johannesburg... [An AMRC spokesman said
that] ‘Those arrested are now being held in custody and will be interviewed by HMRC
investigation officers fon 20 January]."” In thati case HMRC presumably directed itself,
correctly, that informing the public that it was undertaking a criminal investigation, and
that individuals had been arrééft"ed, was part of its function as an investigator of crime
and was thus not prohibited by CRCA 2005 s 18(1).

In relation o the complainants and victims of crime, it is clearer still than in the case of
the general public that providing information as to the progress of an investigation is
part of the functions of a body that is charged with investigation and prosecution of
crime. Other bodies involved in the investigation of crime, such as the police and
CPS, are not only permitted to provide such information as part of their functions, but
have an obligation to do so in relation to victims. That is required by The Code of
Practice for Victims of Crime issued pursuant to the Domestic Violence, Crime and
Victims Act 2004. Pursuant to the Code the police are required to inform victims if
they decide that there will be no investigation (para 5.2), they must report the progress
of any investigation to the victim on a mon‘thlyr basis (para 5.9}, and they must inform
the victim if the investigation is'concluded (para 5.10) or if a suspect is arrested (para
5.14). e ‘
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The importance of providing such information in the discharge of criminal
investigators’ functions is set out in a report published by Victim Support, the national
charity providing help to victims of crime and ‘iNitnesses. The report is entitled “Left in
the dark: Why victims of crime need to be kept informed” (2011). It examines how
being left uninformed about the progress of an investigation “affects fthe] wellbeing fof
victims] as well as their confi’é?énce and engagement with the wider [Criminal Justice
System]” (page 3). The Report found that there was widespread failure to inform
victims of crime as to the progress of investigations and concluded that that was a
matter of concern. It stated:

Dissatisfaction and loss of confidence can make victims disengage from the
criminal justice system. In some cases a lack of communication can even
affect the success of the investigation if victims drop out of a case while it is
being prosecuted. Negafive experiences also make it less likely that victims
will report incidents in the future (page 3).

These findings show that much more needs fo be done in this area, and
highlight the importance of. focusing_séom improving victim care. Victims who
report crime understand that there can be no guarantees that a criminal will
be caught. They also appreciate that the police have to prioritise limited
resources. Nevertheless, they expect their crime to be faken setiously and
want to be assured th,:at it was worth their while reporting it. Furthermore, the
cost of ignoring victims' desires fo-be kept informed about their case has
wider consequences for communities and society at large. Public attitudes fo
the police and wider justice system, and engagement with the criminal justice
process are directly affected by how well we care for the victims of crime.
{page 4)

The Claimant recognises that HMRC is not bound by The Code of Practice for Victims
of Crime. Presumably that is because it will be relatively rare for a criminal offence
investigated by HMRC to have an identifiable victim. In the instant case, Dr Shehabi
is, however, an identifiable victim. The provisions of the Code, and the findings of
Victim Support also illustrate that informing victims of crime as to the progress of an
investigation is an important part of the functions of the investigator. It is important not
only to the progress of the particutar inveétigation but also for the criminal justice
process more generally,.  Furthermore, Directive 2012/29/EU provides that EU
member states must secure tr}g rights of the vﬁctims of crime. This includes informing
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the victim, without delay, of any decision not to proceed, or to end an investigation or
not to prosecute an offender (Art 6(1)). If HMRC is correct that CRCA 2005 s 18
absolutely prohibits it communicating in any way with the victims of crime as to the
progress of an investigation, that is inconsistent with the Directive. VWhile EU member
states are not required to put in place legisiative and administrative measures to
ensure compliance with 2012/29/EU until November 2015, the Directive again
illustrates that it is an important function of ‘a body charged with investigating crime
that it informs victims of the p,_ff._pgress of its investigation. There is no reason for that
principle not to apply to Dr Shehabi.

HMRC has not considered whether it should provide any information as to the
progress of its investigation, and if so what information it should provide, to either Dr
Shehabi or the Claimant because it has concluded that that is not part of its “functions”
pursuant to CRCA 2005 s 18(2) and is therefore absolutely prohibited by s 18(1). For
the reasons set out above, thatis an error of law.

Furthermore, HMRC’s interpretation of CRCA 2005 is inconsistent with Article 10 of
the European Convention of Human Rights (*ECHR"). Article 10 accords a right to
“receive and impart information.” Prohibiting employees of HMRC from providing
information to victims or complainants of crime about the status of an investigation
interferes with that right. Other bodies charged with criminal investigation and
prosecution not only have the-;_ﬁg,ower but the ohligation to provide such information. It
is difficult to see how such an absolute prohibition could be justified for the purposes
of ECHR Art 10 because the crime happens to be investigated by the HMRC and not
the police, and no justification for such an absolute prohibition has been put forward.

Pursuant to the Human Rights Act 1998 ("HRA") s 3(1) “so far as it is possible to do
s0” the CRCA 2005 should be read compatibly with the Convention. For the reasons
set out above, the Claimant submits that an ordinary reading of CRCA 2005 s 18,
without recourse to the HRA, does not impose the absolute prohibition understood to
apply by HMRC. If that is not so, however, it is plainly “possible” to interpret CRCA
2005 s 18 such that informing victims and complainants of crime as to whether an

investigation is being conducted and its progress fall within the "functions” of HMRC

4
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" within the meaning of s 18(2)(a)(i)) or s 18(2)(d)), such that providing the information

is not absolutely prohibited.

Ground 2: Fettering discretion

31.  Alternatively, if HMRC accepts that it has the power to disclose information as to
whether or not it is conducting a criminal investigation, but has adopted a blanket
policy refusing to provide such information to victims and complainants of crime, that
too would be unlawful.

32. Itis well established that it is d%léwful for a body conferred a statutory power to adopt
a blanket policy refusing to exercise the power (“the general rule is that anyone who
I has to exercise a statutory discretion must not ‘shut his ears to an application™ per
Lord Reid, British Oxygen v Minister of Technofogy [1971] AC 610, 625). While
decision-makers are entitied to adopt a policy for dealing with particular categories of
case, it is unlawful if they refuse to consider departing from that policy in the light of

' individual circumstances.

" 33. There may be good reasons connected to law enforcement in particular cases for
HMRC to withhold certain details about the progress of an investigation. It is,
however, unlawful for the HMRC to adopt. a blanket policy not to provide any
information, including whether an investigatioh has been commenced or terminated

s and its progress, to the victims or complainants of a crime.

:
o

Protective Costs Order

34. The Court is further respectfully invited to grant the Claimant a profective costs order
covering this application for judicial review, limiting its liability to costs to the sum of
£5,000. This case meets the guidelines set out in Corner House [2005] 1 WLR 2600
for the grant of a protective costs order;

(i) The case is arguable and raises important points of general legal and public
importance that should be resolved by the Court, i.e. the interpretation of the
CRCA 2005 and whether HMRC is correct that it is subject to an absolute

14



(ii)

(i)

Conclusion

prohibition, including in refation to the alleged victim and complainant of a
crime, in providing information as to the progress of its investigations. That is
of importance, in particular, where the underlying criminal allegations are so
serious, namely the breach of export controls by a UK-based company
providing surveillance products to repressive regimes which are used to
gather information about political opponents. If UK companies are exporting
such products illegally it is of importance that the matter is investigated in a
manner that is public and transparent.

The Claimant has no private interest in the outcome of this litigation. Itis a
charity acting in the public interest seeking to secure protection for privacy
rights internationally.

The Claimant is not seeking a full protective costs order. While its finances
are limited, this is an issue of sufficient importance that it is able to offer a
cost-cap of £5,000. This is a substantial sum and, crucially, it is all they can
afford. Further details of the financial circumstances of the Claimant can be
found in the witness statement of Eric King, Head of Research of the
Claimant.

If the Claimant is not granted a protective costs order it will be forced to
withdraw its claim. These important issues will go unresolved.

35. For the reasons above, the Claimant seeks the relief set out in the Claim Form.

Dan Squires
Matrix Chambers

5 April 2013
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HM Revenue and Customs
100 Parliament Street
London

SW1A 2BQ

9% November 2012

Dear Sir/Madam

Gamma International
Unlicensed exports of surveillance equipment

We write further to previous correspondence that we have had with 10 Downing
Street and the Department for Business Innovation and Skills (“BIS"), both directly
and through our solicitors, Bhatt Murphy.

We write to you at the suggestion of BIS in relation to our concerns about exports by
a UK company, Gamma International, of surveillance equipment in the
“FinFisher/FinSpy” range to repressive regimes around the world. We believe that this
equipment is being used by oppressive governments for a wide range of human rights
abuses. These include not only serious breaches of the right to privacy, but also
breaches of the rights of free association and free expression. At the most serious
end of the spectrum, we believe that Gamma’s technologies are being used to gather
information on individuals who are then arrested, tortured and, in some cases,
executed.

For ease of reference, we include a dossier of material.

Privacy International

Privacy International is widely regarded as the leading UK charity working on the right
to privacy at an international level. As such, we are frequently called upon to give
expert testimony to parliamentary and government committees around the world. We
have advised and reported to international organisations like the Council of Europe,
the European Parliament, the Organisation for Economic Co-operation and
Development and the United Nations.

Gamma International and the FinFisher range of products
On Gamma International’s website, the company describes itself thus:
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“Working out of our development headquarters in Andover, United Kingdom,
Gamma International’s world-class intrusion and IT experts have invented a
portfolio of intrusion products called FinfFisher.

The FinFisher product portfolio is solely offered to Law Enforcement and
Intefligence Agencies.

The FinFisher suite can be used as individual products and when
interconnected give intelligence agencies advanced tools for unsurpassed IT
investigation and surveillance techniques within the IT environment.”

The FinFisher range of products is marketed in part by promotional videos now within
the public domain, following their release by Wikileaks.

Most of the FinFisher products covertly install malicious software {malware) on
targets’ computers or mobile devices without their knowledge by tricking them into
downloading fake updates from what appear to be legitimate sources such as
Blackberry, iTunes or Adobe Flash, Once the updates are accepted, the computer or
mobile device is infected, allowing full access to the information held on it. One
product, FinFly LAN, is marketed specifically for surveillance of individuals staying in
hotels. An Intelligence Note of 8" May 2012 prepared by the Internet Crime Center
(IC3) (Tab 3d of the dossier) has indicated that:

“[rlecent analysis by the FBI and other government agencies demonstrates that
malicious actors are targeting travelers abroad through pop up windows while
establishing an Internet connection in their hotel room.”

One of the products, FinFly ISP, involves an additional server being inserted into the
core network of an internet provider to facilitate “infection” of specific target personal
computers. A similar product, FinSpy Mobile, works in a similar way to infect mobile
phones.

The promotional video with images and text shows:
o a simulation of an agent deploying “the FinFly ISP server into the Core
Network”
“FinFly ISP [analysing] traffic for easy Target |dentification”
“The Target [using] his private DSL or Dial-Up Account”
“FinFly ISP [sending] a fake iTunes update to the Target System”
“[tlhe Target System is now infected with the FinSpy software”
“[t]he Headquarters has full access to the Target System”

©C 0 0 00

Once an individual’s device is “infected”, the user of the malware is able to access all
emails, social media messaging and Skype calis, These products also enable the user
to commandeer and remotely operate microphones and cameras on targeted
computers and mobile phones, effectively turning the device into a bug that the target
individual willingly and unknowingly keeps in close proximity.




As recently as 12" October 2012 a further intelligence Note of by the IC3 (Tab 3e of
the dossier) has indentified FinFisher by name as an example of “malware used by
criminals to lure users into compromising their devices”.

The position of Gamma International and export controls
Following correspondence between our solicitors Bhatt Murphy and BIS, the position
appears to be as follows:

1. Products in the FinFisher system do require a licence to export to all destinations
outside the EU under Category 5, Part 2 (‘Information Security’} of Annex | to the
Dual-Use Regulation. This is because they use controlled cryptography and
therefore fall within the scope of Annex | to the Dual-Use Regulation. Gamma
International has been advised of this. See letter dated 8" August 2012 from the
Treasury Solicitors to Bhatt Murphy solicitors in particular paragraph 13 (Tab
1b of the dossier).

2. Gamma International has not sought any licences to export products in the
FinFisher system and/or to provide technical assistance in countries outside the
EU. See letter dated 11t September 2012 from BIS to Bhatt Murphy, in
particular the answers to questions 5 and 6 (Tab 1d of the dossier).

3. Consequently any such exports or assistance would be unlicensed, and
therefore amount to criminal conduct. This would not simply be an offence for
breach of export controls, According to a source as credible as the IC3
FinFisher is being used in criminal activity. Further, we have received legal
advice that to the extent that the export or assistance is made in the
knowledge that there is a real risk that the software will be used to obtain
information about activists who will, as a consequence, be arrested and
tortured there is the potential that this will be complicity in torture contrary to
the UK. See the Criminal Justice Act 1988 ("CJA"), section 134 read in
conjunction with the Accessories and Abettors Act 1861, section 8.

4, There is now substantial evidence within the public domain suggesting that
Gamma International has exported, without a licence, products in the FinFisher
range to a large number of countries outside the EU. This includes a number
with very disturbing human rights records, where the kind of risks to human
rights set out above is very real and present. By way of example only, we refer
to the following:

Egypt
Concerns about human rights in Egypt need no introduction.

In April 2011 it was reported in the Guardian (Tab 4a of the dossier) and elsewhere
that two Egyptian human rights activists had found documents (Tab 2a of the
dossier) from Gamma International amid hundreds of batons and torture equipment
in the headquarters of the regime’s notorious State Security Investigation service
(SS1). One of the papers contained an offer dated 29" June 2010 to provide “FinSpy”
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software, hardware, installation and training to the SS! for €287,000. The BBC also
reported in September 2011 (Tab 4b of the dossier) that files from the Egyptian
secret police’s “Electronic Penetration Department” described Gamma's products as
the “only security system in the world"” capable of listening in on Skype phone
conversations on the internet. The files also noted that the documents detailed a five-
month trial of FinSpy, which had “proved to be an effective electronic system for
penetrating secure systems [that] accesses email boxes of Hotmail, Yahoo and Gmail
networks.”

Bahrain

The Bahrain Independent Commission of Inquiry (BICI} November 2011 report
concluded that the security forces had committed serious violations against
protesters during their suppression of pro-democracy protests in February and March
2011. Those violations included thousands of arbitrary arrests, systematic torture and
il-treatment of detainees, and routine denial of fair trial guarantees. According to
Human Rights Watch:

" Bahrain's human rights situation remains critical in the wake of the brutal
crackdown on pro-democracy protesters in 2011. The king established an
independent inquiry to investigate these potential abuses, but it failed to fully
implement the inquiry’s recommendations — namely holding senior officials
accountable for crimes such as torture or for failing to free protesters who
were jailed for exercising their right to free expression and peaceful assembly.
Clashes between police and protesters continue, as do reports of deaths from
beatings and excessive use of tear gas. The government continues to impose

severe restrictions on access for international rights groups like Human Rights
Watch.”

See http://www.hrw.org/middle-eastn-africa/bahrain

In July 2012 it was reported by Bloomberg (Tab 4e of the dossier) that Bahraini pro-
democracy activists had received emails containing malware in Washington, London
and Manama in April and May 2012. When these emails were analysed by computer
researchers at CitizenLab, a multidisciplinary project based at the University of
Toronto’s Munk School of Global Affairs, (Tab 3b of the dossier) there was strong
evidence that the malware in question was “FinSpy”, part of the commercial intrusion
kit, Finfisher, distributed by Gamma International.

Ethiopia
Human Rights Watch notes as follows

“Since late 2011, journalists and four opposition supporters had been
convicted under the country’s anti-terror law. A draconian civil society law
hampers independent human rights work. The government’s development
policies, including large-scale commercial agricultural, has led to forced
resettlement of indigenous populations, who lose their livelihoods in the
process and are subjected to arbitrary arrests and assaults by the armed
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forces. For their part, international donors to Ethiopia have been too quiet
about Ethiopia's deteriorating rights situation.”

See http://www.hrw.org/africa/ethiopia

In mid-August 2012 the use of FinFisher products was reported in the New York Times
and elsewhere, see “Elusive FinSpy Spyware Pops Up in 10 Countries" (Tab 4g of
the dossier). The report referred to an expert analysis by security researchers at
Rapid 7 (Tab 3c of the dossier) that suggested that FinFisher products were being
used in Ethiopia as well as Indonesia, Australia, Qatar, Czech Republic, Estonia, USA,
Mongolia, Latvia and Dubai.

Turkmenistan

Turkmenistan operates as a one-party state, dominated by the Democratic Party of
Turkmenistan (DPT). Turkmenistan’s human rights record has been roundly criticised
by NGOs and international human rights bodies, including Human Rights Watch and
the UN Committee Against Torture (UNCAT).

According to Human Rights Watch:

“... five years after the death of dictator Saparmurad Nivazov, President
Gurbanguly Berdymukhamedov's authoritarian rule remains entrenched,
highlighting Turkmenistan’s status as one of the world’s most repressive
countries. The country remains closed to independent scrutiny, media and
refigious freedoms are subject to draconian restrictions, human rights
defenders face constant threat of government reprisal, and torture is
widespread. Turkmenistan has the one of largest natural gas reserves in the
world, and the Turkmenistan government continued to expand relations with
foreign governments and international organizations, but with no meaningful
outcomes for human rights promoetion and protection.”

See hitp://www.hrw.org/europecentral-asia/turkmenistan

In June 2011 in its Concluding Observations of the Committee Against Torture,
Turkmenistan, UNCAT expressed deep concerns over;

“... numerous and consistent allegations about the widespread practise of
torture and ill-treatment of detainees”. A key area of concern was the Turkmen
authorities’ repression of activism and civil society, including “numerous and
consistent allegations of serious acts of intimidation, reprisals and threats
against human rights defenders, journalists and their relatives, as well as the
lack of information provided on any investigations into such
allegations.. . human rights defenders have faced arrest on criminaf charges,
apparently in retaliation for their work, and trials in which numerous due
process violations have been reported.”

The committee urged the Turkmen government to:
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“...ensure that human rights defenders and journalists, in Turkmenistan and
abroad, are protected from intimidation or violence as a result of their
activities.”

In late August 2012 the use of FinFisher products was again reported in the New York
Times and elsewhere “Software Meant to Fight Crime Is Used to Spy on Dissidents”
(Tab 4h of the dossier). The report referred to a further expert analysis by the Citizen
Lab University of Toronto (Tab 3b of the dossier) that suggested that FinFisher
products were being used in Turkmenistan as well as Bahrain, Brunei, the Czech
Republic, Ethiopia, Indonesia, Australia, Mongolia, Singapore, the Netherlands and the
United Arab Emirates (UAE).

5. HMRC has the responsibility for any audit of past exports and for any
enforcement action including a criminal prosecution.

As set out above and in the attached dossier, there is compelling evidence that
Gamma International has exported its products without a licence, including to
countries with appalling human rights records where there is a real risk that the
equipment will be used for internal repression. It appears that Gamma International
remains very active in the export market and early this month {October 2012) the
company exhibited at the Milipol Qatar 2012 "Worldwide Exhibition of internal State
security’. There is a clear and urgent imperative for you to conduct an audit of
Gamma’s past exports, and to investigate ongoing exports and technical assistance.
This is necessary to prevent any continuing unlawful practices and, if necessary, to
hold Gamma to account for past wrongdoing.

We would be grateful if you could revert back to us within the next 14 days outlining
whether any investigation has been carried out into potential breaches of licence
requirements (and, if so, the result of that investigation). If no investigation has been
conducted to date, please indicate the action that you will now be taking in this
regard,

We look forward to your response.

Yours faithfully,

Eric King,
Head of Research
Privacy International




Mr Anthony Inglese

General Counsel

HM Revenue and Customs
100 Parliament Street Londen
SW1A 2BQ

21% December 2012

Dear Sir,

Gamma International
Unlicensed exporting of surveillance equipment

| write further to my letter of 8 November 2012, which was hand delivered
to HM Revenue and Customs (who suggested it should be marked for your
attention) on 9" November 2012. We regret that we have not yet received a
response or even an acknowledgement of receipt. | subsequently
telephoned your office on 28" November 2012, but regrettably | was not
provided with any further information about what, if any, investigation
HMRC is undertaking into unlicensed exporting of surveillance equipment
by the British company Gamma International.

As we have previously set out, we are widely regarded as the leading UK
charity working on the right to privacy at an international level, and have
particular concerns about the serious issue of unlicensed exports of
surveillance equipment to repressive regimes. In connection with our work,
we have been contacted by several foreign activists who are concerned
that their governments have used, or have attempted to use, Finfisher
products against them. These activists include Ala’a Shehabi a British-born
resident of Bahrain and a democracy advocate and economist who
received emails that were found to have contained Finfisher malware (Tab
3b of the dossier) while in Manama, the capital of Bahrain (as reported by
Bloomberg July 2012, Tab 4e of the dossier). Ms Shehabi believes that
this was an attempt by the Bahraini government to invade her privacy and
interfere with the pro-democracy and human rights work she was
undertaking.

Ms Shehabi is, as indeed are we, ynderstandably anxious to understand
what steps, if any, HMRC are taking to investigate Gamma and the
progress of any investigation. Ms Shehabi has asked us to act on her
behalf in requesting a progress report and the request for information




about HMRC's investigation is therefore made both on behalt of Privacy
International and Ms Shehabi.

We would suggest that HMRC follows the principles set out in the Code of
Practice for Victims of Crime. We would therefore be grateful if you could
confirm whether there will be any jnvestigation into unlicensed exports by
Gamma and, if not, the reasons f&t this, If there is an imminent or ongoing
investigation, we would also be grateful for a progress report now and on
at least a monthly basis thereafter, We would also be grateful for your
confirmation that we will be informed if any person(s) are arrested, charged
or summonsed, or a decision is taken that no further action will be taken
and, if the latter, the reasons for this.

As you will no doubt appreciate, when victims and those with a legitimate
interest in the investigation of a crime receive little or no communication of
the progress of an investigation, it can be a great source of distress,
disappointment and frustration. Lack of information can also make those
who report crime think that their case is being neglected or not being taken
seriously. (see the research report by Victim Support “Left in the dark. Why
victims of crime need to be kept informed”). We are sure that this is not the
impression that HMRC would want to give, and we therefore look forward
to a substantive response within the next 14 days.

Yours falthfully,

{
i & l‘*"'"

Head of Research
Privacy International
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Dear MrKing
Gamma intemational allegad unllcensed export of suwaillance equipment

Thank you for yeur letter of 21 Decemiber which was received-in this building on 31
December. | regret that | am unable to trace having recsived either your lefter of 8
November or any record of your telephone call of 28 November. However, | understand that |
your letter has also been addréssed to other parts of HM Revenue and Customs which are
more immediately concerned with-such matters than is the Solicitor's Office; and'| am ablé to

gonfirm that the matters you ralse are already under-active: review,

; .As you may be aware, section 18 of the Commissioners for Revenue and Customs Act 2005

© Both HMRC and UKBA treat.export.controls

'wsth relevant mformataon

imposes sfrict controle-on the disclosure of information held by HMRC. Indeed, the starting

point. of this legislation.is.that. without:specific legal. authority officials of HMRC may not

discloge any information hald by HMRC in cénnection with its functions (which of course
Include enforcement of export controls)-and it is a criminal offence to reveal any information
from which persons {including legal persons such as companres) may be identified,
Consaquently HMRC cannot comment on individual cases, and in particular we will be
unable to keep you or other third parties informed of the progress of any investigations.

However, 1 can say that where HMRC receives infoimation concerning possible export
licence issues we consider the facts and take-appropriate action, HMRGC has policy
responsibility for enforcing export controls ‘and sanctions. We work in conjunction with the
UK Border Agency to:detect and investigate attemipted or actual breaches of sanctions.

ahd sanctions as ahigh priority for enforcement.
for brmgm' heae matters to our- attentlen and provrdmg us

We are therefore gratequ to yo
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" Most recently, and in the conitext

- regulations directly applicable intl

- and bodies in view of the siiuat

Reguiation of the exportof military and dual-use technologies.. . - L
The United Kingdom is involved in the regulation of the.export of military technologies, as
well as dual-use technologies, atthe international level and at the EU level. Some
surveillance equipment may be considered as dual-use technology (falling within the dual-
use controls currently applicabls in the UK) in-cases where such technology has certaln
features e.g. use of cryptography... - -

However, the regulation of dual-use technology in the UK mestly stems from concerted
aciion at international level given effect by EU legistation directly applicable in the Member
States. Council Regulation (EC) No 428/2009-(*the Dual-Use Regulation”) esteblishes a
European regime for the control of exports, transfer, brokering and iransit of certain dual-use

.rgoods, . - e T - R

négotiations at international and EU level on sanctions
ted Kingdor has supported the adoption of EU. — —_,
FUK "arid"ther Member States limposing enhanced
restrictions on trade with.couniries posing-a particularly severe risk of intemnal repression and
human rights violations. S . . . .

against particular ¢countries, the

in two cases, such enhanced restrictions have included controls on certain equipment,
software and technology for monitoring or interception of internet or telephone
sommunications. These are specified-in Articles 4, 5 and Annex V of Council Regulation
{EU} No.36/2012 of 18 January 2012 (as amended) concerning restrictive measures in view
of the 'situation in Syria ("tHe Syria Regulation”); and Articles 1h, 1¢ and Annex IV of Council

" Regulation (EU) No 3569/2011 as last amended by Coungil Regulation-(EU) No 264/2012 of
93 March 2012 concerning restictive measures directed against certaln persons, entities

: the sify ‘in-Iran (“the Iran Regulation”).- As yet, however, there Is

specific EUlegistation‘applicablé t iy, e e e R

abrain,

Yours sincerely s I

Anthony Inglese .

Information is available inlarge print, atidio and Braille formats. E §W.&
“Text Relayservice international number = 0044 151 494-1260 A4
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)HMRevenue
J&Customs

. 48Bedford Row -
_London .. ¢
WiRALR

Type Talk service prefix number - 18001

R i T I I

Assistant Director IR
Head of Customs Enforcement Policy
3E/10, 100 Parliament Street

London

SW1A 2BQ

MrErcKing
Privacy I‘ntematiOnaiij._:‘ S e T Tel 0207147 0700

© Fax 02071470301
" Email’ Stuart Amstrong@hmre.gs!. gov.uk
Date -~  40danlary2013 = v it e

Our ref ETR/00103/2012 www.hmre.gov.uk
Your ref K - I . - _

‘Gamma International — Unlicensed exports.of surveillance equipment

'.'i'.)eaf'fif\:.']‘;*j(:ihg ‘

| acknowledge receipt. of your letter ‘dated- 9 November 2012 regarding the alleged
unlicensed export of surveillance equipment by Gamma International to repressive regimes
around the world. Your letter and enclosures have beenforwardedto me for a responseas | -
am the head of Policy-for Strategic-Export Controls.

As wiith all information received regarding alleged strategic export control breaches, this wil
be assessed by our Ctiminal: Investigators” for consideration of further action.

| can _af’s_smj_re:jyoy,‘We, take all jﬁé‘re’dibtefa’l[égat’rons '*_sér'id'usly and will consider carefully the
mataiai.hy;c's‘uhé\ir_e provided, - .~ © e - Coe

-~ Yours sinicerely

AN DN

Stuart Armstrong
Assistant Director

g

Information is availablé in large print, audio tape and Braille formats.
5;“:‘,’&’
& <

I‘:’f;u\p
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HM Revenue
& CLI StOlT'IS Stuart Armstrong

Head of Customs Enforcsment Policy,

Hi Revenue and Customs,
160 Parliament Street, Whiiehali,
London, SW1A 28H.

T

Mr Eris King
Head of Research :
Privagy-International - , o Tel - - 0207 147 0700
48 Bedford Row
London Fax 0207 147 0131
WC1R 4RB
Email Stuart.armstrong@hmre.gsi.gov, -
o o e e SN armtien e «M:ﬁm o T N Uki " )
Date 8 March 2013
Our ref wiww, hmre,gov.uk
Your ref R -
Dear Mr King

Garnma International

| am writing to you following your recent telephone calls to Anthony inglese, HMRC's
General Gounsel and Solicitor regarding Gamma Interriational. 1 am responding as Head of
Customs Enforcement Policy as | am responsible for HMRC’s enforcement of the UK's
strategic export controls.

You wrote to HMRC on @ Novamber 2012 sefting out your concerns about the export of
certain surveillance equipment by a company called Gamma International. | replisd on 23
November 2012 explaining that we consider all credible information we receive regarding
alleged breaches of strateglc export controls and take action accordingly. | also explained
that our Griminal Investigation team was considering the matfer and confirmed that this

process wotld take-sotnetime; givenithé volumesof: riaterial that you provided. That'

consideration is still ongoing.

| understand that you wrote to Anthony inglese on 21 December about the same issug, a
reply being sent to you on © January 2013, | must reiterate that section 18 of the
Commissioners for Revenue and Custorms Act (CRCA) 2005 imposes strict controls on the
disclosure of information held by HMRC, Without specific legal authority, no official of HMRC
may disclose information held by the department in connection with its functions - Inciuding
the enforcemsnt of strategic sxport controls ~ that might identify specific individuals or
businesses. 1t is a criminal offence to do s0.

lﬂformé:ﬁén is available in large print, audio tape and Braille formats.
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This means that HMRC cannot comment on individual cases, nor are we able to keep you,
or other third parties informed of progress of any potential enguiries. However, | would tike
to reassure you that HMRC treats the enforcement of strategic export controls as a priority
and we pass all credible allegations of breaches of those controls to our Griminal
Investigation colleagues for assessment.

In order to ensure the quickest possible resporse, please address any future
correspondence regarding the HMRC.related aspacis of these matters fo me directly.

Yours sinceraly

STUART ARMSTRONG

Assistant Director

T

)



Ourref: MPS/FT/002295/0001
Your ref:
Emaill: m.scott@bhatimurphy.couk

Mr Stuart Armstrong Ph‘;’;i
Head of Customs Enforcement Policy

HM Revenue and Customs PX
100 Parliament Street

Whitehall

London SW1A 2BH

By post and fax 0207 147 0131
20 March 2013

Dear Sir

Our client Privacy International

Gamma International

Unlicensed exporting of surveillance equipment
Pre action protocol letter

We write further to previous correspondence that you have had with our client
in particular their letter sent over four months ago on 9 November 2012 with
dossier, their letter of 21 December 2012, your letters of 9 and 10 January
2013 and your letter of 8 March 2013 which foltowed our client Eric King's
calls to HMRC on 26, 28 February 2013 and 1, 5, 6 March 2013 in order to
attempt to discuss matters with you directly.

We rely on the earlier correspondence sent by our client and do not seek to
repeat matters referred to therein. We note that you contend that section 18
of the Commissioners for Revenue and Customs Act 2005 means that you
have no power to provide our client and victims of alleged criminal offences
with any information about the progress (if any) of your investigations. You
appear to be applying a blanket approach pursuant to which you never
provide, and never consider providing, such information, We consider that to
be an error of law. Section 18, properly construed, does not bar HMRC from
indicating whether or not it is undertaking an investigation, or from informing
the victims of crime, or those who have reported if, of the progress of such an
investigation. We ask that you exercise the power to provide that information
to our dlient.

~ Qur client and the victims on behalf of whom they are working, such as Ala'a

Shehabi, are extremely concerned to understand what, if any, investigations
are being undertaken and what progress is being made in Investigating
unlicensed exporting of surveillance equipment by the British company
Gamma International, which has been reported by them to HMRC.

Bhatt Murphy Solicitors

27 Hoxton Square
London Nt 6NN

020 7729 1115
020 7729 1117

www.bhattmurphy.co.uk
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Bhatt Murphy Solicitors

The position is particularly concerning as it appears that unlicensed exporting
is ongoing. It has been recently reported that FinFisher has now been
Identified in 25 countries, including in Ethiopia where it is being used as a tool
to target pro democracy opposition to the government (see report “You Only
Click  Twice:  FinFisher's  Global  Proliferation” (available at
https://citizenlab.org/2013/03/you-only-click-twice-finfishers-global-
proliferation-2/).

Actions now to be taken

We would be grateful for your confirmation within the next 14 days that you
will revisit your views on section 18 and will provide information to our client
and Ala'a Shehabi about the progress {if any) of your investigation. In the
event that we do not hear from you or you seek to maintain your present
position that you have no power fo provide information we reserve the right to
issue judicial review proceedings without further recourse and will seek costs.

Costs

Due to Privacy International’s limited financial resources and in view of the
importance of the issues, the legal team including counsel have agreed to act
under the terms of a “Conditional Fee Agresment” with provision for a
success fee,

In the event that proceedings are necessary, because of our client's financial
circumstances and given the public interest in bringing this challenge, we will
be making an application for Protective Costs Order (‘PCO"). We would ask,
with a view to saving court time and public money that you undertake not to
pursue our client for costs if the claim is unsuccessful. If you were prepared
to give such an indication then in the spirit of co—operation our client's legal
team will agree to forgo a success fee.

We await hearing from you.
Yours faithfully

4
Bhatt Murphy
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' - HMRevenue . -
' N &CUStomS kbR e ] Stuart Armstrong

Assistant Director.

Head of Customs Enforcement Policy.

HM Revenue and Customs.
Bhatt Murphy Solicitors

100 Parliament Street, Whitehall,

27 Hoxton Square - London, SW1A 2BH.
L _
ondon Tel 0207 147 0700
N1 6NN _
, Fax 0207 147 0391
Email Stuart.armstrong@hmre.gsi.gov.
uk
Date 22 March 2013
{ Qur ref www.hmrc.gov. uk-
w Your ref MPSIFT/002295IOOQ'|
Dear Sir/Madam,

| acknowledge receipt of the facsimile transmission and letter you sent to me dated 20
March 2013 re your client Privacy International.

| note the points you raise and these are being considered.
A more detailed response will follow in dﬁe course

Rgds,

SP

STUART ARMSTRONG
Assistant Director

Information is available in large print, audio tape and Braille formats.
Type Talk service prefix number — 18001

Awarded [or execllence
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IN THE MATTER OF AN APPLICATION
FOR JUDICIAL REVIEW

BETWEEN
R(on the application of PRIVACY INTERNATIONAL.)
Claimant
\'J
HM REVENUE AND CUSTOMS
Defendant
WITNESS STATEMENT OF
ERIC KING
1. I, Eric King, am the Head of Research of Privacy International of 46

Bedford Row, London WC1R 4LR. | make this statement in support of the
application by Privacy International for Judicial Review and for a Protected
Costs Order (“PCQO"). Documents referred to in this statement are exhibited
marked “EK/1". The contents of this statement are true.

Our background and area of expertise

2,

Privacy International was founded in 1990 as the first organisation to
campaign at an international level on privacy issues. Qur mission is to
defend the right to privacy across the world, and to fight unlawful
surveillance and other intrusions into private life by governments and
corporations. We believe that technological developments should
strengthen, rather than undermine, the right to a private life, and that
everyone’'s personal information and communications must be carefully
safeguarded, regardless of nationality, religion, personal or economic
status.

At the present time, Privacy International is widely regarded as the leading,
expert UK charity working on the right to privacy at an international level.
As such, we are frequently called upon to give expert testimony to
parliamentary and government committees around the world. We have
advised and reported to international organisations such as the Council of
Europe, the European Parliament, the Organisation for Economic Co-
cperation and Developmé_ht and the United Nations.
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Qur concerns about surveillance equipment and export controls

4.

Ten years ago, the value of the global survelllance technology industry was
negligible. Today, it is estimated at around $3 - 5 billion a year. We have
real concerns that export controls operating in the United Kingdom (“UK")
and elsewhere have not kept pace with either developments in this
technology, or the related growth of the industry and that there are issues of
enforcement of such controls that do exist.

As a consequence we are concerned that surveillance equipment produced
by British and other European companies is now being exported from the
UK by British companies to repressive regimes around the world either in
the absence or breach of export controls. Privacy International believes
that this equipment is being used by repressive foreign governments for a
wide range of abuses. This includes not only serious breaches of the right
to privacy but, at the most serlous end of the spectrum, we believe such
technology may be being used to gather information on individuals who are
then arrested, tortured and, in some cases, executed. We believe urgent
action needs to be taken by the UK to address and remedy this situation.

Privacy International has concerns about a number of UK companies
exporting survelllance equipment. As a result of our work in the area we
have developed particular concerns about a particular UK company Gamma
International, and their export of products,frin the ‘FinFisher/FinSpy range.

Our specific concerns about Gamma International Ltd and exports of the
‘FinFisher/FinSpy’ product and our correspondence with the Secretary of
State for Business Innovation and Skills (“BIS")

N

Initially we had understood that products in the FinFisher system were not
subjected to export licences and as a result of this instructed our solicitors
Bhatt Murphy to enter into correspondence with the Secretary of State for
Business Innovation and Skills (“BIS") regarding our concerns about this
(see letter dated 12" July 2012 from Bhatt Murphy). As a result of this
correspondence those acting for BIS indicated that such products did
require a licence to be exported to all destinations outside the EU under
Category 5, Part 2 (‘Information Security’) of Annex | to the Dual-Use
Regulation. This is because they use controlled cryptography and therefore
fall within the scope of Annex | to the Dual-Use Regulation. Gamma
International has been advised of this (see letter dated 8™ August 2012 from
the Treasury Solicitors to Bhatt Murphy solicitors, in particular paragraph
13).

Given the evidence W|thfn the public domain that suggested that Gamma
International had exported products in the FinFisher range to countries

2.
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outside the EU including those such as Egypt and Turkmenistan with very
disturbing human rights records we entered into further correspondence
with BIS (see letter dated 9" August 2012 from Bhatt Murphy) to clarify
whether export licences had been granted and if so in what circumstances.
This resulted in confirmation being given that in fact Gamma International
had not sought any licences to export products in the FinFisher system
and/or to provide technical assistance in countries outside the EU (see
letter dated 11" September 2012 from BIS to Bhatt Murphy, in particular the
answers to questions 5 and 6). The letter also indicated that any
enforcement action to be taken against Gamma International was the
responsibility of HM Revenue and Customs (“HMRC”).

Our correspondence with HMRC

9.

10.

11.

As a result of this and further evidence emerging in the public domain that
suggested that Gamma were also exporting to other countries with
concerning human rights records such as Bahrain and Ethiopia we
compiled a dossler of material and sent this to the HMRC under cover of
our letter of 9 November 2012. We noted amongst other things that

“there is compelling evidence that Gamma International has exported
surveillance equipment without a licence including to countries with
appalling human rights records where there is a real risk that the equipment
will be used for internal repression. If appears that Gamma International
remains very active in the export market and early this month (October
2012) and were an exhibitor at the Milipof Qatar 2012 “Worldwide Exhibition
of internal State security”. There is a clear urgent imperative for you to
conduct an audit of past exports and in particular ongoing exports and
technical assistance to stop and punish any unfawful practice.”

We requested to be contacted “within the next 14 days outlining whether
any investigation has been carried out into potential breach of licence
requirements (and if so the result of that investigation). If no Investigation
has been conducted to day, please indicate the action that you will now be
taking in this regard. Consequently ahy such exports or assistance would
be unlicensed, and therefore amount to criminal conduct.”,

We received no acknowledgement or response to this letter and in the
meantime we were in contact with several foreign activists (these included
Ala’'a Shehabi, who is providing a statement in support of this judicial
review) who were concerned that their government had used or attempted
to use or may attempt to use Finfisher products against them. They were
as concerned as were we about what steps were being taken by the UK
authorities to seek to enforce export contﬁols and punish any past breaches.
This resulted in our letter of 21* December 2012 where we indicated that
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12.

13.

14.

“Ms Al'a Shehabi is, as indeed are we, understandably anxious to
understand what steps if any HMRC are taking to investigate Gamma and
the progress of any Investigation. In this respect Ms Al'a Shehabi has
asked us to act on her behalf for a progress report and we enclose for the
avoidance of any doubt a signed authorisation in this respect. The request
for information about your investigation is therefore made both on behalf of
Privacy Intemational and Ms Al'a Shehabi.

We would suggest that HMRC should follow the principles set out in the
Code of Practice for Victims of Crime. Wé would therefore be grateful if you
could confirm whether there will be any investigation into unlicensed exports
by Gamina and if not the reasons for this. If there Is to be or is a currently
an investigation we would also be grateful for a progress report now and on
at least a monthly basis thiereafter. We would also be grateful for your
confirmation that we will be informed if any person(s) are arrested, charged
or summonsed or no further action is taken and if the latter the reasons for
this.

As you will no doubt appreciate when victims and or others with a legitimate
interest in the investigation of crime get little or no communication of the
progress of an investigation this is source of distress, disappointment and
frustration. Lack of information can also make those who report crime think
that their case is being neglected or not being taken seriously. (see for
example research by Victim Support in their report “Left in the dark. Why
victims of crime need fo be kept informed”). We are sure that this is not
impression that HMRC would want fo give and so we therefore look forward
to a substantive response within the next 14 days”

HMRC subsequently sent two separate- letters, dated 9 January 2013 and
10 January 2013. The one dated 10 January 2013 from Stuart Armstrong
(Head of Customs Enforgement Policy) purported to answer our letter of 9
November and noted .

“As with all information received regarding alleged strategic export controf
breaches, this will be assessed by our Criminal Investigators’ for
consideration of further action”.

The one dated 9 January 2013 was from Anthony Inglese (General
Counsel and Solicitor) in response to our letter of 21 December 2012 noted
“As you may be aware, section 18 of the Commissioners for Revenue and
Customs Act 2005 imposes strict controls on the disclosure of information
held by HMRC.... Consequently HMRC cannot comment on individual
cases, and in particular we wifl be unable to keep you or any other third
parties informed of the progress of any investigations”.

In order to seek to try and discuss matters further, | made calls to HMRC

on 26 and 28 February 2013 and 1, 5 and 6 March 2013 but was not able to
speak to anyone about the case. Subse'guently, | received a letter dated 8

-4-




15.

March 2013 from Stuart Armstrong, which again stated that “HMRC cannot
comment on individual cases, nor are we able fo keep you, or any other
third party informed of progress of any potentiaf enquirfes.”

On 20 March 2013 our instructed solicitors Bhatt Murphy sent a pre-action
protocol letter before claim to HMRC and requested a substantive response
within two weeks. Although this letter has been acknowledged there has
been no substantive response.

Qur Financial situation

16.

17.

18.

19.

Privacy International is a small registered private company limited by

guarantee and a charity. g

The majority of Privacy International funding comes from charitable,
research and advocacy foundations. At the moment, our funding is largely
to individual projects. This means that a ot of our work — engaging with the
media, campaigning on policy issues or simply running the office day-to-day
— is hardly ever funded. Our 'core’ budget is used to remunerate staff for the
time they spend on unfunded projects and to pay organizational costs like
office rent. '

We have very limited funds and in all the circumstances we seek a PCO in
order fo allow us to pursue this litigation. In the event that we do not
receive a PCO we will not be able to litigate this matter.

| hope this statement is of assistance to the Court.

B

Mr Eric King

Dated: 4™ April  20V3
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IN THE HIGH COURT OF JUSTICE
QUEEN'’S BENCH DIVISON
ADMINISTRATIVE COURT
IN THE MATTER OF AN APPLICATION
FOR JUDICIAL REVIEW
BETWEEN
R{on the applicafion of PRIVACY INTERNATIONAL)
" Claimant
v
HM CUSTOMS AND EXCISE

Defendant

EK/1

This is the exhibit marked "EK/1” referred to in the witness statement of Mr Eric King dated
4 April 2013.
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Bhatt Murphy-Solicitors

Our ref: MPS/FT/002295/0001

Your ref:
Email: m.scott@bhattimurphy.co.uk 27 Hoxtoh Square

Longton N1 6NN
Secretary of State for Business Innovation and Skills P“‘%Qi gig 3333 m? :
Third Floor, 'QOrchard 3' www.bhattmurohv.eo.uk
1 Victoria Street , . DX 36626 Finsbury

London SW1H QET

) Partners
12 JUIy 2012 Hamish Arnott
Raju Bhatt
Dear Sir Simon Creighton
) Flona Murphy
¢ . Tony Murghy
Export controls for surveillance equipment Mark Seott
\ . \ ‘ . . Sollcltors
We represent Privacy International, a UK-registerad charity that works to  Naney Goltins
defend and promote the right to privacy. We writs further to correspondence  Shamik Dutta
hetween our client and 10 Downing Street and the Head of Export Control  carotyan Getiwey

from the Depariment for Business Inpovation and Skills, Alice Hardy
saphie Naftalin

Cur client is concerned that there appears {0 have been no substantive R]Acfgr?ahe%i:mw
progress in the implementation in the UK of export controls for surveillance Ji\ﬁd Pe”g":;ﬁw”
equipment where clearly urgent action needs to he taken. This letter is  Soconven
intended to be a lketter before claim under the pre action protocol to which we

would be grateful for a substantive response within the next 21 days, Authorised aad regulatad

by the Solichtors Regulation  §
Authorlty No, 00287785 . ¢

Privacy International
As you will no doubt be aware, Privacy International is widely regarded as the
leading, expert UK charity working. on the right to privacy at-an international
leval, As such, it is frequently called upon to give expert testimony to
parliamentary and governmental committees around the world, It has advised :
P and reported to internafional organisations such as the Council of Europe, the ;
European Parfiament, the Organisation for Economic Cocperation and
Development and the United Nations,

Privacy International campaigns for a worfd in which privacy is protected by
governments and where technological developments strengthen, rather than
undarmine, the right to private life. . _

Summary of the issue
Ten years ago, the value of the global surveillance technology industry was
negligible. Today, it is estimated at around $3 billion a year,

Export controls operating in the United Kingdom ("UK") and elsewhere have
not kept pace with either developments in this technology, ar the related
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Bhatt Murphy Solicitors

growth of the industry, Indeed, there ara‘. as we understand the situation,
currently no monitoring or ¢ontrols imposed on the export of these
technologies by the Brilsh government,

As a consequeance surveillance squipment and technology is now being
exported from the UK by British companies to repressive regimes around the
world without any controls.. Privacy International believes that this equipment
is heing used by repressive forelgn governments for a wide range of abuses.
This includes not only serious breaches of the right to privacy but, at the most
serious end of the spectrum, Privacy International belleves such technology
may he being used to gather information on individuats who are then
arrested, tortured and, in some cases, executed,

Urgent action needs to be taken byihe UK to address and remedy this
situation,.

Present UK tegal position

The UK controls exports in accordance with the Export Control Act 2002
(‘2002 Act’} and the Export Control Order 2008, which seeks to control
military or specified "dual use” items. (n addition, there may exist a sanctions
regime in place from time fo time for specific countries as mandated by EU
law,

The 2002 Act provides the power to Impose export confrols in relation to
"goods of any description” (section 1) or "technical assistance of any
description” (section 3). The Schedule to the Act provides that export and/or
technical assistance controls may be imposed in relation to any goods andfor
technical assistance the exportation or use of which is “capable of having a
relevant consequence” (Schedule para 2) Such a Bonsequence |s defined
Inter alia as follows:

"Breaches of in temaﬁoné! faw and human ﬂghts

[ The canying out anywhere In the world of (or of acts which
facilitate)-—

@, I

(¢) internal repression irt.any country,
(d) breaches of human rights”

As stated by the Parllamentary Under-Secretary of State, Department for
Business, [nnovation and Skills (Baroness Wilcox) in response fo
Pariamentary Questions by Lord Alton of Liverpool on 21 November 2011 In
respect of concerns about the export to repressive regimes of surveillance
equipment by two UK companies, Creativity Software and Detica, it was

b= ey
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Bhatt Murphy Solicitors

confirmed that such equipment is not currently subject to any export controls.
Consequently the UK government clalms it has absolutely no information on
what equipment may have: been sold to repressive governments such as Iran,
Syria, Bahrain, Egypt, Tunisia and Libya.

Gamma International

Cur client has concerns about a number of UK companies and their exports,
These concerns are not limited to one company, ohe range of products or one
country. We set out below specific information about Gamma International
but it should be taken as illustrative of a wide scale problem and Indicative of
the need for the UK to take urgent actlon,

Gamma International are desctibed on their website :as:

"Working out of our development headquarters in Andover, Unifed
Kingdom, Gamma Internationaf's world-class intrusion and IT experts
have [nvented a portfolio of infrusion products called FinFisher,

The FinFisher product porifolio is solely offered to Law Enforcement
and Intelligence Agencies.

The FinFisher suite can be used as Individual products and when
inferconnected give intelfigence agencles advanced fools for
unsurpassed T investigalion and survelllance techniques wn‘h!n the IT
environment.”

The FinFisher range of products are marketed by promotional videos now
within the public domain foliowing release by Wikileaks.

Most of the FinFisher products covertly install malicious software (malware)
on a user's computer or mobile phone without their knowledge by tricking- the
user infe downloading fake updates from what appear to be legitimate
sources such as Blackberry, iTunes or Adobe Flash., Once the updates are
accepted by the user, the computer or mobile phone device is infected
allowing full access to information held on if. One product, FinFly LAN, Is
marketed for use for surveillance of individuals staylng in hotels. You wﬂ[ no
doutt be aware that an Intelligence Note of 8 May 2012 prepared by the
Internat Crime Center (1C3) has indigated that;

S LA
“[Mecent analysis by the FBl and other government agencies
demonstrales that malicious actors are targeting travelers’ abroad
through pop up windows while establishing an Internet connection in
their hotef room.”

One of the products, FinFly ISP, Involves & server baing insarted in the core
internet network of an internet provider to facilitate "infection” of specific farget

~ personal computers. A similar product, FinSpy Mobile, works in a similar way

to infect mobile phones,
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Bhatt Murphy Solicitors

The promotional video with images tind text shows -

o a simulation of an agent deploying “the FinFly 18P server into the
Core Network” _
“FinFly ISR [analysing] traffic for easy Target Jdentification”
“The Target [using] his private DSL or Dial-Up Account”
"FinFly ISP [sending] a fake ITunes update to the Target System”
That "ftlhe Target System s now infected with the FinSpy software”
That “[tlhe Headquarters has full access to the Target System”

00CO0COo

When an individual’s device is “infected®, It allows access to emails, social
mediia messaging, and Skype calls, These products also enable the entity
doing the targeting to commandear and remotely operate microphenes and
camaeras on computers and mobile phones, thus effectively turning the
targeted device into a bug which the target individual willingly and
untknowingly keeps In close proximity.

Privacy International staff have censiderable technical knowhow and
expertise in the fleld and have also consulted widely, It is their cloar view that
the FinFisher range of products and other survelllance equipment of concern
designhed to access an individual's computer or other device without their

“consent ¢an be distinguishable from other software which fnay have other

uses and where export controls are ot necessary,

The export of these products to repressive regimes

There is cogent evidence that the FinFlsher products have been and are still
being marketed and sold to repressive regimes. The examples set out below
are ilustrative of what our client belleves to be a much wider problem,

Egypt
Concerns about human rights in Egypt need no Introduction,

In April 2011 it was reported in the Guardlan that two Egyptian human rights
activists found documents from Gamma International amid hundreds of
batons and torture equipment when they broke into the headquarters regime's
notorious State Security nvestigation service (881) in March 2014, One of
the papers contained an offer dated 28 June 2010 to provide “FinSpy"
software, hardware, installation and traming to the 38| for 287,000 Euros,
The BBC also reported on the issue in September 2011 that files from the
Egyptian secret police's "Electronic Penetration Department’ desciibed
Gamma's products as the “only security system in the world" capable of
bugging Skype phone conversations on the Internet, Further they noted that
the documents detailed a five month'trial by the Egyptian secret police which
had “proved to be an effective electronic system for penetrating secure
systams [whlch] acvesses email boxes of Hotmail, Yahoo and Gmall
networks."

s
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Turkmenistan

Turkmenistan operates as a one-party state, dominated by the Democratic
Party of Turkmenistan (DPT), Turkmenistan's human rights record has been
roundly criticlsed by NGOs and International human rights bodies including
Human Rights Watch and the UN Committee Against Torture (LUINCAT).

According to Human Rights Watch http:/fwww hrw, orgfeuropecentral-
asialturkmenistan:

“... five years aftor the death of dictator Saparmurad Niyazov,

President Gurbanguly Berdymukhamedov's authoritarian rife remains
enirenched, highfighting Turkmenistan's stafus as one of the wotld's
most repressive counirles,  The country remains closed fo
indapendent serutiny, media and religlous freedoms are subject fo
draconian restrictions, human rights defenders face constant threat of
government reprisal, and torfure is widespread, Turkmenistan has the
one of largest natural gas reserves in the world, and the Turkmenistan
government continued to expand relations with forelgn governments
and infernational organizations, but with no meaningful outcomes for
human rights promotion and protection,”

in June 2011 in its Concluding Observations of the Committee Against
Torture, Turkmenistan, UNCAT expressed desp concerns over:

... numerous and consistent allegations about tha widespread
practise of forture and ill-fzeatment of detainees”. A key area of
concern was the Turkmen authorities' repression of activism and oivil
society, including “numerous and consistent allegations of serfous acts
of infimidation, reprisals and threats against human rights defenders,
Journalists and their relatives, as well as the lack of information
provided on any investigations Into such allegations.. human rights
defenders. have faced arrest on criminal charges, apparently in
refaliation for their work, and frlals in which numerous due process
violations have been reported.”

The committee urged the Turkmenl govm‘nment to;

“..ensure that human rights defenders and journalists, in
Turkmemstan and abroad, are protected from intimidailon or violence
as a result of their activities."

Given this context, it is of grave concern that press reports from Germany
suggest that Gamma Is exporting survelllance eqmpment and knowhow to
Turkmenistan. .

We also understand from the same repcrts that they are also exporting to
Oman, )
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Grounds of challenge

Plainly there is a very real risk, if nhot an mevatab[lity, that surveillance
equipment, such as the FinFisher products, has been, and continues to be,
exported to countries where it is highly likely to be used for internal repression
and breaches of human rights,

il

Despite the grave consequences of exporting this equipment, it appears that
you have not considered exercising your power to impose export controls
under the relevant statutory provisions. Insofar as you have falled to consider
exercising your power in light of the svidence outlined above, you have atted
unlawfully. If you have considered these issues and concluded that the
equipment in guestion is not capable of “internal repression” or “breaches of
human rights” and therefore does not require export controls, that is a clear
error of law. The facis set out above show that the equipment In question is
clearly capable of contributing to internal repression and breaches of human
rights, including breaches of the right to privacy, torture and potentially
unlawiul killing (all of which ars clearly protected in international human rights
instruments, see for example the International Covenant on Civil and Political
Rights Arts 6, 7 and 17).

Actions now to be taken - i

We would be grateful for your confirmation within the naxt 14 days that you
will be immediately imposing export controls in refation to surveillance
equipment. In the avent that you are not prepared to confirm this we would
be grateful if you-could provide reasgns as to why no controls are to be put In
place.

We would also be grateful if you could provide to us with appropriate
disclogure Including but not fimited to:

1. All minutes of mestings/correspondence/discussion papers
regarding concerns about the exports of syrveillance technologles;

2, All minutes of meetlngs/correspondenceldiscuss:bn papers
regarding any proposals for any export controls on surveiliance
technologies;

3. insofar as it is not Included in the above, the discussion paper
presented by the UK to the Wassenaar arrangement;

4, All minutes of mesetings/correspondence with Gamma,

Costs ‘

Due to Privacy International’s limited financial resoUmea and iy view of the
importance of the issues, the legal team including leading counsel have
agreed to act under the terms of a “Conditional Fee Agreement’ with

provision for a success fee, i
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Bhatt Murphy Solicitors

We sincerely hope for a positive response to this letter but in the event that
one s not farthcoming then we reserve the right to lssue proceedings without
further recourse including if appropriate urgent injunctive relief,

In any such proceedings, because of our client's financial gircumstances and
given the public interest in bringing this challenge, we will be making an
application for Protective Costs Order ("PCO"), We would ask, with a view to
saving court time and public mongy that you undertake not to pursue our
client for costs if the claim is unsuccessful. If you were prepared to give such
an indication then in the spirit of co~operation our client's legal team will
agree to forgo a success fee,

We await hearing from you.

Yours faithfully

é% Muréhi

c.c. Mr Tom Smith Head, Expert Control Qrganisation
Secretary of State for Forsign and Commonwealth Affairs

i
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SI Litigation Group

LAW AT THE HEART

OF GOVERNMENT Traasury Selicitor's Department
One Kaemble Strest, London, WC2B 4TS

Bhatt Murphy Solicitors DX 123242 Kingsway 6

DX 36626 Switchboard: 0207 210 3000

Finsbu Dlrect Line; 0207 210 4711

ry Direct Fax: 020 7240 3001

francesca.dehenham@tsol.gsl.gov.uk
Please Quote: 21211844/FZD/BS

AND BY EMAIL: m.scott@bhattmurphy.co.uk Your Reference: MP8/FT/002295/0001

8 August 2012

Dear Sirs

EXPORT CONTROLS FOR SURVEILLANCE EQUIPMENT - PROPOSED JR

1. We refer to your letter before claim under the pre-action protocol for Judicial review
dated 12 July 2012 (“the PAP Letter”), This is the response to that letter of the
Secretary of State for Business Innovation and Skills (“the Secretary of State™).
Please address any future correspondence in this matter to Francesca Debenham
quoting the referance above,

2. You have expressed concern about certain “survefffance equipment”. Tho PAP Letter
does not identlfy the relevant surveillance equipment, save to refer by way of
example fo the FinFlsher products produced by a company called Gamma
International. It simply alleges that surveillance eguipment Is being marketed and
sold to ‘repressive regimes” where it is likely to be used for internal repression and
breach of human rights, You have provided limited evidence in‘support of your
allegations. The PAP Letter refers to two press articles, dating respsctively from April
and September 2011, suggesting that products produced by Gamma International
may have been in the possession of Egypltian security forces. Furiher you make
reference in passing to certain unspecified press reports from Germany, which
apparently suggest that such products may have been exported to Turkmenistan and

Oman, -
3. On this limited basis, you assert that the Secretary of State has “not considered
exercising your power fo Impose export controls under the . relevant ftatufory
haa Jugnfharlgsm!t-leaDtlj oftDIvl_?lon Load § Cemm g. "/g" \)
eara Lajar spuly LHrector, 1eam Leadsar "';“ Dc“"“m"“""" - N e
Lifigation B5 & o g "%‘Jﬁ‘m s KYRSTOR B PEORS

PROTECT - MANAGEMENT
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provisions”, and has accordingly acted unlawfully, Alternatively, you assert that if the
Secretary of State has in fact considered the exercise of his powers and If he has
concluded that the "the equipment in question” i “not capable of ‘internal repression’
and ‘breaches of human rights”, then he has erred in law. In these circumstances,
you require confirmation wlithin 14 days that the Secretary of State "‘will be
immediately imposing export controls In relation to surveilfance equipment”. You do
not identify the nature of the proposed export controls or the.partlcular surveillance
equipment to which they should apply.

The Secretary of State denles that he has acted unlawfully, whether as alleged or at
all, The Secretary of State accordingly declines to provide the confirmation you have
sought. )

(> Regulation of the export of military and dual-use technologies

5,

The United Kingdomwi's Involved in the regulaton of the export of military
technologies, as well as dual-use technologles at the internatlonal level and at the ELU
level. Some surveillance equipment may be considered as dual-use technology
(falling within the dual-use controls currently applicable In the UK) in cases whera
such technology has certain features e.g. use of cryptography (see further below).
However, the regulation of dual-use technology in the UK mostly stems from
concerted action at Infernational level resulting in EU leglslation directly applicable in
the Member States. Whilst powers do exist to impose controls operating solely at the
national level, such unilateral controls without the necessary International backing are
considered to he Ineffective as they can be easily circumvented and are therefore
unlikely to have any significant impact in this instance in limiting the trade in
surveillance squipment,

At the international level, the United Kingdom is a party to the Wassenaar
Arrangement. The Wassenaar Arrangement addresses the trade in conventional
arms, and "dual-use” g_gods and technologies, namely those that may be used for
both military and civillan purposes. The 41 Participating States malintain a list of
relevant goods and technologies In respect of which they have agreed fo impose
national export cantrols. The criteria for selection of dual-use items which should be
included on the list and therefore subject to export controls include the ability to make
a clear and objective specification of the item and the ability to apply controls
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effectively. Furthermord, adoption of suich controls should not Impede legitimate
civilian trade.

This Wassenaar list has formed the basis of the EU legislation confroliing dual-use
technology at EU level, namely Council Regulation {EC) Na 428/2009 establishing a
European regime for the contral of exports, transfer, brokering and transit of certaln
dual-use goods (“the Dual-Use Regulation”). Both in the context of the Wassenaar
Arrangement and at EU level, the Upited Kingdem has been at the forefront of
attempts to establish and promote such regulation. Another example of relevant EU
secondary legisiation is Council Regulation (EC) No 1236/2005 establishing a
European regime for governing trade with third countries in goods that could be used
for the purpose of capltal punlshment or for the purpose of forture and other inhuman
and degrading treatment (“the Torture Regulation”).

Most recently, and in the context of negotiations at international and EU level on
s:anctlons against particular countries, the United Kingdom has supported the
adoption of EU Regulations directly applicable In the UK and other Member States
imposing enhanced restrictions on trade with countries posing a particularly severe
risk of internal repreasion and human rights violations, In iwo cases, such enhanced
restrictions have included controls on certain equipment, software and technology for
monitoring or interception of intarnet or telephone communications. These are
specified In Articles 4, 5 and Annex V of Counclf Regulation (EU) No 36/2012 of 18
January 2012 as amended concerning restrictive measures in view of the situation In
Syria (“the Syrla Regulation”), and Articles 1b, 1c and Annex [V of Council
Regulation {EU) No 359/2011 as last amended by Council Regulation (EU) No
26412012 of 23 March 2012 concerning restrictive measures directed agalnst certaln
persons, entities and bodies in view of the situation in Iran (“the Iran Regulation”},
Under these measures the competent authorities of the Member States shall not
grant any authorisations for the sale, supply, export or transfer, diractly or indirectly,
of such equipment, or for the provision of related technical and financial assistance, if
they have reasonable grounds to determine that such equipment or setvices would
be used for monitoring ilor interception, by the Syrian or Iranian regimes or on their
behalf, of intermet or teléphone communications in Syria or Iran

Whilst the EU has agreed to the Immediate Inclusion of controls on ceriain
surveillance equipment as part of the existing sanctions against Iran and Syria in view
of the particular seriousness of the situation of those countries, these controls are not
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considered to be appropriate or proportionate for the purposes of being generally
applied across the boal_rél_, This Is bacause they potentially include within their scope
a range of equlpment"gnd technologies which have legitimate commercial uses.
Applying such broad controls to all destinations, including those which do not raise
the same concerns regarding human rights, would impose disproportionate burdens
on legitimate trade. However, as explained further below the United Kingdom
government is currently considering with its international and EU-level partners the
most appropriate way of extending the existing regulation at the international and EU-
ievel to encompass surveillance equipmant more generally.

The Secretary of State's powers under the 2002 Act

10.

11.

12.

Pursuant to sections 1 to 4 of the 2002 Act, the Secretary of State has power to make
orders in respect of the imposition of export controls, transfer controls, technical
assistance controls and trade controls in retation to goods and technology, Section &
provides for general restrictions on the exercise of those powers, and specifies the
circumstances in which they may be exarcised. in particular, section 5(2) provides
that controls “may be @posed for the purpose of ghving effect to any Community
provision or other international obiigation of the United Kingdom®. Further section 5(4)
provides that export controls “may be imposed in relation to any description of goods
within one or more of the categories specified In the Schedule for such controls”, The
Schedule provides at paragraph 2(1} that such controls “may be imposed in relation
fo any goods the exportatfon or use of which is capable of having a relevant
consequence”. Paragraph 3(2)(D) specifies as relevant consequences “The carrying
ouf anywhere in the world of (or acts which facilitate)” “internal repression in any
country™ and "breaches of human rights”,

Accordingly, the Secretary of State has power to make an order imposing export
controls in relation to any goods, the exportation or use of which Is capable of
facilitating Internal repression in any country or breaches of human rights. Whether
he exercises that power is in the discretion of the Secretary of State, having regard fo

any of a wide range of factors that he rationally concludes might be relevant to such
exercise.

r

The Secretary of State ha's Issued a number of orders under the Export Control Act
2002 (“the 2002 Act”), including the Export Order 2008 (*the 2008 Order”). The
2008 Order makes provision supplementing the directly applicable requirements in
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13.

the Dual-Use Regulation and the Torture Regulation, the former giving effect to the
obligations the United Kihgdom has “undertaken pursuant to the Wassenaar
Arrangement to impose controls on the éxport of certain Dual-Use goods, which as
explained above ¢an Include in some limited cases surveillance equipment, Where
goods are subject to _-Iqéntrol, appllcations for licenses to export or trade in those
goods are assessed on a case-by-case basis against the Consolidated Criteria
refating to export licensing declsions announced to Parllament by the Secretary of
State on 26 October 2000, taking Into aiccount all relevant factors such as the nature
of the goods, the identity of the end-user, the proposed end-use, and risk of diverslon
to undesirable end-use, and that a licence would not be granted if to do so would
braach the Criteria,

The Secretary of State, having carried out an assessment of the FinSpy system to
which your |etter specifically rafers, has advised Gamma International that the system
does require a licence to export to all destinations outslde the EU under Category 5,
Part 2 ('Informatlon Security') of Annex | to the Duat-Use Regulation. This Is becauss
it is designed to use controlled cryptography and therefore falls within the scope of
Annex | to the Dual-Use Regulation, Th'jé Secretary of State also understands that
other products in the Finfisher portfolio Ezould be controlled for export in the same
way. Furthermore, it is likely that the same products would fall within the scope of the
enhanced restriclions. -é’ét— out In the Syria Regulation and Iran Regulation if not
already controlled under the Dual-Use Regulation as explained above, being “Remote
infection equipment” specified in Part A of Annex V' and of Annex [V of the Syrla and
Iran Regulations respectively. Accordingly, in so far as you maintain that all of the
survelllance equipment to which you refer is not the subject of export controls in the
United Kingdom, the Secretary of State doss not consider that to be corract.

The grounds of challenge

14.

As to your primary case, the Secretary of State continues at all times 16 keep under
consideration the exercise of his powers to impose export controls under the 2002
Act. You assert in the allernative that the Secretary of State has concluded “the
equipment in questfon” Is not capable of “nfernal repression” or “breaches of fuman
rights”. If and in so far as you are referring to the FinFisher range of products
manufactured by Gamma International, the Secretary of State has reached no such
conciusion. It remalns wholly unclear what other equipment you assert falls within
this category; or whatgexport controls that you maintain ought to be imposed.
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15.

16.

Furthermore, as set out above, in relation to equipment falllng within the scope of the
Dual-Use Regulatlon that was sought to be exported, the risks associated with use
would be considered oh a case-by-case basls.

In any event, and more generally, the regulation of the export of forms of surveillance
equipment is an Important and complex érea of policy requlring careful and ongoing
consideration. Moraover, the identification of the relevant types of surveillance
equipment that might be subject to any form of further export cantrol requires detailed
analysis as this is a téé”h'hlcaily complex area In which technological developments
are fast-moving. There are legitimate countervailing interests that the Secretary of
State would have to take into account. In particular, export controls should not
operate so as to impose a disproportionate restriction on the legitimate trade in goods
and technology. Much of the technology associated with surveillance equipment
might also have perfoctly legitimate uses in the clvilian telecommunications sector,
Further, any restriction will only be fully effective at internafional level and in any
event needs to be conslstent with the requirements of EU law, and the obligations it
imposes with respect to national conirols on export of goods. The UK is at the
forefront of negotiations at international and EU level aimed at resolving the issues
set out above so that technology of concern can be properly Identlfied and regulated
at international level.

Having considered matters further in the Hi_éjhf of these matters and of your letter:

(1) The Secretary of :State remains of the view that, subject to the sieps referred
to below, it wodld not be appropriate at this time to make any unilateral
structural or legislative change to the UK domestic regime. He will continue to
keep that option under review.

2 He proposss to continue to engage with United Kingdom companies supplying
surveillance equipment in order to clarify what equipment falls within the
scope of exlsting controls on ex’ports, and In order to ensure that he remains
informed as to the state of that market. In this context, and as noted above,
the Secretary of State has concluded that the FinSpy product is subject to
export control under the provisions of the Dual-Use Regulation.

(8) Further, he I8 actively considering the possibility of international and/or EU
Jevel agreement to further restrictions on the export of surveillance equipment.
His current view is that this is by some measure the belter option, If further

%
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regulation Is required. A unilaterally imposed national restricilon on the export
from the UK of surveillance equipment without international support would not
be effective, as it could be easily circumvented given the likelihood that many
of the companles which manufaciure such equipment wii! have offices in other
EU and third countries, Finally, It is to be noted that these issues are currently
being ventilated amongst the partles fo the Wassenaar Arrangement at the

initiative of the United Kingdom. ™ :

17. In these circumstances, you are invited to reconsider your threat of proceedings.

Costs

—

' ‘i-"

18.  We note that, in relation to any future proceedings that might be brought, you assert

" 2',_\ an intention to apply for a Proteclive Costs Order (“PCQO"). In order to relleve you of
having to make such an application, you have asked the Secretary of State to

“undlertake not to pursue our client for costs If the claim is unsuccessful’, The
Secretary of State declines your request:

(1)

@)

&)

He considers that your proposed grounds of challenge proceed on an
erroneous basis and are without merit.

You have failed to provide information that is necessary to allow proper
consideration of your request for an undertaking. For example, you have falled
to pravide any particulars of the financlal position of your client, Privacy
International.

Finally, your pps;!tion appears to be that, if a costs undertaking were to be
given, in the event that vou should succeed you should nonetheless be
permitted to recover all of the costs of any claim you decide to bring at full
commerclal rates. You note that your legal team, including leading counsel,
are operating under the terms of a conditional fee agreement with pravision
for a success fee, and that you are willing only to forego the relevant success
feq Iif the Secratary of State provides the proposed undertaking. The Secretary
of State does not consider that, in this case, that would provide a proper basls
for an undertaking to be given,

19. In the circumstances set out above your request for disclosure is alse not
. appropriately made at this stage (leaving aside the difficulties with the substance of

35
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the requests you have made). This request is also being treated as a Freedom of
Information Regquest. A responss will be provided in this regard by no later than 13

August 2012.

Yours faithfully

Francesca Debenham
For the Treasury Solicitor
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Ourref; MPSIFT/ 001943/0002
Your ref:  Q102BB0F/EMB/B4
Emsllt  m.scolt@bhatimurphy.co.uk

Phone

Fax
Treasury Solicitors

DX 123242 KINGSWAY bX

By DX & emall
9 August 2012

Dear Madam

Export controls for surveillance equipment

Thank you for your emaill of 8 August 2012 which we will be considering in
more detail with our client.

For present purposes we note that your cllent "having carrled ouf an
assessment of the FinSpy system....has advised Gamma International that
the system does require a licence o export fo ail destinations oultside the
EU”, Some issuss immediately arlse which we would he grateful if you could
provide clarification on:

1. When and In what circumstances was this assessment carried out, the
conclusion reached and the advice given that & licence o export was
required?

2. Had Gamma International previously sought advice from your client as
to whether the FinSpy system required export control, when was this
and what was the advice given?

3. What audit has besh carrled out of the export of the FinSpy system o
countries outside the EU prior to the advice referved to In 1 above?

4, What enforcement aotion 1sfwill be taken against Gamma International
for the previous export-of the Fin8py system without a licence?

6. Has Gamma International been required to retrospeotively apply for
licences for the previous export of the FinSpy system? If not why not?

6. Has Gamma International sought any licences to export the FinSpy
system and/or provide lechnical asslstance, if so to which countries
and which have been granted and which have been refused?

7. Notwithstanding the generality of question 6 above, material In the
public domain suggests that the FinSpy system has been used in
Egypt, Turkmenistan, Bahrain, Dubai, Ethiopla, Indonesia, Mongolia
and Qatar, Has Gamma sought any licences for export of FinSpy or

1
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Bhatt Murphy Solicitors

the provision of technlcal agsistance to any of these countries? If so
which ones and wers licences granted or refused?

8. Kindly provide a detailad explanation and supporting documentation of
exactly what components,of FinSpy |s controlled?

]

We await hearing from you.

Yours faithfully
Y2

Bhatt Murphy
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Bhatt Murphy Soligitors
m.scott@bhattmurphy.co.uk

+44 (00207 216 4355
+44. (0)20 7216 0831

BIS

Department for
Buginass tnnovation & Skifls

Europae, International Trade and
Development

Export Control Organslsation

3 Floor

1 Victoria Street

London

SWiIH QET

1241803 Enquiries +44 {0)20 72156 BOOO
MPSIFTIO01243/0002 Minigom +44 (0120 7218 §740
wwwy his.gov.uk
Tom Smith@bis.gst.gov.uk
11 September 2012
Dear SirMadam,

i refer to your letter dated @ August 2012 to the Treasury Solicitor's
Department with the subject heading ‘export controle for surveillance
equipment’, which we received on 13 August. | am replying in my capacity as
the Head of the Export Control Organisation (ECO} within the Department for
Business, Innovation and Skills (BIS),

You have asked eight questions, We have treated some of these as a reguest
for disclosure of information under the Freedom of Information Act 2000
(FolA) in accordance with Department policy, on the basis of the structure of
the questions, These questions have been considered against the Information
BIS held at the time your request was received oh 13 August. We have
considerad the remaining queastions without reference to the FolA as
questions of Government policy,

| have answerad your questions in the order they were posed for ease of
reference, Questions 1, 2, 8, 7 and 8 have been treated as Freadom of
Information requests, For the avoidance of doubt, questions 3, 4 and § have
been considered without reference to the FolA as questions of Government
policy.

Q1 When and in what circumstanees was this assessment carried out,
the conclusion reached and the advice given that a licence to export
was required?

Gamma International submitted a Control List Classification (CLC) enquiry to
the ECO (i.e. an snquiry as to whether tertain goods or technology fall within
any of the controlled lists) in June 2012 and advice was provided by the ECO
on 2 August 2012, '
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BIS

Q2 Had Gamma International previously sought advice from your client
as to whether the FinSpy system required export control, when was this
and what was the advice given?

Gamma International did not previously seek such advice from the ECO.

Q3 What audit has been carried out of the export of the FinSpy system
to countries outside the EU prior to the advice referred to in 1 above?

g
No such audit has been carried out. BIS only has powers under the Export
Control Order 2008 to audit exports made under certain licences, Any audit
of other exports would fall to Mer Majesty's Revenue and Customs (HMRC),

Q4 What enforcement action is/will be taken against Gamma
International for the previous export of the FinSpy system without a
licence?

Enforcement of export controls i the responsibllity of HMRC, BIS doas not
comment on enforcement issues.

Q5 Has Gamma international been required to retraspectively apply for
licences for the previous export of the FinSpy system? If not why not?

BIS does not issue licences retrospectively, Other than in the case of certain
Open General Export Licences, where an exporter may register for use of the
licence up to 30 days after the first export under that licence, an exporter must
have an appropriate licence In place prior to the export of the goods,
However, none of these Open General Export Licences would be appropriate
for exports of the FinSpy system,

GG Has Gamma lntem#ﬂonal saught any ficences fo export the FinSpy
system andfor provide technical assistance, if so to which countries and
which have been granted and which have heen refused?

Gamma International have not sought any such licences,

Q7 Notwithstanding the generality of question 6 above, material in the
public domain suggests that the FinSpy system has been used in Egypt,
Turkmenistan, Bahrain, Dubai, Ethiopia, Indonesia, Mongolia and Qatar.
Has Gamma sought any licences for export of FinSpy or the provision of
technical assistance to any of these countries? If so which cnes and

were licences granted or refused?

i refer you to the answer at Q8.

In addition, if you or your client hold specific information on breaches of
export controls by UK nationals or companies we would strongly encourage
you to report this information to the Customs Confidential helpline

o
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(hitpfsearch2 hmre gov. uk/kbS/hmre/gontactys/view page?record=k8zpyaid
ao) so that the appropriate action can be taken,

W8 Kindly provide a detailed explanation and supporting documentation
of exactly what components of FinSpy is controlled?

As paragraph 13 of the Treasury Solicitors Department's letter to you of 8
August explained, BIS has advised Ganima International that the FinSpy
system does raquire a licence to export to all destinations outside the EU
under Category 5, Part 2 ('Information Security’) of Annex | to the Dual use
Regulation, because it is designed to use controlled cryptography.

In addition, | can confirm that we hold information falling within scope of your
request, The information relates to substantive discussions with Gamma
international as part of the export licensing process.

The information requested falls within the scope of section 41(1) of the FalA
(Information provided in confidence) and ls exempt from disclosure because it
was provided to the Department in confidence; the release of this information
would constitute a breach of confidence which could be actionable in court.

Section 41(1) is an absolute exemption for the purposes of the FolA.
However, in reaching the decision not to releass the information requested,
the Department has nonetheless also considered whether tha information
should be released in the public interest, as the public interest test is Inherent
within the law of confidence.

Having considered all of the known public interest factors for and against
disclosure of the information requested, it is the Department's view that there
is & strong public interest in protecting tHis confidence and withholding this
information; there are no public interest Sonslderations in relation to this
information which ocutweigh the public interest against disclosure of this
information or which would require us to set the duty of confidence aslde,

In relation to the questichs which have been considered under the terms of
the FolA, if you are unhappy with the result of your request for information,
you may request an internal review within two calendar months of the date of
this letter. If you wish to request an internal review, please contact me.

If you are not content with the outcome of the internal review, you have the
right to apply directly to the Information Gomrmissioner for a decision.. The
Information Commilssioner can be contactad at: Information Commissioner's
Office, Wyeliffe House, Water Lane, Wilmslow, Cheshire, SK8 BAF.

Ptease remember to quote the reference number above in any future
gommunications.
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BIS

If you would like to follow-up on any of the questions that have not baen
considered under the FolA please also contact me directly.

Yours sincerely,

-
AL T
Tom Smith
Head of the Export Control Organisation

i
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ki FINFISHER™

- Finintrusion Kit
- FinU5B Suite
« FinFireWire

- Finspy Mobile
FinFly - FinFly USB
*FinFly LAN

* FinFly Web

< FInFly ISP

- Basic & Advanced Intrysion
+ Wireless Intrusion

- Practical Exploitation

- Web Application Penetration

« Custom IT Intrusion Training &

IT Intrusion Training Program

Consulting

FINFISHER™
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Tactical IT Intrusion Portfolio
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FININTRUSION KIT
FINUSB SUITE
FINFIREWIRE

WWW.GAMMAGROUP.COM

Gamma atldragses ongoing developments in the 1T Intruslon
fleid with soluttons to enhance the capabllitles of our
cllents, Easy to use high-end solutions and techplgues
complement the inteliigence communlty’s knowhow
enabling It to address reievant Intrusion challenges on a
tactical lavel,

FINFISHER™

P OINTTRLIESTTN
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Tactical IT Intrusion Portfolio

S

Finlntrusion Kit was designed and developed by world-
class IT Intruslon speclalists, who have over 10 years of
experlence in thelr area through their work In several Tlger
Teams {(Red Teams) in the private and government sectoy
assessing the security of different networks and -organiza-
tions. ngggi

The Finintrusion Kit Is an wp-to-date and covert cperational
Kit that can he used for most common IT Intrusion
Operations in defenslve and offenslve areas. Current
customners include Military CyberWar Departments,
Intelligence Agencies, Police intelligence and cther
Law Enforcement Agencies,

Usage Example 1: Technical Surveillance Unit

The Finintrusion Kit was used to break the WPA encryption
of a Target’s home Wireless network and then monitor
his Webmall (Gmall, Yahoo, ...) and Soclal Netwaork
(Facehook, MySpace, ...} credentials, which enabled the
investigators 1o remotely monlitor these accounts from
Headquarters without the need to be close to the Target,

Feature Qverview o

FININTRUSION KIT

' QUICK INFORMATION
Usage:  Strategic Oparations
» Tactical Operations

Capahilities: ety

- Break WEP/WPA Encryption
+ Network Monitoring

(including SSL Sessions)
- {T Intrusion Attacks

+ Hardware/Software B _.]

Usage Exampla 2; IT Security

Several custemers used the Finintruslon Kit to successfully
compromise the security of networks and computer
systems for offensive and defensive purposes using
vatlous Teols and Technigues,

Usage Example 3: Strategic Use-Cases

The Finintruslon KIt is widely used to remotely galn access
to farget Emall Accounts and Target Web-Servers (8.g.
flogs, Discussion Boards) and monitor their activities,
including Access-Logs and more,

- Discovers Wireless LANs {802.11) and Bluatooth® devices
+ Recovers WEP (64 and 128 hit) Passphrases within 2-5 minutes
- Breaks WPAT and WPAZ Passphrases using Dictlonary Attacks
« Actively menitors Local Area Network (Wired and Wireless) and extracts Usernames and
Passwords even for TLS/S5L-encrypted sessions
+ Emulates Rogue Wireless Access-Point (802.11)
- Remotely breaks into Email Accounts using Network-, Syster- and Password-based Intrusion Techniques
- Network Security Assessment and Valldation

For a full featura list plense refer to the Product Spaclfieations,

FINFISHER™

WWW.GAMMAGRDUP.COM FToNT R LS
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Tactical IT Intrusion Portfolio

Product Components

FININTRUSION KIT

y

Finintrusion Kit - Covert Tactlcal Unlt

Basic IT Intrusion Components;

- High-Power WLAN Adapter

- High-Power Blustooth Adapter

- 802,11 Antennas

+ Many Common IT Intrusion Devices

Automated LAN/WLAN Monitoring

\.
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FinTrack Operation Center
- Graphlcal User Interface for Automated IT Intrusion
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Tactical IT Intrusion Portfolio

LAN/WLAN Active Password Sniffaer

Captures even SSL-enciypted data (ke Webmail,
Video Portals, Online-Banking and more

FININTRUSION KIT
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Tactical IT Intrusion Portfolio

The FinUSB Suite Is a flexdble product that enables Law
Enforcement and Intellgence Agencies to quickly and
securely extract forensle Information from  computer
systems without the requirernent of |T-{rained Agents.

It has been used in successful operations araund the world
where valuable [ntelligence has been acquived ahout
Targets in covert and overt operations,

Usage Example 1: Covert Operatlon

A source In an Organized Crime Group (0CG) was
given a FinUSB Dongle that secretly extracted Account
Credentlals of Web and Emall accounts and -Microsoft
Office documents from the Target Systemns, while the
OCG used the USE device 1o exchange regular files like
Musle, Video and Office Documents.

After retumning the USB device to Headquartets the
yathered data could be decrypled, ahalyzed and used to
constantly monitor the group remoteiy,

Feature Overview

+ Optimized for Covert Operations
« Easy usabllity through Automated Execution
+ Secure Encryption with RSA and AES

FINUSB SUITE

. QUICK INFORMATION
9§ag e; - Tactical Opirations

Capabilities:

- Information Gatheringm
« System Access
- Quick Forensics

i j - Hardware/Softwa re_‘

Uséée Example 2: Technical Survelllance Unit

A Technlcal Survelllance Unli (TSU) was following a Target
that freguently visited random Intermet Cafés making
monltering with Trojan-Horse-like technology Impossible.
The FInUSA was used to extract the data left on the public
Tarminals used by the Target after the Target left.

Several documents that the Target opened in his web-mall
could be recovered this way. The gathered Information
included cruclal Office files, Browsing History through
Caekie analysls, and more.

+ Extractlon of Usernames and Passwords for all common softwara like:

- Emall Clients

+ Messengers

+ Browsers

- Remote Adminlstration Tools

- Silent Copying of Files (Search Disks, Recycte-Bln, Lost openedfediiedicreated)
+ Extracting Matwork Information (Chal Logs, Browsing History, WEPAWPALZ) Keys, ..}

2

For a full feature list please refer to the Product Speciflcations,

WWW,.BAMMAGROURP.COM

FINFISHER™
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Tactical IT Intrusion Portfolio

Product Components

FINUSB SUITE

\

o
Husiim via i 20 Bands v
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FinUSB Suite - Mokile Unit

FInUSB HQ

« Graphleal User Interface to decrypt and analyze
gathered Data

+ Conflgure Dongie Operational Optlons

.

10 FinUSE Rongle (U3 - 16GB)

- Covertly extracts data from system
* Encrypts Data on-the-fly

FinUSB - Windowys Password Bypass

» Bypass Windows Logon without permanent
system modifications
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| fTactical IT Intrusion Portfolio

Easy Usability

1. Pick up a FinUSB Dangle

2. Conflgure all desired Features / Modulas and
update your FinUSB Dongle with FinUSB HQ

3. Go to your Target System

"4, Plug n your FInUSB Dongle
5. Wait until all data |s transferred
8. Go back to your FinUSB HQ

7. Import afl Data from FInUSB Dongle

8. Generate Report
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Tactical IT Intrusion Portfolio

Technical Surveillance Units and Forensic Experts often face
a situation where they need to access a ninning computer
system without shutting It down In order to prevent data
loss or save essentlal fime durlng an operation, In most
cases, the Target System is protected with a password-
enahled Screensaver or the target user Is not logged In
and the Login Screen Is active,

FinFireWire enables the Operator to quickly and covertly
bypass the password-protected screen and access tha
Target System without leaving a trace or harming essentlal
forensic evidence,

Usuge Example 1; Forensic Oparation

A Forensic Unlt entered the apartment of a Target and
tried to access the computer system. The computer was
switched on but the screen was locked.

As they were not allowed, for legal reasons, 10 use a Remote
Meonitoring Selution, theywould have lostall data by switch-
ing off the system as the hard-disk was fully encrypted.
FinFreWire was used to umlock the running Target
System epabling the Agent io copy all files bafore
switching the computer off and taking it back to Head-

quarters. ]
e

Feature Overview

+ Unlocks User-Logon for every User-Actount

« Unlocks Passweord-Protected Screensaver

+ Full Access o all Network Shares of User

- Pumps Tull RAM Tor Forensic analysls

+ Enables live forensics without rebooting the Target System
* User password is not changed

+ Supports Windows, Wac and Linux systems

- Works with Firewire/1394, PCMCIA and Express Card

For a full feature list please refer to the Product Speclfications,

WWW.BAMMAGROWUP.COM

FINFIREWIRE

QUICK INFORMATION
mlljdsage: ‘ - Tactical aperatic;ns :

Capahilitieé:— - Bypass Us—e?l-lasswurd
« Covertly Access System

- Recaver Passwords from RAM
- Enable Live Farensics

Conter&:—' E@dearelsﬂvag ) ’ _!

Usage Example Z: Password Recovery

Combining the product with traditional Forensic
applications |ke Encase®, Forensic unlts used the
RAM dump functionality to make a snapshot of the
current RAM Information and recovered the Hard-Disk
encryption passphrase for TrueCrypt's full disk encryp-
tion,

FINFISHER™

FUOINTT RSN



I il

1]

l

Tactical IT Intrusicn Portfolio

Product Components

FinFireWire - Tactical Unit
- Complete Tactical System
\
J
Connection Adapter Cards
+ PCMCIA and ExpressCard Adapter for
Target Systems without FireWire port
‘-:lfgg:j. :

Usage

FINFIREWIRE
o N
,
Point-and-Click User Interface
- Easy-to-use User Interface
r N
\ A

Universal FinWre CableSet
-4 pinto 4 pin
-4 pinio 6 pin
' 6 pih 1o 6 pin

1. Go to your Target System

2, Start FinFiveWire

3. Plug in FireWire Adapter & Cable

4, Select a Target

5. Wait until System
Is unjocked

Theinformation containedhereinisconfidential
and subject to change without notice. Gamima
Group International shall not be liable for

technical or aditorial errors of omissions -
contained herein,

GAMMA INTERNATIONAL

GCAMNMAGROUP United Kingdom

Tel: +44 - 1264 - 332 411
Fax, +44 - 1264 - 332 422

info@gammagroup.com
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Remote Monitoring & Infection Solutions

WWW.GAMMAGRDURP.COM

FINSPY

FINSPY MOBILE

FINFLY USB

FINFLY LAN

i FINFLY WEB
FINFLY ISP

The Remote Monitering and ‘infection Solutlons are
used 10 access larget systems to glve full aecess to
stored Informatlon with the ability to take control of
target systems functions to the point of capturing
encrypted data and communications. When used in combl-
natlon with enhanced remote Infectlon methods, Govern-
ment Agencies will have the capabllity to remotely Infect
target systems,

FINFISHER"™

FTOINTREESITIR
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Remote Monitoring 8 Infection Solutions

FinSpy Is a field-proven Remote Monitoring Solution that
enables Governments to face the current challenges of
monitoring Mobile and Security-Aware Targets that
reqularly change location, use encrypted and anony-
mous communication channels apd restde in foreign
countries.

Traditional Lawful Interception solutions face new challenges
that can only be solved using actlve systems like FinSpy:

- Data not transmitted over any network
+ Encrypted Communications

+ Targets in forelgn countries

I
2

o
FinSpy has been proven successful in operatldits around
the world for many years, and vaivable intelfigence has
been gathered about Target Indlylduals and Organizations.

When FinSpy is Installed on a computer system It can he
remotely controlled and accessed as soon as It is con-
nected to the internet/network, ne matter where In the
world the Target System is based.

Featura Overview
Target Computer — Example Features:

+ Bypassing of 40 regulary tested Antivirus Systems

- Covert Communlcation with Headguarters

+ Full $kype Monitoring {Calls, Chats, File Transfers,
Video, Contact List)

» Recording of commen communication Jike Email, Chats
and Voico-overIP a

+ Live Surveillance through Webcam and Micrafhone

- Country Tracing of Target

+ Silent extracting of Files from Hard-Disk

+ Process-based Key-logger for faster analysis

« Live Remote Forensics on Target System

+ Advanced Filters to record only Important information

- Supports most common Operating Systems (Windows,
Mac OSX and Linux)

wWww.CAMMAGROUP.COM

FINSPY

QUICK INFORMATION

- Strategic Operations
.| | » Tactical Operations

Usag;:-:-

| capabitities:

. Remnt:; .Computer Monitoring

+ Monhitoring of Encrypted
_Communications

. H;-f-r—iwareISoftware

Usage Example 1; Intelligence Agency

FinSpy was installed oh several computer systems inside
Internet Cafes in critical areas in order to monitor tham
for susplcious activity, especlally Skype communication io
forelgn indlviduals. Using the Webcam, plctures of the
Targets were taken while they were using the system,

Usage Example 2; Organized Crime

FinSpy was covertly deployad on the Target Systems
of several members of an Grganized Crime Group, Using
the eountry tracing and ramote microphope access, es-
sential information could be gathered from every meeting
that was held by this group.

Meadguariers — Example Features:

+ Evidence Protection (Valid Evidence according to
Euopean Standards)

. U'sewi\ﬂanag ement according to Securlty Clearances

- Security Data Encryptlon and Communlcation using
RSA 2048 and AES 256

« Hidden from Public throt:igh Anonymizing Proxies

+ Can be fully Integrated with Law Enforcement
Monitoring Functionality (LEMF)

Fer a ful] feature st pleasa refer to the Product Specfications,

FINFISHER™

FEPOINTRUISION
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Remote Monitoring & Infection Solutions

FINSPY

Product Components

\

FinSpy Master and Proxy FinSpy Agent

+ Full Control of Target Systems + Graphicai User Interface for Live Sesslons, Configuration
- Evidlence Protection for Data and Activity Logs and Data Analysls of Targets

+ Secure Storage

+ Security-Clearance based User- and Target Managernent o

|

Y
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Remote Monitoring & Infection Solutions

FINSPY

Access Target Computer Systams around the World

FinGpy Retay
[ T MR Heley(a} Fovvaed.
destimisdtioie istwaari
“Targintia Wik

Thi Infarkanl PergitByoban minids
nhearthdsta the FinBpy Ratayls)
ae-Boon kigohling

FinBpy Relay

ThinFiriSgy Mastermaroges &l Targets:
Bk Ageritewi storestheData

‘Finsﬁy nastar

RN - ‘
WionitaringGdnter: FinBpy Agani

Easy to Use User Inferface
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Remote Monitoring & Infection Solutions

FINSPY

ExNigendipit e e B TR

1, Muitiple Data Views
2, Structured Data Analysls

3. Importance Levels for all
recorded Files

EP
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Remote Monitoring & Infection Solutions

FINSPY LICENSES

Outline

The FinSpy solutlon contalns 3 types of product llcenses:

A. Update License

The Update License controls whether Finspy Is able to re-
trleve new updates from the Gamma Update server. It Is
combined with the FinFisher™ After Salas Support mod-
uvle.After explry, the FinSpy system will still be fully fune
tional but no longer able to refrieve the newest versions
and bug-fixes from the FinSpy Update server,

B, Agent License

The Agent License controls how many FinSpy Agents can
login to the FinSpy Master In parallel.

Example;
- 5 Agent Licenses are purchased.
- FinSpy Agent licenses can be Installed on an unlim-
ied numbet of systems, however
- Only 5 FinSpy Agent systems can logln to the FinSpy
Master and work with the data at tha same time
N
T

Screenshot active Target with License

FINSPY

C. Targst License

The Target License controls how many FlnSpy Targets can
be active In parallel.

Active refers to activated FinSpy Target installations no
matter whether the Target System is online or offline.

When FinSpy Target Is deployed on a Target System and
no Target Licenses are avaliable, the FinSpy Target gets
temporary deactivated and no recording and live access will
he possible. As soon as a new License |s available (e.9. by
upgrading the existing License or de-infecting one of the
actlve FinSpy Targets), the Target will be assigned the free
license and i{ will be activated and begin recerding and pro-
viding llve aceess,

i
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Remote Monitoring & Infection Solutions

FinSpy Maobite Is closing the gap of interception capabllities
for Governments for most common smart phone platforms,

Specifically, organizations without network or off.air
based interception capabilitles can access Molille Phones
and intercept the devices whth enhanced capabilitles,
Furthermore, the solution offers access to encrypted
communications as well as data stored on the devices
that Is not transmitted,

Traditlonal tactical or strategle Interception sclutions Face

challenges that can only be salvad using offansive

systems like FinSpy Moblle;

+ Data not transmitted over any natwork and kept on the
device

» Encrypted Communications in the Al-Interface, which
avold the usage of tactical active or passive Off-Alr Systems

+ End-to-end encryption from the device such as Messengars,
Emails of PIN messages

#inSpy Mobile has been giving successful results to
Government Agencies who gather information remately
from Target Mobile Phones.

Whan FinSpy Mobile is installed on a mobile phone it can be
remaotely controlled and monitored no matter where in
the world the Target is located,

. i im",tii::
Feature Overview

Targel Phone — Example Features:

- Covert Communications with Headduarters

+ Recording of common communications ilke Volce Calls,
SMS/MMS and Emails

» Live Surveillance through silent Calls

+ Fle Rownload (Contacts, Calendar, Pictures, Flles)

+ Country Tracing of Target (GPS and Cell (D)

« Full Recording of all BlackBerry Messenger
communications

« Supports most caommon Operating Systems: Windows
Maobile, I0S (IPhone), BlackBerry and Android

WWW.BAMMAGRDOUP.GOM

FINSPY MOBILE

QUICK INFOGRMATION
Usage Strateglc Operations
- Tactical Operations

Capab:llt LH

‘R mte Moblle Phone
Momtorlng

m LHardw—;;;:—;Suftware

Usage Exampla 1; Intelllgence Agency

FinSpy Mobile was deployed on BlackBetry mobile
phones of several Targets to manitor all communications,
including SMS/MMS, Ematl and BlackBerry Messangen.

Usage Example 2; Organized Crima

FinSpy Mobile was covertly deployed on the mobile
phones of several members of an Organized Ctirme Group
{(GCG). Using the GPS tracking data and silent calls,
essential Informatlon could be gathered from every
meeting that was held by this group,

Headguarters — Exampie Features:

- Evidence Protection (Valld Evidence according to
Europenn Standards)

- User-Managemant according 1o Securlty Clearancas

- Security Data Encryptlon and Communications using RSA
2048 and AES 256

+ Hidden from Publlc through Ananymlizing Proxies

« Can be fully Integrated with Law Enforcement
Monltering Functlonality

For u full feature ||st please rafar to the Product Spacifications,

FINFISHER™
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Remote Monitoring & Infection Solutions

Product Components

FINSPY MOBILE

FinSpy Master and Proxy

+ Full Control of Target Systetns i

+ Evidence Protection for Data and Activity Logs -y, -

+ Secure Storage

- Security-Clearance based User- and Target Management

FinSpy Agent

- Graphlca} User Interface for Live Sessions, Conflguration
and Data Analysls of Targets




o

i

Remote Monitoring & Infection Solutions

FINSPY MOBILE

Access Target Mobile Phones around the Worid

FinBpy Relay
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Remote Monitoring & Infection Solutions

The FinFly USB provides an easy-to-use and reilable way of
installing Remote Monitoring Selutlons on computer
systems when physical access Is available,

Once the FInFly USB is inserted into a computer, 1§
automatically installs the configured software with
little or no user-interaction and does not require
IT-trained Agents when belng used In operaticns, The
FinFly USB can be used agalhst multiple systams hefore
belng returned 1o Headquarters.

;
Usage Example 1: Technical Surveillance unit®

The FInFly USB was successiully used by Technical
Surveillance Units In several countries to deploy
a Remote Monltoring Solufion onfo Target Systems that
were switched off, by simply hooting the system from
the FinFly USB device.

Feature Overview

FINFLY USB

QUICK INFORMATION
[ Usage: j ﬁ?z;E{EEQI Operations

Capabilities: + Deploys Remote Monitaring .
1| Solution on Target

Content: « Hardware -

Usage Example 2: Intelligence Agency

A Source In a domestic terror group was glven a FinFly
USB that secretly Installed & Remote Maonitoring
Selytlon on several computers of the group when they
were using the device 1o exchange documents between
each other, The Target Systems could then be ramotely
monttored from Headquarters, and the FinFly USB was
later returned by the Sovrce,

- Covertly Installs Remote Monitoring Solution on Insertion In Target System

« Littte or no user-Interaction Is requlred

« Functionality can be concealed by placing regular flles like music, video and office

documents on the device

- Infection of switched off Target System whehshooting from USH

» Hartiware Is a common and non-suspicious USB device

For a full feature Jist please refer to the Product Specdfications.

WWW.EAMMAERUUPV.EDM

FINFISHER™
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-Remote Monitoring & Infection Solutions
,, FINFLY USB

|

Product Components

1 =
A /
[ FinFly USBs Full FinSpy Integration
+ SanDisk USB Dongle (16GB) - Automatic generation and activation thraugh FinSpy
- Deploys a Remote Monitoring Solutlon on Insertion Into Agent
Target Systems
- » Deploys Remote Monltoring Setution during Boot Process

n GAMMA INTERNATIGNAL
Theinforration contained herginis confidential GAMMACROLIP United Kingdom
and subject to charge without notice. Gamma .
Group International shall not ke liable for Tel: +44-1264 - 332411
o techinical or editorial errors or omissicns Fax: +44 - 1264 - 332 422

contained herein,

info@gammagroup.com
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Remote Monitoring & Infection Solutions
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Some of the major challenges Law Enforcernent agencles
are facing are mobile Targats, whera no physical access
to a computer sysiem can be achleved as wall as Targets
who da not.open any infacted Files that have been sent
via emall to thelr accounts,

In particular, security-aware Targets are almost Impossible
1o infect as they keep their systems up-to-date and no
exploits-or Baslc Intrusion technigues will lead to success,

FinFly LAN was developed to deploy a Remote Morltoring
Solution covertly on Target Systems In Local Area Networks
(Wired and Wireless/802,11). It Is ahle to infect Files that
are downloaded by the Target on-the-fly, infect the Target
by sending fake Software Updates for popular Software
of infect the Target by Injecting the Payload into visited
Websites.

Usage Example 1: Tachnical Survelllance Unit

A Technical Survelllance Unit was following. a Target
for weeks without being able to physically ducess the
target computer. They used FinFly LAN to Install the Remote
Monitoring Solution on the target computer when he was
using a public Hotspot at a coffee shop,

Feature Qverview

FINFLY LAN

QUICK INFORMATION
« Tactical Operations

E{Eﬁi&ies? ' l

:—[_)eploys Remote Monitoringﬂ
Solution on Target System in

Local Area Network

| Content: i - Software

Usage Example 2: Anti-Corruption

Finfly LAN was used to remotely Install the Remote
Monltoring Sotution on the computer of a Target while
he was using It inslde hls hotel room. The Agents were
in another yoom connected to the same network and
manipulated the Webslies the Target was visiting 1o trigger
the Installation.

- Discovers all Computar Systems connected o Local Area Netwark

- Works in Wired and Wireless (802,11) Networks

+ Can be combined with Finintrusion Klt for covert Network Access

+ Hides Remote Menitoring Solution in Downloads of Targets

* Injects Remote Monitoring Selution as Software Updates

+ Remotely installs Remote Menftoring Solution through Websites visited by the Target

For a full feature list please refor to the Product Spacfications,

WwWwWwW.CAMMAGRDUP.COM

FINFISHER™
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Remote Monitoring & Infection Solutions

f FINFLY LAN
Product Components "
i
"
E‘
Ly s
\
- FinFly LAN Finlntrusion Kit - Integration (Optional)
- Unux-based Software with simple User-interface * FinFly LAN will be loaded as a module Into
the Finintrusion Kit
0 M
Infection through Local Area Networks
n Router Ghateway

Target
forinfection

Flnfly LAN
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Remote Monitoring & Infection Solutions

Automated User-Interface

» Simple to use without extenslve training i

FINFLY LAN

Muitiple-Target and Payload Support

- Different Executahles can be added for each Target

—

ARt Faalidiguas:

¥ BiranfWiastiontexesanr)

! Opemitiommaned [Damthire
{veastoramottecon k! ) |
: T A
CedeviivwdreereiTtnom)
\ J




I

Remote Monitoring & Infection Solutions
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One of the major challenges in using a Remote Monltoting
Solutlon is 1o install It onto the Target System, especially
when only a little informatlon, like an Email-address, is
avallable and no physicad access can be achlevad.

FinFly Web is designed to provide remote and covert
Infection of a Target System by using a wide range of
web-based attacks.

FinFly Web provides a point-and-click interface, enabling
the Agent to easily create a custom Infection code
according to selected modules,

Target Systems vislting a prepared webslte wlith the Imple-
mented Infection code will be covertly Infected with the
conflgured software,

Usage Example 1: Tethnleal Survelllance Unit

After profiling a Target, the unit created a website of
interest for the Target and sent him the Hnk through a
discusslon board. Upon opening the Link to the unit's
wehshe, a Remote Monltoring Solution was installed on the
Target Systermn and the Target was monitored from within
Headguarters,

Feature Overview

Fully-Customizable Web Modules
+ Can be covertly installed into every Website

FINFLY WEB

: QUICK INFORMATION
U:iage _St?ateglc Q peratlons.m_ l

Capahmties - Deploys Remotéqwlomtcrmg
Sclution on Target System -
through Websites Websites

@.ﬁﬂ l i Softwareh B l

Usage Example 2: Intelligence Agancy

The customer deployed FinFly ISP within the main Internet
Service Provider of thelr country, [t was combined with
FinFly Web to remoiely infact Targets that visited
government offensive websites hy coverily Injecting
the FinFly Web code Into the targeted websttes,

» Full integration with FinFly LAN and FinFly 5P to deploy ever inslde

papular Websltes like Webmall, Video Portals and more

- Installs Remote Monitoring Solutlon aven [f orily emall address is known

+ Passibility to target every person visiting conflgured Websites

For a full feature list please refer to the Product Spadfications,

WWwW.GAMMAGRDUPF.COM

FINFISHER™

TIPS
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Product Components

FinFly Web

» Point-and-click software to create
custom Iinfection Websites

FinFly Web direct infection

Remote Monitoring & Infection Solutions
| FINFLY WEB

pCrElE

“Tetgak
Torwifaction

Full integration with FinFly LAN and FinFly ISP

Twilary

Hargal
Farintavkiong

25 HLT

Finkly S0
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B FINFLY WEB
Example: Java Applet (Internet Explorer, Firefox, Opera, Safarl)
The website will prompt the Target to accept a lava plug-in that can be sighed with
any company name {e.g. "Microsoft Corparation”)
1
I
L
1 (

I

o

g A

Example: Missing Component {IE, Firefox, Opera, Safari)

The website will pretend that a plug-In/codec etc. Is missing on the Target
System and prompt it fo download and Install this software

spaas L2cinct Laf

U

ash Player

Piinte Adobs Fiash Pluyer T
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Remote Monitoring & Infection Solutions

Example: Missing XPI (Firefox only, all platforms)

This module will prompt the Target to Install additional plug-ins
in order to be able to view the website,

1 'if'lhyllerﬂmﬂsﬂu_quhdﬂg‘."
§ I
Hikfaniad

Theinformation contained hereinisconfidential
and subject to change without notice. Gamma
Group International shall not be liable for
technical or editorial errors or omissions
contained herein,

GANMNMAGROUR

FINFLY WEB

GAMMA INTERNATIONAL
United Kingdom

Tel: +44-1264 -332411
Fax: +44 - 1264 - 332 422

info@gammagroup.com
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In many real-iife operations, physical access to in-country
Target Systems cannot be achleved and covert remote
installation of a Remote Monftoring Solutlon Is requlred
1o he able to monitor the Target from within ths
Heatquarters.

FinFly ISP s a strategic, countrywide, as well as a tactical
{mobile) solutlon that can be Integrated Into an ISP's
Access and/or Core Network to remotely Install the
Remote Monitoring Selution on selected Target Systems.

FinFly ISP appliances are based on carrier grade server
technology, providing the maximum relinkility and
scalabillty to meet almost every challenge related to
network topelogles. A wide-range of Network Interfaces —
all secured with bypass functions - are avallable for the
required actlve network connectivity.

Several passive and active methods of Target Identification -
from online monitoring via passive tapping to interactive
communications between FinFly ISP and the AAA-Servers
—ensura that the Targets ara identified and their appropriate
traffic is proviced for the infection process. %

FinFly ISP is able to infect Files that are downloaded hy
the Target on-the-fly or infect the Target by sending
fake Software Updates for popular Software, The new
release now Integrates Gamma’s powerful remote Infec-
tion application FinFly Web to infect Targets an-the-fly by
just visiting any website.

Featurae Overviaw

. Can be installed Inside the Internet Service Pravider Natwork

+ Handles all commeon Protocais
- Selected Targets by IP address or Radlus Logon Name

+ Hides Remote Monitoring Solution In Downloads by Targets
« Injects Remote Monitoring Solutlon as Software Updates

FINFLY [SP

QUICK INFORMATION

Cap » Deploys Remote Monitoring
Solution on Target System
through ISP Network

Content: t —-_i-lardwarelSoftware “

Usafye Example: Intelligenca Agancy

FinFly ISP was deployed In the maln Internet Service Provider
networks of the country and was actively used to rermotely
deploy a Remote Mon(toring Solution on Target Systems. As
the Targets have Dynamic-IP DSL Accounts, they are Identi-
fled with thelr Radlus L.ogon Name,

- Remotely installs Remote Menitoring Solutlon through Websites visited hy the Target

tor a full feature list plaese rafer to the Product Spacifications,

WWW,GAMMAGRDUP.COM

FINFISHER™

T ELLLE T
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FINFLY ISP
Different Location Possibilities
- FinFly ISP can be used as a tactical or
strategic solution within ISP networks
4 it

15 Network

iy

\. S
A tactical solution Is mobile and the hardware is dedicated A strategic solution would be a nermanent ISP/countrywide
to the Infection tasks Inslde the access network close to the Installation of FinFly ISP to select and Infect any target from
targets' access points, It can be deployed on a short-term the remote headquarters without the need for the LEA fo
basls to meet tactical requlrements focused on elther 3 spe- be on location,

cific target or a small number of targets in an area.
Of course, it is possible to combine tactical and strategic
solutions to reach a maximum of flexibiiity for the infectlon
operations.

i
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B FINFLY ISP

Network Setup

Strategic Deployment
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Remote Monitoring & Infection Solutions

Product Components

FinFly ISP Stratagic

A strategle deployment of FinFly ISP consists at least of the

following:

» Management System at the LEMF

» Target identlfication Probe Server(s) at the AAA-System
of the network

« Infection Proxy Server(s) at, for example, the Internet
Gateway(s)

~ N
FinFly ISP Servers Finkly ISP
Workstation HP Z-Series
HP ProLlant DL-Series G7
Business WS

FinFly ISP Tactical

A tactical FinFly ISP System consists of the following:
- Target Identification & Infection Proxy Server Portable
+ Management Systam Notebook

FinFly ISP Tactical
Portable Mgmt.
Atlas AD 17* Portable

FinFly 15P Tactical
Lenovo Thinkpad¥
T-Serles

\ s

‘The technical data /specifications are subject to change without notice,

Theinformationcontained hereinis confidential
and subject to change without notice. Gamma
Group Internaticnal shall not be liable for-
technical or editorial errors or omissions
contaired herein,

FINFLY ISP
Throughput: > 20 Gbps
Max.no, of NiCs:  2-8 NICs
Interfaces; 1GE Copper { Fibet
10GE Copper / Fiber
SONET/SPDH OC-3 /74192
STM-1 / -64
ATM AALS
Processors: 1%~ 8x Intel XEON
Core! 2 - 8 Cores / Processor
RAM: 12GB -17B
HDD Capaclty: 3% 146GE - 4.8TR SAS
Features: HPILO 3

Redundant Power
Redundant Fans
Bypass Switch Functlon (IF applicable)

Oparating System:

linux GNU (Debian 5.0) hardened

Throughput: 5 Gbps

WMax. no. of NICs: 2 NICs

interfacas: 1GE Copper / Fiber
SONET/SDHOC-3 /412
STM-1 /-4

_ AT AALS

Procassors; 2 xIntel Cora {7

Core: 6 Cotes / Processor

RAM: 12GB

HDD Capacity; 2 % 1TR SATA

Optical Drive: DVD-+/-RVWY SATA

Monitor: 1% 17" TFT

Features: Bypass Switch Function for NICs

Operating System;

LInux GNU (Debian %.0) hardened

GANINAGROUP

GAMMA INTERNATIONAL
United Kingdom

Tel: +44-1264-332 411
Fax: +44 - 1264 - 332 422

info@gammagroup.com
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FinSupport

The FinSupport sustains upgrades and updatas of the Fin-
Fisher™ product ling in combinatlon with an annual support
contract,

The FinFlsher™ Support Vebpage and Support Team pro-
vide the following services to our clients: ‘
i

- Online aceess to; e

+ Latest User Manutal

- Latest Product Specifications

- lLatest Product Training Slides

« Bug Reporting Frontend

+ Feature Request Frontend

+ Regular Software Updates;
« Bugfixes
< New Features
+ New Major Verslons

+ Technical Support via Skype;
+ Bugfiking
+ Partial Operational Support

WWW.CGAMMAGROURP.COM

FINSUPPORT

FinLifelineSupport
The iFinLifelineSupport provides professional back-office

suppprt for trouble resolution and technical queries. It also

provides back-office support remaotely, for FinFisher™ Sw
bug fixes and Hardware replacements under warranty, Fur-
thermora, with FinLifelineSupport the client automatically
recelvas new features and functionalities with the standard
retease of bug fixes.

Bug Fixes

Finsupport s a product driven support organization where-
by a highly skilled after-sales support manager recelves re-
lated querles by emall or telephone, The after sales support
manager Is hased in Germany and his hours of operation
are 09;00 ~ 17:00 Ceniral Eurgpean Time {CET).

With the FinLifelineSupport, support is avallable from
09:00-17:00 CET. If a request for support is logged outside
of standard offlce houts 1t will be addressed immediately on
the next working day.

When the customer reports an incldent, we log an Incident
Report {IR) and document the priority of the incident, With-
in a specified period, corrective actions will follow based
on the assigned priority, The FinFisher™ team then has the
responsibility of coordinating the Investigation and resolu-
tlon of the IR, as well as communicating the status and new
Infarmation 1o the IR originator.

)

ForHigh priority Issues, we ensure that the system continues
to work smoothly by quickly delivering workaround sofu-
ilons and tested bug fixes, Yhen the FinFlsher™ team deliv-
ers @ workaround, in parallel i also escalates the Prohlem
Report {PR} 1o the Research and Development (R&D) depart-
ment to ensure a quick resolution. These professional sup-
port measures ensure that the software meets the highest
expectations.

FINFISHER™

PrOINTTRUIS N
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.

FINSUPPORT

The following flow chart provides an lllustration of the typi-
cal operational procedure and areas of respensibility (Note:
In this flow chart, 'customer' represents the orlginator of
the IR});

Prooass j Responsibility

v

Cusiomer

Prablem
Logging/Reporting

First Response

Temporary
Workround

Corraction
Proposal

¥

o,
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FINSUPPORT

The following table provides the normal customer Incident handling procedure;

Info for Incldent reporting,

In cases-of a {suspected) hardware/software defect, recaive
Incident Report (IR) as per the defined communication meth-
ods.

IR should Include:

- contract id

~ CUsStomar's name

- affected system/ technology

- description of defect

- priority (see definition below)

- avallable error symptoms g

Customer cooperates by providing further erfor symptoms,
upon request

Within one working day, customer receives the ticket num-
ber to conflrm recelpt and tracks the IR, and also the Initial
analysls results

! FinLIfelineSupport supparts collecting errar symptoms, upon
request

FinkitelneSuppart helps with temporary workaround selution

FinLifelinaSupport provides correction proposal on R with
planned correctlve measures & response time, after incident
analysls

FinLifellneSupport provides issue of hard- or software modifi-
cation, If reported incident requires correction

Customer Implements dellvered hardware/ software
medification. Customer confirms successful correction.

FinLifelineSuppart helps with implementing hardware(l)/ soft-
ware modiflcatlon

{) Hardware charged separately If not uncler warranty.
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Definitions of query and fault prlority

FINSUPPORT

FinlifelineSupport processes the incaming guetles and problem reports according te their urgency. Two factors rate the urgency

of an Incldent, and both are Included In each IR;

+ 'Priority’ based sofely on the technlcal scope of the error

« 'Customer Severity’ Is a more objectlve factor and based on the resultant customer itmpact

The following ‘Priority” table prevides an overview of the corresponrding technical scape:

| critical Issue; crucla aspect of system not
1 working Target can be established.
2 major Issue with no workaround An Antlvirus update detects an already installed RMS which
requires an immedlate update In order 1o stay operational
within the Jnfected system, i
3 malor issue with workaround FinSpy Target functlonality dogsn‘t operate properly but can
be fixed with a workaround solutlon,
4 minor issue with little impact on system Wrong lcon shown for a downloaded flle

Response Times

Ih 90 percent of all incldents, we will keep our response
times as depicted in the table below.

‘Working day(s)’ = as defined In the German calendar, and
thus, excludes holidays observed in Germany.

There are three phases In our response timas:

» Initlal Response

- Comrective Action Feedback

- Problem Resolution (ot Priority De-Escalation)

._|.j»,|.

The time for the ‘Inftial Response’ is from the moment we
log an Incident to the actual confirmation response sent to
the customer acknowledging recelpt of the Incldent.

The 'Initlal Response’ may also ask for more detailed infor-
matioh or, In less complex cases, may immedlately solve the
problem,
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Prig 1 - cr]tlcal Issue

_r

Same worklng day

Prlc 2 - major Issue without
workaround

Same working day

1 Worklng day{s)

2 workmg day(s)

FINSUPPORT

Please note! Depending on tha problem and
research requlred It may take longer to re-
solve the Issue,

2 ";f;c;rklng dayls)

5 working day(s)
Flease note: Dependlng on the problem and
research required It may take longer to fe- |
solve the issue.

Prio 3 - major issue with
workaround

Same working day

3 working day(s)

14 working day(s)

Please note! [Jepending on the problem and
research required It may take longer to re-
solve the Issue.

Prip 4 - minor issue

Same working day

7 working cféy(s)

next softwate update

Software Upgrades

The FinlifelineSupport includes regular Software upgrades
and guarantees automatic upgrades to the existing system

with Software patches provided via the update system,

These upgrades Include new features, new enhancements
and new functionality as per the client's roadmap {excluding
hardware).




IT Intrusion Training Program

www.CAMMAGRDUOP.COM

FINTRAINING

The IT Intrusion Training Program includes courses on both,
products supplied as well as practlcal {T Inirusion methods
and technlques. This program transfers years of knowledge
and experience to end-users, thus maxlmizing thelr capabili-
tles In thls fleld,

FINFISHER™

HE R R R Y W R R AN
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IT Intrusion Training Program

e

Security awareness is essential for any governmaent
to maintain IT security and successfully prevent threats
agalnst |7 infrastructie, which may result In a loss of
confidentlality, data integrity and availabllity.

On the other hand, topics like CyberWar, Ac'filsire' Intes-
ception and Intelligence-Gathering through IT intrusion
have become more important on a dally basis and require
Governments to bulld IT Intrusion teams to face these
new challenges.

FinTraining courses are given by world-class 1T Intrusion
experts and are held In fully practical scenarios that
focus on reaklife operations as required by the end-user In
order to solve their daily challenges.

Gamma combines the Iindividual training courses inio a
professional training and consulting program that
bullds up or enhances the capabilitles of an IT Intrusion
teamn, The Training courses are fully sustomized according
1o the end-user’s operstional challenges and requirements,
In order to ensure full usabllliy of the transferred know-
how, operational in-country support is provided during
the program,

Sample Course Subjects

» Profiling of Target Webslies and Parsons

- Trating anonymous Emails

» Remote access to Webmall Accounts .

+ Security Assessment of Web-Servers & Weh-Sarvices
» Practical Software Exploitation

+ Wiveless IT Intruslon (WLAN/802,11 and Bluetooth)
- Attacks on critfcal Infrastructures

« Sniffing Data and Wser Credentlals of Networks

» Monitoring Hot-Spots, Internet Cafés and Hotel
Networks

+ Intercepting and Recording Calls (VoIP and DECT)
+ Cracking Password Hashes

WWW,EAMMAGROUF.COM

FINTRAINING

QUICK INFORMATION
(g [-knowedgeansier |

| | Capabilities: 1T Intrusion Know-How
- CyberWar Capabilities

.|| mraining

Consuitancy Program

' FuIﬁIT Intrusion Training and Consulting Program

+ Structured bulid-up and Training of IT Intrusion Team

« Full Asgessment of Team Members

- Prattical Training Sessions fecus on Real-Lifa Operations
- In-Country Operatlonal Consulting

For a full feature list please rafer to the Product Specifications.

FINFISHER™

T OINTRIIESITN
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GAMMAGROUP

GAMMA INTERNATIONAL
United Kingdom

Tel: +44-1264- 332 411
Fax: +44 - 1264 - 332 422

info@gammagroup.com




i]

SR

S
e s G R vt
e

A




P

Py,

A P QI L L YA
[ Al g peaa ] ke bl bomine ol 9ISH 4338 pall § )1

(& g e )

A e e ATy MICS' Llpdsel! Y lasd ¥ ki A5 s jlgend] [y ookl —
Aemcdtd 31y (bt il LESE L R o Al LM GAMMA
S oo I gy Gl S igitnd i Ll §1 ey TN
oo el GF o doliisbi! iy . FINFISHER grolis) ) lgilaiio jyl ao-
Lt 2 By lgenl! o lonly Covally palloll 41 Lson Yy ko1 & st
(] prolidl dedi Condodefoos0 el ilacr e &l ) e " Byilono "
@ﬁfﬁé’f’ db-*—»*w Jf-m .;,g»“ i yudly il WQIUCH] ol gdgl] Al e

Lok _.'_.__:J;-‘.--.;"' -'._“.._“._'f.._:-z‘..; A‘ . ‘W:ﬁ}&'i""fw

Lpldl] AT OO Y w0 il iy ( Gatiat ]! (el Muw‘rﬂm digs ®
Hady ity Hoi YT Lalil] (oo lphydo 58 dorllto | flonadl I 5
o ROURGIL " 0l s o3 UV et 3l Gt Uer BL133] ) 5 L y 31
il g ol uanezsil] Sl oot QiG] s " Ginail . yahoo
wéw FEIE (8 WO oy TN P k-#’i 2ty A AgHusenl]

j o LS pkimit] | Lol
SKYPE JI: mwxc wrwwrwﬁw Gyt o8 eom o

finfisher



-

AR i) Gy LT VI (rig ATV oo o p LI Ay 5y

s ikt WiglT ST A3 ol ylidl]

" f Wt

¢ YT G e ) ylly Yuigucl] 3 Loen fyzead @
ko BBy (8 gy i ) Aplityriog ALyl dedlislomo | fpdessd @
gt jlogr s fgulim! Ul 3 ) Spiial] pigegun T g o fl s
¢ (et U g linad”Cigdy log (1oal” pde G pisiad!
1 gm0 rgnce gl Sy Bl igenaiT jlgoe ol ol @
93 oo lgedas Yyl UGy Uhiod] I sl S Bl L]
¢ ATV LY olos otir e flem JHgtul ) oo
agll ol B ol BT foiy sl s gl Ll A0 o] —

(o2 ekt B o ot M i) Al oyt il i il
* 919 ol FAA T+ €t

Sl -

6 JBLY let f1 . (] prmremmeermm e

YH\\J:}L\;} y

Tinfinlnn

- c e
i itomirmir e L

e

_m-u-vﬂ—qvv'aﬂﬂﬁﬁiiﬂgl]; i




F

R R R

L paled) Al GAMMA 45,8 A4Sy Ligand cybany) o] 4 o

okl ey Al sl y A5 e v glkuall SLBIN AN widush pall (3850 B

bl s 36 2y 5 gl B A1 g

, —
e v

i
- aslaghealt Ly slaadal £y 52 sall, % i1
Lyag I Lglpall B gt
55\,.']‘”‘;&15!" .:'_;,l '}.';L\Sﬂ R

Shadl ddbod Ao ladl &yl Jusg / slobl) demwdl
ol | ) uminld
o g o+ e G
aL_ﬁ.;-asH galAly et YA VYT b gl esﬁaw W ol e
pialf (39 FENY ) (Bl (3l 81 ol ikl cidusl gally asiadd g 5!

gt

Lle g b (a2 gl plandd 138 L. ilygen il Ao lasr (b Ketrusial
wigh il A ey o gthaal el ageaidail 3 3 gl all 8Lk Adalinad
ot el . a0

. gl b
¢os F-Uh‘ﬂ (B8 () 928y | pliadt g |

C::Q
N/ o sliad

" "“-:9"'“5 tblﬁﬂ n




oy

o

1l

M|MW| ki, i
W&M\‘iﬁ‘m
Wimﬁ N
A, 0 EE[:‘;.

chasinal YnslslSil L%l A1 aa [ slall Sy

gy - ikl g3 dob aslase [ eSa sl gl B plaadh ofdel dpally  ~
At IS 8] Bgihis Bl lennid A8 Nt it Gy g
Adlady At A ) g FAMY L Rl llaab ( KINKISITER gabin )
 MOCH Ryl abath Al 458 e poallg (900 Ay Aty vl o gihally
Lty byl Kl (3 Auaially Lol A30041 GAMMA A5k Mty
s ANl J03s (ot dlana [ e mlolh pall Gl L L) Agly i)
' SNLLR TR RPRREIR LTI P PERT

A GG handy 50 costinall (MBI A cilhclpaly Wlblgas 80 Loy —
floall oaguadll B ) ol Lblas glay oy Wb gkl oSy

| Gl Lllalh clp i) (b ally coatiacd
4 gl o e ity
l * [ pled
Sttt Adat” Aaladh BAR St ERRVARFA
Al el
| S b
. c::‘_’"""; ";:a\
e

"t

R T e

R




o1

n A

T L
Py

Ay V1 A) Angle prald nd Agh cildnal pal) < §
((Aiina o dgiady ) dibdal) Lgo) ol cilagleall diu o A g asty) dadefih dagllad mallyy
' PR i g8 g s glia (o bgpetiiions Cfai
Acalifly A Lalad culotbad) JLided 3 Jhu gy aldd s TR 5580 Gall 00 Jgdn ©
A ghy Ml oleitedy HTMI,
Py _g.ti Rt At g JZISM Al il g Sea gy aldd) y FTPGALY J85 S gion ©
LY Yk el phaslly
dbﬁ.\_.ui 3 bt Y wlm‘ﬂ ,;L...,;n.dl.; goladl s SMTP Ja,p.ql! S b d dlsan 0
Vo oby dial pludcaty Lged gl A e ghrall ciltuh yle Ay ) iblasd gl
S cbladd e pd g (0 Ayl 2Dlad pul Jily Qalaly POPS 3l wiSs dfgio e ©
| Yy ahy A aladauly
f.smt,. gy o eplad o) Jily el g IMAAP Lysg Bt Syl Gl 0
c VAT A8 Mial
v A abyakiall pbadlialy Agadnd WIEBMATY, 450508 Sho i Jpuagh JeSgisn o
b gal) ot 2 g 1ol oLt Rarhlnal (g5 ladl — (e )l pall g iyl o L
e Sl o Ay plgw " HTML ¢ IPB ¢ VB * Wl il fibiia) 1 ¢
A lalal) et gad) Al o ﬁmﬁdi ALY faaed gl o Vg ey (8 el gadl 309
| aﬂummwpuuwwqmmwwtwu

JEDM &wugh ik ums._mw %M\ Asﬁm 0 w
"MOS " Al wnflard) A A5 W o
Hggess (8 858 o

- A gl A% d o

b5
#

B D Sy ™

BT

[ A R T

!\L 1223




I

W}»»L__.wa Cit\p'
: M&MM
[ iallonm ] leslball Linaladfnl drideall
‘i-!-’n-‘i"m mm i g09a
o] 335
Shetndlosis sotyall Jol selong
st mgoadl g o TAGANMA 2t 1B ;
* ol A a el b iy Ao fl dekinn 3 | -
A8 s O Ay MLCS ol b A 35 mss i sl iy G b G| —
e A0 g S Al 5 cthpea i) Apbla (d Avaadial .. Apalladl il GAMMA =
- it = FINFISHER oo gilatio 30 01 ) ;n.-'..uﬁ!'# baasd (geobiar (8 40 Chagelud .:_::
\' shical 8 gutal] gMniafg o Aempalad) ] oAt g Al B340 o ) 08 14 a3l =
fanat Yo 0o 8o M jlball Lgaiia e " Al * Ry sd Aduady Jhgad oY Lol
e b A9 b g AN 4TG0 gl Ay ] (A LSial pead ) Al Gadle (] e
P ALYY YT LT EYRYPI M TR VN B WESR | U PP TR L - B T
A ol 0 180 800 ot 8 g 8] g oY il oo HBd oo psms gl s )
] el - (A sl gl ) Jgnd il Ades d Atal dgs oY el aong
e gl k. Lot s sl 1l ot cnd sl 5l ol 2 ol e
s J VB0 L IS) con s (B bkt Py ] B R g5 -
el SN 3 (adkien )38 ) B wﬁ Sty 05 9 251 Aab o gl (B Aol [
. JQ*JMMM " Ghmadl = yahoo - holmail | edSad i%"
pionhed) ¢ docth g A pg Analdl) Haly KM Clancd] g sgt i) pladtil g dbagiooall juclial T
Glteetd (3 bl 3 i) Al e Sl 1 (L00r ¢ AR SRAY kel ml..‘,»;gg@l |
C U e O ) A ghe ey SKVE At
l‘ v e A g8 cud AN ASud e uial dald -H-w'ww
] e b oS o U 5 e ] S Y bt i) GL5A] 084 @
f b Lo gutd o 20 RGN Ak § i 1 it 5 mesSd Jlga ;
o At A Rl gl it il :
,JL-RJ*MM}QL@M“NQ(UMM}@MJ AL jat g AdlSdlies lmad O ;
et 0oy shdns Lol (e el S T plin) Mo ) iiad 5 omatl ,
v (e § gl \
¢ Ay e oan Gl Al 3 el A ) g SN g ©
-




pemmEy

i
o
Lﬂ“ﬂ;. l1:
o

i}

oo

H.
2
G

@

X

Ay il ) Bl a8 el ) 58] RS . igendl St SlidYl pli i bal ¢ TN

S A cbany L ol g S clsgind o dalad (g0 o gty s 5

et iy Lsaee 05 i ¢ il bl ey o 40 gt ¢ gl JAALS i) g ] —
gl e Al GUB Ay ) LS (g o) . el A

A Al ey ol A Jady Jhad (3 g s AR GAMMA 28,80 il
Lt (gl p2odl) oy o (ol g SN (455D Maa (A cpdalad oy aluuta L0 s ] Adles fag
M) (8 e o) 3t ) 3 e ) PAN R4 6 i) and Ay o ) g0f S Saal A6 i)
+ { it

s Nrm SASY Aylall ¢ 100 g8yl 51500 AaYP s A gl g0 o o b0 ot —
v olagl culel sm) o8 ﬁ.-‘un b_ﬁ_j_pﬁh Alal) 5kt plbed was  Gaacdil)

R

B B R T O

T R L
e

\'a
T e T e

e e T R T P
%5 ;'-"a.__ =
=i
. &
+
3
i

J" ;ﬁ
e -
—2 vmw:v" ; %
ra :{:}r:é.
E
. :
g% R
1 | .
%‘ ! \'“ \ §
Q@u P YW w_éyh)\ oM ¢
x, C}%ﬂ“ wr %-
e B
Gile M Wb e -
D g oy ,}“/&r TARCT NN
R WM‘%—-J*’ ) bty
oy e
A ALL &y
i Alel28
] ; _ 3




“EEEbse e
T Ry _..E:a_gz

S loslall bl ptagi .
3 [ Laballasn] . >‘ . Q?“M;‘%!Iﬂiﬁ'l"'l'.-)é!mm;hﬁl .
- I" 4 doch s itiml L i o Uﬂwi t
| L - sS4 oned
aJ.;-SM
MMJHAM&L&MM&&U
Lopallad Lot GAMMA 2558 ;Jm

ettt 0 1\t o Lomusaidal
VA4 dgia ) Al
RS el s A MOS haliial] idaiaedil) dumid] 35 guals Jhabidl ﬁ.dv_m bl — | d
el S LY el dlian B lusuattal . Lt A GAMVIA 8
ottt bt Sl ) 00D S0 (hlln ) ) gt B0 B
i—.,:ln‘:n b 3 dx‘:}i (et %M_w M‘A%-ud - TIN‘FIQHII
o Baalld) A8 sty g
| *L-.+!l Judall Lgatla g * Auilans " Ay gat Ay gad) 3100 Lhabindenl 8 add) wing)
A ) (el ol] pealod ll et il o gl Mo 003 L )
| I 3 EEP R U I T [ Y L [P S PO UL ST Y O 5 SV
[l oagmdi-dogd o stetiotie ol s Agstai Ao oadpsty- ol e .. lasish) %
LI U R 3@“\ il Iotd g Al Agar 1 oAbl G Aol g nid pany e
el el alllt Hgadl phaniualy Dataa g Al Aga Y gt png A58
| A Folit (o s Al i ¥, ) Y 0 o] bk} 581 A RS 5200
dable pb el bin B L sl on syl (Fiag (g gl by ol (0580 pllat
el Gl du i 3 841 ) b U et g (5l Lt o LA b
(ommed o K %@JW g il SKYPE R R
et ¢ pcindl] Wl sadt Ayl o L;mzulu,,m_wmm,ludm;suM
et Aol Al s 5K & %@gwi phibiad o dhigiondt] palil § jgef
o ares Bl el § jeal b sl piadl m_iﬂivé

[T

e e R e T e

,.
i

il

e b e ey

i lfz[ﬁs"‘%iﬁhu T

"""”—"”"_’wm@ﬂ”"'

3
[}
AL

] il 091 o i o UJ_;_,KM il g8 SICYPE ool U] g 999 :
| s s A R ) chadl 13 M) s Lonl ol Ulla, 4 w[..a..l By g |




£ Xt R T e T Ot T e S=— e e e e
‘B T ;
I = IR ikt b

i .

i L]
T | i sl - M
[ AT Lo e e TR T T T T YT

b

B .-."-_:;'

P.ML&JA‘LS J.;}J,;m haLa...«#lwp] p%ﬂ*@mﬁﬁuﬂlmﬁdﬂ@mﬁ.ﬁ
L,_J.u(ﬂ d-—uqﬂl HL_';.Ln:J wa_g Ldn} 4855 )99 gna EMJ aid *lﬁg”;he
bt illea 1 B0 ke ey plostlad i iy s (o p winea) |
Sy '—"—-:‘-‘:JMMM.L AL s ) Syl skt 4 b el

(ko T 54080 sl thn i
(,,Ao ol A 3] sal ewu A ( FINFISHER ) 4 A5 315¥) pllai =+

_f.r'JJlﬂ'aH Jual 411 SV LT Y guobpf (8B4 (el alBN alla) ,,_g,;lua

U bl g ooty o ) |l 038 e A5l 0 it o gl

e e

N

BT A o

u}ugq&.nwamalunummmewa@mwwm @1
"y _' : g ISR i) d‘-‘-‘b.g qs Al aldinl¥] 980 g gl
e 0 0 Sy |
vk |
| pr2ael d i TRTRRAIEYY
§| ‘“';-,; :
:i'; "'/ ',n""'..r ' :;
o § p s :
I ' Cf\;f ‘,3}/
| /
i
Y e
, B - e T ——

T I R i "“‘-gi'[ll: i
.-;iwﬂ&aﬁmmmﬂ T e R R

me,‘ngwp#. S t_,‘\/,k,m

shos N !
J "":' ‘,"ﬂ_,,._?i,ij "’f."P& . C X ,’k "'_‘,,.-.-q
rr---«—--wu If‘w."‘ . j(‘ (d.m” [31'#\ * " E:"

{ A
‘{:‘”}“tgf q:n{- de[&umzﬂ , (‘#}&fﬁ' ‘
L WO\ lt“)\‘{\ t'\:}'v‘ Jw\u M’,Wﬂ e ) v

I A A L Dt

t" L) "IV' ‘5\,-




" T G

Ty |

g

@AM

FINFISELEE,
PROPOSAL

i
1 I
il
b
1
i)
o
H 3
3
E;i
I {
| |
|
% i
A
I i
| !
| |
4 |
ol
. ’
i
-

tw-, -




M

e T B

£
giz
£
78

T R LU s

. GAMIA INTERNATICNAL
UK LIMTED -

A
! <
Bt e avin v Wilditie Exale Ay

e Subsislence

O VL s e e ST M T
ML LAY e S ¥ S S R L S R e, S e

e
RS R Rt b b iy {4 e T TR AT Y T T T I S

9
BAMMA

.

=

[y

101 Stale Seaully Invastigatioh Departmont QFFFRNO, 0610 FR-GUK-D63 %
Cairo g DATE  Tusselay June 29, 2010 B

Egypt . CUSTOMERID  EGY-SSD =

PAGE 6712
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Az par Tarms & .

Condltions 1 month
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Johnny Deby

| vrema # xjegqnn:icjj‘;'n}',.;'.; o
A JRemote Intruslon Solutlon
1.1 | FinSpy Software . , :
L34 | FinSpy Prowy Licensa ['SPL 1 188 5a8.00  LBRRI9,00 -
FHinSpy Master ! lcenso FEML o
(inSpy Geperation License FSGL . "
112 | Finbpy Agent Licenss (par Clent) | FFEAGL 2 12887001 25877400 ]
LL3 [ TinSpy Activation Licensa: FSPCAL 10| 264600 26,460.00
| - Windows -
DS (O ,
] | nclwling Finkifeling SUpport: FinSpy -
s | Mpdlate & Upgrace Yaar 1) B

PRt O LN
i, B

Sl G R oy ey
'1.i:‘f|lf-"‘-‘|'-'3' 7 ’3?'315‘.".\'.& ?tﬂ:}}t}:“:ﬁj}

L2 | FinSpy Hardware o ‘ { B

*1.1;“_ Finspy Magter Server . F&M 5‘11;;;'00_ fit2o0] &,
L2 | FinSpy Agent Workstation FSAG L1200 L A24.00
3

23 __ | Findpy Common & Spars Pagis | e 1222900 | 12,228.00

-

RS

S e B S G G e A R

L4 __ [ FinSpy - Insialiation & Trainlng ‘ 5
FinSpy Installation and Product Traiming FST o1

Number of Studarts: 2.4 ‘

Location: In-country

Buration: 2 days Installation + 3 tays

-Training

Rescumentation: Saft and hard Lopies

Includiing: alrfare, accomeodation,

PR apt Iy

ekl

1044500 19,4500

sunTaTAL | 280,787.00

Fralght | 6,350,00
: TOTAL | 287,137.00
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ITENA # | DESCRIPTION (T e W T TRETOTAL -
. L I-g‘l. |'|_1!c R ol ‘Jﬁhﬁgﬂ. H]{H;M .}t b, A {E!"]I‘OS}
_E Ramnte Infectivin Togls .
1| FinFly Lite L _
Raqulrm' Finlntrusion Kit as a ba:.e unit FFL 1 34,200.00 34,200,00
Consisting of; . .

1x Finfly Lite License
i Finlly Lite CB-Rom
T I sy Mianual . | =
( includlng Fintileline .wupport FinFly Lite ' ff& ==
: Ligicate & Upgrade (Yaar 1) ‘

1.2 Finfly Lite - Training | F— i ne B
FinFly Lite Product Training FFLT ] 11,020.00 11,020.00
Number of Students: 2 4
1 Location: In-Coynbry
Duration: 2 days {tan bu integrated In
Finlntrusion Kit Produrd Training)
Documentation: Soft and hard coples

R T EE A S e e

e e

Includding,; aisfare, accommicalion, food
SUBTOTAL | 45,220,00 =
Freight 1,250.00 T
; A
“E TOTAL 46,470.00 'ég‘ g
OPTIONS; . . ?
FTENI 4 [ BESCRIPTION.. + o1+ i i e MODREY QT [ Dniry PRICE '-INETOTN« B
o 'f " et i B ) Sl Uikas) oy . (Edvas). B
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11 i FinSpy - Support . e
L1 | Finllteline Support: Finspy Update & FFLSL 1 6,840.00 (,840.00
| Upiggrade Fee (Yoar 2) .
7 Optianal 2nd Year suppo]»t = FinFly-
SRR ¥ (- S S
e l'mFIv Lite - Suppurt , ‘ . , .
L33 ] Finlifeling Support; [ inFly Lite Update & FE51 i 48,157.00 AB157.00
Upyrale Ted (Yoar 2) ot e f
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From Bahrain with Love:

FinFisher’s Spy Kit Exposed?

INTRODUCTION
Click here to read the Bloomberg News article,

The FinFisher Suite is desctibed by its distributors, Gamma International UK Ltd., as “Governmental 1T
Intrusion and Remote Monitoring Solutions,” "' The toolset first gained notoriety after it was revealed that the
Egyptian Government’s state security apparatus had been involved in negotiations with Gamma International
UK Ltd, over the purchase of the software. Promotional materials have heen leaked that describe the tools as
providing a wide range of intrusion and monitoring capabilities,” Despite this, however, the toolset itself has
not been publicly analyzed.

This post containg analysis of several pieces of malware obtained by Vernon Silver of Bloomberg News that
were sent to Bahraini pro-democracy activists in April and May of this year, The purpose of this work is
identification and classification of the malware to better understand the actors behind the attacks and the risk
to victims. In order to accomplish this, we undertook several different approaches during the investigation.

As well as directly examining the samples through static and dynamic analysis, we infected a virtual machine
(VM) with the malware. We monitored the filesystem, network, and running operating system of the infected
VM,

This analysis suggests the use of “Finspy”, part of the commercial intrusion kit, Finfisher, distributed by
Gamma International. .

DELIVERY

This section describes how the malware was delivered to potential victims using e-mails with malicious
attachments. ‘
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In early May, we were alerted that Bahraini activists were targeted with apparently malicious e-mails. The
emails ostensibly pertained to the ongoing turmoil in Bahrain, and encouraged recipients to open a series of
suspicious attachments, The screenshot below is indicative of typical message content;

o FOONIICRE MGBIAGE s

Fram: Meitssa Chnt smelnss, olezeeradndinalioms
To:

Sant; Tuasday, 6 May 2012, &:62

Bubject: Toiture raports o Mabesl Rujub

Acting president Zainab At Khawajs for Human Rights Baliain reponts of torture on Mr. Nebeel Rajab afler
his nzeent arvest,

Mease check e attached detailed repont slong with torture images,

The attachments to the s~-mails we have been able to analyze were typically .rar files, which we found to
contain malware. Note that the apparent sender has an e-mail address that indicates that it was being sent by
“Melissa Chan,” who is a real cotrespondent for Aljazeera English, We suspoct that the e-mail address is not
her real address.” The following samples were examined:

3247831tbc33ec117f971cca77ef7ceafTee229a74edd6e2b3bd0effd9ed10dec rar,
¢5b39d98c85b2 1 f8aclbedd91f0b6510ea25541 1ef19c726545¢1d0a23035914
_gpj-ArrestedXSuspects,rar
¢5b37bb3620d4676350261e5810d628fc50e4ab06b843d78105a1 2cfbbeaddd?
KingXhamadXonXofficialXvisitXtoX.rar
80fb86e265d44thabacd4217b26c973944d2aceBaB268c094¢3527b83169b3cc
MeetingXAgenda.rar
846301e7f190ee3bb2d3821971cc2456617edc2060b07729415¢45633a5a751 Rajab.rar

These contained executables masquerading as picture files or documents;
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| 49000£c53412bfdal 57417223354 10cf69ac26b66b081 8a3be7eff589669d040 dialoge.exe

cc3b65a0f559faSe6bMet0ee3bfle8d568a93dbb850f78bdd3560f38218b5¢ exe.Rajabl jpg
39b325bd19e0fe6e3e0fca3s5c2afddfe 1 9cddidebda7asfc0649 1fc66e0faba exe.imagel.jpg

e48bfeab2acal 741e6da62{8b81c9e39078db574881691ad464effe797222¢632 exe.Rajab.jpg
2ec6814e4bad0ch03dboe24 1aabdc5e59661fb580bd870bdb50a39f1748b1d14 Suspects.jpg

exe.Arrested

£29052dc6ee8257ec6c74618b617 5abd6ebdd00412¢991134 763 ff6e20bab864 News about the existence of a
new dialogue between AlWefaq & Govt..doc

+

The emails generally suggested that the attachments contained political content of interest to pro-democracy
activists and dissidents. In order to disguise the nature of the attachments a malicious usage of the
“righttoleftoverride” (RLO) character was employed. The RLO character (U+202e in unicode) controls the
positioning of characters in text containing characters flowing from right to left, such as Arabic or Hebrew.
The malware appears on a victim’s desktop as “exe.Rajabl jpg” (for example), along with the default
Windows icon for a picture file without thumbnail, But, when the UTF-8 based filename is displayed in
ANSI, the name is displayed as “gpj.1bajaR.exe”. Believing that they are opening a harmless “,jpg”, victims
are instead tricked inio running an executable “.exe” file.*

exe.Rajabl,jpg exe.Rajab,jpg

Upon execution these files install a multi-foatured trojan on the victim’s computer, This malware provides the
attacker with clandestine remote acoess to the victim’s machine as well as comprehensive data harvesting and
exfiltration capabilities. ‘

INSTALLATION )
i
Thiy section describes how the malware infects the target machine,
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The malware displays a picture as expected. This differs from sample to sample, The sample “Arrested

Suspects.jpg” (“gpj.sicepsuS detserrA.exe”) displays:

Hussaln Jalal Abbas Mohsen Jum'a, Abbas

Tt additionally creates a directory (which appears to vary from sample to sample):

C:\Documents and Settings\XPM User\Local Settings\Temp\TMPSIB7AFEF

It copies itself there (in this case the malware appears as “Arrested Suspects.jpg”) where it is renamed:

C:\Documents and Settings\XPMUser\Local Settings\Temp\TMP51B7AFEF\Arrested Suspects.jpg” =>

C:\Documents and Settings\XPMUser\Local Settings\Temp\TMP51B7AFEF\tmpD. tmp

Then it drops the following files:

CADOCUME~T\AUSERYALOCALS~I\Temp\delete bat
CADOCUME~N\Y%USERYA\LOCALS~1\Temp\driverw.sys

It creates the folder (the name of which vatles from host o host):

101
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C:\Documents and Settings\Y%USERY%\Application Data\Microsoft\Installer\ {SDA45CC9-D840-47CC-9F86-
FD2EYA7I8A41}

fi Tl Jun L4 2012 J1:04000

"This process is observable on the filesystem timeline of the infected host:

Thu Jue 14 2912 31:53:59 35873 B.Lb I.frn.fw‘(m( @

Thy Juh 3 2012 2250081

Thu Jin 1% 2017 11:i51.02

Thy Jun 14 204z 1150
Eculnqsn’.flﬂmlrlmal Selians Terp/ THPSIGIAFER
ts uﬂd SaTTLAGS/KPHISRTALOCAL SELEINDS/ Tenp/rpD. D
Thy Jun 14 2012 11:51:69 !
Prllser/fyptlcation Bata/Hlcsosoit
s XFNsor appt Leation DatayRlcroset L/ Insloller
s /RR e/ ARt itation Natal] ott/Instoller/ (SAA0ZE90- 100044042095 5TJATFF 22291}
allinat/UPRBer/Lacal Setiirns/Ternsdrivery. sys

cowocEweROBCOOTO

“driverw.sys” is loaded and then “delete.bat” is run which deletes the original payload and itself, It then
infects existing operating sysiem processes, connects to the command and control server, and begins data
harvesting and exfiltration,

Examining the memory image of a machine infected with the malware shows that a technigue for infecting
processes known as “process hollowing® is used, For example, the memory segment below from the
“winlogon,exe™ process is marked as executable and writeable:

Rrocess: winlogon,exe Pid: 424 Address: 0x1afgogo
Vad Tag: VadS Protection: PAGE EXECUTE READWRITE
Flags: CommitCharge: 19, MemCommit: 1, PrivateMemory: 1, Protection: 6

Ox01lafoopo 4d 50 90 DO ©3 06 00 00 @3 92 @0 B ff ff D@ 60 MZ.............
0x01af0010 b8 36 63 00 06 00 DO HO 40 00 0O 60 06 0O BB €GO ........@... .\,
Ox01af0g20 ©O 08 0O 00 VO U0 80 00 G0 08 00 B0 66 DO GO 8D ..... .. iueiial
HxN1aTAR30 ©0 90 08 OG €0 0B 00 60 60 08 09 80 f@ 00 DO 60

Here the malware starts a new instance of a legitimate process such as “winlogon.exe” and before the
process’s first thread begins, the malware de-allocates the memory containing the legitimate code and injeots
malicious code in its place, Dumping and exainining this memory segment reveals the following strings in the
infected process:
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[ 00003960 : ) 3: ' - 1GNU MP: Cannot al
08003970 Tl 74 65 20 6d 65 od 6f 72 79 20 28 |llocate memory (|
Psize=%u)....GNU |
IP: Cannot reall]
locate memory (ol
|4 sizesku new si|
fze=tu) oy inlsvn |
tbranches\ vl
: 5 7 J4.81\ Dy AN
040039f0 d _ 3 5¢ 5C 3 jenlibsylibgmpymp|
06603200 ; : : ‘ jn-tdiv gr.c.c ==|
086034190 ; : 2 :
I
1
{ Note the string:
I
™
y:\lsyn_branches\tinspyv4,01\finspyv2\sre\libs\libgmpimpn-idiv_qr.c
I n
This file seems to correspond 1o a file in the GNU Multi-Precision arithmetic library:
(g http://gmplib.org:8000/gmp/file/bScal 62121 98/mpn/generic/tdiv_qr.c
The process “svchost.exe” was also found to be infected in a similar manner:
i
"
g N
[} :"V"
. 6
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frrocasst svchest.exe Pidi 760 Address: Oxbdoooo
[vad Tap: VadS Protection: PAGE EAECUTE_REATWRITE
kFrags: CommitCharge: 1, Henfommit: 1, PrivateMemory: 1, Protectlen: 6

6x00bdB00O &b if 53 8b ec 68 40 47 fL 73 ¢3 8b ff 55 6b c¢  ..U..ha@G.5...U.,

FOx0ODIOOI0 68 ¢ 68 T3 73 ¢3 8b T 55 8b &¢ 68 ae 8¢ b4 76 h.h.s.. U..h :v

0100006020 <3 8b ff B5 8L ec 68 €2 <0 b5 76 ¢32 8b ff 55 Ob
exepLIeo30 ec 68 ff ¢2 b5 78 ¢3 8b 11 53 8D ¢c 68 3d <3 b5

Gxbd008s Sbff MOV EDI, EDI
DxbdAdp2 55 PUSH EBP
ghec MOV EBP., ESP
$B840471273 PUSH DYWORO Dx73f14740
[=] RET
Dxbad00Bh 8bfY Woy EDI, EDX
0xbd040d 55 PUSH EBP
Qxbadhde Bbes Hov EBP, ESP
Oxbi001Q GBcOBBE{373 PUSH DWORD Bx73f36%ch
9xbd0f15 3 RET
Oxbdp016 8bif MOV EBE., EDI
BxbdbOl8 55 PUSH EOP
She¢ MOV EDBP, ESP )
EBae8ebdte PUSH DWORD Ox76bdBeae
oxbdp02¢ ¢3 REY
OxbdB021 MOV EDT, EDI
Oxbiaoz3 pPusH EOP
Oxbd0o24 MOV EBY, ESP
0xhd0026 PUSH DWORD Ox76L5¢0e2
Oxbund2b REY
Dxbto02c MoV EDT, EDRX
0xbddG2e PUSH EBP
Sxbddp2f Hoy Esp, ESP
Gxbdbe3l PUSH OWORD OxX76bL5<2Ff
OxbdDO36 RET
DxbdB037 MOV EDX, EDI
PUEH EBP
ghec MOy EBP, ESP
c 88 0B 0x68
3d DB Gx3d
g C3 REY
b DB Gxb5

#18e%edd
2180900
j018e9%210
G18e8700
018e8f10

c3 8b ¢, . f, . B.VBSML L
61 e . :ZLsvn brani
30 31 |c oyt 01
74 Bl vZ\srental
33 32 Jrget\bootkit »32]
77 32 Jdrivenobifre wzi
74 6b |k x86MiI3E6NbooTk]
64 62 |t w32driver,pdb]
a0 88 .

S S

01869720
Q18e9¢10
01629710
61823150

Sy =f OO LR i W
o D ek el D0 % TR

This path appears to reference the functionality that the malware uses to modify the boot sequence to enable
persistence:

104



1

gt

Number 09 — July 2012

y:\lsvn_branches\finspyv4,01\finspyv2\sec\targetibootkit_x32driveriobjfre w2k x86\i386\bootkit x32driver.p
db

A pre-infection vs post-infection comparison of the infected VM shows that the Master Boot Record (MBR)
was modified by code injected by the malware,

The sirings found in memory “finspyv4.01" and “finspyv2” are particularly interesting, The FinSpy tool is
part of the FinFisher intrusion and monitoring toolkit.”

OBFUSCATION AND EVASION

b
Thiy section describes how the malware Is designed to resist analysis and evade identification,

The malware employs a myriad of techniques designed to evade detection and frustraic analysis. While
investigation into this area is fat from complete, we discuss several discovered methods as examples of the
lengths taken by the developers to avoid identification.

A virtualised packer is used. This type of obfuscation is used by those that have “strong motives to prevent
their malware from being analyzed” * '

This converts the native x86 instructions of the malware into another custom language chosen from one of 11
code templates. At run-time, this is interpreted by an obfuscated interpreter customized for that particular
language. This virtualised packer was not recognised and appears to be bespoke, '

Several anti-debugging techniques are used, This section of code crashes the popular debugger, OllyDbg,

text:00401683 finit
text:00401686 fid ds:tbyte 40168E
1ext:0040168C jmp short locret_ 401698

| .tex1:0040168E thyte 40168E dt 9.2233720368547758075018

text:00401698 looret_401698:
L1ext:00401698 retn
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This float value causes OllyDbg to crash when trying to display its value, A more detailed explanation of this
can be found here,

To defeat DbgBreakPoint based debuggers, the malware finds the address of DbgBreakPoint, makes the page
EXBCUTE_READWRITE and writes a NOP on the entry point of DbgBreakPoint,

The malware checks via PEB to detect whether or not it is being debugged, and if it is it returns a random
address.

The malware calls ZwSetInformationThread with ThreadInformationClass set to 011, which causes the
thread to be detached from the debugger.

The malware calls ZwQueryInformationProcess with ThreadInformationClass set to 0x(ProcessDebugPort)
and Oxle (ProcessDebugObjectHandle) to detect the presence of a debugger. If a debugger is detected it jumps
to a random address, ZwQueryInformationProcess i¢ also called to check the DEP status on the purrent
process, and it disables it if it’s found to be enabled.

The malware deploys a granular solution for Antivirus software, tailoted to the AV present on the infected
machine. The malware calls ZwQuerySystemInformation to get ProcessInformation and ModuleInformation,
The malware then walks the list of processes and modules looking for installed AV software, Our analysis
indicates that the malware appears to have different code to Open/Create process and inject for each AV
solution. For some Anti-Virus software this even appears to be version dependent, The function
“ZwQuerySystemInformation™ is also hooked by the malware, a technique frequently used to allow process
hiding;




I

R R o 50 5 K o oo o 236 K o o 2 o R b O AR %ok R AE R F R AR R R AR AT ARR LA T AR A
Hook mode: Usermode

Hook type: Inling/Trampoline

Process: 628 {svchost.exe}

victim module: ntdll.dll {(Ox7¢900000 - 0x7c9b2000)
Function: ntdll,dlliZwQuerySystemInformation at Ox7¢90d92e
Hook address: 0Oxfd34bs

Hooking module: <unknowns

Disassemnbly(0):
Qx7¢90d92¢ ¢9855b6cB4
OxX7¢90d933 baooo3fe?f
0x7¢90d938 ffi12 CALL DWORD [EDX]
OX7¢90d93a ¢21000 RET 0x10
0x7¢90d93d 96 NOP

0x7¢90d93e bBagCOQ0OCE MOV EAX, Oxae
Ox7¢904943 ba 08 oxba
Bx7c500944 6903 ADD {EBX], AL

JHP 0xfd34hs
MOV EOX, 0x7Tfed30n

pisassembly(l):
oxfd3qab8 8bff
oxfd3qha 55
Oxfd34bb 8bhec
oxfd3abd 56
Oxfd3dbe 77514
axfd34cl 8b756¢
oxfdidcd 7510
Oxfd34c¢7 56
oxfd3dcs t17508
axfd3dch T
axfd3dce 15 DB Gx15
gxfd34cd 9¢ PUSHF
oxfd3dce ed POPF
oxfdaqef fd STD

MOV EDI, EDY

PUSH EBP

HOV EBP, ESP

PUSH ESIT

PUSH DWORD [EBP+0x14)
Moy EST, (EBP+Oxc]
PUSH DWORD -[EBP+0x10]
PUSH ESI )

PUSH DWORD [EBP+OXB]
DB oxff

DATA HARVESTING AND ENCRYPTION

This section describes how the malware collects and encrypts data from the infected machine.

Our analysis showed that the malware collects a wide range of data from an infected vietim, The data is
gtored locally in a hidden directory, and is disguised with encryption prior to exfiliration, On the reference

yictim host, the directory was:

“C\Windows\Installer\{49FD463C-18F1-63C4-8F12-49F5 i gF127}.”

We conducted forensic examination of the files created in this directory and identified a wide range of data
collected, Files in this directory were fousid to be sereenshots, keylogger data, audio from Skype calls,
passwords and more. For the sake of bre%w.we include a limited set of examples here.

The malware attempls to locate the configuration and password store files for a variety browsets and chat

clients as seen below:
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rundl32,exe 3996 EvQueryOpen Ci\Dacuments and SettingsixpMdseriApplication Data SUCCESS

rundl32.oxe 3996 EhQueryOpen Ci\Racuments and Settingsi%AMsertapplication DatalMozilalirofiles NAME NOT FOUND
3996 [FhQueryCpen Cripacumerits and Settings\XPMUseraplication Data\Thunderblrdirofles PATHNOY FOUND
3996 [BhOueryCpen A\Docupents and SektingstPhUseriLocal Sattings\Application Data SUCCESS

wrynd]iz. exe 4024 T Querydpen ¢ CilDocuments and SettingsizEUseriApplication Data SLCCERS
‘ rundi3z.exe 4024 [ QueryOpen Ciipocuments and Settings\XPMUser\Application Data| Trillamusersiglebal PATH NOT FOLIND
rondliz,exe 4024 EhQueryOpen CBsuments and Sakings\#PUseriAppiication DataitozlliaiProfies MAME NOT FOLND
L jrundi32.exe 4024 [BhGuaryOpen Ci\Bocuments and Sagtmqs\HMUsar'quplkatlan Data},galm NAME NQT FOUND
| Jrundlizz.exe 4024 [BhGueryOpen ¢r\bocuments and Sattings\¥PMUsar\Application Data).purple NAME NOT FOUND
| drundlaz.exe 4024 [FhQueryOpen Crilocuments and SekingsixPMUseriipplication DataiiMirands NAME NQT FOLKD
Jrundliaz.exe 4024 [QueryOpen CiRutuments and Settngs\HFMUser\Local Settipsiapplication Data SUGCESS
| Jrundila2.exe 4024 EhQueryQpen C\Rocuments and $ettings\WPiUseriappication DatailySpace\TMiusers tat PATH NOT FOUND
| Jrundl32.exe 4024 BhCQueryOpen Clipacuments and Setbings\¥PMUsenApplication Data\Digsby\digsby, dat PATH NOT FOUND
rundlaz.exe 4024 EhCQueryOpen Cibocuments and SettingsiXPMUseriApplcation DataiMozllalFirefox\Profles\yzoddpnf defaultiistory. st NAME NOT FOUND
rundii3z.exe 4024 {5.QuersOpen CiDocurnents and Setinas\XPMUser Application DatalvozllalFirefox\Profiles\yz2ddpnf defaultiplacas.salita  SUCCESS
rundlia2,exo 4024 EhQueryOpen Ci\Docunents and Settings\kPMUser\Appiication DataliazilaiFirefoxiProfilesiy29d0pnf dafaultingsekndl NAME NOT FOUND
rundlidz.axe 1024 HQueryOpen GriPoaumants and Setkngs\HPMUserinpplcation DataMozllaiFireFox\mroflestyz9dopnf, dafaultinssckhl.dl NAME NOT FOLND
rundl3az.exe 4024 BhQueryOpen CADocuments and $attings|\PMUseripplication Dataiozite\Firefax\Profilesly20dopnf. defaultislgnons bxt - NAME NOT FOLIND
Jrundllsz.exe 4024 FlGueryOpen Cr\Documents and SettingsiXPMUseridpplication Data\Mazila\Firefox\Profileslyz9dipnf dafaultisignons2. txt  NAME NOT FOUND
Arundlks2, oxe 4024 Ehueryopen Ci\Documents and Sattings|kPMUser\Application DatsiMozila\FirefaxiProfiles\yzgdopnf.default\signonsd.txt  NAME NOT FOUND
Jrumdlaz exe 4060 BuQueryopen  -CiiDocuments and Settings\kPMUser\application Data 5UCCESS
drundiiaz exse 4060 Fk.Queryopen CiDocumants and Sattings|¥PMUser\Application DataitozilalFirefoxiProfles\yzSdOpnF.defauitibistory dat  NAME NOT FOUND
| Jrundaz.exe 4060 [HhQueryOpen CiiDocuments and Sattngs|¥PMUzer\Applieation Dataipiozlle\Flrafox\Proffestyz8d0pnf default|places,solke SUCCESS
rundi3z.exe 4060 Eh.Queryopsn CiiDocumerits and SettngstxPMUser\Applcation DataitozilaFirefox|Profies|yzedoprf defaultinssckbldl WAME NGT FOLIND
[ Jrundizz.exo 4060 EhQueryOpen  Cribocuments and Setkings\RPMUser\ApRlcation DakaliozilatFlrefox|Profiasiyzd0pnf defaultinssckbi.di HAME NOT FOURD
[ rundiaz.exe 4060 {ShQueryOpen CriDacuments and Settings\xPMUser\Application DatalMozila\Firefox\Proflesiyzd0pnf defaultisiynens,sqlite  SUCCESS
L nmdiaz.exe 4060 [FhaueryQpen C\Documents and Sektings\XPMUseriapplication Data\Mozlls\FrefoxiProfiles\yzadepnfdefaultislgncns.salite, ., NAME NOT FOLIND

Arondliaz.xe
rundi3z.exe
- Jrundi32.exe
rundli3z.exe
rundlE3z,exe
| drondizz.exe

4160 [B.Quoryﬂpen

060 5
4065 15
4068 [
4068 [

CriDocuments and Settings\¥PMUsar|Application DataiMozlls\FirefoxiProflesiyzaddpnf.dofaultisignons,solke., NAME NOT FOURD
Cripecunents and Sattings\XFMUsar|Application DataiMozlla\Firefox\Profiesiyz3d0pr.defsultlsignons.sqlke.. NIME NOT FOUND
Ci\Dotuments and SettingsiXPMUser\Appiication DataiMeallaiFirefox\Prafiesiyzodopnf.defaultisianons, sqlite ., NAME WOT FOUND
Cithocuments and SattihgsikPMUseriLocal Settings\Application Dats SUCCESS

Ci\Documents and SattingsidFidUser \Local Settings\Application DatalGoogle\Chrome\User DatalDefault\veh . FATH NOT FCUND
CrjDocuments and Settings\XPMLIseriLocal SettingstApplicatian DatsiGoogle\ChrometUser Datz\Dafaultitaging PATH NOT FOUND

| Arondliaz.exe 4080 [HhQueryOpen criocumants and Sattings|KPMUser|spplication Data SUCCESS
[ Jrueliaz,exe 4080 HhQueryOpen CH\pocuments and Saltings\*PMUser\application DatalOpara\Oparalwand dek PATHNOT FOUND
[, Jrundiz2.exe 4080 IBaQuury(}pan C\Pocumants and SettingsixPiUserianplication DafalOpera\Cpere?aralfelwand dat PATH NOT FOUND
L rundits2.exe 4088 {FhOueryCpen CADacuments and Settings\xAiser|Loral Settings\Application Data SUCCESS

We observed the creation of the file “t11500000000.dat” in the data harvesting directory, as shown in the
filegystem timeline below:

Thu Jun 14 2012 12:31:34 52719 mac, v/rr-xr-xr-x 0 0 26395-128-5 C:/WINDOWS/Installer/ {49FD463C-
18F1-63C4-8F12-49F518F127}/09¢493¢2-05{9-4899-b66 1 -c52£3 5540644

"Thu Jun 14 2012 12:32:18 285691 ...b r/rrwxrwxrwx 0 0 26397-128-4 C://WINDOW S/Installer/ {49FD463C-
18F1-63C4-8F12-49F518F127}/1111000000000.dat

Thu Jun 14 2012 12:55:12 285691 mag, t/rrwxrwxrwx 0 0 26397-128-4

C:/WINDOWS/Installer/ {49FD463C-18F1-63C4-8F12-49F518F 127} /t111000000000.dat

4096 ..c. -/rr-xr-xr-x 0 0 26447-128-4

[

The infected process “winlogon.exe” was observed writing this file via Process:

11




Number 09 — July 2012
|
| 1 wintagin.ae CragisFile CAWIRM I rebaden {SUFTHEAC 1R L- B304, 9FSILF1271k ) lofuunibtD.da - SUCESS asrer] Aecens: Genehic Vinte,
-AY 120 pASIEndOFFleinformationFla  CI\WINGOWEInstalarl{49FD 403 18FL-53C 4-BF12- 4075 1BF 271111 1000000000,dat SUCCESS ErdiBIFlar @
‘Mywinlogen.exe 420 [EhsetalacationinformoastionFls  CIWINDOWS\Instalerl{{9FD163C: I8FL-63C1-8F1 2 43F61BF 127} | LoQOD00U0D,dat SKICESS AlocationSiza; O
‘L winkgen.oxs 420 AWikefia CAWNDOWIInstalor\ {44 0463C- |SEL-63C4-BF1 2-49FG10F 1 2711t ) 600000000, dat SUKCESS Cffset) 0, Lanathi 4,8%4
‘Sl winkogon.exe 420 IShWrikeFie CAWINDOWS st alor, (19FD463C: | 8F1-63C4-6F1 2-43F518F 12714611 Lo00000O0D, dat prlaacts ) Qffsot: 4,098, Lengtht 4,006
M wirkagenisze 420 EhWikeFda CHWINDOWkinst alar {#9F0 463G+ [ BF1-63CH-0F L 2-49F5 161 27811 1060000000, dat FJLCESS ©ifsel: 9,192, Length: 4,086
winlogon.ae 420 Fh\WrkeFie CIWINDOWSIrstaler| (497D 463C-1 6F1-83C4-DFE 2-49F518F127) 1 1 1 1000000900, dat SUCCESS Offsaty 12,289, Lengtin +,096
j winlogon.exe 420 [HWikeFfe CHWINDOWSinst aller\{49FD463C LEP 1-53C4-BPI 2-49FB16PL27) 1 1 Loo00DRE0S, dat SKCFSS Oifsets 16,384, Lengthi 4,006
3 winlogpneue: 420 BhWrkeFlls CIWINDOW S\ inskallor|{49FL443C- 16P1-43C4-BP 1 2-49FE19F 127} 111 1 1000000000 d et SUCCESS Qff 5ot 20,488, Longth: 4,098
winfogon.exe 420 [ Wikerle CiLWINDOVI S Irotaler\ {48 FR453C-16F 1-63C4 - BF12-19F519F L 2T1E) L 100000000, dat SUCCRS3 Offvet 24,876, Lengthy 4,006
Winoon.ox3 4200 bih WilteFila CI\WHDOWS Installar\ {450 463C- 16 1-53C4 - BF L 2-49FRIBFL A7}t | Lo0NADA00G. ok SUCCESS Offseti 26,672, Length: 4,096
B winlogon.oxe 420 [hWrlteFis CHWINDOWE Instaler {IFFD463C 1BF 1+63C4-BF | 2-49F518F 127}t ] L 1000000000, dat SUCCESS Qffsekt 32,788, Langthi 4,096
wirlpgoroxe 420 [ writeFla COWINDOWD Inst aler\ {45FD463C- IBF1-6304 -BFL 2-49rs el 27}t | § Lo00000Dn0.dat SUCCESS Offs0t1 36,86+, Lenathi 4,096
oo, % 420 [Bwiterie Cr{WINDOWS)Isral e\ }9FD953Cs |BFL-63C4-BF 12 49FS1BFEZTEL 1 1000000000.dst SUECESS Offsatt 40,960, Langth: 4,096
[ vinlogomaxe 420 ghWiiicFile CAWINDOWS)Instaler\ [19F463C- 18FL-6304-BF12- {0FS16F12IAELT 1 00003000 2ot SUCCESH fFsols 45,086, Langth: 4,096
winlogon. e 420 fhviritefile CWINOOWS Instalar\{1930463C \BFL-63CH-8FI 2-49FB1BF127)1E) 11000000000 dat SUCCESS Offsmt} 49, 182, Longtht 4,096
wintogon.exe 420 [phWriteFile CHWINDOWS Instater\(49PD163C-18F1-63C4-BE12- 49FS16F12TIEL ) L000DOD0DD ot SUCCESS Offsati 53,240, Length; 4,096
[ywinkagon.exe 420 [FhWiiteFiln CHWINDOWS|Instate | {19FO463C- 1871 -63C4-8F| 2-49F510F12774L] LoGCDODN0D dat SUCCESS Qlfsati 57,244, Length 4,006
{4 winkogon.axe 420 EhWiteFils CHWINDOWSInskalar\(49FDI63G- 19F1-6304-0F L2-49FG16F1 2715 ] LoGOOA0a00 dat SUCCESS Offsatt 61,440, Lengtht #,4%
winbogan.exa 470 EAWilteFie CAWINDOWSHInstalar {49 0463C -1 BFL-63C4-8FL2-49FS16F 1271t ] | LoOD0RDADO. dat SUCCESS Qlfsat; 65,534, Lengthl 4,096
Examination of this file reveals that it is a screenshot of the desktop:
1)
{
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Many other modules providing specific exfiliration capabilifies were observed., Generally, the exfiltration
modules write files to disk using the following naming convention: XXY1TTTTTTTT.dat. XX is a two-digit
hexadecimal module number, Y is a single-digit hexadecimal submodile mimber, and TTTTTTTT is a
. hexadecimal representation of a unix timestamp (less 1.3 billion) associated with the file creation time.
_ 12
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ENCRYPTION

The malware uses encryption in an attempt to disguise harvested data in the .dat files intended for exfiltration,
Data written to the files is encrypted using ABS-256-CBC (with no padding), The 32-byte key consists of 8
readings from memory address 0x7{fe0014: a special address in Windows that contains the low-order-4-bytes
of the number of hundred-nanoseconds since 1 January 1601: The IV consists of 4 additional readings.

The AES key structure is highly predictable, as the quantum for updating the system clock
(HKLM\SYSTEM\CurrentControlSet\Sexvices\W32Time\Config\LastClockRate) is set to 0x2625A
hundred-nanoseconds by default, and the clpck readings that comprise the key and IV are taken in a tight loop:

0x406EA4: 8D45C0 LEA EAX,[EBP-0x40]

0x406EBA7: 50 PUSH EAX

0x406EA8; FF150C10AF01 CALL DWORD PTR [0x1AF100C])
0x406EAE: 8BADES MOV ECX,DWORD PTR [EBP-0x18]
0x406EB1: 8B45C0 MOV EAX,DWORD PTR [EBP-0x40)]
0x406EB4: 8345E804 ADD DWORD PTR [EBP-0x18],0%4
0x406EB8: 6A01 PUSH 0x1

0x406EBA: 89040F MOV DWORD PTR [EDIH+ECX],EAX

0x406EBD: FF152810AF01 CALL DWORD PTR [0x1AF1028]
' 0x406EC3; 817DES00010000 CMP DWORD PTR [EBP-0x18],0x100

0x406ECA: 72D8 JB 0x406EA4
0x406ECC: 80277F AND BYTE PTR [EDI],0x7F

The foliowing AES keys were among thosi*‘found to be used to enctypt records in .dat files, The first containg
the same 4 bytes repeated, whereas in the second key, the difference between all consecutive 4-byte biocks
(with byte order swapped) is 0x2625A.

7031 bdec 7031 bdee 7031 bd ¢e 7031 bd cc 70 31 bd cc 70 31 bd cc 70 31
bdcc 70 31 bd cc
26 €923 60 30 4b 26 60 da ad 28 60 34 10 2b 60 8e 72 2d 60 o8 d4 2£ 60 42 37
32 60 9¢ 99 34 60

In all, 64 clock readings are taken. The readings are encrypted using an RSA public key found in memory
(whose modulus begins with A25A944E} and written to the .dat file before any other encrypted data. No
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padding is used in the encryption, yielding exactly 256 encrypted bytes. After the encrypted timestamp
values, the file containg a number of records encrypted with AES, delimited by EAESESFF.

In reality, these records are only partially encrypted: if the record’s length s not a multiple of 16 bytes (the
AES block size), then the remainder of the bytes are written to the file unencrypted, For example, afier typing
“FinSpy” on the keyboard, the keylogger module produced the following (trailing plaintext highlighted):

The predictability of the AES encryption keys allowed us to decrypt and view these partially-encrypted
records in full plaintext. The nature of the records depends on the particular module and submodule, For
example, submodule Y == § of the Skype exfiltration module (XX == 14), contains a csv representation of the
user’s contact list:

Record # 0 Length: 243 bytes: _
6 EE
@pyT’D '

@
b Opp192.168.131.67)Recordingtesv 0h-0800UTC DST. 1132012 -07-18 18:00:21.:p1970-01-01
00:16:00Abhwaich1 vy

Record # 1 Length: 96 bytes:
“USERNAME,FULLNAME,COUNTRY, AUTHORIZED,BLOCKED

Record # 2 Length: 90 bytes:

Zacho123,Echo / Sound Test Service,, YES,NO
Record # 3 Length: 95 bytes:
~bhwaich2,Bahrain Watch,United States, YES,NO

Submodule Y == 3 records file transfers. After a Skype file transfer concludes, the following file is created:
%USERPROFILE%\Local Settings\Temp\smtXX.tmp. This file appears to contain the sent / received file,

14
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As soon ag smiXX.imp is finished being written to disk, a file (1431 XXXXXXXX.dat} is written, roughly the

same size as smtXX.tmp. After sending a picture (of birdshot shotgun shell casings used by Bahrain’s police)

to an infected Skype client, the file 1431028D41FD.dat was observed boing written to disk, Decrypting it
revealed the following:

| Record # 0 Length: 441 bytes:
114

@pytD |

@

tbOpp192.168.131,67Abhwatch 1 Bbhwatch2"CBahrain WatchlreceivedrC:ADocuments and
Settings\XPMUser\My Documents\gameborev3.jpgIRecording 0p-0800UTC DST.1p2012-07-20
12:18:21.:p2012-07-20 12:18:21 R

Record # 1 Length: 78247 bytes:
[Note: Record #1 contained the contents of the ,jpg file, preceded by hex A731010090051400, and followed
by hex 0ADADADA.]

Additionally, submodule Y = 1 records Skype chat messages, and submodule Y == 2 records audio from all
participants in a Skype call, The call recording functionality appears to be provided by hooking
DirectSoundCaptureCreate:

5
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REFRNFFEEESAAARR AN LR R AR SF A S A SE XA KEREEERXAIRIRXALEFARAFMRRAR LA A TR NS R b2 4
Bicok mode: Usermode
Mook type: Inline/Trampoline

rocess: 424 (winlogon,exe)

yictim module: dsound.dil {Ox73710000 - Ox73T6c000)
function: dseund.dilifirectSoundCreate at 0x73f1473b
Book addrass: 0x2943bla
fHooking module: <unknown>

0isassenbly (0}

9x7311473b e0dafla28e P 0x2843k1a
0x73F14740 51 PUSH ECX

X73F14741 80bOAO4GOTE73 MOV ECX, [0x73§66004}
%73£14747 836500 AND DWORD [EBP-0x4], Ox0
[0%7311474h 56 PUSH ESI

pox73f1474¢ 57 PUSH EDI

B1x73F1474d esbodafitf CALL 0x73f11e0b
b1x73F14752 83 DB 9xa83

MOV EDI, EDX

PUSH EBF

MGy EBP, TSP

PUSH EST

PUSH DWORD [EBP+0x10)

HOY BSI, [EBP+OXC)

PUSH EST

PUSH DWORD [EBM+0Ox8]
ff15cdacvdao2 CALL DWORD [0x2%accd]
8560 TEST EAX, EAX

COMMAND AND CONTROL

This section describes the communications behavior of the malware.

When we examined the malware samples we found that they connect to a server at IP address 77.69,140,194

i 3
LAY wh Sk TR DA, 0 nialst cnvbdvizz
TIAN v gEatC o FE B UL 0o b, omn b
I < Sttt 50, IO, 04 badnit sttt
W A < ST R L L T B i Rty
S ) DA e TR T B AL Y ot i Byl
T e gt e T, R 1 Db, ot
1RO 20 SR A FT AT 140 154, badels ot Bt
VO o5 AR TR, T3 Bk asvadich woron b

-

WHOIS data’ reveals that this address is owned by Batelco, the principal telecommunications company of
Bahrain:
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'

inetoum: 77.69,128.0 — 77.69.159,255 s
neiname: ADSL

descr; Batelco ADSL service

country: bh

For a period of close to 10 minutes, traffic was observed between the infected victim and the command and
conirol host in Bahrain,

A summary of the traffic by port and conversation size:

1G# Gonvaryatlons « FIKeR ipaddr =w 77,09.040,184

V1330815005 1300

17,09.140.154 3 & 1 P13 a 4.8 ! )
L10R.060.130.85 1232 FA60.I40a%4 53 ] 186 3 146 9 120390406000 BRTI6 )05 NA
1192.169,131.66 1217 7760340194 53 3 1B El e 4 i AELAIENZND0 69725 18984 NA
S197,166.131,65 §204 7169040184 00 13 767 % 1473 1 49 101999621000 2.048) 487245 1h2.6L
Fyogdenisnss 1200 745934084 B0 1% 1rwer 2 Y] v ' 494 134295650000 20208 803953 193569
J192.168.131,65 114)  FRLO%.040.084 22 2% 54686 13 4347 12 o 16101931000 23512 13746.78 3435.60
96013065 12 7R.69.09%.004 B 15 5345 13 s i2 83§ §8,540833000 27173 1201305 247,19
FIERIEAI3LES 1207 YLE 40104 8O 46 66 27 432 9 253 106481391000 ARDIT9  L09G04  TIGMO
119716813063 1213 JTG0.040.304 4 110 1370075 501 9063 mwa 2o 291429002000 123,7304 243888 BDONG.13
(PRBRLA0A94 111 ABRIGRAANGS 120G NS0 AVAHERY H348 180534 Jatn 267609 469, 714476000 196,052 20259.71  173I20,08
! 4.

The infected VM talks to the remote host on the following five TCP ports:

22
53
80
443
4111

Based on observation of an infected machine we were able to determine that the majority of data is exfiltrated
to the remote host via ports 443 and 4111,

192.168.131.65:1213 > 77.69,140.194:443 1270075 bytes
192.168.131.65:4111 > 77.69.149.194:4111. 4766223 bytes
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CONCLUSIONS ABOUT MALWARE IDENTIFICATION

Our analysis yields indicators about the iﬁq‘htity of the malware we have analyzed: (1) debug strings found the
in memory of infected processes appear {6 identify the produect and (2) the samples have similarities with
malware that communicates with domains belonging to Gamma International.

Debug Strings found in memory

As we previously noted, infected processes were found containing strings that include “finspyv4.01”
and “finspyv2™:

yMsvn_branches\finspyv4.01\finspyv2\srcilibs\libgmp\mpn-tdiv_gr.c
y\lsvn_branches\finspyv4.01\finspyv2\sreMibs\libgmpmpn-mul _fft.c
y:\lsvn_branches\finspyv4.01\finspyv2\sre\targetibootkit x32driveriobjfre_w2k x86\i386\bootkit x32
driver.pdb

Publicly available descriptions of the FinSpy tool collected by Privacy [nternational among others and
posted on Wikileaks® make the a series of claims about functionality:

* Bypassing of 40 regularly férsted Antivirys Systems

*  Covert Communication with Headquarters

» Fyll Skype Menitoring (Calls, Chats, File Transfers, Video, Contact List)

* Recording of common communication like Email, Chats and Voice-over-IP
» Live Surveillance through Webcam and Microphone

*  Couniry Tracing of Target

* Silent Exiracting of Files from Hard-Disk

* Process-based Key-logger for faster analysis

* Live Remote Forensics on Target System

» Advanced Filters to record only important infbrmation

* Supporls most common Operating Systems (Windows, Mac 05X and Linux)

18
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Shared behavior with a sample that communicates with Gamma

The virtual machine used by the packer has very special sequences in order to execute the virtualised
code, for example;

66 C7 07 9D 61 mov word pir [edi], 619Dh

C6 47 02 68 mov byte ptr [edi+2], 68h

89 57 03 mov [edi+3], edx

C7 47 07 68 00 00 00 mov dword ptr [edi+7], 68h
89 47 08 mov [edi+8], eax

C6 47 0C C3 mov byte pir [edi+0Ch], 0C3h

Baged on this we created a signature from the Bahrani malware, which we shared with another security
reseatcher who identified a sample that shared similar virtualised obfuscation, That sample is:

md3: c488a8aacf0dAf377efdf1b301611ec2)
shal: 5ea62e50063da8354e8500402d06211643827346

shn256: 81531 ceSa24B8aeadTcda76dd3001303dafe611hTa4c953cadd7a9a27b5cdbedt

W

The sample connects to the followfng domains:

tiger.gamma-international.de
fi-demo.blogdns.org

The domain tiger.gamma-international.de has the following Whois information”s

16
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Domain: gamia-international.de

Name: Martin Muench

Organisation; Gamma International GmbH
Address; Baierbrunner Str. 15

PostalCode: 81379

| City: Munich

CountryCode: DE

Phone: +49-89-2420918-0

Fax: +49-89-2420918-1

Email: info@gamma-international.de
Changed: 2011-04-04T11:24:20+02:00

Martin Muench is a represeniative of Gamma International, a company that sells “advanced technicat
surveillance and monitoring solutions”. One of the services they provide is FinFisher: IT Intrusion,
including the FinSpy tool. This labelling indicates that the matching sample we were provided may be
a demo copy a FinFisher product per the domain ff-demo.blogdns.org.

We have linked a set of novel virtualised code obfuscation techniques in our Bahraini samples to
another binary that comtunicates with Gamma International IP addresses, Taken alongside the
explicit use of the name “FinSpy” in debug strings found in infected processes, we suspect that the
malware is the FinSpy remote intrusion tool, This evidence appears to be consistent with the theory
that the dissidents in Bahrain who received these e-mails were targeted with the FinSpy iool,
configured to exfilirate their harvested infortation to servets in Bahraini IP space, If this is not the
case, we invite Gamma International to explain.

RECOMMENDATIONS

The samples from email attachments have been shared with selected individuals within the security
community, and we strongly urge antivirns companies and security researchers to continue where we have left

off.

Be wary of opening unsolicited attachments received via email, skype or any other communications
mechanism. If you believe that you are being targeted it pays to be especially cautious when downloading
files over the Internet, even from links that are purportedly sent by friends.

ACKNOWLEDGEMENTS
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Special thanks 1o John Scott-Railton,

Thanks to Marcia Hofmann and the Electronic Frontier Foundation (EFF).
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FOOTNOTES

! http:/fwww. finfisher.com/

2 http:/fowni.eu/201 1/12/1 5/finfisher-for-all-your-intrusive-surveillance-needs/#SpyFilos
3 http://blogs.aljazeera.com/profile/melissa-chan

* This technique was used in the recent Madi malware attacks,

5 hitp//www. finfisher.com/

$ Unpacking Virtualised Obfuscators by Roif Rolles -
hitp://static,nsenix.org/evenifwoot09/tech/full papersirolles.pdf

? http:/fwhois.domaintools.com/77,69.140.194

¥ B.g. hitp://wikileaks.org/spyfiles/files/0/289 GAMMA- 201110~F1nSm’ pdf

? hitp:/fwhois.domaintools.com/gamma-international.de
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The SmartPhone Who Loved Me:
FinFisher Goes Mobile?

by Morgan Marquis-Boire, Bill Marczak and Claudio Guarnieri

This post describes our work analyzing several samples which appear to be mobile
variants of the FinFisher Toolkit, and ongoing scanning we are performing that
has identified more apparent FinFisher command and control servers.

INTRODUCTION

Earlier this year, Bahraini Human Rights activists were targeted by an email campaign that delivered a
sophisticated Trojan. In From Bahrain with Love: FinFisher’s Kit Exposed? we characterized the
malware, and suggested that it appeared to be FinSpy, part of the FinFisher commercial surveillance toolkit.
Vernon Silver concurrently reported our findings in Bloomberg, providing background on the attack and the
analysis, and highlighting links to FinFisher’s parent company, Gamma International,

After these initial reports, Rapid7, a Boston-based security company, produced a follow-up analysis that
identified apparent FinFisher Command and Control (C&Chservers on five continents, After the release of the
Rapid7 report, Gamma International representatives spoke with Bloomberg and The New York Times’ Bits
Blog, and denied that the servers found in 10 countries were instances of their produocts.

Following these analyses, we were contacted by both the security and activist communities with potentially
interesting samples. From these, we identified several apparent mobile Trojans for the i08, Android,
BlackBerry, Windows Mobile and Symbian platforms. Based on our analysis, we found these tools to be
consistent in functionality with claims made in the documentation for the FinSpy Mobile product, a
component of the FinFisher toolkit, Several samples appear o be either demo versions or “unpackaped”
versions ready to be customized, while others appear to be samples in active use,
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Promotional literature describes this product as providing:

¢ Recording of common communications like Voice Calls, SMS/MMS and Emails

» Live Surveillance through silent calls

¢ File Download (Contacts, Calendat, Pictures, Files)

» Country Tracing of Target (GPS and Cell ID)

s TFull Recording of all BlackBertry Messenger communications

+ Covert Communications with Headquarters

In addition to analysis of these samples, we are conducting an ongeing scan for FinFisher C&C servers, and
have identified potential servers in the following countries; Bahrain, Brunei, the Czech Republie, Ethiopia,
Indonesia, Mongolia, Singapore, the Netherlands, Turkmenistan, and the United Arab Emirates (UAE),

MOBILE TROJANS
i0S

It was developed for Arm7, built against {08 SDK 5.1 on O8X 10.7.3 and it appears that it will run on iPhone
4, 45, iPad 1, 2, 3, and iPod touch 3, 4 on iOS 4.0 and up.

The bundle is called “install_manager.app” and the contents of it are:

99621a7301b£d00d98c222a89900acef /data

1£73ebt8be52aal4d4d4 54613242728 ./ CodeSignature/CodeResources
9273880e5baa5ac8101312£8bd29bd3f /embedded mobileprovision
2cbe06c89dc5a43eale1600ed496803e /install_manager
23b7d7d024abb0f558420e098800b127 /Pkglnfo
11e4821d845369h610c31592f4316d9 /Info.plist }
ce75b3d4bfc7b4b0datal6decc51 512 Jen, lproj/InfoPlist.strings
3£a32da3b25862bal6al040be3451922 /ResourceRules,plist

Investigation of the Mach-0 binary ‘install manager’ reveals the text “FinSpy™:
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[pec.o... flsers|
| fadn/Codesdavelo|
| pment/EREv 2/ 5 |
| ref105/CoreTarge|
1t/ . fUsers/adn/Col

|desidevelopment /F)
|inSpyv2/sre/i05/]
|Installgr/instal |
{1 manager/instat|
J1 manager/main.m|

Further references to “FinSpy” were identified in the binary:

{Users/adm/Code/development/FinSpyV2/sre/iOS/CoreTarget/

{Users/adm/Code/development/FinSpyV 2/sre/iOS8/Installer/install_manager/install manager/main.m
/Users/adm/Code/devolopment/FinSpyV2/s1c/iOS/Installer/install manager/install_manager/zip/ioapl.c
/Users/adm/Code/development/FinSpyV2/sro/iOS/Installer/install_manager/install_manager/zip/unzip.c
/Users/adm/Code/development/FinSpyV 2/s1o/i0S/Installer/install_manager/install_manager/zip/orypt.h
{Usersfadm/Code/development/FinSpyV2/src/i08/Installer/install manager/install_manager/zip/zip.c
{Usersfadm/Code/development/FinSpyV2/sre/iO8/Installer/install_manager/install_manager/zip/
ZipArchive.mm

sters/admf‘C0deldevelopment/FmSpyVZfsxoh()S/hlstallerhnstaﬂ manager/install manager/../././CoreTarget/
CoreTarget/GIFileOps.mm

stars/admeode/dwelopment/FmSpyV2?srcf10thlstallerfmstall manager/install_manager/../../../CoreTarget/
CoteTarget/GIFileOpst+Zip.m
/Users/adm/Code/development/FinSpyV2/sre/i0S/Installer/install_manager/install_manager/../../../CoreTarget/
CoreTarget/GIPath.mm,

Additionally, it appears that a developer’s certificate belonging to Martin Muench, who is described in The
New York Times as Managing Director of Gamma International GmblIl and head of the FinFisher product
portfolio, is nsed;
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000Yesdl € b E 5 ]...4pple Inc.l,8|
& |#. .U, .. npple o)
| rlawide Develope)
3 |t RelationsDOB.
0000aadd ' ' ; - G¢  |.U.. . Apple Worl|
el EToNT) 77 69 G 20 A4 ¥ ¢ [dwide Developer
: ' [Relations Certifj
|ication Authoritj
G i |¥0...12040310332
00p0eed9d 3G 5: d 3L 33 3 3 33 31 36 33 3 '_ » 30 |9Z..130403103328|
f0c0eeal 35 ] j a i 66 03 B z |26..1.0. N
bobdeebd 2c 64 L € : : « 7 4 |.d.. .9CH59H?C35|
Boboesck 32 : Y6 @ } ) 6 [1+GJ ..M iPhon|
DdPBeeds : 37 ' i 2C }n Distribution:
péefeced ‘ 7 1]

Aun ad-hoc distribution profile is present: “testapp’

UUID: “BOA4FAD7-E414-4F39-9DB3-5A845D5124BC”,
Will expire on 02,04,2013,
The profile matches the bundle ID (home.install-manager).
The profile was signed by 3 certificates, '
The profile may be used by one developer:
Developor Certificate “iPhone Distribution: Martin Muench”.,
This certificate was used to sign the bundi?'.

;g

‘E

The codo signature contains 3 certificates:

Certificate “Apple Root CA™

Will expire on 09,02.2035.

Your keychain contains this root certificate,

Certificate “Apple Worldwide Developer Relations Certification Authority™:
Will expire on 14,02.2016.

Ceertificate “iPhone Distribution: Martin Muench”;

Will expire on (03.04.2013,
SHAL1 fingerprint; “1F921F276754ED8441D99FB0222A096A0B6ESC65",

The Application has been provisioned to run on the fo Nowing devices, represented here by their Unique
Device Identifiers (UDID):
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31b4f49bc9007f98b55df555b107cba841219a21,
73b94de27¢h584111387078¢175238d6abacd4b2,
0b47179108f7ad5462ed386be59520da8bioeads,
3201841696154522e6a7bd86ded0c7a9805¢e7¢0,
11432945¢e0b84c7b726293cbelacef48f200628,
5a3df0593£1b39b61e3c180£34b9682429121b41,

b5bfa7db6a0781827241901d6b6709d04e5d5dced

5
i

The file is hidden vsing Spring Board options, and on execution the sample writes out logind.app to

/System/Library/CoreServices. ‘logind’ exists on OSX but not normally on iOS,
It then installs: /System/Library/LaunchDaemons/com.apple logind plist

oFrml, vaxsion=ni. 0" eneading="UTEF-897
<IDDCTYRPE plist PORLIC "-//RApple/fDTD PLIST 1.04/EN"
Lty S, appla. comd BB fFropertylighel 0 didYs
<plist wersinnshl, ¥y
wdiaty
<huyrliswolade/ hey>
< EadueS >
< Reyrhuba b/ ke
<seringrhome . logindg/ sorings
<iray>0nDegands S Keys
<talseslx
“feyrProgramiroumanta <l Reyr
CATTAYY
Letoingys Systen/ bresysCoreSer vivess logdnd, app/ Logintc/ stringr
LatpingrLf stringy ¢
whERAnesS serings
</areays 7
<geyranandardErrariacha) vayx
danrings/dev/oullL/soring>
cidioe» '
<joliscs

This croates persistetice on reboot. It launches the logind process, then deletes install manager.app,

On reboot it runs early in the boot process with ID 47;
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203 - 1:55 - Ho P

medingervard

i modflaremoted

!} mDNSReaponder

| togind

5 krcationd

imagent

i fpdd

i} fsovontard

Ar e wour applicatian bare,
Click here for more inlcemation,

3

&

This then drops SyncData.app. This application is signed, and the provisioning stipulates:

“Reliance on this certificate by any party assumes acceptance of the then applicable
standard terms and conditions of use, certificate policy and certification practice
statements,”

Further legal analysis would be necessary to determine whether the program violated the terms of use at the
time of its creation.

o2}

-

b
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This application appears to provide functionality for call logging!

/Users/adm/Code/development/FinSpyV2/ere/iOS/CoreTarget/CoreTarget
/MobileLoggingDataTLV.m
_OBJC_MFETACLASS $ MobileLoggingDataTLV
_OBJC_CLASS_$ MobileLoggingDataTLV

Exfiltration of contacts: i

/Users/adm/Code/development/FinSpy V2/sre/iOS/CoreTarget/CoreTarget
/GIAddressBookModule.m

{Users/fadm/LLibrary/Developer/X code/DerivedData/CoreTarget-ggeiilooqeckafgx Ingvjezpbymr
/Build/Intermediates/CoreTarget. build/Release-iphoneos/SyncData. build/Objects-normal/armv7
/GIAddressBookMaodule.o

XXX VIHIL_cl getAddresses:]

JUsers/adm/Code/development/FinSpyV2/sre/iO8/CoreTarget/CoreTarget

JGI1AddressBookModuleData.m

Target location enumeration:

| @_OBIC CLASS $ CLLocationManagor

/U sers/adm/Code/development/Fln“}pyVZfﬂchO S/CoreTarget/CoreTarget/GILocationManager.m
/Users/adm/Library/Developet/Xcode/ DerivedData/CoreTarget-gqeiiloogockafgxingvjezpbynr
/Build/Intermediates/CoreTarget. build/Release-iphoneos/SyncData.build/Objects-normal/army7
/GlLocationManager.o

As well as arbitrary data exfiltration, SMS interception and more.

SyncData.app exfiltrates base64 encoded data about the device (including the IMEIL IMSI etc) to a temote
cellular number.
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The ‘logind’ process attempts to talk to a remote command and control server, the configuration information

for which appears to be stored in base64 encoded form in “SyncData.app/84C.dat”.

The _CodeSignature/CodeResources file suggests that ingtall manager drops logind.app, SyncDats.app and

Trampoline.app {Trampoline.app has not been examined).

gt

org.logind.ctp.archive/logind.app/logind
orglogind.ctp.archive/SyncData.app/SyncData
org.logind.ctp.archive/tramnpoline app/trampoline
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The Android samples identified come in the form of APKs.
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2e960343ac10£5d9acet80e456c083e4eceb10817209aa1e849111a239¢7a682
0d798ca0b2d0eadbad251125973d8800ad3043e51d40c6d0d57b97 1a97d3af2d
722522d0d3ded0dc026b02ab953 5687295664 hc5587d33bb4ad8094bce0537

The application appears to install jtself as “Android Services™:

Android Services
version 1.0

Bt = At { IR ety

Storage

Total 416KB
Application 412KB
Data. =~ . ... . 4.00KB

Cache

Cache

Launch hy default

No defaults set.
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It requests the following permissions:

Number 11 - August 2012

android.permission. ACCESS_COARSE LOCATION

| android.permission, ACCESS_FINE_LOCATION

android.permission. INFERNET

android.permission. READ_PHONE_STATE
android.permission. ACCESS_NETWORK_STATE
android.permission, READ_CONTACTS

android, permission, READ SMS$
android.permission.SEND_SMS

android.permission. RECEIVE_SMS
android.permission,. WRITE_SMS
android.permission, RECEIVE_MMS

android,permission RECEIVE_BOOT COMPLETED
android permission, PROCESS_OUTGOING_CALLS
android.permission ACCESS_NETWORK_STATE
android.peimission.ACCESS_WIFI_STATE

android, permmsmn WAKE LOCK ,
android.permission, CHANGE WIFI STA};I‘E
android, permission. MODIFY | PHONE STATE
android, permlssmn BLUETOOTH
android.permission. RECEIVE_WAP_PUSH

The first 200 files in the apk are named “assets/Configurations/dummsX.dat”, where X is a number from 0~
199. The files are 0 bytes in length, The file header entries in the compressed file are normal, but the directory

header entries confain configuration information.

The code in the my.api.Extractor.getConfiguration() method opens up the APK file and searches for directory
eniry headers (PR\x014x02) then copies 6 bytes from the entry starting at offset 36, These are the “internal file
attributes” and “oxternal file attributes™ fields, The code prabs these sequences until it hits a 0 value.This

creates a baseb4 encoded string.

The app decodes this string and stores it in a file named 84¢.dat (similar to the i0S sample discussed earlier),

10
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Here’s the output from one of the samples:

--%m

KQIAAJBb/gAhAgAAcDOEAAWAAABQRA4AAAAAABAAAABEY/
AAAAAAAAAAAAAMAAAAQBX+AAAAAAAPAAAACR+AG1gbVIBTKQMAAAAQGGEACWB
AAANAAAAKGSEAIKHhoGDIgAAALIA3gABKZW 1vLWRILmdhbW IhLWhidGYybmF0aW9uY Wwu
ZGUbAAAAcDeAAGZmLWRIbWSuYmxvZ2RucySvemeMAAAAQDIAAFAAAAAMAAAAQDIAAF
oFEAAAMAAAAQDIAAFEEA AAVAAAACGOEACSOOTE3MjY 2NTM4MDAWAAAAcGGEACS00TgS
NTQ50Tg50TAIDWAAAHBmMhABtam1fQUSEDAAAAEBIhMACMNGEPDAAAAEAR
/gAoBAAADAAAAEANZABTAAAADAAAAEBohAAAAAAADAAAATATSAAAAAAACEAAATBGhA
CtFA0AAACQY0QAWAAIAAAAsGeEAAATAAAAKMZXATWAAACQoYQAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAEBAQEAAOEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPQAAATAORQATIAAAACDNFAAWAA
ABAQUUASAMAAAWA AABAQEUALAEAAAKAAAAWQKUAAAWAAACQZIQAh4aFgQ==

The Base64 decoded hexdump is:

(30060000

7. dema-de. |
[gaﬁlna internatia|
Inal . de. .., p7.. 1T

~demo. hlngdn:- or|

ag
ale) . e
G 3% 33 38 g B g8 8 VO 0d. ...l
38 39 35 3 35 33 ] mga_masaquoa]
65 84 9O nf
24 9B ab
4 08 ac
ok} 4B
50 66 00
0a 06 A9 i
84 Q¢ OfF DB 0O OD OD £
9 79 84 90 09 03 99 6D 80 DO
00 00 OF 5O PO 08 4B QD OO PO 0

Note that the hostnames demo-de.gamma-international.de and ff-demo.blogdns,org are suggestive of a demo
or pre-customization version of the FlnSpy Mobile tool and are similar to domains identified in onr previous
report, " '
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We identified samples structurally similar to this sample that spoke to servers in the United Kingdom and the
Czech Republic:

Sample: 0d798ca0b2d0eaObad251125973 d8800ad3043¢51d4cc6d0d570971a97d3af2d
Command and Control: 212.56,102,38

Country: United Kingdom

Company: PlusNet Techmologics

Sample: 2¢96e343ac10f3d%a0e6806456c083e4008b10817209aa1¢849f11a239¢7a682
Command and Control: 80.95,253 .44
Country: Czech Republic

Company: T-Systems Czech Republic

Note that the Czech sample speaks to the same command and confrol setver previously identified by Rapiﬁ?.

Symbian
Samples for Nokia’s Symbian platform were identified:
Saly

1e7¢33b0d5{abel12cd Ibed4bd9ac56 1a3f4f618a8ddes5d1£3d2f3269da0116
Symbian.sisx
cec8073319664384d6bacdd4e27304748a19ee15803¢2987af5879ef83a59dal
mysym,sisx

The first sample (“Symbian.sisx”) identifies itself as “System Update” and appears to have been built on the
29th of May 2012, at 14:20:57 UTC.,

Yy 12
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Package UID:  0x20041386 i

Vendor name: [Vendor

Patkage rome:  |System Update

Version! |1.nu(u)

Creation time:  [14:20157 (UTC) !

|
l
|
Creation date: |29-05-2012 l
!
!

Install bype: installation [5A]

ystam Upilals

Target devices: |Symblan*“3 devices

Soft, dependencies: |E|

Options: o
Languages: |Ux English
Slgning status: |Slgnsd

i

“Txonos Developer CA

2015

The certificate is registered to a jd@ecyanengineeringservices.com, WHOIS information indicates that

www.cyanengineeringservices.com was anonymously registered (date of first registration; 07-Mar-07) with
GoDaddy using Domains By Proxy. Although it includes an attractive front page that states “Mobile Software
Development” for “Windows Mobile, iPhone, Android, Symbian and Blackberry,” all links (e.g. “Products”

“About Us” or “Contacts”) lead to an “under construction” blank page.

13
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The sample contains the following components:

5% ei\sys\bin\pstatus,exs
Operation: Run during Installation Slze: 6767(6767

ﬁ"h ¢\privatel10003a3Fimportapps\pstatus rse ¥
Operationt Install Size: 52/69

e

ct\sys\bin\updater exs
ﬁ‘i Operation: Install Slze; 1237591124497

Capablities: PowerMomt, ReadDeviceData, TrustedUl, SwEvent, NetworkSorvices, ReadUserData, WriteUserData,
Locatlon

o ct\privatel10003a3f\impertiappsiupdater rse
b Operationt Install Size: 52169

clsys\binisysbus,axe
Al Operatlon; Run duting nstallatlen Size: B758{5758
Capabllies: Trustedtl, NetworkServices

0. Clyprivatel10003a3f Y mportiappsisyshus rsc
@i_ Oporationt Install Sizen 51768

Eﬁ ciiprlvatel LOLFB75a\mporti[200413bb ). rsc
Dperation: Install Size; 5359

E{ni ct\privatelZ0n41 3bcisyscleantp.ssx %
Operationt Install Sizet 8570/8616 4

¥ Show Files of subcomponents

The file “c:\sys\bin\updater,exe” provides the main implant functionality, This requests the following
capabilities' :

PowerMgmt
ReadDeviceData
Trusted UL
SwEvent
NetworkServices
ReadUserData
WriteUserData
Location
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Of special note is the use of TrustedUL As mentioned in the security section of the Nokia developer notes for
Symbian;

“Trusted UI dialogs are rare, They must be used only when confidentiality and security are
critical: for instance for password dialogs, Normal access to the user interface and the
soreen does not require this,”

The second sample (“mysym,sisx’) identifies itself as “Installation File” and appears to be signed by the

| “Symbian CA I” for “Cyan Engineering Services SAL (offshore),” unlike the previous sample, which was

registered to jd@cyanengineeringservices.com,

Package UID: l[]xz(lt]‘}ISBB I % | Target deviess: ISymbIan“S devices

Vendor name:  [Vendor Soft. depardenciess |0

Package name:  |Instalation File
version: {1,00(0) Languages: |Uk English

|
[
Optionst ID :i
|
|

Croationtime: 14157115 (UTC)

|
|
|
Creationdate:  [24-04-2012 ! Signing status; tslgned
|
]

Tnstal bype [nstallation [54)

cmtiflcatachal %

Symblan CAT " EInearlngServlasSAL rrehare) T, e

We identified “Cyan Engineering Services SAL (offshore)” as also listed as the registrant on the parked
domain www.it-intrusion.com, (Created: 08-Dec-11, also with GoDaddy). However, it-intrusion.com does
not have a protected registrant, The registeant is listed® as a company based in Beirut, Lebanon;

I

Cyan Engineering Services SAL (offshore)
Broadway Center, 7th Floor

Hamra Street — Chouran 1102-2050

Beirut, Beirut 00000

Lebanon

Domain Domain Name: [T-INTRUSION,.COM
Created: 08-Dec-11

Expites: 08-Dec-13

Updated: 08-Dec-11

Administrative Contact: Debs, Johnny
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The registrant information for Cyan Engineering Services SAL also connects to Gamma; the name “Johnny
Debs” is associated with Gamma International: a Johnny Debs was listed as representing Ganma at the
October 2011 Milpol in Paris, and the name occurs elsewhere in discussions of FinFisher,

Examination of this sample reveals the domain demo-01,gamma-international de potentially indicating a demo
or pre-customization copy,

T

i |mar10nﬂ ﬁe
80 B : 0 0 g : b |ﬁ’} M.
00 Ba ] :
84 09

160 B0 ¢ 25 84 60 2h 36 : ..pc.
33 39 38 38 i 0 76 73339897, .
36 39 31 32 31 34 30 35 38 36 35 16 | ,+4989121405365.
9 6z B4 00 2b 34 9 31 : vo Bj.,+49291234)
S 28 36 36 0400 D690 70 6 : 73 [05866. , .. 0T, L iyS

The phong nunber +60123839897 also shows up in the sample, It has a Malaysian country code,

Blackberry

The identified samples contained the following files:

tle_channel_mode_wpdater.cod

| ¥le_channel_mode wpdater-1.cod

sle_channel_mode updatet.jad _ §

The .cod files are signed by RIM’s RBB,;%JCR, and RRT keys. RBB stands for “RIM BlackBerry Apps APL”
which allows manipulation of BlackBerry apps, RCR stands for “RIM Crypto APL” which allows access to
crypto libraries, and RRT stands for “RIM Runtime APL” which allows access to other phone functionality
such as sending SMS messages.

The signature process is described in RIM's documentation [pdf] about the Blackberry Signing Authority.
First, a developer registers a public key with the Blackberry Signing Authority, In order to obtain a signed
application, the developer submits 4 signature request (including his identity and a hash of the binary) signhed
with his private key to the Signing Authority. The Signing Authority verifies that the signer is authorized to
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make requests, and, if so, replies with a copy of the hash signed with the relevant RIM private key, The
developer then appends the signature to his binary.

pas1GUan
06016d9b
EO616dal
60016dod
29016dcd

§00616d10
10001600
100e16el0

eOLT6e20

B00D1Ge30

POBLGE90
BABLGESD
(Sl LI1E)
pOBl6270
GODLHBED
BU0L6EY0
bLOIbeal
BOGIG=LO
BOOYGRch
BRo16edl
DoPi6ec0
DERIGeTR
BeLIeTon
poOLGT10

The ,jad file contains the following hashes for the ,cod files:

RIM-COD-SHA1-1: 2d Oa a2 b3 54 97 £7 35 fb 40 77 8e ¢1 ca 7 8f 3e a0 aa 04
RIM-COD-SHAT: 0f 3b d8 d1 84 da 35 4¢ 10 94 8% c0 d6 08 70 ad Se 7a f3 &0

The jad file also containg a blob of base64 encoded data with the key “RIM-COD-Config.” This data containg
the URL of the command & control server, TCP potts, phong numbers to exfiltrate data to via SMS, identifiers
for the Trojan and target, active modules, and various othef configuration parameters.

Decoding this reveals the following servers and phone numbers:

1

; i‘@" '

118.,97.89.186 — Indonesia
+6281310781704 — Indonesia
49456456456 — Germany
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Upon installation, the user is presented with the following screen:

El

7

Name: ric_channel_mode_updater
Version: 4.1
Vendor: TellCOM Systems LTD
Size: 139,0KB

Description:
Common Communication Update DSCH/
_USCH v32

As evidenced by the above screenshot, the app is listed as:

Number 11 — Angust 2012

1 TellCOM Systems LTD

Common Communication Update DSCH/USCII V32

Directty afler installing, the application requests enhanced permissions:

Namei rle_channel_m

ode_updater
R ' .-']

ric_channel_mode_updater is :H /
| requesting changes to its '
g ©2pplication control permissions.
| \

18
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The following sereen pops up showing the requested permis’e:‘;ions:

Permissions: ric_channel mode_updater
@Connections a

USB Allow
Phone Allow
Location Data Allow
Internet Allow
Wi-Fi Allow
@interactions Allow

Cross Application Communication Allow

Device Settings Allow
Media Allow
Arendicoatinne Mammmmenas et YY1

Scrolling down reveals:

Permissions: rlc_channel_mode_updater
wew L o? - - g L ; M'y'.“' .

Themes

Input Simulation
Browser Filtering
Recording

sSecurity Timer Reset
@User Data

Email

Organizer Data

Files

Security Data

After the user acoepts these permissions, the sample attempts to connect to both Internet-based and SMS-
based commeand & control servers. Another sample we analfgzed appeared to write a debug log to the device’s
filesystem., The following information was observed written to the log regarding communication with
command & control services,

‘ :’: -
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net.rmi.device.api. fsmbb,phone, Phonelnterface — connecting to hitp://demo-01,gamma-
international.de;111 1/ping/ XXX XXX XXXXXX;deviceside=true failed:
net.rim device.cldo.io.dns. DNSException: DNS error DNS efror

net.rmi,device,api. fsmbb,core,com, p1otocbl HeartbeatProtocolSMS Heartbeat type 11
(1346097705922)+ core hb content: XXXXX/123456783648138/666666553648 138/126/666/0/0///

net,rmi.device.api.fsmbb.core.com. SMSCommunication - 1346097743 Success: texting to:
IHXXXXXXKXXX msg: XXXXX

net.omi.device.api. fsmbb.core.com.protocol. HeartbeatProtocolSMS — Heartbeat type 11
(1346097705922)+ extended hb content: XXXXX/123456783648138/XXXXX/999/420/B9700 5.0.

net,rmi,device.api. fsmbb.core,com SMSCommunication — 1346097743 Success; texting to:
AHXXXXXEXXKXX msg: XXXXX

;

We decompiled the Blackberry sample. We provnde a high-level overview of the more interesting classes that
we successfully decompiled:

net.rmi.device.api.fsmbb.config. ApnDatabase
net.rmi.device.apl.fsmbb.config. ApnDatabaseSAPN

These appeared to contain a database comprising the following GSM APNs. The significance of this database .

is that it only includes a small set of countries and providers:

Germany: web.vodafone.de, internet.t-mobile

Indonesia: indosatgprs, AXIS, telkomsel, www.xlgprs.net, 3gprs
Brazil; claro,com.br, wapgprs.oi.com,br, tim.br

Mexice: wap.telcel.com
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net.rmidevice.api.fsmbb,core, AppMain

This appears to do the main app installation, as well as uninstallation, Installation includes negotiating for
enhanced permissions, base64-decoding the “RIM-COD-Config” configuration, and sefting up and installing
the Configuration, If the configuration contains a “removal date,” then automatic removal is scheduled for this
time, Installation also involyes instantiating “listener” modules, as specified below:

net.rmi,device,api.fsmbb.core.listener.AddressBookObserver

This appears to listen for changes to the address book. It implements the
net.rim.blackberry.api pim PIMListListener interface,

net.rmi.device.api.fsmbb,corelistener,CallObserver.*

This implements;

net.rim.blackberry.api.phone PhoneListener
net.rim,blackberry.api.phone,phonelogs.PhoneLogListener
net.rim.device.api.systom.KeyListener

This module logs and manipulates phone events, and appears to enable “remoto listening” functionality, where
the FinSpy Master can silently call an infected phone to listen to conversation in its vicinity (this is referred to
as a SpyCall in the code). The module has a facility to hide incoming calls by manipulating the UI, cancelling
buzzer and vibration alerts, and toggling the backlight, Upon instantiation, the module calls “*43#” to enable
call waiting, If a remote listening call from the masier is active, then legitimate incoming calls will trigger call
waiting. The module detects these legitimate incoming calls, and places the SpyCall call on call waiting,
presenting the legitimate incoming call o the uset. )

net.rmi.device.api.fsmbb.core.listener.EmailObserver
, {{w:,
This appeats to record sent and received email messages.

net.rmi.device.api.fsmbb.corelistener.MessengerObserver (Module #68)

This seems to record BBM messages. It appears to do this by periodically checking the path
“file:///store/homefuser/im/BlackBerry Messenger/”

net.rmi.device.apl.fsmbb.core.listener. SMSObserver
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This module implements;

net.rim blackberry.api.sms. SendListener
net.rim.blackberry.api.sms.OutboundMessageListener

Contrary to its name, OutboundMessageListener allows listening for both incoming and outgeing SMS
messages. This module also checks for incoming SMS commands from the FinSpy Master, These commands
can include an “emergency configuration update, that can include new addresses and phone numbers for the
FinSpy Master. )

i

net.rmi.device.api.fsmbb.core.listener.WAObservér (Module #82)

:is»
This appears to monitor WhatsApp, the popular proprietary cross-platform messaging application, It locates
the WhatsApp process ID by searching for module names that contain the string “WhatsApp.”

At some point, the module calls getForegroundProcessld to see if the WhatsApp process 1D is in the
foreground, If so, it seems fo take a screenshot of the WhatsApp application, via Display.Screenshot, It
appears that this screenshot is checked via “.equals” to see if there is any new information on the WhatsApp
screen, If there is new information, the screenshot is then JPEG encoded via JPEGEncodedlmage.encode,

net.rmi.device.api.fsmbb.core.com.*

Appears lo contain the mechanics of communication with the command & control server, including the
plaintext TIL.V-based wire protocol,

Windows Mobile
The Windows Mobile samples we idcntiﬁ?d are:

2ccbfed8f05e6b50be739c860e4789030c6ba9e09088b709d4 1 chebde52a2455
507e6397e1500497541b6958c48318c8b38190407b307997addeod 5cblcd3a
111867 c1a55¢i624711 th7183277172c443442d17410610a2dc062c3a873778

All the samples appeared similar, most likely belonging to the same branch release. The relevant parts of the
binary are stored in five different resources:

* The first resource contains an OMA Client Provisioning XML, file, which is wsed to store root
certificates for running privileged/unprivileged code on the device, In this case it only contained some
defanlt example values shipped with Microsoft Windows Mobile SDK,
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The second resource contains the actual dropped payload which contains all the Trojan functionalities.
The third resounrce contains a binary configuration file.

The fourth and fifth resources contain two additional DLL files which are dropped along with the
payload.

The main implant is dropped as “services.exe” with the libraries dropped as mapiwinarm.dil and
mswservice.dll,

The payload has the following attributes:

File size; 186640 bytes
SHA256:
4699053bc7965262e8238de125397d95eh7aac5137696¢7044c2f076175b5e7¢

This is a multi-threaded and modular engine which is able to run and coordinate a series of events providing
intetception and monitoring capabilities, When the application starts, a core initialization function is invoked,
responsible for preparing execution and launching the main thread.

The main thread consequently runs a set of core components on multiple threads:

Routines responsible for handling the “heartbeat” notifications,

Routines which control the execution of the Trojan and its components while monitoring the status of
the device.

A routine which can be used to “wake up” the device.
A component which handles emergency SMS communications,
A routine that initializes the use of the Radio Interface Layer.

A core component that manages a set of surveillance modules,

The Trojan utilises a “Tleartbeat Manager”, which is a set of functions and routines that, depending on the
status of the device or monitored events, communicates notifications back to the command and control server.

These beacons are sent according the following events:

.

First beacon,
A specified time interval elapsing,
The device has low memory.

The device has low baitery,
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» The device changed physical location.
+ The Trojan has recorded data availabie,
» The device has connected to a cellular network.
+ The device has a data link available.
* The device connects to a WiFi network.
» Anincoming / outgoing call starts,
» The Mobile Country Code (MCC) or Mobile Network Code (MNC) ID changed.
e The Trojan is being uninstalled.
»  The SIM changes.

Notifications are sent via SMS, 3G and WiFi, according fo availability, Consistent with other platforms, the
windows mobile version appears to use baset4 encoding for all communications,

In response to such notifications, the implant is able to receive and process commands such as:

STOP_TRACKING CMD

START TRACKING CMD

RESEND_FIRST HEARTBEAT TCPIP_CMD

RESEND | ]‘IRS’I‘ HEARTBEAT_SMS CMD

REMOVE LICENSE INFO CMD

KEEP CONNECTION ALIVE CMD IGNORED b/c it’s an SMS answer
KEEP_CONNECTION_ALIVE_CMD

REMOVE_AT AGENT REQUEST CMD

REMOVE . AT " MASTER_REQUEST _CMD

REMOVE MAX INFECTION_REACHED CMD

The command and control server is defined in the configuration file found in the third resource of the dropper.
In this sample, the sample connected to the domain: demo-04.gamma-international.de
This suggests that such sample is either d fémo version or “unpackaged” version ready to be customized.

Together with a DNS or IP command and control server, each sample appears t6 be provided with two phone
numbers which are used for SMS notifications,

The core surveillance and offensive capabilities of the Trojan are implemented throngh the use of several
different modules. These modules are itialized by a rousine we called ModulesManager, which loads and
launches them in separate threads:
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1.DR RS, sETFyToLOAdMaRE), § "ty Lo JBs0 poguis: Be2s
MOy ny, Ho

L& /2, =abicdulellanagend ; "nodule-managenent iFLosdbadule’”
Hoy RO, Ré

STR R4, [SP,H0x28+var 28]

BL Finspy log

)] W7, K6, RL,LSL#R

LbR "a, [R?,H0xT1C]

GHP R2, Ho

HOUNE RB, #6

STRNE  R3, [B11,Hvar_2%]

BHE loc 20FEN

Ghp R, #0249

BEQ FiRSpy_HH_StarkSpytall

Bip R4, Hoxud

BERY Fiaspy W Startoallintercept

CHP Ri, HOny2

BER FinSpy MW StairtShs

Lp i, woxug

BEGR} Findpy W _StartLoader

CHP #th, Honss _

BE® FinSpy_Mil_StartTracking

(11 fth, BOx&G

BED FinSpy_HH_Startsalil.ogs

GHP Ri, HOxGO

BEQ Let_R0F30

LDR B3, ~aModulelZxDoesn j “wudule 'E02X' degsn't exlst™

LDR k2, =aticdulelfanagene ; “module-management Fxl.oadModule
HOY R1, ®i :

Hoy Ro, RE . w

ETR RG, [SP,RBxZ0%Qar_287 -

BL FEnspy_Log,.,. &

There ate myltiple modules available, including:
s AddressBook: Providing exfiltration of details from contacts stored in the local address book.
e Calllnterception: Used to intercept voice calls, record them and store them for later transmission.

¢ PhoneCallLog: Exfiltrates information on all performed, received and missed calls stored in a local log
file.

» SMS: Records all incoming and outgoing SMS messages and stores them for later transmission,

¢ Tracking: Tracks the GPS locations of the device,

Call Interception

In order to manipulate phone calls, the Trojan makes use of the functions provided ty RIL.dI, the Radio

Interface Layer. .

Some of the functions imported and used can be observed below:
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1.DR R, =aRil_getgaklwal 3 "RH, Getﬂallwaitingsettings“
HOU R3, RB

LDR RO, [R7.R0x14] ; hhodule

STR #3, [R7d0x60] 3

EL fetProcnddressy

LEH R1, =alil_setcallwal 3 "BIL SetOaliusitingStatus”
HOU B3, RO

LDR na, [RZ . H0x141 5 hilpduls

$TR R3, [ll?,lmx-'lﬂ(%él

BL tetProcnddi-essy

LOR R1, =aRil_answer ; “RIL_fnsue"

Moy RA, B9

LbR RO, [R7,H0x14] 5 hModule

STR B3, [R7,H0:NC]

BL. GetProchidressty

LbR R1, =aRil_mawagecall ; "RIL_HanageCalls”
Hou R$, RO

LDA RO, [R7,8058h] ; hHodule

STR B3, [R7,H0z718

BL. ﬂetProuﬂddreﬁs

LDR 81, =aRii_getonlliis § “RIL_Setfalllist*
HOU R3, RO

LDR as, [R7,%8x15] ; hidodule

STR RS, [R7,#PRED]

BL tetProcAddressi

PhoneCallLog
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In order to exfiltrate call logs, the Trojan uses functions provided by the Windows Mobile Phone Library.

Using PhoneOpenCallLog() and PhonéGetCallLogEntw(), the implant is able to retrieve the following
struct for each call being registered by the systerm:

typedef struct {
DWORD cbSize;
FILETIME fiStat{Time;
FILETIME fifindTime;
IOM iom;

BOOL tOuigoing:1;
BOOL, fConnected:1;
BOOL fEnded:1;
BOOL fRoam:1;
CALLERIDTYPE cidt;

| PTSTR pszNumber;

PTSTR pszName;
PTSTR pszNameType;
PTSTR pszNote;
DWORD dwLogFlags;
CEIOD iodContact;

+ CEPROPID pidProp;
| } CALLLOGENTRY, * PCALLLOGENTRY
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This contains timestamps, numbers, names and other data associated with a call.

Tracking .

The physical tracking of the device uses the GPS Intermediate Driver functions available on the Windows
Mobile/CE platform:
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After a successful GPSOpenDevice() call, it invokes GPSGetPosition() which gives access to a
GPS_POSITION struct containing the following information:

typedef struct _GPS_POSITION {

DWORD dwVersion;

DWORD dwSize;

DWORD dwValidFields;

DWORD dwFlags;

SYSTEMTIME stUTCTime;

double dblLatitude;

double dblLongitude;

float fiSpeed;

float filHeading;

double dblMagnetic Variation,

float flAltitndeWRTSealevel,

float flAltitnde WRTEllipsoid;

GPS_FIX QUALITY FixQuality,

GPS_TIX TYPE FixType,

GPS FIX . SELECTION SelectionType;

float flPositionDilntionOfPrecision;

float fiHorizontal DilutionOfPrecision;

float flVertical DilutionOfPrecision;

DWORD dwSatelliteCount;

DWORD rgdwSatellitesUsedPRNs[GPS_MAX_SATELLITES];
DWORID dwSatellitesInViow;

1 DWORD rgdwSatellitesTnViewPRNs[GPS_MAX_SATELLITES];
DWORD rgdwSatellitesInViewElevation[GPS_MAX_SATELLITES];
DWORD rgdeatelhtcsInV1ewAzm1uth[GPS MAX SATELLITES],
DWORD rgdwSatellitesInViewSignal ToNoiseRatio| GPS_MAX_SATELLITES];
} GPS_POSITION, *PGPS_POSITION;

This provides the latitude and longitude of the current location of the device.

COMMAND AND CONTROL SERVER SCANNING RESULTS

Following up on our earlier analysis, we scanned IP addresses in several countries looking for FinSpy
command & control servers. At a high level, our scans probed IP addresses in each country, and attempted fo
perform the handshake distinctive to the FinSpy command and control protocol, If a server responded to the
handshake, we marked it as a FinSpy node, We expect to release our scanning tools with a more complete
description of meihodology in a follow-up blog post.
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Our scanning yielded two key findings. First, we have identified several more countries where FinSpy
Command and Control servers were operating, Scanning has thus far revealed two servers in Brunei, one in
Turkmenistan's Ministry of Commuuications, two in Singapore, one in the Netherlands, a new server in
Indonesia, and a new server in Bahrain.,

Second, we have been able to partially replicate the conclusions of an analysis by Rapid7, which reported
finding FinSpy command & control servers in ten countries; Indonesia, Australia, Qatar, Ethiopia, Czech
Republic, Estonia, USA, Mongolia, Latvia, and the UAE. We were able to confirm the presence of FinSpy on
all of the setvers reported by Rapid? that were still available to be scanned, We confirmed FinSpy servers in
Indonesia, Ethiopia, USA, Mongolia, and the UAE, The remaining servers were down at scanning time, We
also noted that the server in the USA appearcd to be an [P-layer proxy (e.g., in the style of Network Address
Trans]f.ltlon)3

Rapid7’s work exploited a temporary anomaly in FinSpy command & control servers. Researchers at Rapid7
noticed that the command & control server in Bahrain responded to HTTP requests with the string “Hallo
Steffi,” This behavior did not seem to be active on Bahrain’s server prior to the release of our analysis, Rapid7
looked at historical scatning information, and noticed that servers in ten other countries had responded to
HTTP requests with “Hallo Steffi” at various times over the previous month, While the meaning of this siring
and the reason for the temporary anomaly are unknown, a possible explanation is that this was a testing
deployment of a server update, and tho “Hallo Steffi” message indicated sucoesstul receipt of the update After
the publication of Rapid7?’s analysis, the behavior began to disappear from FinSpy servets,

DETAILS OF OBSERVED SERVERS

Table 1; New Servers

Country P Ports ' Owner

Singapore 203.175.168.2 21, 53,443, 4111 HostSG

Singapore 203,211.137.105 ?1, 53,80, 443, 4111 Simple Solution System Pie
Bahrain 89.148.15.15 V‘2.:2, 53, 80, 443, 4111 g;dtelco

Turkmenistan 217.174.229.82 | 22, 53, 80, 443, 4111, 9111 | Ministry of Communications
Emei 119.160.172.187 | 21 Telekom Brunei

Brunei 119,160,128.219 } 4111, 9111 Telekom Brunei

Indonesia 112,78.143.34 22, 53, 80, 443, 9111 Biznet ISP

Netherlands 164,138.28.2 80, 1111 Tilaa VPS Hosting
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Table 2: Confirmed-Rapid?7 Servers

Country 1P Ports Owner

USA 54.248.2.220 80 Amazon EC2

Indonesia 112.78.143.26 22,25, 53, 80, 443, 4111 Biznet ISP

Ethiopia 213.55.99,74 22, 53, 80,443, 4111, 9111 { Ethio Telecom

Mongolia 202.179.31.227 53, 80, 443 Mongolia Telecom

UAER 86,97.255.50 21,22, 53,443, 4111 BEmirates Telecommunications
~ Corporation

It is interesting to note that the USA server on EC2 appeared to be an IP-layer proxy. This judgment was made
on the basis of response time comparisons®,

CONCLUSIONS AND RECOMMENDATONS

The analysis we have provided here is a continuation of our efforts to analyze what appear to be parts of the
FinFisher product portfolio, We found evidence of the functionality that was specified in the FinTisher
promotional materials, The tools and company names (e.g. Cyan Engincering Services SAL) found in their
certificates also suggest interesting avenues for future research.

These tools previde substantial surveitlance functionality; however, we’d like to highlight that, without
exploitation of the underlying platforms, all of the samples we've described require some form of interaction
to install, As with the previously analyzed FinSpy tool this might involve some form of socially engineered e-
mail or other delivery, prompting unsuspecting nsers to execute the program. Or, it might involve-covert or
coercive physical installation of the tool, .or use of a user’s credentials to perform a third-party installation,

We recommend that all users run Anti-Virus software, promptly apply (legitimate) updates when they become
available, use screen locks, passwords and device encryption (when available). Do not run untrusted
applications and do not allow third parties access to mobile devices,

As part of our ongoing research, we have notified vendors, as well as members of the AV community,
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FOOTNOTES

I'A list of Nokia capabilities can be found here,

2 http:/fwww ., whoisentry.com/domaln/it-intrusion.com
3 See Appendix A.

* See Appendix A,

APPENDIX A

The server was serving FinSpy on port 80, and SSH on port 22, We measured the SYN/ACK RIT on both
ports and compared. The results for port 80:

hping -S -p 80 54.248.2.220 _

HPING 54.248.2.220 (wlan0 54.248.2.220): S set, 40 headers - 0 data bytes

Jen=44 1p=54.248.2.220 tt1=24 DF 1d=0 sport=80 flags=SA seq=0 win=5840 rtt=1510,2 ms
len=44 ip=54.248,2.220 tt1=23 DF id=0 sport=80 flags=SA seq=1 win=5840 rt{=740.4 ms
len=44 ip=54.248.2.220 tt1=25 DF id=0 sport=80 flags=SA seq=2 win=53840 rtt=753.4 ms
len=44 ip=54.248.2.220 til=24 DF id~0 sport=80 flags=SA seq=3 win=5840 rti=1001.6 ms

The results for port 22;

hping -8 -p 22 54,248.2,.220

HPING 54.248.2.220 (wlan0 54.248.2,220): S set, 40 headers + 0 data bytes

len=44 ip=54.248.2.220 til=49 DF id=0 sport=22 flags=SA seq=0 win=5840 rtt=125.7 ms
len=44 ip=54.248.2.220 t11=49 DF id=0 sport=22 flags=8A seq=1 win=5840 1tt=124.3 ms

{ len=44 ip=54.248.2.220 it1=49 DF id=0 sport=22 flags=SA seq=2 win=5840 rtt=123.3 ms

len=44 ip=54.248.2,220 t1=5) DF id=0 sport=22 flags=SA seq=3 win=5840 r{t=127.2 ms

The comparison reveals that port 80 TCP fiaffic was likely being proxied to a different computer,
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Analysis of the FinFisher Lawful Interception Malware

Posted by Claudio Guarrder in information Security on 08-Aug-2012 06:31:35

It's all over the news once again: lawful Interception malware discovered In the wild being used by
government organizations for inteligence and survelllance activitles. \We saw it Iast year when the Chaos
Computer Club unveiled a trojan being used by the federal government in Germany, Wiklleaks released a
collection of related documents in the Spy Flles, we read ahout an alleged offer from Gamma Group to
provide the toolkit FinFisher to the Egyptian govemment, end we are reading once again now with the
same one being delivered to human rights aclivists In Bahrain along with some spearphishing attacks.

We all are very aware of a rising market of Western companies developing and selling malware for the use
of government organizations all around the world, but whenever one of these products |s found in other
geographical areas, the potentlal political and ethical implications tend to generate Interest.

While I'm irying to provide context for the analysis below, It's not In the scope of this article to digress into
the political context of the incident, We are security practitioners Interested in technology and when dealing
with malware, which in this case can be easily prone to abuses, we want to understand what they do,
what's the spread and how we can raspond.

The Incident

Several Bahrain activists located both in US and Bahrain started receiving emails with suspicious
attachments;

IRt

{

htips://community rapid7.com/community/infosec/blog/2012/08/08/finfisher 18/10/2012
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They promptly understood there was someathing shady with them and forwarded them to journalists from
Bloomberg who provided the atiachments to some researchers, ending up in a thorough analysls of the
files.

. The emails were sent by the following addresses:
I

+ melissa.aljazeera [at] gmail,com
+ freedombhrtoday [ef] gmail.com 7 i

+ mkhalil1976 [al] gmail.com

With the following sublects:
» Existence of a new dialogue « A-Wefag & Government authority
» Torture reports on Nabesl Rajab
+ King Hamad planning

! » Breaking News from Bahrain — b Suspects Arrested

Each of these emails contalned an archive, following are the ones identified so far
» _gplArrested Suspects.rar
+ King hamad on official visit to .rar
~ Meeting Agenda.rar
« Rajab.rar .

Each of these archives contalned several files, Including Word documents, images as well as sevaral
Windows executables:

« diafoge.exe (MD5: ee5b03b5980dc3 10h77aa01 d32dub8de)

n « gpl Tegami.exe (MDS: ¢82647e42868e0f0bB3571:f0iBe85f)
= + gpf sfoepsus defserrA.exe (MDE: hBd700a56065692e8dcebdhod 323391)
+ gpi.bajaR.exe (MD5: d1216d3fd238cd8Yd9a7 84 3306892088)

https://community.rapid7.com/community/infosec/blog/2012/08/08/finfisher 18/10/2012
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* gp/l 1hajaR.exe (MDS: ad6f72b851ebef7bi7¢8b16551140c51)

Quickly looking at binary similarities, it was instantly clear that they all belong to the same malware family.
We also |dentifled an additional sample from the same batch:

*+ wefag.exe (MD5: cffb2¢14857719670ce90d32f3076814)

A spokesman from Gamma Group, the company producing the trojan allegedly involved with these attacks,
promptly responded to the press stating that FinFisher was never sold to Bahrain and that a copy might
have been stolen and re-engiheered for some unauthorized use. We're not able to confirm or deny this at
the moment.

The Malware

For the sake of this analysis, we are golnd’ito use the file "gpj.1bajaR.exe’, but all of them showed simlilar
behavior and communicated with the same backend infrastructure.

Following are the complete cryptographic hashes of the binary:

MDS&; ad6f72h861ebof7bf7c8b1c551140c5f

SHA1; 37275cfd9e186b97%015fh8681c40c84341224ed9

SHA266: cc3b66a0f659fabethfdetleefibife8dE68a93dhbBED78hdd 35603821850

SHAS12; 909b631a81a54h279eaad6bB1973a06af18dadadfifs 1bdeche? 317 8cfe3 80886387 26h008648
acie6#40660dd46842211640058df0c4821830ab66h7heE07

Ssdeep: 24576:10E4gjTew7irtmLR4pzLghNEz2iiY XDBaLznBn1F:Ax|Tsw7irk8Ox7262B1F

The malware Is already avallable on VirusTotal, which shows some decent Antivirus coverage:
hitps: fwww. virustotel comffile/cc3b65a0i668fabefbfdeBlaef3bife8d668a03dbh 850178
bddd35601382 18bBclanalysis/

The binary Is disguised as a JPG plcture, In fact the file name contains the Unicode Right-to-Left Override
character In front that whenever displayed in ANS| mode, It will look reversed making the disgulse more
reafisfic: in this case “exe.Rajab{.jpg". ‘

The first thing we did was of course give It a quick run in Cuckoo Sandbox, which was able to give soms
initial insights on the general hehavior of g:l,e malwars,

When executed, the original process proceeds creating the following directory (the name is randomized at
svety execution):
CADOCUME~T\WsenLOCALS~1\TempW\TMP44DECOFY

If the directory is successfully created, it drops a copy of itself In that same directory, which Is also
consequently launched.

This new process is actually the one installing the components used to retain access on the compromised
machine,

[t drops an -additional file in the user's Temp directory:
CADOCUME~1\Usen\LOCALS~1\TempWdriverw.eys

Following are the hashes for this driver:

MD&: 0f8249a2593f38c6bT54h6f366¢0cacs

SHA1. f98eddce7a7E63677h80a93fch42dh 806 efGiB _

SHA258: 62bde3bac3782d3619f2e560b097 3467267046361 197 1fad5de060h181efb196

SHAS512; 363fa00ceBd3ebalalh2d313bb47df480d1hO0B0T745 1465295081 ibi3848080297991 010723034
Gf4212a52162d6320d1a663fa880527h3dfcct 18662770009

[
oy
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0 Ssdeep: 192:¢cjQ/nPYCoovDy17/Zs16MHaglIBBpJawSmX c0nPz/Z|Pagll+F8G

This same file was observed being consistently dropped by ali the ather paytoads assoclated with these
attacks.

Interestingly enough, it was already observed on VirusTotal in early May:

hitps:fwww. virustotal.com/fle/82hde 3hac3782d 36H2e56dh007 467267048321 187 1fad
5ca060b181eft196/analysis/

The driver is also obfuscated but appears to be able to respond to device control IRPs, a deeper ahalysis ig
needed to understand its internal capabliltles,

The process concludes its execution by creating the followlng directory (the name |s randomized at every
exacution):

C:\Documents and SettingsiUser\Application Data\Microsoff\nstaller{AG9832D8-3F71-4241-7493-
7551DB00OC34C)

" This directory Is reported to be used for storing all the dumped data, logs and screenshots to be later
communicated to the operators' C&C server. ‘

( In order to make the execution more realistic to the vietim, 1t also drops an Image which Is also displayed;
| i

]

The picture varies from one sample to another,

In this case a sandbox analysls was not enough as no network frafiic was observed, therefore a deeper
manual inspection was requlred,

" As a matter of fact, the actual malware mechanics comes Info play just after a flrst reboot followlng the

] compromise, At this point we cah observe severe changes in the system and aggressive takeover of the
system processes,

5
s
iy

f
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As already reported by Citizenl.ab in their analysis, winlogon.exe ls the flrst process belng Injected with
malicious codle;

Process: winlogon.ewe Pid: 612 Address: 0x1530000 Vad Tag: Vads Protection:; PAG
Flags: CommitCharge: 19, MemCommlt: 1, PrivateMemory: 1, Protection: &
0x01530000 44 5a 90 00 03 00 00 00 04 00 Q0 GO ££f ££ 00 00 MZ, .. vri i varien
0x01530010 b8 00 00 GO0 00 00 00 00 40 0D 0C 0O 00 00 00 00 ........ @, ...,
0x01530020 00 00 00 00 00 04 €0 00 00 Q0 00 00 QO 00 A0 00 v virentiuennen
0x01530030 00 00 DO 0O 00 00 00 00 00 Q0 GO 00 £C 00 00 00 ... vwvun

This process Is used as a main container for the malware, from which It performs Process Hollowing, This
fs a common praciice in malware development, consisting of spawning legitimate processes and, once
loaded, replacing their original code with malicious code.

As a matter of fact, winlogon.exe siarts an Internet Explorer Iﬁstance with the "-nohome” eptions and
performs the tekeover;

Process: iexplore.exe Pid: 148 Address; O0x150000 vad Tay: Vads Protection: PAGE
¥lags: CommitCharge: 24, MemConhit ; 1, PrivateMemory: 1, Protection: 6
0x00150000 4d 5a 90 00 03 Q0 00 00 04 00 Q0 00 £€ EE 00 00 MZ....0 ' vivivss
02000150010 b8 00 00 Q0 00 00 OO0 00 40 OO0 00 0O Q0 OO0 Q0 0Q ,.ivevr v  @uriqisen
0x00150020 00 00 00 00 OO0 00 00 00 00 00 0O 0O Q0 OD 0O 0Q ...
0x00150030 ¢0 00 00D 00 Q0 00 0O 0O 00 OO0 0D 0O 06 01 00 0Q

LR R B B RN R

LR T N B R TR B BRI

The network communication s initiated from the context of the Internet Explorer process, which is often
used as a convenlent way to bypass local firewalls as it isfused to be a trusted application:

Offset (V) Local Address Remobte Addross Pid

e e e et e v v e e e e e R b v rm T T TR e e ek A e =t e oy ep e

0x86335008 10.0.2,15:1036 77.69,140,194:443 148

Page 5 0 13
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1 The malware has a very noisy presence in the system, it Installs inline user-mode hooka in the following
functions in every runhing process:

ntdll. diliNtDeviceloControlFile i
nidil.dilINIEnumerateKey

, ntdi. diliINtEnumerateValueKey
' - ntdll.dlINtQueryDirectoryFlle
ntdll.diliNIQueryKey
ntdli. dNIQuerySysteminformation
kernel32.dlliCreateFileVy
kernel32.dilCreateProcessinternalvy
kernel32.dlliiMoveFileWW
kemel32.dllIDeleteFileVW
kemel32.dlliMoveFleExX\W
USER32.dlllPostMessageVV
USER32.dll)GetMessageW
USER32.dllPeekMessageVV
USER32.dIlIGetMessageA
USER32,dllSendMessageVy
USER32.dll|PeskMessageA
USER32.dllPostMassageA
GDI32,dIIGetDeviceCaps
- GDI32 dllDeleteDC
GDI32.dlCreateDCA

hitps;//community . rapid7.comy/community/infosec/blog/2012/08/08/finfisher 18/10/2012
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1 GDI32.dNCreateDCW

GDI32.dIIDPtoLP

GDI32.dIlEscape

GDI32 dIIResetDCW .
GD!32.dIlEndPage "
GDI32.dIlIEndDoc

GDI32.dlliStartPage

GDI132.4llIResetDCA
GDI32.dllISetAbortProg

GDI32 dllistartDogWW
GDI32.dllStartDocA

ADVAPI32. dilOpenTraceA

ADVAPRI3Z. dIlOpenTraceVy

It also installs an |AT hook of the function ntdil.dillCsrClientCallServer in winlogon.exe, which is most llkely
| used fo calch every new process registered to the CSRES subsystem,

As also reported by CllizenLab, the samples seem Indeed to belong to the FinFisher toolkit,
[ Following are some sttings that can be found Into winlogon.exe memory:

y\Isvn_branches\finspyv4.01\linspyv2\srcVlibsVibgmmmpn-tdiv_gr.c i
y\svn_branches¥finspyv4,01\finspyv2\srollibs\lihgmpimpn-mul_fit.c
y\svn_branches\inspyvd.01\finapyvZ2\arcitargef\bootkit_x32driver\objfre_w2k_x8 84386 !
\bootkit_x32driver.pdb :
finfisher fal
finfisher,lnk

rn

We also analyzed the reporied “demo” sample:

! MD&: c488a8aaefldfs77efdf1 b5016118c20
SHA1; 5eatasb0063daB354e8500d02d0621f643827346
SHA25¢: 81531cebal48aead7oda78dd300f303dafesi h7ado053cadd7a8a27h5edécdf
SHAS12: Ocbad 1d4508939a256c6d24f651619a110b246d6ff5dfa206f68c703¢ce2502a9420e860a3404248
c413eh1edebbe3f75928318h6fd 30251088b6a9f938dd47e0
I: 0 Ssdeep: 49162:[4XNybwJDejvl.8jog2+Sqlk/1jzulze0uYBnl:EUbwJDcON21gCjzulG
VirusTotal: hitps:/fwww.virustotal.com/flle/B 153 tceba248acad? cda78dd300f303dafe b7 ad0953ca
4d7aga27b5cdbodifanalysis/

1 Despite some differchces (the dropped driver s sensibly blgger sampared to the one from Bahrain), the
execution flow Is exactly the same: similar aggressive presence on the system, same processes chain and
same network traffic.

At this stage it's difficult to get a hold of the full functionalities 6f the malware. We believe that the agent
remains silent whenever It doesn't have an actlve Intetnet connection and at this very moment we belleve it '
first pulls an updated configuration file instruating It ta not do anything at all, therefore all the survelllance !
plugins seem to be inactive and no file is dropped in "%AppData%\Microsoftiinstaller{A6983208-3F7 1
4241-7493-7651DB00C34CH",

According to CitizenLab's research ard WikiLeaks cables, followlng should be the supported features:
\ + Bypassing of 40 regularly tested Antivirus Systems

» Covert Communication with Headquarlers

* Full Skype Maonitoring {Calls, Chats, File Transfers, Video, Cantact List)

hitps://community.rapid7.com/community/infosec/blog/2012/08/08/finfisher 18/10/2012
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i * Recording of common communlcation like Emall, Chats and Voice-over-IP
+ Live Surveillance through Wehcam and Microphone
’l » Country Tracing of Target
I + Silent extracting of Files from Hard-Disk
* Process-based Key-logger for faster apglyals
* Live Remote Forensgics on Target System
+ Advanced Filters to record only important information
+ Supports most common Operating Systems (Windows, Mac OSX and Linux)

We belleve that the Skype interception module Is Implemented tampering the clroular sound buffer from
Windows' DirectSound interface, you can find a simliar Implementation here,

Network Communication
All the samples from the Bahrain aitacks try to contast the host located at 77.68.140.184, which belongs to
n Bahrain Manama Batelco (AS6416),

b The malware tries to contact such IP address on muitiple ports, elther 22, 53, 80 or 443 and establish the
{ communication channel on the first one successfully cpened.

The traffic is heavily encrypted and it will requlre further analysis o dissect, hut we were able to [solate
some recurring patterns, ;
The first outgoing packet always starts with the foliowlng binary data;
0c Q0 00 00 40 01 73 00

This packet, which varles In size and content, is belleved to be reporting to the C&C some Initial details on
the compromised machines and perhaps gome local configuration, The answer to this first request is
believed fo be an updated conflguration for the trojan.

And all folowing packets appear to start with the followlng binary data:
§c 00 00 00 a0 02 72 00 Oc 00 00 00 40 04 fe 00

i The following Snort signatures should be consistent enough, but due to the smali size of ihe palterns they |
" could cause false positives: :

alert tcp any any -»> any any (meg:"FinFisher Malware Connection }
Initializaktion®; content:"|00 00 60 00 40 01 73 09|"; offset:0; depth:8; :
" 514:1000001; xev:l;)

alert top any any -» any any (meg:"FinFisher Malware Connection Handshake!,
content:"|Bc 00 00 00 aQ 02 72 G0 Do 0D 00 QD 40 04 fe 00|"; offset:0;
depth:16; s1d:1000002; rev:l;)

i
We arve looking forward fo getting some feedback and suggestions on improved detection and whether any !
of you get some hits, Emall us with your feedback.

Fingerprinting the C&C

. White probing the C&C servers, we notlcad an unexpected behavlor all the services binded on the ports
. the malware tries to exchange binary data with, respond In an unusual way whenever performing any, even |
] malformed, HTTP request. |

https://community.rapid 7.com/community/infosec/blog/2012/08/08/finfisher 18/10/2012
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For example, when connecting through telnet to 77.69,140.194;80 and sending “HEAD /*, the service
responded the following way:

HTTP/1.1 200 OK
Content-Type; text/html; charset=UTF-8

Content ~Length:12 i

Halle StefEfi

Odd indlesd, but perfect for fingerprinting!

i We made a cross-search of thls pattern across HD's Interhet sUrvey research project Critieal 10, and were

1 able to identify more servers with open services that respondad In the exact same way:

t'.ntz"numit.‘u'

Click on the map to get & larger view and browse through updated results,

Follow is the list of the IP addresaes discovered,
+ 112,78.143.26 (Indonesia)
v 121.215.263.151 (Australia)
* 78.100.57,165 (Qatar)
v 213.55.90.74 (Ethiopia)
» ©4,112.255.116 (Czech Republic}
+ 213.168.28.91 (Estonia)
v 54.248.2.220 (USA)
» 202.179.31.227 (Mongolia)
+ 80.95.253.44 (Czech Repubifc)
« 81.198.83.44 (Latvia) y
» 86,97.265.50 (Dubali, UAE)

L

T TFeuas tnyt
C 7 Dhdtea -

i _
i Althe time of writing, only the Latvlan sever ts still successfully responding to our fingerprinting, All the '

[ others are Instantly dropping the connection In the exact same way, most likely fitterlng off any payload that |

https://community rapid7.com/community/infosec/blog/2012/08/08/finfisher
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doesn't match a given header, This makes us believe that all those C&Cs might have been updated In front
of recent leaks and publications on FinFisher, Bahraln included.

Please note: we are nofi able to determine whether they're actually being used by any government agency,
if they are operated by local peaple ar if they are completely unrelated at all: they are simply the resuits of
an active fingerprinting of a unique behavior assoclated with what Is belleved to be the FinFisher
infrastructure. Our guess is that part of the identified C8Cs are acting as proxles.

Conclusions

It's always interesting to get your hands on governmental malware: it’s the subject of much discussion
and given the high prices it's likely sold for, it's often very hard to get access to samples, so this has
been a great project to work on, ik s :

What we found is disturbing though. The malware seems fairly complex and well protected/ obfuscated,
but the infection chaini Is pretty weak and unsophisticaiad. The ability 1o fingserprint the C&C was frankly
embarrassing, particularly for malware like this. Combined, these factors really don't support the
suagestion that thieves refaclored the malware for black markst use,

That said, once any malware Is ussd in the wild, it's typleally only a matter of time before i gets used for
nefarious purposes, The Infosec community needs to pay attention and take malware exposure serlously.
Take action to protect infrastructure and discourage the spread, production and purchase of malware, As
we've seen countless times hefore, and will certainly see again, It's impossible to keep this kind of thing
under control in the long term.

I'm sure there will be follow-ups on this case on different sides and people will spand more time on
analyzing and debating the ins and outs of ihe malware. For my part, I'd like to end this post by sincersly
thanking the guys from CitizenLab for their original vesearch and Arturo Filastd, Fable Pletrosanti, Jacob
Appelbaum and Quequero for their cooperation in this analysis. Thanks guys!

For updates, you can find me on Twliter at @botherder,

i .

Update #1 e

The guys at EmergingThreats helped us refine our Snort rules a little bit in order to lower the possibility of
false positives,

Follewing are the updated signatures, use them to detect FinSpy in your local networks:

alert tcp SHOME NET any -» $EXTERNAL_NET any (msg:"FinFisher Malware Connection
Initlalizationn; flow:tc_server,established; content:"f0c 00 00 DO 40 01 73
00| "; depth:8; s1d:1000001; rev:l; classtype:trojan-activity;

reference:url, community . rapid?. com/conmunity/infosea/blog/2012/08/08/finfigher;

alert tcp SHOME_NET any -= $EATERNAL NET any (meg:"FinFlsher Malware Connection
Handghake'; flow:to_perver,established; content:"]5z 00 00 00 a0 02 72 00 Og 00
00 00 40 04 fe 00|"; depth:;16; 8id:1000002; rev:l; classtype:trojan-activity;

reference:url, community, rapld?.con/comminity/infogec/blog/2012/08/08/finfisher;

Update #2

At the time of writing 8 out of the 2 servers are nol responding ahytnore: all the ports origlnally used have
been fillered or closed off after our analysis and the related news articles have been published,

Even the ones that were actively responding untll vesterday, ke Latvia and Bahrain, are now Inaccessible,
A very odd timing, isn't it?

}

https://community.rapid7.com/community/infosec/blog/2012/08/08/finfisher 18/10/2012
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I 1 Inthe last hours we read of many people questioning the validity of the "Hallo Steffi” paltern, saying that It
could be completely unrelated to the FinFisher toalkit, as also Gamma's Muench stated to Bloomberg. Falr
enough, we also mentioned In this same blog post that there Is no way we can guarantee a direct
connection between that stiing and the malware, we only reported an anomaly on the Bahraini
infrastructure and the discovery of the same anomaly in other locations.

We believe that this unusual behavior could have actually been a deception technigue adopted by the ]
FinSpy Proxy to disguise the nature of the service, but that when they reallzed It was actively used for *
fingerprinting the C&C servers was promptly disabled to prevent further discoveries, {

Every FinSpy sample is configured with a set of multiple ports that It can try to contact: It will start from the
lower port (for example 20}, attempt a connection 3 times and then move over to the next one,

When running the Bahraini FinSpy sample, especially now that the server s not responding, it attempts the
following connections;

13:02:43.747370 IP 10,0.,2.15.1035 » 77.69,140,194,22; top 0
13:03:05,.968816 IP 10,0,2.15.1036 » 77,69,140,194,53; tep 0
13:03:28.100628 IP 10,0.2.15.1037 > 77,69.,140.194,80: top ¢
13;03:50.332553 IP 10,0.2,15,1038 » 77,69,140.194.443: tep O
{. 13:04:21,517231 IP 10.0,2,15,103% » 77.6%,140,194,4111: top O

—

As you can see the last one is por 4111,

We believe this Is the standard FinSpy port and that all tha other ones are prohably just forwarded to 4111,
, The FinSpy "demo" sample contacted port 3111 to tiger.gamma-international.de and -

i demo.blogdns,org, close enough.

Another interesting "coincidence” is that all the IP addreszes that we ohserved responding with the "Hallo
)1 Stedfi” banner also had/have port 4111 open, in fact if you check the only 4 servers currently up you can
see:

Nmap rcan report for bba44248,alshamil.net.ae (86,97.355,50)

) ! Homst im up (0.268 latency).
PORT STATE BERVICE
a2/tep open sah
53/tcp  open domain ‘ ;
443/tep open nttps
0 4111/tcp open xarid

tH
.
] i

—_ ¥
Mmap scan report for 94.112.265,116,static . ba2b.upcbusiness,.cs (94.112.255,116}
Host is up (0.0448 latenay).

PORT STATE SBERVICE

22/tep open ssh

53/tcp open  domaln

go/tep  open  htip

443/tcp open  hitps

4110./tep open xgrid

Nmap scan report for 112,78,143,.26

Host is up (0.26g latency).

PORT STATE SBERVICE

22/btep  open  ash

53/tep open  domain

80/tcp opsn  http

; aa3/tep open  hiips S
i 4111/tcp open  xgrid

https ://community.rapid'?,com/cornmun?fgtyf infosec/blog/2012/08/08/finfisher 18/1072012



I

I

]

—

Information Security: Analysis of the FinFisher... | SecurityStreet

https://community.rapid7.com/community/infosec/blog/2012/08/08/finfisher

f

Nmap scan report for 213.55,99,74
Host is up (0.16a8 latenay}.

PORT STATE SERVICE

22/cep  open  ssh

53/tep  open  domain

80/tep open http

443/tep open  https

4111 /tcp open  xgrid

911t/tcp open  DragonIDgConsole

The last one also shows port 8111, which we observed along with port 3111 being open fewer times as
well, ‘
Is it more convincing how?

__ Shars| 12 1| Tweet {257 Uke (99

20082 Views Tags: breach, maiwarg, research, cuskoo_sandbox, malware_analysis, finfisher

T, A e he s b s

Avarage User Rating

| (0 ratings)
¥

Comments
4 Comments

Pleage login to comment

" elholm 09-Aug-2012 04:47

| Digging around with some passive DNS, you can find that ic3545,com was resolving to
. 121,215.253.151 between 2011-04-02 and 2011-04-17 (with 922 requests seen), and to
©124,178.226.178 the 2010-11-22 (with 2 requests seen),

No ofher [P you discovered yleld something interesting from passive DNS,

: f . Like (0)

" mooe 10-Aug-2012 20:27

As i know, Gmail doesn't allow to send .exe files. So, how does it happen?

Lika (0)

Claudio Guarnieri 15-Aug-2012-02:08 (In response to alhoim)

Yes, we are aware of It and we've seen that domain hosting a fake Google page and
distributing an executable that we are trying o recover.

Like (0)

¢
E Claudie Guarnieri 15-Aug-2012-02:12 {In response (o Moo}

i They sent RAR archlves contalning exscutables and it's not a big deal to bypass those
Grnall filters. In addltion, the fact that the original email addresses had a @gmail.com

&

ie;,.
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L

" domain doesn't necessarily mean that they used Gmail mallservers, we don't have copies
. of the original emails so we can't verify the headers.
1 . ‘
: Like (0)
Home | Top of page | Rapid7.com | Metasploit.com
Jive Software Version: 5.0.2.1 , revision: 201201221203.0666544 release_jive shs 5 _0_2_1
&
https://community rapid7.com/community/infosec/blog/2012/08/08/finfisher 18/10/2012
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" Intelligence Note

Prepared by the

Internet Crime Complaint Center (IC3)
May B, 2012

MALWARE INSTALLED ON TRAVELERS' LAPTOPS THROUGH SOFTWARE UPDATES ON
HOTEL INTERNET CONNECTIONS

Recent analysis from the FBI and other government agencles demonstrates that maliclous
actors are targeting travelers abroad through pop-up windows while establishing an Intarnat
connection in their hotel rooms,

Recently, there have been Instances of travelers' laptops being infected with maliclous

software while using hotel Internet connections, In these Instances, the traveler was

attempting to setup the hotel room Internet connection and was presented with a pop-up

I window notifying the user to update a widely-used software product. If the user clicked to

accept and Install the update, maliclous software was Instaliled on the laptop. The pop-up

{ window appeared to be offering a routine update to a legitimate software product for which

updates are fraquently avallable.

1 .

I The FBI recommends that all government, private Industry, and academic personnel who

travel abroad take extra cautlon before updating software products on thelr hotel internet

connection. Checking the author or digltal certificate of any prompted update to see if it

corresponds to the software vendor may reveal an attempted attack. The FBI also

recommends that travelers perform software updates on laptops immedlately before

traveling, and that they download software updates directly from the software vendor's Web
Iy site if updates are necessary whlle} a@road

Anycne who believes they have been a target of this type of attack should Immediatsly
contact their local FBI offlce, and promptly report it to the IC3's website at

L http://www.lc3.gov/, The IC3's complaint database Hnks complaints together to refer them to
the appropriate law enforcement agency for case conslderation. The complaint informatlon Is
alse used to Identify emerging trends and patterns,

mhtm!:file://Y \Mark\Cases P - Z\Privacy International\Documents\Internet Crime Co.,, 22/10/2012
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Intelligence Note
Prepared by the

Internet Crime Complaint Centar (IC3)
October 12, 2012

SMARTPHONE USERS SHOULD BE AWARE OF MALWARE TARGETING MOBILE DEVICES
AND SAFETY MEASURES TO HELP AVOID COMPROMISE

The IC3 has been made aware of varlous malware attacking Androld operating systems for
mobile devices., Some of the latest known versions of this type of malware are Loozfon and
FinFisher. Leozfon Is an Information-steallng plece of malware. Criminals use different
variants to lure the victims, One version is a work-at-home opportunity that promises a
profitable payday just for sending out email, A link wlthin these advertisements leads to &
website that Is designed to push Loozfon on the user's device, The malicious application
steals contact cetalls from the user's address hook and the Infected device's phone number.

FinFisher Is a spyware capahle of taking over the components of a mobile device. When
installed the moblle device can be remotely controlled and monitored no matter where the
Target is located. FinFisher can be easlly transmitted to a Smartphone when tha user visits a
specific web link or opens a text message masquerading as a system update.

Loozfon and FInFisher are just two examples of malware used by criminals to |ure users Into
compromising their devices.

Safety tips to protect your mobile device:

« When purchasing a Smarttphone, know the features of the device, Including the default
settings. Turn off featuras of the device not needed to minimize the attack surface of
the device,

+ Depending on the type of phone, the eperating system may have encryption avallable,
This can be used to protect the user's personal data In the case of loss or theft,

s With the growth of the appligation market for moblle devices, users should lock at the
reviews of the developer/company who published the application.

s Review and understand the permissions you are glving when you download
applications,

» Passcode protect your moblle device. This Is the first layer of physlcal secunty to
protect the contents of the devlce, In conjunction with the passcode, enabla the screen
lock feature after a few minutes of Inactivity,

+ Obtain malware protection for your moblle device. Look for applications that specialize
In antivirus or flle Integrity that helps protect your device from rogue applications and
malware,

» Be aware of applications that enable Geo-locatian, The applicatlon will track the user's
location anywhere, This application can be used for marketing, but can be used by
malicious acters raising concerns of assisting a posslble stalker and/or burglarles.

* Jailbreak or rooting Is used to remove certain restrictions imposed by the device
manufacturer or cell phene carrler, This allows the user nearly unregulated control over
what programs can be Installed and how the device can be used. However, this
procedure often Involves exploiting significant security vulnerabllities and increases the
attack surface of the device, Anytlime a user, application or service runs In
"unrestricted” or "system" |evel within an operatlon system, It allows any compromise
to take full control of the daevice. .

s Do not allow your devlce to connect to unkriown wireless networks, These networks
could be rogue access points that capture Information passed hetween your device and
a legitimate server.

¢ If you decide to sell your device or trade it in, make sure you wipe the devlce {reset It
to factory default) to avoid leaving persenal data on the device,

s Smartphones require updatg_?fﬂto run applications and firmware, If users neglect this It
increases the risk of having tHelr device hacked or compromlsed,

¢ Avoid clicking on or otherwlse downloading software or links from unknown sources,

Page 1 of 2
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* Use the same precautions on your moblle phona as you would on your computer when

using the Internet.

If you have been a victim of an Intemet scam or have recelved an e-mail that you bellave

was an attempted scam, please file a complaint at www,IC3.gov.

i
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theguardian

British firm offered spying software to

Egyptian regime — documents
Gamma International's Finfisher program would have enabled
government sples to monitor activists and censor websites

Karen McVeigh
guardtan,co.uk, Thursday 28 Apthl 2011 14,04 BST

Pholograph: Palrick Baz/ARP/Gelly lnwgoes

A Briiish company offered to sell a program to the Egyptian security serviees thut
experts say could infect computers, hack into web-based email and communications
tools such ag Skype nnd even take control of other groups' systems remotely, according
to doeuments seen by the Guardian,

Two Egyptian human rights activists found the documents amid hundreds of batons and
torture equipment when they broke into the headquarters of the regime's State Seourily
Investigations service (SST) last month.

Ope of the papers, in English and headed Finfisher Proposal; Comimerelal Offer,
contained an offer dated 26 June 2010 to provide "FinSpy" software, hardware,
installation and training to the SSI for €287,000 (F255,000), The hame on the involee,
dated Tuesday 29 June 2010, wag Gamina International UK Limited,

Other documents, written in Avabic and marked "ultimately confidentia ", state that
after being offered a "free trial version” of Gamma's Finfigherisoftware to test its ability
to hack into email accounts, the $81 concluded it was "a high-level securlty system” that
could get into email accounts of Hotmall, Gmail and Yahoo, as well as allowing "full
control” of the eomputers of "targeted_éiements". It went on to deseribe the software's
“suceess in breaking through peraorfal'ﬂ‘béounts on Skype network, which Is copsidered
the most-seenre method of communicatlon used by members of the elements of the
harmful activity beeause [t Is encrypted”,

The find throws a gpotlight on western companies that provide software to seeurlty
servives and agents of eppressive vegimes Lo spy o, censor and block the websites with
which activists communicate. Last month a report by OpenNet Initiative sald nine
countrics aeross the Middle East and North Africg used US and Canadian technology to
impede access to online content, including sites with political, social and religlous
material,

Mostafa Flusseln, a Calro blogger and physlelan who took the deocuments, said they
formed important evidonce against the SSI's activitiea, "This proposal wus sent to
department well known for torture, for abuse of human rights, for spying on political
campalgners. This company, Gamma, should be exposed as collaborators in the erlmes
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of trying to invade our privacy and atvest actlvists."

Hussein posted the documents online and passed a copy to the Guardian,

A Gamma International website called "Finfisher IT Intrusion” deseribes its software as
allowing "remote monitoring and infection” that can provide "full access to stored
information with the ability to tale control of the target", It is advertised as capable of
“capturing encrypted data and communications” and allowing a "government ageney to
remotely infect target systems”,

The documents found in the SSI HQ, one dated 1 January 2o11, sald that the proposal
from Gamma International had come via & subsidiary company, Modem
Communications Systent. Following a "free" five-month trial, SSI described the software
as ke "planting a comprehensive spying system in the location where the targeted
computer exists”, The software could record voice and audio calls, movements through
video and audlo where the computer was located, and hack Inta all the computers in the
same network,

Rick Ferguson, of internet security company Trend Miere, sald: "Our position on
commexcial spyware s that if the monitoring is being done without the consent of the
person being monitored then that would be the theft of information,

"There's ecertainly an ambiguity of selling that ldd of teehnolog;f to that type of regime.
There are a lot of commerclal tools to enable you to remotely monitor and manage
computers but it's about how those tools are belng used and whether those tools are
being used covertly." !

¥

Amr Gharbein, an activist who works at the Egyptian Initiative for Personal Righis, said
the Finfisher software referred to in the proposal was "a trojan, a software you implank
in someone alse's device to control it and possibly get data from it, it puts you in the
driver's seat 8o you can see someong else's email and allows alse for identity fraud.”

When eontacted by the Guardian, Gamma International seid in a statement: "Gamma
International UK Limited manufactures equipment for dealing with security related
threats and it supplies only to governments,

"Gamma International UK Limited has not supplied any of its Finflsher sulie of
praducts or related training etc to the Bgyptian government.”

Gaming said 1t "complles, in all its deallngs, with all relevant UK legislation and
regulation”.

» This article was amnended on 30 April 2011 to correct the spelling of Gumima,
International in the standfirst.

@ 2mz Onardlan News and Media Limited or e alfillated companles, All ighte reseived,
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BEIEIE NEWS
TECHNOLOGY

20 Septamber 2011 Last updated at 10:19

UK firm denies 'cyber-spy’ deal with Egypt

By Stephen Groy
Fiie on 4, BBC Radio 4

A UK firm offered to supply "cyber-spy” software used by Egypt to target activists, the BEC has learned,

Decuments found In the headquarters of the country's securlty service suggest it was used for a flve=month trlal period at the end
of last year,

Hampshire-based Gamma International UK denles actually supplying the pragram, whish Infacts computers with a virus that bugs
online voice calls and emaill.

The foreign secretary says he will "eritlcally” examine export contrals,

william Hague, whe speaks for the governmant oh computer security issuss, sald: "Any export of goads that could be used for
internal repression is something wa would want to stop,"

He also admiited the law governing software exports was a grey area.

The documents seen by the BBC were found at the joote rs of the Eqvptian state securit Il earlier this
yoar.

They describe an offer by Gamma International UK Ltd to supply a softwara programme called Finfishar,

Finfisher Is described as a toolkli "used by many global security and Intelligencs services" for secretly galning access o paople's
computers,

The files from the Egyptian secret police's Electronic Penetration Divieion describad Gamma's product as "the only security
syatem in the world" capable of bugging Skype phone conversations on the Intarnet,

They detall a five-month trial by the Egyplian secret pollce which found the product had "proved to be an efficlent elecironic
systom for penetrating secure systems [which] accesses emall boxes of Hotmall, Yahoo and Gmall networks",

Another dosument discoverad by German public telavislon network MDR Is thought to reveal the first-known vistims of the
Finfisher program.

The document describes how, during the period of the saftware trlal, the sacret police successfully broke Into and recorded
encrypted Shype calls.

Sherif Mansour, frorn the US democracy gioup Freadom House, was in Egypt last year to help menitor parllameniary electlons.
'Outsourcing reprassion’

Named in the document as a victim of the bugging, he blamed the Finfisher software and urged the Biitish government (o take
action.

"We democracy and human rights activists already face a lot of froubles and get a lot of threats. | expect that from government
but not from software companies,
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"We have never looked 1o them lo [be] enabling repression, to outsourcing repression.”

According to the Department for Business Intiovation and 8kllls, Finfisher does not requlte an export licence because It does not
use encrypfion.

Mr Hague told Flle on 4 that the UK had a strong export llcence system,

He said a number of llcences had been withdrawn from companles exporting ltems of concern to Libya, Tunisia and Bahraln - but
he conceded sofiware was a difficult product to legislate for.

“This will be a greyer area because there can be many many uses for a given plece of software.

*But neverthaless, we will look at that crltlcally and if any evidence Is supplled to the governmant - or we coma across any
evidence of British tachnology used for Intemal repression In oihar countries - then we will take the same vary tough line on that
as we do on other tems."

Gamma Intemational UK Ltd Is owned by a 48-year-old Briton, Louthean Nelson, who Is listed as having addresses In Sallsbury,
Hamburg and Belrut,

The BBG wanted to ask Mr Nelson about the contradlelion between Gamma's alalm 1t did not supply the software, and the
information contained in the Egyptlan documents. He did not reply.

'Abuse of tochnology’
But although Gamma has refused to comment publicly, & company representative callad Marlin Muanch [s due to speak naxt

week at a gonference in Berlin on gcyber warfars,

Gamma Is listed as a "sponsor and exhibltor" with a speaker due fo address the canference on "applled hacking techniques used
by governmental agencias®.

Also speaking at the conference are colonels fram the British, US and German armies, and the director of intelligence at US
Cybercommand.

Elsewhere in the Mitldle East, reports simerged thls month of glajms that French and § African finns helped mo
phones and the internet for Libya's Col Muam

In Bahrain - where the regime has so far survived the protests - human rights activist Abdul Ghani al-Khanjar says he only
learned the extent of survelllance in his country after baing arrested.

He had just returned from London where he gpake ata meeting In the House of Lords,

"Within two days, masked clvilians and riot police rajded my house and arrasted me and | have been tortured about my many
actlvities,” he told the BBC.

*It was amazing when thay showad me some texl messages fram my phona and fold me about my calls,”
He added: "This is a bad abuse of tachnolagy."

The Bahraini government says it has launched an inguiry Into torture alfegationa. But Slemens and Nokia have both heen
implicated In-the bad publicity surrounding the case.

In the past Siemens sold Bahrain a “monitoring centra”, which is thought to have allowed the regime 1o searetly rack and bug Ita
cltizens' phones, The company is said to have sold the same system to 60 countries worldwide,

But Ben Roome, & spokesman for Nokia Siamens Networke ~ a Joint venture between the two companles, says It has now pulled
out of making interception tools, precisely because of concerns that they can be abused,

“If you provide technology you cannct be biind to how potentlally 1t can be used,” he said.

(. -
File on 4 Is on BBG Radio 4 on Tuesday 20 Saptember at 20:00 BST and Sunday 26 September at 17:00 BST. Liaten agaln via
the Radlo 4 website or download the podeast.

mhtmi:file://Z:\Mark\Cases P - Z\Privacy International\Documents\Press\BBC News -.., 10/10/2012
170




BBC News - UK firm denies 'eyber-spy' deal with Egypt Page 3 of 3

More Technology stories

Crowd-funder Kickstarter UK haund
Ihbboiiwery.bhe.go wkinews/tachnolony-15780184t
The crowd-sourced funding website Kiokstarter Is la launch In tha UIS this autumn, accarding te Its Twilier fesd,
Manauplpad case dajayed to 2013
Ihittp: thepwwe bhe co uldnewslte chnolory-1B77 8066
Syrian ubuse ends spy code work
thps

[BIBIC

HBC @ 2012 The BRC Is nol rezponsible for the cantenl
of axternal siles, Read more.
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UK 'exporting surveillance technology to

repressive nations'
Fears that software similar to that which government wanis to use
in Britain is being sold to monitor dissidents abroad

Jomie Downrd and Rehecea Lewis
guardian.co.uk, Saturday 7 Aprll 2012 21.00 BST

There aee foors that UK technalogy Drms sould be sippteding Assad's Swdon vegdme, Pholographt -/AFTY Getly
Images

Britain is exporting surveillance tachnology to countries run by repressive regimes,
sparking fears it is being used to track nolitical dissidents and activists.

The UK's enthusinstic role in the burgeoning but unregulated survelllance market is
becoming an urgent concern for human rights groups, who want the governiment to
ensure that exports are regtilated in a similar way to arma.

Much of the technology, which allows reglmes to monitor Internet traffie, mohile phone
calls and text messages, is sitnilar to that which the government hus controverstally
gignalled it wants to use in the UK,

The campaign group, Privacy International, which monitors the use of surveillance
technology, cloims equipment being exported includes deviegs known as “TMSI
catchers” that masquerade ag normal moblle phone masts and identify phone users and
malware — software that can allow its eperator to control a target's computer, while
allowing the Interception to remaln undetected.

Trojan horse software that allows hac}!{grs to retnotely actlvate the microphone and
camera on another person's phone, and "optical eyber solutions" that can tap submarlne
enhle lnnding stations, allowlng for the mass sarveillance of entive populations, are also
being exported, according to the group.

Privacy Imternational said it had visited international arms and secutdty falrs and
identified at least 30 UK companles that it beHeves have exported surveillance
technology to countries includiag Syria, Iran, Yemen and Bahraln, A further 5o
companles exporting similar technology from the US were also 1dentified. Germany and
Israel were also identified ag big exporters of surveillance technology, in what is
reportedly a £3bn a year industry,

Last month Privacy International asked 160 companies about sales of equipment to
repressive regimes, So far fewer than 10 have written back to deny selling to nations
with peor human rights records, The campaign group warns: "The emerging
information and communications infrastructures of developing countries are being
hijacked for surveillance purposes, and the information therehy collected is facilitating
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unlawful interrogation practices, torture and extrajudicial executlons,”

Many of tha brochures, presentations and marketing videns used by surveillance
companies to promote their technology have now been posted on the WikiLeaks
wehsite, while a list of firms identifled by Privacy International as a cause for concern
has been provided to the Department for Buglness, Innovailon and Skills, The trade
minister, Mark Prigk, has been briefed on the situation,

Last month the European eoumcil banned the export of surveillance technologies te
Iranian authorities in response to serious human rights violations, It has imposed
similar bans on exports to Syria.

But human rights groups said equipment was still being sold to commercial
organisations in the two countries and called for the government to take stronger action,

"By the time the embargo is in place the ship has sailed,” said Eric King, head of
research at Privacy International, "Our research shows the idea that this is not a British
problem is wrong. We need governments to act now, In g few years this equipment will
need to he updated; these countries don't have the technical expertise to do it, so this ia
something the UK needs to be aware of and to take action against now."

Tn December it emerged 4 Britlsh company had offered to sell software to Egyptian
security services that experts say could hack into web-based email, The company,
Gamms Group Internatlonal, nslsts igfeomplies, in all its dealings, with all relevant UK
legislation®, )

Last year a publie outery foreed an Itallan company to pull out of supplying Syria with
“deep packet investigation” technology that would atlow the country's security forces to
aceess internel service providers, But Syrlatel Moblle, Syria's largest moblle phone
operator, uses blocking technolegy provided by a Dublin-based company.

Creativily Software {C8), a Britlsh flvm specialising in "location-hased services", sold
technology to the mobile network operator MTN Irancell that campalgn groups sald
could be nsed to track Individunla, The company said its technology provided "the same
type of activities that are enjoyed by consumers in many other markets — a hugely
popular and successful social networking and location-based mobile advertising
serviee",

Tt is the responsibility of manufacturers to ensure thelir technology is not used to
perpetrate human rights abuses, But there are now alls for them to be subject to
atringent export controls requiring a licence to sell abroad.

Privacy International also argues that, in order to prevent dangerous technelogies
reaching authoritarian reglmes through middlemen, theve is a need for "end-use"
controls that would make it illegal for companies to provide thelr products when they
know or suspect they will he used In human rights abuges, ‘

In a letter to Privacy International, Downing Street said the goverament was "actively
looking at this issue” and was working within the EU to introduce new controls on
surveillance, G
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Cyber Attacks On Actlvists Traced To
FinFisher Spyware Of Gamma

By Womon Sifver -Jul 25, B2 1:00 M GMTIG100

’ 2 COMMENTS & aueug

' Farebnok, HTC Said te Wark en Phone for Mig-3
[t's one of the world's beei-known and elitsive oyber weapons: FinFisher, a epyware seld by G

UK.~ bassd Gamma Group, which can saorefly take remote contro! of a vemputer, oopying Pundlnﬁ snles m a. Humos uhwpaowy F“"
fMes, Intergepiing Skype calle and legging avery keysfioke,

e - [ Er— [ ——

. o Wik ¢ o ooy’
Far the past year, human rights advosates and virus honters have scrutinized FinFlehar, qt’ﬂﬁl\ll EOR Wik o What's Naeded on Em

seehing to unoover potential abuses, Thay got & glimpue of kS reach whan & FInFlsher sales
pitch to Egypllan atate securily was tncovared after that cauntiy's February 2011 revolition,
in Dacember, anfi-sacrooy webstle WikiLeaks published Gamma prumauonai Vidaos showing
how polica could plant FinFlsher on & farget's ompulin E i

e

gossiblu Deroahy Foracast for U,8, Nerthenst

gramm: Glags«Bloagall Repeal Rldn't Bause Crlsls

"Wa know It axlsla, but wa've never saen it - you oan
tinagine a rare diamond,” sayes Mikko Hypponen, chief T T e
resaarch oficer at Helslnki-hasad data sscurlly company Fe g" Xinl Wife Charsed In Polaoning Daath

Seourg Oy, (FSC1V) Ho posled the Egypt dosumants onling - -
lastyear and said If a copy of the: softwere Heelf ware faund, o e . i e

he'd writa anti-virus protection agains it Rasanih

Iémrd Praflt Falls E0% as AUM Drops

pavicel  How o Invest for Inpome » Frag
Horm v S Pago inegnzine

tvesst fiat
bt osmg Rowipid Novy

Now he may get hig wish.

Tt

Researchors belfeve they've [denilifed goples of FinlFiaher,

hased ot an examination of maiclous soffiware e-makad to How Sutiier Tradlng Could

Inoraass Returns & Reduse

Babhralnf actlvisis, they say. Thelr research, whigh Is baing Riak,
publishad tottay by the Unlveraity of Toronte Munk Scitool of | Bownload Fras e
Huit A, o £5, atzon Wi o Qlobal Affalrs’ Cltizen Lab, |8 basad on five different e-malls Jols the 10028 wivo have

duslined the banksy ~Earn 8.7%
avy grows ylsld

Lo b nrgjjm
Globa, Reﬂch . AL Gm ke R E AL A Al | M n 4 s era pe

threnior o) Awiieans for omoernaysd.—— obfeined by Bloomberg News from peeple targated by the
Huinnn Kighy In Babestry, e convidaring

taswalls sl ¢ punplofutin The US, Slato malware,

Dopriktiwm abwut Ine border-cronutig
fck, S g Hunalth Abdulla vin
Bhrogiasg

. X Hpanesrad Links
Pra-democracy solivists rggalved the, malware in Washington, _,

Laoudon ad Manume, the eapial of Balialn, fue Parglan Gyt Maths Taneher Tvabning

""""" . Quitify as o maiha teacher, Reglster for
klngdom that hias baen gripped by tansion 8ings e crackdown moro information.
on protests Jast year, , b eI gov ok
§
., e Dree TSI 335G Tips
The indings Mustrate howtihe targely unregulated trade In Wesisly teohnionl Analysts Reports, Freo

offensive hacking teols Is transforming sunvalllance, making It Information Sorvice,
more Intiualve 94 1 reathes acress borders and paers Into HSRARHIA

Malvenlty o] Toronka tuok Schoul of
CHeby) Aichy Gitizen |Lopsevarly
vetparoher Mowgun Morgds-Dols,

peoples’ digital dovicas, From anywhere on the glake, the
soliwaie can panelrate the mest privale spaeas, tuning on
camputer wob oumeras and rasding docuiments os they arg
belng typed,
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"Solling softwars that allows for the {aking over of computers  Adverteamen
without rute of law can lead to sbuse," says Courney
Redach, senlor program manager for freedom of expression
al Washington-based Fresdom House, whigh premotes
fuman flghts,

Surmakfokd videmy b transs Bamira sxeoliive Martlsj‘.l. Muenah declined mmadiate BEREAKS DOWN HIS

maitreus Peliveurs e-Ralivg lo Bawraln ' L ob
ol bt FAANE, & A oK comment panding resssrch after balng e-malled & Wah fink fo BIGGEST BETS
b UK. i Chirceas (A, Iha Clilzen Lab raport and questiens related to s findihgs, ’ i
;’;;mﬂ:f;ﬂ;‘““""“ Muench, wha lagds tha FinFlshar praduct portfollo, Is the

managing direcior of the group's Munlch-based Gaimma
International GimbH, Gamma Group also markets FinFlsher through Andovar, England-based

Bloombery.com

Qamima Intertalionat UK Lid,

Muench sald In & July 23 e-mall thal tha company tan't comment on any indlividua)
customers and ihat Gamma complles with the export regulations of ke UK, U.S, and
Germany.

I\flonltoring Criminals

Musench, 30, aald .l that a-mall that FinFlsher Is a too! for monharing eriminals, and thal to
reduce the rigk of abuse of lis preducts the company only sells FnFlsher to governmants,

Tha taciplants of the Balvaln-related e-malls -- who nclude o naluralized U.S, dltlzen whe
nwns gas stallons In Alabame, a Lendon-based human dghls acliviet and a British-born

sconomiet In Balwain -- sach say they don't know of any kw enforcement investigations or
chamas againat e,

1

Two of the recipleris wild they were susplolous of the e- malls and didi't allok ony the
attachmants, while the third sald he trled and falled te download an attachmen to his
Blaokberry,

The analysls of thelr a-maulls ehowed he malware they rg‘;gglved gcts as 8 Trofan, o type of
sofiware namad after the legendary wooden horse that Gresk warors usad 10 sneak Into
Troy before sacking fhe enclanl elty, It takes soraan shofg, ihtarcepts velea-over-dnternet calls
and tranamile & vecond of every keysiroke to & compuler fn Menama,

Stolen Password

Observation-of a researchar's purpasely-Infected laptop In Washlngton else shewed the
Trojan stole & password for an e-wmall socount, which was then acosssed williout perinlssion,

“The malware fiself pracfically came with & product label for a brand of FinFlsher called
EnSpy, which ls markated for spylng en computers; On tha Infacted leptep, the computer
codle the maliclous program Inatalled bore multipls Inslancas of the word “FinBpy,” an
examination of ihe computor's memery showed,

Tha technleal avidence of a match came from tha Work of Morgan Marquls-Bolre, a securlly
rorgarcher at Citizen Lab, who analyzed the Infecled e-malls for this atory, He's publishing
the detailed repoit of the findings In a papar today through Clilzan Lah, al
hitpuicitizantal,orgi201 2/07 fror-bahrain-with-fova-finfishers-apy-kitexposed,

Pigiital DNA

Marquls-Bolre exlracted a siynaiure from the activists” samples - a sort of diglial DNA, He
ihen gave the signatune to other resenrchora to see If they could find a matohing gample thay
might have calleciad in the courae of their work,

The-needle-ln-a-haystack search came up with & mateht aprogram lhat hora the hallmarks of
a demenstrailon copy of FinFisher. -

The avidence that the new sample they found wag FinFlshar lsslf was persuasive, Margulg-
Boire wald, hecause lhe presumed demo conneelpd haok to two wabsaites, one with “if-demo”

.

http://www. bloomberg.com/hews/2012-07-25/cyber-altacks-on-activists-traced-to-finf, .,

26/07/2012,
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In the name and the other with *gamma-nternational’ in the name. The latter weblte, |n turn,
wa reglstered to Marfin Muetich 81 Gamma [nternational In Munioh, onlina registrallon data
ShOWI

ALOOKAIZRA YERMINAL
Profevelonal

Anywhers

Bahraln hag ne polioy of targefing pollcal agtivisis lhrough survelllance technology, Luma

Bashinf, a spokeswoman for the povernment's Informatlon Affairs Awthorlty, aald n an e

mafled staternent, '

"Such allsgationa are taken very sedously and If there le ahy avidanca that thera is any
mizaenduct in use of such technology, each case wik ha,;@vasllgated Imrmotlately acoording
ko the lews and reguiations of the Kingdom of Bahrain,” 6ha sald,

Cyber-Arms Bazaar

FinFlsher 19 just one of many mereasingly avallable weapons for salé In the global cyber-
anngy bezear,

The hacking techniques go beyend tredltlonal survelllance of phana calls, a-malls and text
massages, which goveiniments conduet by tapphg Info communlcallons networke that pass
thraugh thelr terriory, Reports in the past year of rapressive regimes using Wastem gaar for
demestic surdelliance led the U,S. and Evrepaan Unlon to Impose restrictions on sales to
soms countriss, Buch as Byria.

‘Technologles such s FinFlsher magk the next step [h a digitat arms race, snd are provided
by ofher companies, such as Milan-based HaoklngTeam, whose programs, enre instalisd,
tranemit an infected computor'a activillas, Thay are the retail cousihs of stats-made eyber
waapons such as the Stuxnet compuler wonm, which damaged centrifugos In an lranian
nuclear plant and was Jointly developed by the U8, and Jeraal, acoording to the New York
Times,

Survelllance Breakthrough !
The dissovery end traoking of such spyware shows how aven the tinleat nations oblaln cyber
arnall 2rms and deploy them at home and across horders,

"We'ra moving 1o a new piacs with survalllanae,” says Joh Scott-Ralllon, a dootoral studsnt
al the Univarsfty of Californls 1.os Angales' Luskin Schoel 5 Pubka Affalrd wha has helped
track Trojane In Libya and Sy, where he says pro- reglme haokers cobblad together
malware atlacks from free of Inexpensive products avallable onfine, He also cobrdinated
researah for this sludy, passing the first mahware samples from Bloombery o Marquls-Balre,

The Bahraln] case 15 a breakihrough bevause i shows e u3a of 8 more sophisticated,
invasive hacking tool avallable for purehase by natians thal might not e able to develop thelr
own cyher weapong, Scott-Rallton saye, *The 1ime for aslive peneirallon by states al a widely
deployable scale has come,” he says,

Hacker Tumed Executive

Foumdad In 1990, Gamma Group relles on hackertuned- executive Muench 1o market sush
capabiiitles to allants around tha wenrld, Just over slx faet tall, Muench s & rock ster of the
woial Intarsaption-feohnology conferenca cireult, llsted In agendag only by his inlflals, M,

Waearlng a frim black suit and skinny black tle, ho attandsd tha 1SS World trade show, Kiiown
In the Industry as the Wiretapper's Ball, [n iSuzka Lumpur, Malayais, In Decambar, Cne of his
falks was fiisd "Cffenalve IT Intallgence Information- Galhatng Pasticlio - An Operatlonal
Overview,” "
FInFisher has such mystlque that an Inleligenoe workter who helps manags a Soulheasi
Aslan oolinry's cyborsecurily asld Muenoh's presenca st the show was the maln reasoh he
took axtra procautions to deleol hacker threals [uking In the wiraless networics at the venve,
The operaiive, who sald he has aftendsd s damonstiallon of tho produst, Inslsted that hilis
nama 1k be published banause of his Iileliigence work,

LS
F
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epp—



1]

Cyber Attacks on Activists Traced to FinFisher Spyware of Gamma - Bloomberg

13

prvers

Page 4 of 7

Remotaly Controlled MORILE AP

FinFisher promotional malertals provids & genaral view info lle capabillties, withowt nering Bleoltberg

tha counlries where if's svid, Bleombory Radlo+

Blaombarg TV
“When FinSpy |s Instellad on a compuler system |t nan be remotely oonlralled and actessed filoomberg EHitelnosuwosli
a8 gaon a8 it Is connected fo the Infemet/natwark, no matter where In the world tha Targst
Byetem Is based,” a Gamma brachura publishad by WiklLeaks aays. -

in rasponse to quesilons aboui FinFlshar's doployment, privately held Gemma lssued a
ataternent Jan, 27 that quoted Muench saying, "Most peaple understand that we oan't divulge
detalls about our clients, the products they buy or how they use tham « wa dan't wani to {lp
off the arimnalsl b

The statarment addraseed the dootiments found In Calro, wiich priead tha systam at 388,504
ouros (3470,000), including mahterence, Gamma sald no sals was made, and the Irlal
verslon shown diiring s plich never largeded wwitling computer users.

"Gamma presented the product FInSpy showing [te operafional cepablities with.a Gamima-
supplled spacial farget notebook for demonstration purpoass only," tha statement sald,

In the case of Babwain, the malware did reach yoal targsts, and Jed to an analysls of the
goftware. ’

Susplelous E-malis

In Manama, Ala'a Shehabl, tha U,K.-borh econemist, noflced she and othar aellvisia wers
raceiving susplclous e-malls that purporter 1o have nawa on lopies Including tortura and
priseners. Sha forvarded them to Bloomberg,

Tasts showed fhat the atteched photes and documents would aecrafly Ihgtell a program
taking over thelr computars If clioked oh and apaned, .

The analysls by Marquls-Rolre exposed how the maliclous pregraim wend through alahorate

processes of hiding itself, running through 8 chaoktist of anil-virus pragraims to sea [Fany

were'on the computer, and esteblishing a canhection with the server In Manama to which #

would send lts date, . .

A drageligokesd New Zoalander based I 9an Franclsco, Mérquls»l:’lalre has plasterad hlz
laptop with a bumpar sticker that aeys, "My other computefis your compuier? (He did the
ragearch separately from his job as a seourlty enginaer at Google |na,, which wasn't Involved
In ihis project.}

Virtuat Maching
The otiiet half of (he analysls Invoivad watahing the makvare na It wenl aboud epylng,

Bill Marczak, 7 computer sclence dogloral candldate et ihe Unhversily of Callfornta Berksley,
also recelved four samples from Shehabl, He Inslalled fhe sampley on a *virlual machine’ on
his kapiop and monitored the Trojan's kehaviar, Marezak, who spent his high school years in
Bahrain, Is & founding member of Balmin Watoh, a greup thal advocates for more
trangparen] governancs n he kinpdom,

WMarexak established the Ink lo Bahraln by tracing the Trofan's ransmisglons back {o an
Imlernet address In Manams, Aller recelving the flith sample lrom Blosmberg News, Marczak
found I\ {ad to the eeme ontine address,

Othar Information alse pointad fo FinFlsher. Bome datalls from FInFlsher product
spaclijcation docurnenia oblained by Bloomberg News malched detalls of what Marczak,
found as he watchod files stream out uf his laptap. §

hitp://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-traced-to-finf,,, 26/07/2012
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8kype Data

According o the product spaciications, when FirFlsher fllohas Skype dats, it ransports the
Information back 1o he system’s operatora In fites prefaced with the number 14 and ending
with a sayles of characlers raprasenting the {ime the file was oreatad.

When Marczak matde a Skype cafl on his infectad machine In CGallfomis, he walched the
Trojan grab ihe deta - and send H to Bahrain In flea ¢hal, Indeed, began whh 14 and ented
with a timastamp.

The apparant use of FinFlsher against Bahralnl eolivlsts underscares the need for broader
Wastort export eontrols of surveliiancs techhology, saya Erla King, ths head of research a
London-based Privacy Interational.

The grotip's fawyers Informed UK, reglilators In a July 12 lsitsr that it plans to sue the
governitent for falling to enforce 1awa alraady on the books that give i the power o block
axports that ean be usad to viclate human rghts,

L4 N

Represslon Risk

*Plainly there is & very raal risk, If not an inavitablllly, that survelkance equipmant, such as the
FinFlsher products, has beon, and continuas to be, expontad 1o countrias whers It le ighly
likely fo ba usad for mternal represslon end breachas of human rights,” the letierio the UK,
sacrelary of stale for business imovation and ekiils seld,

Tha Depariment jor Buslness is consldering Privacy International's stter and will respand, a
spokesrman sakl. The UK. sovernmend has proposad that arme-talated axpoit conliols
followed by moat Wastern nations be expanded te add certain survelllenge technalogy, end ls
pursuing thie with other couniries, the depariment sald in a statament,

Tetslons have slmmered in Bahraln since the government cracked <down ¢n mass protesis
last year invelving oppenants of Sunnt Muslim tule aver the Shiite majorlty. At least 36 paopla
dred In the violence beiween Fab. 14 and Aprll 16, 2091, Ineluding four polles oiflears and a
soldler, aocording 19 the Bahraln independent Cemmlsslon of Inqulry, which fnvestigeted he
unyest and found inatances of forure, Lowslave! prmasts' conflnue In the Jsland nailen of 1.2
million people, home to the W8, Navy's Fifih Fleel,

Infection Attempts :

Three Bahralni dlssidanis who sald they recelved the malware-laden mailings weaie In
Washinglon, London araf Manama when the maiware altempted o Infast ihelr computers In
Aprll and May, The first e-malls they réoelued, sant In Aprll, ware titled "Exlstence of & naw
dialoguie - Al-Walag & Government suthorlty” and, In Arab;b, “Events this week,"

‘E-malls sent InMay had The sublect lines "Torlure reports oh Nabael Rajab," & refarence to a
Jelled opposltian leader; "King Hamad Planning,” a rafeience fo the Batwalnl king’s Irlp (o
Londen for Guean Elizakoth IPs diamond Jublles; and *Breaking News from Bahteln -« 8
Suspents Arvested.” .

Husaln Abdulla, & 1J,5. cltlzen whe 8 director of Amerlcans for Democracy and Human
Rlghts In Bahrain, sald he Wisd to download the "Exlslence of 2 new dlglogre” aitachment on
his Blackberry while walking from a Washington Metre staflon to mestings at a Gongressional
ofiics bultding, '

Abdulla, 34, the Mobile, Alabama«based owner of gas stations, now s conslderng lawsulis
and a complaint to the L8, Stata Depariment akout the kordsr-crossing hack,

‘Gaeking Protectlon

' going to fake any legat vanue { can to prolect myasif,” Abdulla says,

hitp/fwww.bloomberg, com/mews/2012-07-25/cyberattacks-on-aclivists-traced-to~finf... 26/07/2012
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Y

Bhehabl, 31, whose e-maily wora {he first to be analyzad far the study, |s a Britlsh-bom e I8 o duouet e .
Bahraln| actlvist and an aeenomios leslurer with & Ph from fmpenial Gollage London. She “Lm Igemurgmmbnr% a newa S Biifos 2o ot .
recelved the e-mella In Balwain, aka i “‘E‘P ynup you ! an l

eam MrraCiode .
*Thie wae an attempt al vielaling my privacy In a country that does not bellave In privacy l

rights,” she says. *The U K. company Is responsibla for selling Inflration tools lo a '
govamment they know will use them Lo repraee pro-demooracy aollvists.” i

London-based Bahrainl activist Shahab Hashem, 29, says he recelvad lnree of the g-mails

after he travelied to Sweaden ahd Bwitzaitend to draw attenfion to human rlighte vivlations [n I
Bahrain, Two of hose were Henlioal to e-malla 8hehabl racelved, Tha other, which he :
provided to Bloomberg News, was the Tiilh sample Ir the study, i

“I thovght 1 wae Just spam," he says, 'l never thaughl hat someone would be interastad In
hacking nte my aomputer.”

I Finland, Mypponen sald befoie the publieation of today's report thal hie and other malware
huntsis would enjoy disaecting s FinFisher sampla,

"There's Tols of chitchat amangst the sacurity people about haw it might work, but it's moatly ' l
Just speculation. Nobody knows for real" he sald.

Icenfifying FinFisher could tumy the tables, "[{'s hard for them 1o sell & toal to searstly infact
compiiters If ant- vires programs can detact 1™ he aakd, .

To coptaci the reporter on this stery: Vernon Sliver [ Roma al visliver@bloomberg.nel;

‘To contaot the ediler raapensible for this story: Mellssu Pozagay at
mpozsaay@bioombarg nat
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! Fagsbotk Fought 3EC to Mute Mobile Risks Befere
Gamma Internafianal GmbH's managing director sald his company didn't sell its FInFlsher |CF;°
spywars to Bahraln, responding to regearch that showed actlvisis from the Perslan Guif ”
Kingdom were largeled by what locked fika the software, which can sacratly monitor $Spyware Trall Leads to Hoaten Activist, Microsoft
COMpULBIs, E‘"’“‘

;
The Munich-basod axecutive, Martin J. Muench, sald he's inveatigating whether the maliclous et Gapilal Buys Apex Tool Group for §1.8 Billion
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Erilprgo buage “Ag you know we don't normally discuss our cllents but glven At

TMore Nawg
this unlque situatlen If's only fair to say that Gamma has
never sold thelr products to Bahrain," Musnch sald In an e-
mall today.

-Atlvoplisehiont

He was responging for the first time to o July 25 repart by
Bloombarg News thet sald regearchers balleve they've

University of Toronio Munk School of

Bl Afivirs’ Cilizan L.ab soguriy identifled coples of FinFlsher, based on an examination of the 5 OM E S A' D

researchor Mosgen Manyuls=Bolre.

Pbctnprasho: ooeh: KepledBloambony malware e- maked 1o Bahralnl actlvists, Thelr research,

published the same day by the Unlvorsily of Teronto Munk
School of Global Affairs’ Cillzen Lab, was based on e-malls obtalned by Bloomberg News,

e
Muench said his campany can'l yet confirm whether the software analyzed by Cliizen Lab Is B amil Armetion "
Gamma's product,

FinFlsher Portfolio Sponsared Links

Garmma International GrbH in Garmany ls part of U K.-based Gamma Group, The group ETTN

also markets FinFisher throuh Andover, England-based Gamma Infamationat UK Lid. ﬁg{;‘?gﬂ;"s’gz‘,‘;ﬁ"m‘“"d“ﬁ' Is Rising Fast - @at In
Muench, 30, leads the FinFisher product portfolio, W Flm anEnugy.con

'

Elyst Tyansfor Fee Frog
The Citizen Lab research linked the malware sent lo pro- democracy activists 1o FinSpy, parl 2.0 Reice on mtamalions! Monay Transfars. Lew

of the FinFlsher spyware tool kit, Il ¢an secraily laka remele control of & comguter, copylng #ees, Blg Savings.
filas, Intereepling Skype calls and logalng every keystroke, s BRI

e

‘ 5
Based on delalls publlshed by Chiizen Lab, "It Is uniikely thet it was an (natallad system used (el Today's Bas Oll Prices. Fast Dellvery Guaraniend,

by one of cur cliants hut rather thal a copy of an old FInSpy demo verslon was made during g Seosiyfustucask

AdCholeqr {i»
prosentation and that this copy was modifled and then used elsewhers,” Musnch wrote In his
g-mall. Job Bearch Posta ol
*The modificalion mean that Ihare was no message sent to our aerver when the demo Senlor Sutiwars EngineerIT Speciallst

Padificorp - Porttand, OR

T Bpoclallst
Wadley Regionat Medieal Center - Texarkena, TX

product was used agalnst a real largel,” he sald. An unaliered demo would have sent a
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TMIo55age to Gamma, and e company woulg Tave Reen el to deactivata thal copy of e
softwars, he sald,

“I can speculate that probably the demonstration verslon may have been stolen using a flash
drive but | have no evidence to support this,” Musnch sald. He added that Gamma will tighten
lts security during presentations, :

The Cltizen Lab research showed the maiware took screen shots, Intercepted valce-over-
Internet calls and transmittad a record of every keystroke to 8 computer In Manama, the
caplial of Bahrain, which has been grippea by tensicn singe & government crackdown on
protosts last year,

Muench sald the transmisslons lo Bahraln dont mean the computer ulfimately rscelving the
data Is In that country.

"It could simply be a proxy server, which most of our cllente setup around the world to
anonymize the crealad network traffic,” he sald.

He sald in the e-mall that Gamma complies with the axport regulations of the UK, U.8. and
Germany.

To contact the taporter on thls story: Vernan Silver [n Rome at visiiverg@dbloomberg.net;
To contact the editor respensible for this stery: Melissa Pozsgay at
mpozagay@bloomberg.net
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Gamma GroupGamma Group markets its FinFisher surveiliance product to governments, bui
researchers say it may be used moro broadly,
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It is one of the more elusive commercial cyberespionage tools available. It is marketed as a way
for povernments o spy on criminals. And for over a year, virus hunters unsuccessfully tried to
irack it down. Now it is popping up across the globe, from Qatar to an Amazon server in the
United States,

FinFisher is a spyware product manufactured by the Gamma Group, a British company that sells

surveillance technelogy. It says its spyware offers “world-class offensive technigues for
information gathering.” According to FinFisher’s promotional materials, the spyware can be “used

i

hitp://bits.blogs.nytimes.com/2012/08/1 %/ clusive-finspy-spyware-pops-up-in-10-count... 18/10/2012
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to access target systems, giving full access to stored information with the ability to take control of
the target system’s functions to the point of capturing encrypted data and communications.”

Security researchers who studied the spyware last month said it can grab images of users’
computer screens, record their Skype chats, remotely turn on cameras and microphones, and log
keystrokes, The Gamma Group markets FinFisher as a way for government law enforcement and
intelligence agencies to keep track of criminals, but the researchers’ findings suggested that it was
being used more broadly.

The spyware first attracied attention in March 2011 after protesters in Egypt raided the country’s

state security headquarters and found an offer to buy FinFisher for 287,000 euros, or

$353,000. Then in May of this year, pro-democracy Bahraini activists, one in L.ondon, another in
Washington and one in the Bahraini capital, Manama, started receiying suspicious e-mails, which
they passed to a Bloomberg reporter.

Bill Marczak, a computer science graduate student, and: Morgan Marquis-Boire, a security
researcher with the Citizen Lab of the Munk School of Global Affairs at the University of
Toronto, analyzed the e-mails and found evidence that they contained FinSpy, part of the
FinFisher spyware tool kit. The term “FinSpy” itself appeared in the malware’s code,

The findings, published last month, suggested FinFisher technologies were being used for
surveillance beyond suspected criminal getivity, Martin J, Muench, the managing director of
Gamma International, who develops the FinFisher line of produets from Munich, did not respond
to a request for comment, and a Gamma Group representative did not respond to e-mailed
questions. Mr. Muench told Bloomberg that his company did not sell FinFisher spyware to
Bahrain, and said the malware might have been a stolen demonstration copy or reverse-engineered
by criminals.

But last week, security researchers at Rapid7, a security firm, took the earlier findings a step
further. They studied the communication structure of the spyware and found that when they
probed the I.P. address of a FinFisher-infected machine with unexpected data, it responded with 3
unique message: “Hallo Steffi.”

Rapid7 scanned the Internet to see if any other L.P, addresses returned the same message and
found 11 I.P. addresses in 10 other countries: Indonesia, Ausiralia, Qatar, Ethiopia, the Czech
Republic, Estonia, Mongolia, Latvia, the United Arab Emirates and the United States.

The 1.P. address tied to FinFisher in the United States is hosted by EC2, Amazon’s cloud storage
service, Amazon did not respond {0 a request secking further information about which customer
was using its service to disperse the spyware, As of Monday afternoon, the spyware was still
active on Amazon’s service. ;

Security researchers say their ﬁndings"cbntradict M, Muench’s suggestion that the FinSpy
samples they found were stolen demonstration copies or had been repurposed by criminals, For
one thing, the researchers say the samples are too fully featured to be demonstration versions, For
another, they questioned why a company that licenses its product at such a high cost would not
have the ability to disable unauthorized copies remotely.

The researchers also said that the imbalance between the sophistication of the spyware and its
distribution techniques contradicts Mr, Muench’s version of events, The spyware, researchers say,
is highly sophisticated, particularly in its obfuscation, which circumnvents more than 40 antivirus
products on the market, But the unsophisticated way in which it is distributed — in suspicious e-
mails rather than through sophisticated or even well-known security exploits, and from easily
traceable command-and-control servers — suggests that those who engineered the spyware are
much more sophisticated than those who distributed it.

hitp://bits.blogs.nytimes.com/2012/08/13/clusive-finspy-spyware-pops-up-in-10-count,,. 18/10/2012
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¥

“To steal a malware sample and re-engineer it with this level of encryption requires a set of skills
that didn’t show up in the infection methods,” said Claudio Guarnieri, a researcher from Rapid7
who studied the samples,

Researchers said it was still unclear whether the spyware was being distributed by governments,
The I.P. addresses hosting FinSpy in Australia and Bahrain can be traced to Canberra and
Manama, their respective capital cities, which would seem to support that claim, But the LP,
addresses in Latvia and Indonesia, for example, are not located in their capital cities,

Mr. Marquis-Boire and Mr, Marczak said they were continuing to study the Bahraini samples and
look for more, “I suspect we will find a lot more,” Mr. Marquis-Boire said,
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" SAN FRANCISCO — Morgan Marquis-Boire works ad a Google " FAGEBOOK dav o : D -I ’ E
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REFRINTE Intatnel Slart-lps Fersopal Tech
" computer espionage software by Busless  Oompanies Pogua'a Posts
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i only in criminagl investigations, the
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Chanting enligoveiment slngant, H i ] d. . d
moyrnors sacaried he body ot w 45-  f0LItcal digsidents,
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Behraln Whig-month. The software proved 1o be the stuff of a spy film: it can grab
imayges of computer sereens, record Skype chats, turnon
cameras and microphones and log keystrokes. The two men said they discoversd: mobi]e

versions of the spyware customized for all major wobile phones,

But what made the software especially sophisticated was how well it avoided detection, Iis
creators spacifically engineered Jt to eludeantivirus software made by Kaspersky Lab,
Symantee, F-Sceure and others,

"The software has been identified as FinSpy, one of the more elustve apyware tools sold in
the growing market of off-the-shelf compuler surveillance technologies that give
goverimaents a sophisticated plug-in monltoring operation. Research now links it to

a servers n more than a dozen countries, lncluding Turkmenistan, Brunei and Bahrain,
although no govermment acknowledges using the software fov surveillanee purposes,
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¥ The market for such technologies has grown to §5 billion a year from “nothlng 10 years
ago,” said Jervy Lucas, president of TeleStratenjes, the company behind 188 World, an
annual surveillance show where law enforeement agents view the tatest computer spyware,

FiuSpy is made by fhe Gamma Grou, o British company that says 1t sells mnnitormg
software to governments solely for eriminal Investigations,

“This is dwal-use equipment,” said Bva Galperin, of the Electronic Fronter Foundation, an
Imternet eivil liberties group. *If yow sell it to a country that obeys the rule of law, they may
uae it for law enforcement, Ifyou sell it to a country where the rule of law s not so strong,
it will be used to monitor journalists and dissidents.”

0

Uniil Mr, Marquis-Beive and Mr. Marozak stiumbled upc;}m'FinSpylust May, security
researchers had tried, nnsuccessfully, for & year 1o track It down, FinSpy gained notoriety
{1 March 2011 affer protesters raided Egypt's state ssourity headquarters and discovered a
document that appeared to he a proposal by the Ganuns Group to sell FinSpy to the
government of President Hosni Mubarak for $353,000. 1t i3 unclear whether that

trangaction was ever compleled.

Martin J, Muench, a Gamma Group managing director, sald his company did not disclose
its customers, In an e-mai], he said the Gammma Group seld Fin3py to governments only to
monitor ceiminals and that it was most frequently used “against pedophiles, terrorists,
organized crime, kidnapping and human trafficking."

In May, Mr. Marquis-Boire, 32, of San Franelsco, and Mr, Marezak, 24, of Berkeley, Calif,, '
volunteered to-analyze some susplefous e-ralls sent to three Bahralnd activists, They
discovered all the e-mafls contained gpyware that reported hack to the same command-and
~control server in Bahrain, The apparént use of the spyware ta menitor Bahraini activists,
none of whom had any criminal history, suggested that it had been nsed more broadly,

Bahrain has been increasingly criticized for human rights-abuacs, This month, 1 16-vesr-
old Bahraini protester was Killed in whal activists sald was a brutal attack by securlty
forees, but which Bahrain's government framed as sclf-defenase,

The findings of the two men came as no surprise to these in the field, “There has heen &
clear increase in the availability of penetrating cyherattack tools,” sald Sameéer Bhalotra,
President Obama's former senior divector for cybersecurity who now serves as the chief
operating officer of bmpermiom, a computer security fivm, “These were once the realm of
the black market and intelligence ngencles, Now they are emetging more and more, The
problem is that it only requires small changes to apply #8urvelllance tool for attack, and in
this case it looks like dissidents were targeted.”

Since pullishing thedr findings, Mr. Marquis-Boire and Mr. Marczak have started receiving
malware samples from other seeurity researchars und from eetivist groups that suspested
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they may have been 1argets, In several cases, the two found that the samples reported back
1o Web sites run by the Gamma Group, But other sermples appeared ta be actively snooping
for forejgn governments.

A second set of researchers from Rapidy, of Bosten, scoured the Internet for links to the
software and discovered it rumning o 10 more countyies, Indeed, the spyware was running
off EC2, an Amazon.com cloud storage servics, Amazon did not retimn requests for
clarifieation, but Mr, Marczak and Mr. Marquis-Bolre said the server-appeared to be d
proxy, a way to conceal traffic,
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Mr, Marquis-Boire said-a Turkmenistan server tunning the software balonged to o range of
1,1, addressey specifically assigned to the ministry of commundeations, 1t Is the first clear-
cut case of o government runwing the apyware off ts own cotnputer gystem, Fuman Rights

Subscribe wt,ﬁ,»w
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‘Watch recently called Turkmenistan one of the “world's most repressive countries” and
¥

warned that dissidents faced “constant threat of government reprisal,”

Ms, Galperin of the Electronic Frontier Foundation said, “Nobody in their rlght mind
would claim it is O.K. 1o sell surveillance to Turkmenistan.”

The Gamma Gronp would not eonfirm it-sold sofiware to Turkmenistan. A rmhtary attaché
at the Turkmeniatan Embasay in Washington refused to comment,

Mr, Mugnch, who for the last month has repeatedly denjed that the researchery had
pinpointed the company’s spyware, sharply reversed cotise Wednesday.
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In 4 statement released Jess than o hour piter the researchers published their latpst
findings, Mr. Muench said that a Gamma Group server had been Lroken {nto and that
several demonstration coples of FinSpy had beex atolen,

hitp://www.nytimes,com/2012/08/3 1/technology/finspy-software-
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By Thuraday afternoon, several of the FinSpy servers began o disappear, Mr. Marczak INSIDT NYTIMES, COM Y |

Bahrain briefly shut down before reinearnating elsewhare, Mr, Marquis-Boire said thet as
he traced spyware from Bahrain to 14 othercountries — many of them “places with tight

Four months in, he sounds like a man who wants to take a break, but knows he cannot just

instead of analyzing malware and pondering the state of the global eybersurveillavice
industry.”

A vergion of this prlicke mppoared in prinl on August 31, 2012, on pagn A1 ol the New Yark edition wilh the-hnadiine:
Boltvara Meanl {o Fight CGrinve Is Usad fo 8py on Dissidants.
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You Only Click Twice: FinFisher’s Global
Proliferation

March 13, 2043
Authors: Morgan Marquis-Boire, Bilt Marczak, Claudic Guarnieri, and John Scotl-Raiiton.

This post describaes the results of a comprehensive global Internet scan for the command and
control servers of FinFisher's survellfance soffware. it also details the discovery of a campalgn
using FinFisher in Ethiopia used fo target individuals finked to an opposifion group.
Additionally, it provides examination of a FinSpy Mobile sample found in the wild, which
appears to have been used in Visfnam.

Summary of Key Findings

+ \We have found command and contral servers for FinSpy backdoors, part of Gamma
International's FinFisher “remote monitoring solution,” in a fotal of 25 counfries:
Australia, Bahrain, Bangladesh, Brunei, Canada, Czech Republic, Estonia, Ethiopla,
Germany, India, Indonesia, Japan, Latvia, Malaysia, Mexico, Mengolia, Netherlands,
Qatar, Serbia, Singapore, Turkmenistan, United Arab Emirates, United Kingdom,
United States, Vietnam,

-

A FinSpy campaign in Ethiopia uses pictures of Ginbot 7, an Ethiopian opposition
group, as bait to infect users. This continues the theme of FinSpy deployments with
strong Indications of politically-motivated targsting.

There is sirong evidence of a Vietnamese FinSpy Mobile Campalgn. We found an
Android FinSpy Mobile sample in the wiid with a command & control server in Vietnam
that also exfiltrates text messages o a local phone number,

These findings call into question claims by Gamma International that previously
reporied servers were not part of their preduct line, and that previously discovered
copies of their software were either stclen or deme copies.

1. Background and Introduction

FinFigher is a line of remote intrusion and surveillance software developed by Munich-based
Gamma International GmbH. FinFisher products are marketed and sold exclusively fo law

enforcement and intelligence agencies by the UK-based Gamma Group.' Although touted as
a “lawful interception” sulte for monitoring criminals, FinFisher has gained notoriety because it
has been used in largeted attacks against human rights campaigners and opposition activists

in countries with quastionable human rights records.”

In late July 2012, we published the resuits of an investigation Into a suspicious e-mail

campaign targeting Bahraini activists.® We analyzed the attachments and discovered that they

contained the FinSpy spyware, FinFisher's ramote monitoring procuct. FinSpy captures
information from an infected comptier, such as passwords and Skype calls, and sends the
information to a FinSpy command & control (C2) server. The attachments we anaiyzed sent
data to a command & controt server inside Bahrain.

This discovery motivated researchers to search for other command & controt servers (o
understand how widely FinFisher might be used. Claudio Guarnieri af Rapid7 {one of the
authars of this report) was the first to search for these servers. He fingerprinied the Bahrain
server and looked at historical Internet scanning data to identify other servers around the
world that responded to lhe same fingerprint. Rapid? published this list of servers, and
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described their fingerprinting techniq\je: Other groups, Including CrowdStrike and Spiderlabs
also analyzed and published reports on FinSpy.

Immediately after publication, the servers were apparently updated to evade detection by the
Rapid? fingerprint. We devised a different fingerprinting technique and scanned portions of
the internet. We confirmed Rapid?'s results, and aiso found several new servers, including
one instde Turkmentstan's Ministry of Communications, We published cur list of servers in late
August 2012, in addition to an analysis of mobile phone versions of FinSpy. FinSpy servers
were apparently updated again in October 2012 to disabie this newer fingerprinting technique,
although it was never publicly described.

Mevartheless, via analysis of exIsting samples and abservation of command & control servers,
we managed to enumerate yet more fingerprinting metheds and continue our survey of the
Internet for this sirveillance software. We describe the results in this post.

Civit soclety groups have found cause for concem in these findings, as they indicate the use
of FinFisher products by countries like Turkmenistan and Bahrain with problematic records on
human rights, transparency, and rule of law. In an August 2012 response to a letter from UK-
based NGO Privacy International, the UK Government revealed that at some unspecified time
in the past, it had examined a version of FinSpy, and communicated to Gamma that a license
would be required to export thal version outside of the EU. Gamma has repeatadly denjed
links to spyware and servers uncovered by our research, claiming that the servers detectad by

our scans are "not ... from the FinFisher product iine."! Gamma also claims that the spyware
sent to activists in Bahrain was an “old" demonstration version of FinSpy, stolen during a
praduct presentation.

In February 2013, Privacy Intemational, the European Cenira for Constitutional and Human
Rights (ECCHR), the Bahrain Center for Human Rights, Bahrain Watch, and Reporters
Without Borders filed a complaint with the Organization for Economic Cooperation and
Development (OECD), requesting that this body investigate whether Gamma violated OECD
Guidelines for Multinational Enterprises by exporting FinSpy to Bahrain. The complaint called
pravious Gamma statements into question, noting that at least two different varsions (4.00
and 4.01) of FinSpy were found in Bahrain, and that Bahrain's server was a FinFisher product
and was likely receiving updates from Gamma, This complaint, as iaid out by Privacy
International states that Gamma:

failed to respect the internationatly recognised fuman rights of those affected by [its]
activities

caused angd contributed to adverse human righls Impacts in the course of {its] business
activities

« failed to prevent and mitigate adverse human rights Impacts linked to [is] activilies and
products, and falled to address such impacts where they have occurred

failad to carry out adequate dus diligence {including human rights due diligence); and
falled to imptement a poficy commilment 1o respect human rights,

+

According to recent reporting, German Federal Police appear to hava plans to purchase and

use the FinFisher suite of tools domestically within Germany.” Meanwhile, findings by our
group and others contimue fo illustrate the global proliferation of FinFisher's producis.
Research continues to uncaver troubling cases of FinSpy in countries with dismal human
rights track records, and politically repressive regimes. Most recently, work by Bahrain Walch
has confirmed the presence of a Bahraini FinFisher campaign, and further contradicted
Gamma's public statements. This post adds to the list by providing an updated list of FinSpy
Command & Control servers, and describing the FinSpy malware samples in the wild which
appear to have been used to target victims in Ethiopia and Vietnam.

We present these updated findings in the hopes that we will further encourage civil soclety
groups and competent investigative bodies fo continue thalr scrutiny of Gamma'’s activities,
relavant export control issues, and the issue of the global and unreguiated proliferation of
surveillance malware,
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2. FinFisher: Updated Global Scan

)

{click image to enlarge

Figure 1. Map of gtobal FinFisher proliferation

Around October 2012, we observed that the behavior of FinSpy servers began 1o change.
Servers stopped responding to our fingerprint, which had exploited a quirk in the distinctive
FinSpy wire protocol. We believe that this indicates that Gamma either independantly
changad the FinSpy profocol, or was able to determine key elements of our fingerprint,
although i has never been publicly revealed.

In the wake of this apparent updale t¢ FinSpy command & control servers, we devised a new
fingerprint and conducted a scan of the internet for FinSpy command & control servers. This
scan took roughly two months and invalved sending more than 12 bitlion packets. Our new
scan identified a total of 36 FinSpy servers, 30 of which were new and & of which we had
found during previous scanning. The servers operated in 19 different countries. Among the
FinSpy servers we found, 7 were in countries we hadn't seen before.

New Countries

Canada, Bangladesh, India, Malaysia, Mexico, Serbia, Vielnam

In our most recent scan, 16 servers that we had previously found dld not show up, We
suspect that after our carlier scans were published the operators moved them. Many of these
servers were shut down or relocaled after the publication of previous results, but before the
apparent October 2012 update. We no longer found FinSpy servers in 4 countries where
previous scanning identified them (Brunei, UAE, Latvia, and Mongolia). Taken together,
FinSpy servers are currently, or have been present, in 25 countries.

Australia, Bahraln, Bangladesh, Brunei, Canada, Czech Republic, Estonia, Ethicpia, Germany,
Indla, indonesia, Japan, Latvia, Malaysla, Mexico, Mongolia, Netherlands, Qatar, Serbia,
Singapore, Turkmenistan, United Arab Emirales, United iKinggom, United States, Vietnam.

Impottantly, we believe that our list of servers is incomplete due to the large diversity of ports
used by FinSpy servers, as well as other efforts at concealment. Moreover, discovery of a
FinSpy command and conirol server in a given country is not a sufficient indicator to conclude
the: use of FinFisher by that country’s law enforcement or intelligence agencies. [n some
cases, servers were found running on facilities provided by commercial hosting providers that
could have been purchased by actors from any couniry.

The table below shows the FinSpy servers detected in our latest scan, We lis{ the full IP
address of servers that have been previousty publicly revealed. For active servers that have
not been publicly revealed, we list the first two cctets only. Releasing complete 1P addresses
in the past has not proved useful, as the servers are quickly shut down and relocated.”

IP Qperator Routed to Country
117.124.000%x% GPLHost Australia
7760181162 |[Bateico ADSL Service ||Banrain
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‘180.21 130030 "Telegraph & Telephone Beard Bangladesh
168.144.000.xx%  ||[Softcom, Inc. Canada
168.144.xxx.xxx  |[Softcom, Inc. Canada
21716, XX0 XXX PIPNI VPS Czech Repubiic
217,146 xxx000¢  flZone Media UVS/Nodes Estonia
213.55.99.74 Ethio Telecom Ethiopia

80. 156,300 XXX Gamma International GmhbH Germany
37.200., 3004 XXX JiffyBox Servers Germany
178.77 5000.XXX HostEurcpe GmeH Germany
119 18.%¢%.XXX HostGator India
118.1B.3%%.300X HostGatar India

118,97 XXX PT Telkom Indonesia
118,97 3000000 PT Telkom Indanesia
103.28 5003 Xxx PT Matrixnet Global indonesia
112.78.143.34 Biznet ISP Indonesia
112.78.143.26  |[Biznet ISP Indonesia
117827100050 ‘GPLHost Malaysia
187.188.0cx000 | lusacell PGS Mexico
201.122.00000¢  [{UniNet Mexico
164.138.xxx.xxx  |[Tilaa Netherlands
164,138.28.2 Tilaa Netherlands
78.100.67.164 Qtel — Government Relations Qatar
195.178.xxx.xxx || Tri.d.0.0/ Telekom Srbija Serbla
1712712000000 GPLHost Singapore
217.174,220.82 Ministry of Cammunications Turkmenistan
7 2. 220000 XK iPower, Inc. United States
166.143.xxx.xxx  |[Verizon Wireless United States
117121 xxxxxx [|GPLHost United States
117121 000xxx  ||IGPLHost Uniled States
P17.421.0xxx |[GPLHost United States
117121000000 |[GPLHost United States
183.91.2000. %5 CMC Telecom Infrastructure Company Vietnam

Several of these findings are especially nateworthy:

-

Eight servers are hosted by provider GPLHaost in various countries (Singapore,
Malaysla, Australia, US), However, we observed only six of these servers active at any
given time, suggesting thal some IP addresses may have changed during ocur scans.
A server identified in Germany has the registrant *Gamma International GmbH," and
the coniact person is listed as "Martin Muench.”

There is a FinSpy server In an [P range registered to "Verizon Wireless.” Verizon
Wireless sells ranges of IP addresses to corporate customers, so this is not
necessarily an indication that Verizon Wireless itself is operating the server, or that
Verizon Wireless customers are being spied on.

A server In Qatar that was previously defected by Rapid? seems to be back anline
after being unresponsive during the last round of our scanning. The server is bocated
in a range of 16 addresses registered to “Qiel — Corporate accounis — Governmant
Relations.” The same block of 16 addresses also contains the website
hitp:ffghotels.gov.qal.
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3. Ethiopia and Vietnam: In-depth Discussion
of New Samples

3.1 FinSpy in Ethiopia

We analyzed a recently acquired malware sample and identified it as FinSpy. The malware
uses images of members of the Ethiopian opposition group, Ginhot 7, as bait. The malware
communicates with a FinSpy Command & Coniro! server in Ethicpia, which was first identified
by Rapid7 in August 2012. The server has been detected in every round of scanning, and
remains operational at the time of this writing. It can be found in the following address block
run by Ethio Telecom, Ethiopla‘s state-owned telecommunications provider:

P: 213.55.99.74

route; 243.56.99.0/24
descr: Ethio Telecom
origin: AS2478T

mnt-by: EYC-MNT
member-of: rs-ethictelecom
source: RIPE # Filtered

The server appears to be updated in a manner consistent with other servers, including servers
in Bahraln and Turkmenistan.

MD5 gaefebe4 102450fdbc26a38037¢B2b

SHA-1 1fd0a268086f8d13c6a3262d4 1cce134708860h0%

[sHA-265 [jftetoncdbo2asate10dal4a084dedsecsanBe13c04b4c122af556006067621a

The sample is similar to a previously analyzed sample of FinSpy malware sent to activists in
Bahrain in 2012. Just like Bahraini samples, the malware relocates itself and drops a JPG
image with the same filename as the sample when executed by an unsuspecting user. This
appears to be an atterpl fo trick the victim into belleving the apened file is not malicious. Here
are a few key similarities between the sampies:

+ The PE timestamp *2011-07-05 08:25:31" of the packer is exactly the same as the
Bahraini sample.
The follawing string (found in a process infacted with the malware), self-identifies the

malware and is similar to strings found in the Bahrainl samples:

44 56 Z |GHU HP: Cannet a
[T} 61 5 Z |Ltocate nemory (
Ta 3d D g : : |slze=%a),, . .GHU
3a 43 f ; ¢ B |MP: Cannot reall
&) €5 ; p : 6F ¢ |ecate memogry {oi
73 7a 7 : |d_size=%e new_si
3d 75 2 a5 i |ze=u) . yen 1
6 5¢ £6 5 i3 |syn\GEEGIvZ\sre
69 73 60 T fe | \Libs\libgug\mpn
6d 76 : ! | -tdiv_gr.c.,¢ ==
00 0G 00 : 4 9d O Dourvscnrnrsins
@5 65 95 ¢ 5 O

06 06 06 66 07

a7 e7 07 o7 97 i 47 07 07
8f1abadd g7 97 07 07 47 67 08 68 68
0flaba50 OB 88 43 05 08 €3 o8 98 08 02 08 08 €8

+ The samples share the same Bootkit, SHA-266:
ba21ed52ee5{f3478f210293a134h30eki6b7 f4ec03f8ce 153202a740d7978b2.

+ The samples share the same driverw.sys file, SHA-256:
62bdelbac3782d236i9{2e56dh09724672070463e1 197 1fadbdels0b191afb196.

PAEANVFLIEEARY A0 4
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Figure 2. The image shown to the victim contains pictures of members of the Ginbot 7
Ethiopian opposition group

In this case the picture contains photos of members of the Ethiopian opposition group, Ginbat
7. Controversially, Ginbot 7 was designated a terrorist group by the Ethioplan Governiment in
2011, The Committee to Protect Joumnalists {CPJ) and Human Rights Watch have both
crificizerd ihis action, CPJ has pointed cut that It is having a chilling effect on legitimate political
reporting about the group and its leadership.

The existence of a FinSpy sample that contains Ethiopia-specific imagery, and that
communicates with a still-active command & contrel server in Ethlopia strongly suggests that
the Ethiopian Government is using FinSpy.

3.2 FinSpy Mobile in Vietnam

We recently obtained and analyzed a malware sample® and identified it as FinSpy Mobile for
Android. The sample communicates with a command & control server in Vietnam, and
exfilirates text messages to a Vietnamese {elephone number.

The FinFisher suite includes mobilie phone versions of FinSpy for all major platforms including
i0S, Android, Windows Mobile, Symbian and Blackberry. Its features are broadly similar to the
PG version of FinSpy identified in Bahrain, but it aiso containg moblle-specific featuras such
as GPS tracking and functionality for sitent ‘spy’ cails 1o sncop on conversations near the
phone. An in-depth analysis of the FinSpy Mobile suite of backdoors was provided in an
eariier blog post: The Sinartphone Whe Loved Me: FinFisher Goes Mabile?

MDS  |[573erob7sr1dab2car7eseedaostas4f

SHA-1  ||d58d4f6ad3235610bafhaé77b76213872b0I67Ch

SHA-256 (136317 2a212b228c7b00b5 1417 Bedifallalal24200ceef4edd7 edh25a4606345

The sample included a configuration file” that indicates available functionality, and the cplions
that have been enabled by those deploying it

hitps://citizenlab.org/2013/03/you-only-click-twice-finfishers-global-proliferation-2/
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Section Data: | spy Call: Off i Call
Interception: sM8: on | Address Book: Qff |
Tracking:

Figure 3. Image

Interestingly, the configuration file also specifies a Vietnamese pheone number used for SMS
based command and control:

Section Type: TivTypeConfligSMSPhoneNumber
Section Data: “+841257725403"

The command and control server is in a range provided by the CMC Telecom Infrastructure
Company in Hanoi:

1P Address: 183.91.2,199

inetnum: 183.91.0.0 ~ 183.91.9.255

netname: FTTA-NET

country: Vietnam

address: CMC Telecorn Infrastructure Company
address: Tang 3, 16 Lleu Giai str, Ba Dinfy, Ha Noi

This server was active until very recently and matched our signatures for a FinSpy command
and control server. Bath the command & control server [P and the phone number used for text
-message exfiiralion are in Vietnam which indicates a demestic campaign.

‘This apparent FinSpy deployment in Vietnam is troubling in the context of recent threats
agains! online free expression and activism. In 2012, Vietnam introduced new censorship
laws amidst an ongoing harassment, intimidation, and detention campaign against of bioggers
who spoke out against the regime. This culminated in the trial of 17 bloggers, 14 of whom

were recently convicted and sertenced to tetms ranging from 3 to 13 years.®

4. Brief Discussion of Findings

Companies selling surveillance and intrusion software commonly claim that thelr tools are anly
used to track criminats and terrorists, FinFisher, VUPEN and Hacking Team have all used

similar language.? Yet a growing body of evidence suggests that these tools are regularly
obtained by countries where dissenting political activity and speech Is criminalized. Our
findings highlight the increasing dissonance between Gamma's public claims that FinSpy Is
used exclusively to frack *bad guys™ and the growing body of evidence suggesting that the
tool has and continues to be used against opposition groups and human rights activists.

While our work highlights the human rights ramifications of the mis-use of this technology, it is
clear that theve are broader concemns. A global and unregulated market for offensive digital
tools potentially presents a novel risk to both national and corporate cyber-security, Gn March
42th, US Director of National Intelligence Jamas Clapper stated In his yearly congressional
report on security threats:

" .companies develop and sell professional-quality techinologies to support cyberoperations—
often branding these fools as lawful-intercept or defensive security research products. Forelgn
governmenrtis already use some of these tools to farget U.S. systems.”

The unchecked global profiferation of products like FinFisher makes a strong case for policy
debate about survelllance software and the commercialization of offensive cyber-capabilities.

Our latest findings give an updated look at the global proliferation of FinSpy. We Identified 38
active FinSpy command & control servers, including 30 previously-unknown servers, Our list
of servers is likely incomplete, as some FinSpy servers employ countermeasures to prevent
detection. Including servers discovered last year, we now count FinSpy servers in 25
countries, including countries with troubding human rights recerds. This is indicative of a giobal

https://citizenlab.org/2013/03/you-only-click-twice-finfishers-global-proliferation-2/
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trend towards the acquisition of offensive cyber-capabilities by non-democratic regimes from
commercial Western companies.

The Vietnamese and Ethiopian FinSpy samples we identified warrant further investigation,
especially given the poor human rights records of these countries. The fact that the Ethloplan
version of FinSpy uses images of oppesition members as bait suggests it may be used for
politically influenced surveillance activities, rather than strictly Jaw enforcement purposes.

The Ethiopian sample is the second FinSpy sample we have discovered that communicates
with a server we identified by scanning as a FinSpy command & contrel server. This further
validates our scanning results, and calls into question Gamma's claim that such servers are

“not .., from the FinFisher product fine.”"* Similarities between the Ethioplan sample and

those used to target Bahraini activists also bring into question Ganmma International's earlier
claims that the Bahrain samples were stolen demonstration copies.

While the sale of such intrusion and surveillance software is largely unregutated, the issue has
drawn increased high-level scrutiny, In September of last year, the German foreign minlster,
Guido Westerwelle, called for an EU-wide han oni the export of such surveillance software to
totalitarian states. In a December 2012 interview, Maristje Schaake (MEP), currently the
rapporteur for the first EU strategy on digital freedom in foreign policy, stated that it was "quite
shocking” that Europe companies continue to export repressive technologies to countries

where the rule of law is in question.'”

We urge civil society groups and journalists to follow up on our findings within affacted
countries. We also hope thal our findings will provide valuable Information to the ongoing
technology and policy debate about surveiliance software and the commerciatisation of
offensive cyber-capabilities.

Corrections (15 March 2013):

* The table of FinFisher server IP addresses has been revised since the original publication,
Due to an issue during formaiting, Ethio Teiecom was incorrectly identified as belng in Estonia
rather than in Ethiopia and lusacell PCS was incorrectly identified as being in Malaysia rather
than in Mexico. The IP range 117.121.xxx.xxx corresponds with GPLHaost, which is located in
Mataysia. lusacell PCS corresponds with 187.188.xxx.xxx and is located in Mexico.
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Posted March 13, 2013 at 11:12 am | Permalink

I'm assuming this program isn't routinely picked up by commercial malware/antivirus
software? I'm not a computer person so please be kind.

Posted March 13, 2013 at 11:49 am | Permalink

Do you have any clue, why the spyware is using the function “mpn_tdiv_gr’ from GNU
Multiple Precision Arithmetic Library?

tan wiechers
Posted March 13, 2013 al 5:51 pm | Permalink

great research, i am familiar with malware, c&¢, botnets and would like to see the
capabilities of their system explained. could you do that or point me to a paper that
does that? thanks much.

% Lealem
Posted Maich 14, 2013 at 9:39 am | Permalink

No surprise, Ethiopia is a police state under strict Internet censorship, Gheck my
article on a related matter last year at
hitpuiwww ethiopianreview, comfforumiviewtopic php?i=281=40077

[ Keith rozario
Posted March 14, 2013 at 10:11 am | Permalink

Eight servers are hosted by provider GPLHost in various countries (Singapore,
Malaysia, Australia, US})

This is in contradiction with the table which says the Malaysian server is hosled by
{usacell PCS

% Jakub
Posted March 15, 2013 at 1:24 pm | Permatink

Thank you Keith, thera was an error in the editing that has since been corrected.
Please see the note at the bottom of the post for details.
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