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l. Introduction

This complaint outlines matters that give grounds to investigate whether
Gamma International UK Ltd (hereafter referred to as “Gamma”) has
violated the 2011 Edition and/or the 2000 Edition of the OECD Guidelines
for Multinational Enterprises by supplying and maintaining computer
intrusion products from the ‘FinFisher’ suite for use by the security and law
enforcement agencies of Bahrain, thus facilitating access to the
communications and online activities of dissidents and political activists in

that country and, in some cases, enabling their exposure, arrest and torture.

It is hoped that further investigation by the British National Contact Point
(NCP), and thereafter contact with the defendant, will provide an
independent non-adversarial arena within which both parties can discuss
the concerns raised by this complaint. The overarching aim is to assist as
far as possible with protecting the human rights of Bahraini citizens,
particularly those groups that are likely to have been specifically targeted
by the state such as political opponents, journalists, academics, human

rights defenders and lawyers,

The complainants ask the British NCP to ascertain whether the defendant,
by supplying (if it is established that the date of the initia! supply of
FinFisher products took place after 1 September 2011, the date at which
the 2011 Edition of the OECD Guidelines came into effect) and maintaining
FinFisher products for use by Bahraini authorities since 1%t September 2011,
has breached the following sections in the 2011 Edition of the OECD

Guidelines for Multinational Enterprises:



- Chapterll. A. 2
- Chapter li. A. 10
- Chapterll. A, 11
- Chapterll. A, 12
- Chapter ll. A, 13
- Chapter IV. 1

- Chapter |V, 2

- Chapter V. 3

- Chapter IV. 4

- Chapter IV. 5

- Chapter V.6

The complainants also ask the British NCP to ascertain whether, if it is
established that the date of the initial supply of FinFisher products by
Gamma to Bahraini authorities predated 1 September 2011, the defendant
has breached the following sections of the 2000 Edition of the OECD

Guidelines for Multinational Enterprises:

- Chapterll. 2
- Chapterlil. b

1. The complainants

Privacy International

Privacy International's mission is to defend the right to privacy across the
world, and to fight unlawful surveillance and other intrusions into private life

by governments and corporations. We aim to:

* research and raise awareness about threats to privacy;

* monitor and report on surveillance methods and tactics;
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* work at national and international levels to ensure strong legal
protections for privacy; and

* seek ways to protect privacy through the use of technology.

Privacy International was founded in 1990 and was the first organisation to
campaign at an international level on privacy issues. We have advised and
reported to international organisations like the Council of Europe, the

European Parliament, the OECD and the UN Refugee Agency.

European Center for Constitutional and Human Rights (ECCHR)

The European Centre for Constitutional and Human Rights (ECCHR) is an
independent, non-profit human rights organisation dedicated to protecting
civil and human rights throughout the world. ECCHR was founded in 2007,
its council is Michael Ratner, Lotte Leicht and Dieter Hummel, and they are
represented by the Secretary General, Wolfgang Kaleck. In the field of
Business and Human Rights, ECCHR uses judicial and quasi-judicial
mechanisms to hold European corporations accountable for the impact
they have on human rights. ECCHR has a history of working with victims of
grave human rights abuses in Egypt and Bahrain. As a result, ECCHR is
targeting European corporations who facilitate, or are complicit in, human

rights abuses by these countries’ governments.

Reporters Without Borders

Reporters Without Borders is an international non-governmental
organisation that advocates freedom of the press and freedom of
information. It was founded in France in 1985 and was registered as a non-
profit organisation in 1995, Jean-Frangois Juillard has served as Secretary
General since 2008. Reporters Without Borders monitors attacks on
freedom of information worldwide, denounces any such attacks in the

media, acts in cooperation with governments to fight censorship and laws
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aimed at restricting freedom of information, morally and financially assists
persecuted journalists, and offers material assistance to war

correspondents in order to enhance their safety.

Bahrain Center for Human Rights

The Bahrain Centre for Human Rights (BCHR) is a non-governmental
organisation that defends and promotes human rights in Bahrain. It has
been registered with the Bahraini Ministry of Labor and Social Services
since July 2002, Its current president is Nabeel Rajab. BCHR encourages
and supports individuals and groups to be proactive in the protection of
their own and others’ rights, and promotes democracy and human rights in

accordance with international norms.

Bahrain Watch

Bahrain Watch was formed in February 2012 by a group of activists and
researchers with personal and academic ties to Bahrain. It is an
independent research and advocacy organisation, whose initial purpose
was to investigate claims by the Bahraini government that it had instituted a
number of human rights and democratic reforms. According to the
organisation’s website, its goals have broadened to include research and
advocacy on all forms of government in Bahrain, including political reform,
economic development and security. Its key members include Ala‘a
Shehabi, Bill Marczak and Marc Owen Jones.

2. The defendant

Gamma International (UK} Ltd is part of the Gamma Group of companies, It
is based in the Gamma Group’s development headquarters in Andover,
Hampshire and owned by William Louthean Nelson, who is listed as having

addresses in Salisbury, Hamburg and Beirut, The developer of FinFisher and
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Managing Director of Gamma's German-based unit (in Munich) is Martin
Muench. The FinFisher portfolio of products is marketed and sold by
Gamma International (UK) Ltd.

3. Complainant's previous attempt to make contact

On 2™ March 2012, Eric King of Privacy International sent a letter to
Gamma Group asking a number of questions regarding the company's
human rights policies and practices. Specifically, he enquired whether
Gamma Group had a human rights due diligence policy and whether the
company would be willing to provide a copy. He also enquired whether
Gamma Group was, or intended to be, involved in manufacturing and
supplying software and services to countries classed as ‘Not Free’ (as
defined by Freedom House's Freedom in the World survey). A response
was received on 27 August 2012, which stated that Gamma was in the
process of formulating a human rights due diligence policy that they would
be willing to discuss with Privacy International. In response to questions
concerning their dealings with ‘Not Free’ countries, Gamma stated that it
does not discuss its client base because its clients do not wish their
identities to be disclosed and because Gamma does not want the
“criminals” being targeted by Gamma's products to receive details of the
system being used against them so that they could “avoid being brought to
Justice” . The letter also states that Gamma has an overarching policy which
recognises sovereign states’ rights to transfer electronic means of self-
defence, to protect themselves from espicnage and terrorism, and to
obtain information relating to individuals’ actions and intentions in the
interests of national security, economic well-being or for the prevention of
serious crime, It was also stressed in the letter that Gamma complies with

Export Control Authorities in the UK and Germany.

Eric King also exchanged a series of emails with Martin Muench, Managing

Director of Gamma Intemational, between 8" August 2012 and 5%
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September 2012. In these emails, Mr Muench expressed a desire to meet
with Mr King in secret to discuss the nature of the FinFisher products and
Privacy Intemational’s views on the products and export controls, as well
as Gamma Group’s human rights due diligence policy. Mr Muench made it
clear that he would only be willing to meet if the meeting was informal and
entirely off the record, and on the understanding that nothing discussed
during it could ever be publicly disclosed by Privacy International. After
careful consideration, Mr King did not agree to the meeting on the basis
that Pl's supporters and funders would want any engagement with Gamma
and its representatives to be as open and transparent as possible, and

ideally within official channels.

4. Parallel OECD Complaints

On 1st February 2013, Privacy International and its partner organisations
filed a parallel OECD Complaint against Trovicor GmbH at the German

National Contact Point.

Like Gamma, Trovicor develops, supplies and maintains surveillance
technology. Media reports’ have linked Trovicor's software to Bahrain.
Trovicor's and Gamma’s technologies complement each other and can be
used together. Gamma highlights certain compatible Trovicor products in

its marketing material.

] Gamma International

1. General background

' See, e.g., International Society for Human Rights, ‘Middle East: German
technology used against democratic movements’, 29t August 2011,
available at: http://www.ishr.org/Detailansicht.697+M5e490bfdd7b.0.html
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Gamma International (UK) Ltd is part of the Gamma Group of companies.
The Gamma Group was established in 1990 and consists of Gamma TSE,
G2 Systems, Gamma International {(UK) Ltd and Gamma Group
International. Gamma Group also has a partnership with Elaman GmbH, a
company based in Munich. The Group supplies advanced technologies, as
well as providing training and consultancy services to State Intelligence
Departments and Law Enforcement Agencies. Gamma International (UK)

Ltd provides FinFisher IT Intrusion technologies and IT Intrusion Training.

Gamma operates from its headguarters in Andover, United Kingdom, Its
employees, who are described on the company’s website as “ world-class
intrusion and IT experts”, have invented and developed the FinFisher

portfolio of products that are the focus of this Complaint.
2. The FinFisher products

The following information concerning the FinFisher products is detailed on

Gamma’s website:

“Working out of our development headquarters in Andover, United
Kingdom, Gamma International’s world-class intrusion and T experts have

invented a portfolio of intrusion products called FinFisher.

The FinFisher product portfolio is solely offered to Law Enforcement and

intelligence Agencies.

The FinFisher suite can be used as individual products and when
interconnected give intelfigence agencies advanced tools for unsurpassed

IT investigation and surveillance techniques within the IT environment, ?

2 Gamma Group website; https://www.gammagroup.com/

10
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The FinFisher products work by installing malicious software (malware) onto
a user's computer or mobile phone without the user’s knowledge. This is
accomplished by tricking the user into downloading fake updates from
what appear to be legitimate sources, such as BlackBerry, iTunes, or Adobe
Flash. Once the user accepts these updates, the computer or mobile phone
is infected, enabling full access to the information held on it, including
access to the user’'s emails, social media messaging and Skype calls, It
also becomes possible to remotely operate microphones and cameras on
computers and mobile phones, so that the targeted device is turned into a

bug — one that the targeted individual unknowingly keeps in close proximity.

Analysis of emails received by targets whose devices were infected (see in

detail under section 1ll. 5, below) by security researchers at CitizenLab and

Bill Marczak, a doctoral student at the Department of Electrical Engineering
and Computer Science at the University of California, Berkeley, reveals that
the malware acts as a “Trojan”, taking screen shots, intercepting voice-

over-tnternet calls, and transmitting a record of every keystroke.®
The FinFisher products have been described in a Bloomberg report as:

“technologies [...] which mark the next step in the digital arms race, [...]
whose programs, once installed, transmit an infected computer’s activities.
They are the retail cousins of state-made cyber weapons such as the
Stuxnet computer worm, which damaged centrifuges in an Iranian nuclear
plant and was jointly developed by the U.S. and Israel, according to the

New York Times.”4

3 Vernon Silver, Bloomberg, Cyber Attacks on Activists Traced To FinFisher
Spyware of Gamma, 25" July 2012, available at:
http://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-

traced-to-finfisher-spyware-of-gamma.html
4 Ibid.

11
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One of the FinFisher products, the FinFly LAN, is marketed for use for
surveillance of individuals staying in hotels, An Intelligence Note of 8® May
2012 prepared by the Internet Crime Center (IC3)° states that: “ [rlecent
analysis by the FBI and other government agencies demonstrates that
malicious actors are targeting travelers’ sic] abroad through pop up

windows while establishing an Internet connection in their hotel room.”

A product called FinFly ISP allows a server to be inserted into the core
internet network of an intermet provider to facilitate infection of specific
targets’ computers. Another product, FinSpy Mobile, operates in a similar

way to infect mobile phones.

The FinFisher product portfolio has been marketed with promotional videos
that are now in the public domain following a release by Wikileaks in 2011.%

The promotional video with images and subtitles shows:

* A simulation of an agent deploying “the FinFly ISP server into the
Core Network”

*  “FinFly ISP [analysing] traffic for easy Target Identification”

*  “The Target [using] his private DSL or Dial-Up Account”

*  “FinFly ISP [sending] a fake iTunes update to the Target System”

* That “[tihe Target System is now infected with the FinSpy software”

That “{tlhe Headquarters has full access to the Target System”

FinFisher software requires regular maintenance. It is customary in trade
maintenance contracts to include clauses regarding regular upkeep and
servicing of software, and provision of updates to the system for the
purpose of advancement and development of the technology. Such

contracts normally also require company employees to be sent to the

5See Annex 1
8 fbid.

12
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customer countries to conduct on-site maintenance, as well as to provide

face-to-face system training.

Gamma's website does not state which countries it has sold FinFisher
products to. However, Mr Muench has stated that his company only
supplies these products to governments. In a 2012 statement to the
Guardian, Mr Muench said that “ Gamma International UK Limited
manufactures equipment for dealing with security related threats and it
supplies only to governments.”” He also stated that it “ complies, in all its

dealings, with all relevant UK fegisfation and regulation.”

3. UKlegislation and regulations relating to the product

The relevant UK legislation and regulation includes the Export Control Act
20028 (“the 2002 Act”) and the Export Control Order 2008° (“the 2008
Order”). The 2008 Order came into force on 6™ April 2009, and outlines
national controls on the export of military, paramilitary and dual-use goods.
According to sections 1 to 4 of the 2002 Act, the Secretary of State has the
power to make orders regarding the imposition of export controls, transfer
controls, technical assistance controls and trade controls in relation to
goods and technology. Section 5(2) provides that controls “may be
imposed for the purpose of giving effect to any Community provision or
other international obligation of the United Kingdom”. Section 5(4) provides
that export controls “may be imposed in refation to any description of
goods within one or more of the categories specified in the Schedule for

such controls”. Paragraph 2(1) of the Schedule provides that such controls

7 Jamie Doward, The Guardian, Crackdown on sale of UK spyware over
fears of misuse by repressive regimes, 9t September 2012, available at:
http://www.guardian.co.uk/world/2012/sep/09/block-on-exports-
surveillance-equipment

8 This Act can be found at:
http://www.legislation.gov.uk/ukpga/2002/28/contents

? This Order can be found at:
http://www.legislation.gov.uk/uksi/2008/3231/contents/made

13
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“may be imposed in relation to any goods the exportation or use of which
is capable of having a relevant consequence”. Paragraph 3(2)(D) specifies
as relevant consequences “the carrying out anywhere in the world of (or of
acts which facilitate)...internal repression in any country [or] breaches of

human rights”.

The UK is also a party to the Wassenaar Arrangement. This governs the
international trade in conventional arms, as well as ‘dual-use’ goods and
technologies (those goods and technologies that can be used for both
military and civilian purposes). The 41 Participating States maintain a list of
relevant goods and technologies in relation to which they have agreed to
impose national export controls. This list has formed the basis of the EU
legislation that controls dual-use technology at EU level, in particular,
Council Regulation (EC) No 428/2009', which establishes a European
regime for the control of exports, transfer, brokering and transit of certain
dual-use goods (“the Dual-Use Regulation”). This came into force on 27t
August 2009.

The Treasury Solicitor's Department has indicated in a letter'! to Privacy
International’s solicitors, dated 8% August 2012, that the FinSpy system,
part of the FinFisher portfolio of products, is listed under Category 5, Part 2
('Information Security’) of Annex | to the Dual Use Regulation. A licence is
therefore required for Gamma to export these products outside the
European Union. This is because the product is designed to use controlled
cryptography and thus falls within the scope of the Annex to the Dual-Use
Regulation. The letter from the Treasury Solicitors stated that this was
confirmed by the Secretary of State, who carried out an assessment of the

FinSpy system. According to the letter, the Secretary of State also

' This Regulation can be found at: http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:1.:2009:134:0001:0269:en:P
DF

¢« " See Annex 1.
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understands that other products in the FinFisher portfolio could be

controlled for export in the same way.

The UK Department for Business, Innovation & Skills (“BIS") has confirmed
in a letter'? to Privacy International’s solicitors, dated 11 September 2012,
that Gamma has not sought any licences to export the FinSpy system

and/or provide technical assistance.

On 9th November 2012, Privacy International wrote to Her Majesty’s
Revenue and Customs (“HMRC"), which is responsible for enforcement of
the export regulations and policies set by BIS, and included a 186-page
dossier of evidence concerning Gamma and its products. The letter stated
that, if Gamma had continued to export FinFisher products to countries
outside the EU without a licence, the company was acting in breach of UK
export regulations and was thus engaged in criminal conduct. It also
commented that, while Gamma has been exporting FinFisher since 2006, it
had only submitted a Control List Classification request (the mechanism
whereby companies ask HMRC whether or not their products require
export licences) in July 2012, The letter requested a response within 14
days, but no conformation as to whether an investigation is taking place

has been received.

Il The export destination

It is not firmly established exactly which countries across the Middle East,
Central Asia and Africa have access to the FinFisher products that are
produced and developed by Gamma. Material in the public domain
suggests that the FinSpy system, part of the FinFisher suite of products,
has been used in Egypt, Turkmenistan, Bahrain, Dubai, Ethiopia, Indonesia,
Mongolia and Qatar. Of these, the most significant evidence concerns use

of FinFisher products in Bahrain. Accordingly, this Complaint will focus on

2 See Annex 1.
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that evidence, but Privacy International believes the situation in Bahrain to

be illustrative of a much wider problem.

1. General overview

Bahrain, officially the Kingdom of Bahrain, is a constitutional monarchy
headed by King Shaikh Hamad bin Isa Al Khalifa. The king has the power to
appoint the Prime Minister and his ministers, command the army, and chair
the Higher Judicial Council. The head of the government is the Prime
Minister, Shaikh Khalifa bin Salman Al Khalifa, who is the current king's
uncle and has been Prime Minister for forty years. In 2010, roughly half the
government was composed of the Al Khalifa family."® The population of
Bahrain currently stands at 1,323,535,

Bahrain’s human rights record has been described by the Human Rights
Watch as “dismal”, and having " deteriorated sharply in the latter half of
2010".%5 Since 2011 there has been a brutal crackdown on pro-democracy
protestors, in the wake of pro-democracy uprisings across the Middle East
in 2011, There have been reporis by both Human Rights Watch and
Amnesty International in 2011 of serious human rights abuses, including the
arbitrary detention and systematic torture of protestors exercising their

right to free expression and peaceful assembly.

On 29*% June 2011, King Hamad bin Isa Al Khalifa set up the Bahrain

Independent Commission of Inquiry (BICI), the purpose of which was to

13A| Jazeera, Bahrain Shia demand cabinet change, 5% March 2010,
available at:
http://www.aljazeera.com/news/middleeast/2010/03/2010356756685605.ht
ml

“Data from the World Bank, 2012, available at:
http://www.google.co.uk/publicdata/explore?ds=d5bncppjof8f9_&met_y=s
p_pop_totl&idim=country:BHR&dl=en&hl=en&g=the+population+of+bahrai
n

® Human Rights Watch, World Report 2011: Bahrain, available at:
http://www.hrw.org/world-report-2011/world-report-2011-bahrain
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investigate possible human rights violations that occurred in Bahrain during
February and March 2011.% The commission concluded that security forces
and other government authorities had committed serious and systematic
human rights violations in connection with the government’s suppression of
pro-democracy protests in 2011, The BICI| report was drafted by the former
UN Special Rapporteurs and well-known experts in international law, Prof.
Dr Sherif Bassiouni and Prof. Dr Sir Nigel Rodley.

2. Political repression

It is illegal in Bahrain to criticise the political system. Specifically, it is an
offence to expressly incite others to develop hatred or hostility towards the
system of government,’’and to offend the National Assembly, other
constitutional institutions, the army, law courts, authorities, or government
agencies."” Criminal offences also include participation in public meetings
abroad in order to talk about political, social and economic conditions in
Bahrain'®, and circulation of pictures harming the reputation of the State of
Bahrain™. Journalists are not free to work effectively since press and
internet freedoms are highly restricted.? The use of filtering and blocking of
political websites has only intensified since the upheavals in Spring

2011,%2and numerous internet activists have been reported as missing.

'6Bahrain News Agency, HM King Hamad Sets up Royal Independent
Investigation Commission, 29 June 2011, available at;
http://bna.bh/portal/en/news/462963

"Bahrain Penal Code, Art. 165.

Bibid., Art. 2186.

' fbid., Art, 165.

2 [bid., Art. 174.

2! Reporters without Borders, Internet Enemies Report 2012, available at:;
http://en.rsf.org/IMG/pdf/rapport-internet2012_ang.pdf

2 [bid!.
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Exercising the rights of freedom of expression and freedom of association
in Bahrain can easily lead to arrest.ZThe targeting of political activists and
dissidents has also increased since 2011, and is being facilitated by
German surveillance technology.?” In many cases, arrest is followed by
abusive interrogation and torture. The rate of arbitrary detentions increased
after Bahrain declared a state of emergency on 15" March 2011.% |n
September 2011 the Ministry of Interior publicly announced that anyone
calling for protest or demonstration against the Kingdom of Bahrain online

would be arrested.?®

In most cases, dissidents who have been arrested do not receive a fair trial
or legal assistance. Judges are neither independent nor impartial %
Dissidents often face heavy custodial sentences or, in some cases, the

death penalty.
3. Torture
There have been continuing allegations of torture and ill treatment of

opposition activists and human rights defenders, in particular under the rule

of King Sheikh Hamad bin |sa Al Khalifa. These have intensified since April

“Mepham, D., (2012) ‘Don’'t Kid Yourselves: Bahrain Hasn’'t Changed’,
Human Rights Watch https://www.hrw.org/news/2012/04/18/don-t-kid-
yourselves-bahrain-hasn-t-changed

2 Wagner, Ben. 2012 “After the Arab Spring: New Paths for Human Rights
and the Internet in European Foreign Policy.” European Commission,
Directorate-General for Economic and Financial Affairs, Brussels, Belgium,
available at:
http://www.europarl.europa.eu/committees/en/studiesdownioad.html!?lang
uageDocument=EN&file=75431

»REDRESS, Universal Periodic Review, Bahrain, 153" Session May-June
2012, Submission by the Redress Trust, 2011.

# Privacy International, Surveillance briefing: Bahrain, 2011, available at:
https://www.privacyinternational.org/reports/surveillance-briefing-bahrain
7 Amnesty International Report, Bahrain Harsh Jail Terms for Opposition
Figures, 23 June 2011, available at:
http://www.amnesty.org/en/library/asset/MDE11/036/2011/en/a23bedfc-
3470-48dc-b44b-205772baa286/mde 11036201 1en.pdf
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2011 as Bahraini authorities have attempted to bring pro-democracy reform
protests under control. The U.N. Special Rapporteur on Torture and other
Cruel, Inhuman or Degrading Treatment has remarked on the use of torture
in Bahrain in his report from 2012.28 According to the Bahrain Center for
Human Rights?, in February 2009 several key human rights defenders in
Bahrain were arbitrarily arrested and detained including Abbas Abdul Aziz
Al-Umran, Sayed Sharaf Ahmed, Ali Hassan Salman, and Jaafar Kadhim
Ebrahim. Some of those arrested alleged that they had been prevented
from sleeping, tied up for long periods and denied medical attention.
Others said that they had been sexually assaulted whilst in detention, A
disturbing 64% of those detained during the uprising in April 2011 reported
being tortured.®®

There is also the worrying issue of immunity from prosecution for past
violations. In 2001, the King pardoned zall those involved in the political

violence of the 1990s, and freed hundreds of prisoners, Under the 2002

Royal Decree 56, amnesty was also granted to all state security officers
who may have committed human rights abuses before 2001. Under this

Decree, the Bahraini Public prosecutor has refused to accept any

complaints of torture lodged against security officials, and no individuals
have been charged or tried by the state, despite sustained pleas by

international human rights groups.

%2U.N. Report of the Special Rapporteur on torture and other cruel, inhuman
or degrading treatment or punishment, 29 February 2012,
A/HRC/19/61/Add.4, available at: http://daccess-dds-
ny.un.org/doc/UNDOC/GEN/G12/110/40/PDF/G1211040.pdf? OpenEleme
nt

“Bahrain Center for Human Rights, Bahrain: Deteriorating situation for
human rights defenders, 2" March 2009, available at:
http://www.bahrainrights.org/en/node/2779

%Report by Bahrain Center for Human Rights, Bahrain: the Human Price for
Freedom and Social Justice, 22" November 2011, available at:
http://bahrainrights.org/BCHR/wp-
content/uploads/2011/11/BahrainTheHumanPrice.pdf
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Amnesty International and Human Rights Watch have been calling for
independent investigations into allegations of torture since the end of 2007,
Many national and international human rights organisations, in particular the
Bahrain Center for Human Rights, have been active in reporting allegations

of torture during the period of repression that followed mass arrests in April
2011.

The reports of these human rights organisations concerning arbitrary
detention and systematic torture by Bahraini security agencies have been
confirmed by the independent expert commission, BICI. This commission
was wholly independent from the Bahraini government and was granted
access to all government agencies, officials and files. The BIC| report
identifies around 559 incidents during February and March 2011 that qualify

as torture.®

4. Issues relating to privacy and surveillance

a. Constitutional and legal framework

Article 26 of the Bahraini Constitution provides for the secrecy of all
telegraphic, postal and telephonic communications, and states that no
communication content may be revealed except in cases of necessity

prescribed by the law and in accordance with legal procedure,

The Code of Criminal Procedures (Decree No. 46 of 2002} allows for
monitoring of telephone and email communications where it would be
useful in securing a conviction, Permission must be obtained from a Lower

Court Judge, and the length of seizure, censorship or recording may not

*1 Report of the Bahrain Independent Commission of Inquiry, 2011, available
at: http://files.bici.org.bh/BIClreportEN.pdf

Constitution of the State of Bahrain, available at:
http://confinder.richmond.edu/admin/docs/Bahrain.pdf
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exceed 30 days.** However, the Law on Protecting Society from Terrorism
(Decree No. b8 of 20086) appears to have weakened the warrant
requirements for surveillance. This law enables the Attorney General, or
whoever acts for him, where a suspected crime may " cause public
disorder”, to order surveillance of communications by any method and to
record anything that takes place in public or private premises. The
surveillance may continue for a period of up to 60 days.> In addition, the
Lawful Access Regulation, which was adopted in 2009 by the
Telecommunications Regulatory Authority appears to provide scope for
unlimited access to such data; it effectively allows for the collection and
retention of all communications data generated by users for one year,
Government bodies that deal with or are concerned with security matters
are able to demand access to any data, as and when they see fit. The
Regulation also requires telecommunications providers to adopt content
surveillance capabilities into their systems and programs, and to enable
security officials to intercept and monitor phone calls, text messages and

internet usage.

b. Surveillance in practice

There is widespread monitoring and censorship of internet usage by the
Bahraini government. Censorship is particularly heavy in relation to political
websites that criticise the government and the ruling family, and websites
that are critical of Islam. The government uses the Press Law 2002 (Law
47/2002) to block and shut down certain websites and to prosecute
journalists and activists for criticising the government, insulting the king, or
inciting hatred against the government.®* In September 2008, for example,

the website wattani.net was referred by the Bahraini Ministry of Information

Shttp://www.vertic.org/media/National %20l egislation/Bahrain/BH_Code
Criminal_Procedure.pdf

% https://www.unodc.org/tldb/showDocument,do?documentUid=8520

% OpenNet Initiative, Bahrain report, 6™ August 2009, available at:
http://opennet.net/sites/opennet.net/files/ONI_Bahrain_2009.pdf

21

220



I

It

1

1

to the Public Prosecution for violating provisions of the Press, Printing and
Publishing Law.*

The Ministry of Information has set up a special unit that monitors, blocks

and shuts down websites. In 2009, the Ministry of Information declared that
it can order a website to be blocked without referring the case to court.¥ In
addition, a stipulation in the Legislative Decree no. 48 of 2002 Promulgating
the Telecommunications Law allows “security organs to have access to the

network for fulfilling the requirements of national security” *®
A report by Privacy International states:

" Government agencies have demonstrated that they can react quickly to
breaking news and intensify the filtering and blocking of websites at key
times. Following the start of pro-democracy demonstrations in Manama on
14 February 2011, Internet traffic to and from Bahrain, allegedly dropped by
20% compared to the three preceding weeks, indicating increased filtering
being used in response to the events occurring in the country. At this time,
communications monitoring and surveillance also intensified, activists as
well as their family members were routinely interrogated on the basis of
communications transcripts, Filtering and blocking of websites was
intensified again on the anniversary of the original uprising in February
2012. According to Reporters Without Borders, this was again
accompanied by strengthened and expanded surveillance measures to

include human rights activists and their close friends and relatives."®

% Bahrain Center for Human Rights, Website accused of violating press
code, BCHR concerned that move is aimed at silencing critical voices,
available at: http://www.bahrainrights.org/en/node/2446

57 OpenNet Initiative, Bahrain report,
http://opennet.net/sites/opennet.net/files/ONI_Bahrain_2009.pdf

8 Ibid.

* Privacy International Report, “Surveillance briefing: Bahrain”, July 2012,
https://www.privacyinternational.org/reports/surveillance-briefing-bahrain
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The Bahrain Independent Commission of Inquiry report has stated that the
National Security Agency, which is responsible for collecting surveillance
data and analysing political developments in Bahrain, has been monitoring
the activities of several individuals and groups who are potentially a threat
to “national security” .*® The report aiso states that the criminal investigation
department was engaged in collecting information about demonstrations in
order to interrogate detainees and thereby gain information about political
activism in the country. These interrogations were frequently accompanied

by ill treatment and/or torture.*

There have been several significant allegations of privacy infringement and
abuses involving potentially unlawful surveillance programmes by the

government, including:

Salah Al-Bandar, a British citizen who worked as an adviser in the Bahraini
government’s Cabinet Affairs Ministry, was deported to the UK in
September 2006 for leaking a report describing how the government
allegedly attempted to rig elections, manipulate the country’s sectarian
balance, and ensure Sunni domination over the majority Shi'ite population.
The supporting material in this report includes documents such as cheques,
hotel bills, accounting sheets and notes.* Al-Bandar claimed that the
government was complicit in upholding unlawful surveillance practices

against political opposition parties and civil organisations.*

In August 2010 Abdul Ghani Al-Khanjar, a school administrator and

human rights activist, was detained by the Bahraini government for six

% Report of the Bahrain Independent Commission of Inquiry, 2011, S. 54,
para. 153,

4 Ibid., s. 53, para. 149.

%2 Zara Al Sitari, Bahrain Center for Human Rights, “Al Bander Report”:
Demographic engineering in Bahrain and mechanisms of exclusion,
September 2006, available at: http://www.bahrainrights.org/node/528

% Report of the Bahrain Independent Commission of Inquiry, 2011, available
at: http://www .bici.org.bh/BICIreportEN.pdf
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months. During his interrogation, he was shown transcripts of text
messages and mobile phone calls dating back to 2009. Mr Khanjar was
reportedly unaware that government officials had access to these private
communications and was unsure of how they had managed to obtain
them.* Ahmed Aldoseri of the Telecommunications Regulation Authority
commented: “ff they have a transcript of an SMS messags, it's because
the security organ was monitoring the user at their monitoring center.”* It
is also reported that Mr Khanjar was tortured by Bahraini authorities as part
of his interrogation. Bloomberg News reported that “ Bahraini jailers armed
with stiff rubber hoses beat [Khanfar| in a windowless room two storfes
below ground in the [...] National Security Apparatus building. [...JIf he
refused to sufficiently explain his communications, he was sent back for

more beatings."*

In March 2012 Alyaa Mohammed, a student at the University of Bahrain,
was questioned by university staff, who asked her if she had written the
phrase ‘Down with Hamad’ on her BlackBerry Messenger in January 2012.
Alyaa stated that she did write the phrase but that it was in reference to her
boss at the law firm at which she was interning, and not to the king. Alyaa
was suspended from the university for a term, and claims that, in a letter
she received concerning the suspension, her ‘crime’ was writing “phrases
that insult His Majesty the King” on her mobile phone and sending them to

colleagues.¥

5. Evidence relating to the use of FinFisher products in Bahrain

* Vernon Silver and Ben Elgin, Bloomberg, Torture in Bahrain Becomes
Routine With Help From Nokia Siemens, 22" August 2011, available at:
http://www.bloomberg.com/news/2011-08-22/torture-in-bahrain-becomes-
routine-with-help-from-nokia-siemens-networking.html

S Ibid.

% Ibid.

4 Brian Dooley, Bahrain Center for Human Rights, HRF: Bahrain student
suspended for phone message, 4" June 2012, available at:
http://www.bahrainrights.org/en/node/5311
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There is cogent and substantial evidence that FinFisher products have been
used to target three specific Bahraini pro-democracy activists. It is highly
likely that many more individuals have been targeted and that the cases of

these three individuals are illustrative of a more widespread phenomenon.

i) Ala'a Shehabi

In July 2012 Bloomberg News* reported that Ala’a Shehabi, a UK-born
economist and Bahraini pro-democracy activist, received suspicious emails
purporting to contain news on topics of interest to her, including torture
and prisoners, while in Manama, capital of Bahrain. These emails were
received in April and May 2012. She did not open the links, and

subsequently forwarded the emails to Bloomberg.

Detailed tests and analysis were conducted on these emails by Morgan
Marquis-Boire, a security researcher at Citizen Lab. His report was
published on 9% July 2012, entitled ‘From Bahrain with Love: FinFisher's Spy
Kit exposed?’® A further report authored by him was published by him on
11% August 2012, entitled ‘The Smartphone Who Loved Me: FinFisher Goes
Mobile?’ % Mr Marquis-Boire’s research suggested that the malware sent
to Ms Shehabi’s computer was a Trojan that stole the password to her
email account, which was then accessed without her permission. The
analysis also shows that the malware came with a product label for FinSpy:

the computer code with the malicious program installed on Shehabi’s

* Vernon Silver, Bloomberg, Cyber Attacks on Activists Traced To FinFisher
Spyware of Gamma, 25" July 2012, available at:
http://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-
traced-to-finfisher-spyware-of-gamma.html|

* The report can be found at: http://citizenlab.org/2012/07/from-bahrain-
with-love-finfishers-spy-kit-exposed/; see Annex 1.

*® The report can be found at: https://citizenlab.org/2012/08/the-
smartphone-who-loved-me-finfisher-goes-mobile/ ; see Annex 1,
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computer bore multiple instances of the word ‘FinSpy’. According to the

Bloomberg report:®

“Marquis-Boire extracted a signature from the {...] samples - a sort of
digital DNA. He then gave the signature to other researchers to see if they
could find a matching sample they might have collected in the course of
their work. The needle-in-a-haystack search came up with a match: a

program that bore the hallmarks of a demonstration copy of FinFisher.

The evidence that the new sample they found was FinFisher itself was
persuasive, Marquis-Boire said, because the presumed demo connected
back to two websites, one with “ff-demo” in the name and the other with
“gamma-international” in the name. The latter website, in turn, was

registered to Martin Muench at Gamma International in Munich.”

Bill Marczak, a doctoral student at the University of California, Berkeley,
also received samples from Shehabi. He installed these samples on a
‘virtual machine’ on his laptop and monitored the Trojan’s behaviour, He
traced transmissions back to an Internet address in Manama, On receiving
a further sample from Bloomberg News, he discovered it led to the same

internet address, Bloomberg reported:

“Marczak made a Skype call on his infected machine in California, he

watched the Trojan grab the data — and send it to Bahrain [...]. "%

ii) Husain Abdulla

Husain Abdulla, a naturalised US citizen who owns gas stations in Alabama

and is the Director of ‘Americans for Democracy and Human Rights in

1 Vernon Silver, Bloomberg, Cyber Attacks on Activists Traced To FinFisher
Spyware of Gamma, http://www.bloomberg.com/news/2012-07-25/cyber-
attacks-on-activists-traced-to-finfisher-spyware-of-gamma.html

%2 fbid.

26

905"



it

Bahrain’ was also reported by Bloomberg News® to have been targeted.
He reportedly attempted to download an attachment sent to his BlackBerry
in May 2012 entitled ‘Existence of a New Dialogue’ whilst in Washington
DC. Marczak’s and Marquis-Boire's analysis of the email and attachment
yielded evidence similar to that found in the case of Ms Shehabi’s
computer, indicating that Mr Abdulla’s Blackberry had also been infected
by FinFisher malware. It is reported that Mr Abdulla is considering taking

legal action, including filing a complaint to the US State Department.®

ili) Shehab Hashem

The Bloomberg report also asserted that Shehab Hashem, a London-based
Bahraini activist, was targeted in April and May 2012. Mr Hashem claimed
that he received three emails on his computer in London after travelling to
Sweden and Switzerland, which drew attention to human rights violations in
Bahrain, Bloomberg reports that two of these were identical to the emails
received by Ms Shehabi.®® The other email was sent to Bloomberg News

and formed part of Mr Marquis-Boire’s study,

Mr Muench claimed in a subsequent Bloomberg report that his company
has not sold its products to Bahrain.® He further claimed that a copy of an
old FinSpy demo version that was made during a presentation may have
been stolen using a flash drive and then modified and used elsewhere. He
stated: “ The modification meant that there was no message sent to our
server when the demo product was used against a reaf target.”% However,
Bahrain Watch has found that two different versions of FinSpy (believed to

be versions 4.00 and 4.01) were used in Bahrain, which is inconsistent with

% Ibid.

% [bid.

% [bid.

% Vernon Silver, Bloomberg, Gamma Says No Spyware Sold to Bahrain
May Be Stolen Copy, 27% July 2012, available at:
http://www.bloomberg.com/news/2012-07-27/gamma-says-no-spyware-

sold-to-bahrain-may-be-stolen-copy.html
5 |bid.
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Mr Muench'’s claim that a single demonstration version was stolen. Both
versions communicated with the same server in Bahrain. In response to Mr
Muench's further claim that, had the spyware communicated with Gamma,
‘the company would have been able to deactivate that copy of the
software™, Mr Marquis-Boire’'s and Mr Marcazk’s expert reports have
found that Bahrain’s FinSpy server appears to be receiving regular updates,
as of the date of this submission. These updates are likely to be from

Gamma.

The plausibility of Bahraini officials hacking into Gamma’s servers to steal
the spyware has been questioned by others, and it is has been claimed by
Christopher Soghoian, a Washington DC-based privacy researcher and
activist, via Twitter that this is a common excuse of suppliers of surveillance
software. Significantly, the New York Times reported®™ that in August 2012
the security firm Rapid7 studied the communications structure of the
spyware, using the same samples as those examined by Mr Marquis-Boire
and Mr Marczak, and that their findings contradicted Mr Muench’s claim
that the FinSpy samples were stolen demonstration copies. According to

the New York Times report:

“the imbalance between the sophistication of the spyware and its
distribution techniques contradicts Mr. Muench’s version of events. The
spyware, researchers say, is highly sophisticated, particularly in its
obfuscation, which circumvents more than 40 antivirus products on the
market. But the unsophisticated way in which it is distributed — in
suspicious e-mails rather than through sophisticated or even well-known

security exploits, and from easily traceable command-and-controf servers

5 Ibid,
* Nicole Perlroth, The New York Times Bits, Elusive FinSpy Spyware Pops
Up in 10 Countries, 13" August 2012, available at:

http://bits.blogs.nytimes.com/2012/08/13/elusive-finspy-spyware-pops-up-
in-10-countries/
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— suggests that those who engineered the spyware are much more

sophisticated than those who distributed jt. "

Mr Muench reportedly stated “/ can speculate that probably the
demonstration version may have been stolen using a flash drive but | have

no evidence to support this."8!

The complainants are concerned that Gamma is generally undiscerning
about the governments to whom it markets and supplies its products, and
there is therefore good reason to believe that FinFisher products were
marketed or supplied directly to the Bahraini authorities by the company. As
discussed under the specific OECD Guidelines violations (section 1V
below), Gamma did not {as of August 2012) have a human rights due
diligence policy, and there is no evidence of any other statement from the
company that it does not sell to repressive regimes or countries that are
known to perpetrate serious and systematic human rights violations. Mr
Muench has publicly stated that the company only sells its products to
governments, but this clearly does not preclude it from selling its FinFisher
products io the Bahraini security and law enforcement agencies. FinFisher
promotional materials currently in the public domain do not name the

company's clients.

IV. Violations of OECD Guidelines
1. Method of Perpetration
a. Complicity

If Gamma has supplied and maintained FinFisher products for used by the
governments and/or law enforcement and intelligence agencies of Bahrain,

where they are highly likely to be used for breaches of human rights,

% /bid.

61 Vernon Silver, Bloomberg, Gamma Says No Spyware Sold to Bahrain
May Be Stolen Copy, http://www.bloomberg.com/news/2012-07-
27/gamma-says-no-spyware-sold-to-bahrain-may-be-stolen-copy.html
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including arbitrary arrest, torture and breach of the right to privacy, it is
arguable that the company has committed violations of the OECD
guidelines listed below by aiding and abetting Bahraini officials in
perpetrating these human rights violations, and supporting and providing
the means for them to do so. The present case is one of direct complicity
(distinguishable from beneficial and silent complicity), insofar as it is being
complained that the company has assisted the perpetrators by providing

means and resources that help commit the crime,®?

According to various international scholars such as those working for the
International Commission of Jurists (ICJ)®, a company may be liable for
complicity in gross human rights abuses under the conditions listed
below.?* Such reascning is applicable to the present issue because it
reflects the widely accepted standards of corporate liability under
international law, which is applicable to international standards like the

OECD guidelines for Multinational Enterprises.

aa. Causation

According to the |C]J, the definition of causation requires the company’s
conduct to enable, exacerbate or facilitate the abuses committed by the
principal.® ‘Enables’ is explained thus: “without the company’s conduct the

abuses would not have occurred”®; 'exacerbates’ is defined as “[t/he

82 See Bazela, M., 'Corporate Complicity in Human Rights Violations: When
Is It Time To Leave A Country?’ Informacion Filosofica, Vol. Vill (2011) num.
17 (pp. 55-72) for definitions and distinctions of direct, beneficial and silent
complicity.

% International Commission Of Jurists, Corporate Complicity & Legal
Accountability, Volume 1, p. 8.

% Their views are corroborated by case law from international tribunals and
national courts.

% International Commission of Jurists, Corporate Complicity & Legal
Accountability, Volume 1, p. 10.

% Ibid. p. 11.
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company’s conduct makes the abuses and the harm worse”"%; and
‘facilitates’ as “the company’s conduct changes the way the abuses are

carried out” %8

The international standard defining the actus reus of liability in international
law, which is consistently applied by US courts in the context of corporate
complicity liability and widely accepted in the relevant academic literature,
is that of “practical assistance, encouragement, or moral support which
has a substantial effect on the perpetration of the crime. " The assistance
“need not constitute an indispensable element, that is, a condition sine qua
non for the acts of the principal.”™® The relationship between the acts of the
accomplice and of the principal must be such that “the acts of the
accomplice make a significant difference to the commission of the criminal
act by the principal.” These standards, developed by international tribunals,
are aiso supported by US case law. In Mustafa v. Australian Wheat Board
Limited and Banque Nationale De Paris Paribas, a tort case concerning
financing human rights violations brought under the Alien Torts Claims Act,
the court found that it was not necessary to show the particular funds
provided were used to commit specific abuses,” Similar decisions were

made in the context of financing terrorism.”

If Gamma has supplied and maintained FinFisher products for use by the

Bahraini taw enforcement or security agencies, then it may have contributed

5 Ibid. p. 12

8 fbid.

% Clapham, A,, and Jerbi, S., “Categories of Corporate Complicity in
Human Rights Abuses”, 24 Hastings International and Comparative law
Review 339 (2001), p. 344; Cassel, D., “Corporate Aiding and Abetting of
Human Rights Violations: Confusion in the Courts”, 6 Northwestern
University Journal of International Human Rights 304 (2008), para. 16.

" Prosecutor v. Furundzija (Case No: IT-95-17/1-T), at para, 235,
712008 WL 4378443 (S.D.N.Y.)

72 Strauss v. Credit Lyonnais S.A., 2007 WL 2296832, (E.D.N.Y.); In re
Chiquita Brands International, Inc. Alien Tort Statute and Shareholder
Derivative Litigation, 2010 WL 432426 (S.D.Fla).
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substantially to internal repression in Bahrain, and to violations of
internationaily recognised human rights by government officials, Unlawful
breach of the right to privacy would be the violation most directly caused
by Gamma’s supply of its FinFisher products to Bahrain: if, as is highly
likely, the spyware has been used to gather private information and monitor
the private correspondence of non-criminal activists, dissidents or other
civilians, then Gamma’s supply of the product would be the indispensable
element and instrument of the human rights abuse. In addition, the
complainants are concerned that arbitrary arrest and torture are being
perpetrated as a result of the use of surveillance technologies such as
those in the FinFisher suite. This is exemplified by the case of Abdul Ghani

Al-Khanjar, outlined above.

In accordance with the tripartite explanation of causation outlined by the
ICJ], Gamma may be said to have ‘enabled’ the human rights violations by
its conduct, insofar as certain instances of privacy violations, arbitrary
arrest and torture would not have occurred without the use of the spyware
supplied by the company; it may be said to have ‘exacerbated’ the unlawful
breach of the right to privacy, since the use of the spyware supplied by it
served to increase the severity of the breach of the right to privacy (which
was likely already being perpetrated in some instances without use of the
equipment) in particular cases, as well as potentially increasing the number
of victims of this human rights violation; and it may be said to have
‘facilitated’ the violations insofar as, where the right to privacy was already
being abused by officials, Gamma’s act of supplying spyware would have
made it easier to carry out the abuses and changed the way in which those

abuses were carried out.

In accordance with the above, whether or not torture, arbitrary arrest and
the unlawful breach of the right to privacy were already being, or wouid
have been, committed by Bahraini officials even in the absence of Gamma's

actions, the company is still potentially liable in causation.
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bb. Knowledge

in order to fulfil the international standards of aiding and abetting, it is
necessary to show that the defendant knew, or should have known, that its
conduct would be likely to contribute to the abuses.” The ICJ made it clear
in Mustafa v Australian Wheat Board that the ‘liability of a financier will
depend on what he or she knows about how his or her services and loans
will be utilised and the degree to which these services actually affect the

commission of a crime’.’*

It may be that the staff members concerned at Gamma sold the FinFisher
products to Bahrain intending that they would be used for the legitimate
purpose of crime prevention and detection. However, it is highly likely that
they knew that the governments and law enforcement agencies of Bahrain,
where there is clear and well-documented evidence of internal repression
and widespread human rights abuses, would be likely to use the equipment
against both criminals and non-criminal activists, political dissidents,

lawyers and journalists whom they wanted to repress.

Even if Gamma is able to prove that it did not know that its conduct would
be likely to contribute to human rights abuses, it remains the case that it
ought to have known of this likelihood. It is well known and widely
documented that a repressive regime operates in Bahrain and that the
country has a poor record of respecting human rights. The defendant is
also certainly aware of the high potential for abuse associated with its
FinFisher products. Accordingly, the defendant should have foreseen the
likelihood that its product would be used illegitimately by government

officials of a repressive regime to monitor innocent citizens, and that this

78 International Commission of Jurists, Corporate Complicity & Legal
Accountability, Volume 1, p. 8.

7 |nternational Commission of Jurists, Criminal Law and International
Crimes, Yolume 2, pp. 39-40,
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would lead to other human rights abuses such as arbitrary arrest, torture

and even execution,

cc. Proximity

To fulfil the standards of aiding and abetting, the defendant must have
been close or proximate to the principal perpetrator.” Proximity is defined
in terms of time, space and relationship: “ the closer — or more proximate —
a company is, in time and space and relationship, to those who carry out
the human rights abuses or those who suffer the abuses, the more likely it is

that the company could be held legally responsible when it is complicit." "

It is very likely that employees of Gamma were geographically close to the
principal perpetrators of the human rights violations in the course of its
alleged business relations with, and conduct concerning, Bahrain.
Supplying software and training would require preliminary investigations in
the relevant country and location, on-site installation as well as face-to-face
system training and frequent on-site maintenance. The supply of such
products thus requires proximity in space between the parties, both at the
installation and training stage and at regular intervals thereafter for
maintenance purposes. The fact that Gamma supplied the product directly
to government authorities also creates sufficient proximity in terms of
relationship. There is also proximity in time insofar as the products have
been, and are being, sold to and maintained in Bahrain contemporaneously

with the Bahraini government committing human rights violations.

2. Violation of the OECD Guidelines

75 |nternational Commission of Jurists, Corporate Complicity & Legal
Accountability Volume 1, p. 8.
7 [bid. p. 24.
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It is possible that both the 2000 and 2011 Editions of the OECD Guidelines
for Multinational Enterprises are engaged. The nature of the technology is
such that it requires continuous updates from Gamma. These updates are
critical to the product lifecycle, and without them the products would cease
to function. Each update is thus essentially a re-supplying of the product,
and so constitutes a new or continued breach of the OECD Guidelines.
The complainants thus regard both the origina! act of supplying FinFisher
products to Bahraini authorities and the subsequent maintenance of these
products as constituting potential breaches of the OECD Guidelines.
Whilst it is almost certain that Gamma has been regularly maintaining and
updating this software for use by Bahraini authorities since September
2011, thereby engaging the 2011 Edition of the OECD Guidelines, the
original supply date of the products is uncertain. Depending on whether
the original supply occurred before or after 1 September 2011 (the date at
which the 2011 Edition of OECD Guidelines came into effect), either the
2011 or the 2000 Edition of the OECD Guidelines will be engaged.

Accordingly, we deal with both editions of the Guidelines below.

a. 2011 Edition of the OECD Guidelines for Multinational Enterprises

In relation to the 2011 Edition of the OECD Guidelines, Gamma may have

violated the following:

Violation of Chapter Il. A. 2, in conjunction with Chapter IV. 1 (in
particular regarding the right to privacy, arbitrary arrest, and

torture)

Chapter Il. A. 2 states: Enterprises should respect the internationally

recognised human rights of those affected by their activities.

In addition, Chapter V.1 states: Enterprises should, within the framework of

internationally recognised human rights, the international human rights

35

234



obligations of the countries in which they operate as well as relevant
domestic laws and regulations, respect human rights, which means they
should avoid infringing on the human rights of others and should address

adverse human rights impacts with which they are involved.

The right to privacy and freedom from toriure and arbitrary arrest are
internationally recognised human rights. They are contained in the following
international (human rights) instruments, two of which (the Universal
Declaration of Human Rights and the International Covenant on Civil and

Political Rights) are ratified by Bahrain:

» Article 5 of the Universal Declaration of Human Rights (“UDHR")
provides “no one shall be subjected to torture or to cruel, inhuman

or degrading treatment or punishment.”

+ Article 9 UDHR provides “no one shall be subjected to arbitrary

arrest, detention or exife.”

» Article 12 UDHR provides “no one shall be subjected to arbitrary
interference with his privacy, family, home or correspondence, nor to

attacks upon his honour and reputation.”

+ Article 7 of the International Covenant on Civil and Political Rights
("ICCPR") provides “No one shall be subjected to torture or to
cruel, inhuman or degrading treatment or punishment. In particular,
no one shall be subjected without his free consent to medjcal or

scientific experimentation.”

» Article 9 ICCPR provides “everyone has the right to liberty and
secutity of person. No one shall be subjected to arbitrary arrest or

detention. No one shall be deprived of his liberty except on such
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grounds and in accordance with such procedure as are established

by faw.”

» Article 17 (1) ICCPR provides “no one shall be subjected to arbitrary
or unfawful interference with his privacy, family, home or
correspondence, nor to unlawful attacks on his honour and

reputation.”

* Article 3 of the European Convention on Human Rights (“ECHR")
states that “No one shall be subjected to torture or to inhuman or

degrading treatment or punishment.”

+ Article 5 ECHR provides “everyone has the right to liberty and
security of person” and goes on to outline the various circumstances

in which arrest and detention are lawful.

» Article 8 ECHR provides a right to respect for one's “private and
family lite, his home and his correspondence”, subject to certain
resirictions that are "in accordance with law' and "necessary in a

democralic society'.

Freedom from torture and inhuman and degrading treatment or punishment
is also internationally recognised by the UN Convention against Torture and
Other Cruel, Inhuman or Degrading Treatment or Punishment, which is
aimed at the effective prevention of the practice of torture. This instrument

is also ratified by Bahrain.

tn addition, freedom from torture and arbitrary arrest, and the right to
privacy in its various forms are recognised in the Constitution and other

statutory provisions of Bahrain, including:
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Article 19 (a) of the Bahraini Constitution, which provides that

“ personal liberty is guaranteed in accordance with the law.”

Article 19 (b) of the Bahraini Constitution, which provides that “no
person shall be arrested, detained, imprisoned, searched or
compelled to reside in a specified place, nor shall the residence of
any person or his liberty to choose his place of residence or his
liberty of movement be restricted, except in accordance with the law

and under the supervision of the judicial authorities. ”

Article 19 (d) of the Bahraini Constitution, which provides that “No
person shall be subjected to physical or mental torture, enticement
or degrading treatment, and the law shall provide the penalty for

these acts."”

Article 26 of the Bahraini Constitution, which guarantees the secrecy
and freedom of all telegraphic, postal and telephonic
communications, and states that no communication content may be
revealed except in cases of necessity prescribed by the law and in

accordance with legal procedure.’”

The use of FinFisher software by Bahraini intelligence and security officials
to unlawfully monitor the email, Skype and mobile phone communications
of citizens who had not committed a crime, and to obtain information from
their computer and mobile phone devices, without the consent or
knowledge of the citizens concerned, constitutes a violation of their right to
freedom from arbitrary interference with their privacy and correspondence.
In addition, if victims of this surveillance have subsequently been arrested

and subjected 1o torture or inhuman or degrading treatment or punishment

77 Constitution of the State of Bahrain, available at:
http://confinder.richmond.edu/admin/docs/Bahrain,pdf
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as a result of information concerning their activities yielded by these

spyware products, then further human rights have also been breached.

Even if the Bahraini security agencies’ interference with individuals’ privacy
and communications by means of FinFisher intrusion products was deemed
‘lawful’ (i.e. in accordance with Bahraini laws concerning privacy,
communications and surveiliance outlined above), it is still very likely to be
considered ‘arbitrary’ interference (in contravention of Article 12 UDHR and
Article 17(1) ICCPR) and therefore not in accordance with international
standards regarding the right to privacy. The domestic laws outlined above
themselves fall short of the international standard regarding protection of
the right to privacy and communications. The indiscriminate monitoring of
any individuals who oppose the ruling party in Bahrain, for the anti-
democratic purpose of suppression of dissent, is an abuse of the right to
privacy as internationally recognised, and furthermore is in breach of the
purpose, namely crime prevention and detection, for which the product is

intended.

The use of torture or inhuman or degrading treatment against any
individual, including criminals and terrorists, is not permitted under any

circumstances, in accordance with international human rights standards.

If Gamma has supplied and maintained FinFisher products, which are
inherently threatening to the right to privacy and carry a high risk of misuse
against non-criminals, for use by authorities in a country where the national
legal framework governing the right to privacy affords insufficient
protection to that right, where the practices of widespread and
indiscriminate monitoring and surveillance adopted by the government are
clearly in breach of that right, and where the practice of torture is routine in
the detention and interrogation of individuals, Gamma has not respected
the human rights of the individuals concerned, in violation of Guidelines Il.
A.Zand V. 1.
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Violation of Chapter Il. A. 10, in conjunction with Chapter 1V.5

Chapter |l A. 10 provides that: “ Enterprises should carry out risk-based due
diligence, for example by incorporating it into their enterprise risk
management systems, to identify, prevent and mitigate actual and potential
adverse impacts as described in paragraphs 11 and 12, and account for
how these impacts are addressed, The nature and extent of due diligence

depend on the circumstances of a particular situation.”

In addition, Chapter IV.b states that: “ Enterprises should carry out human
rights due diligence as appropriate to their size, the nature and context of

operations and the severity of the risks of adverse human rights impacts.”

Gamma has disclosed to Privacy International that it is in the process of
formulating a human rights due diligence policy. However, it is unclear what
due diligence has been and is currently being conducted by Gamma in
carrying out its activities, The nature of the product concerned and the
severity of the risks of adverse human rights impacts associated with it
would seem to require that the company have in place a human rights due
diligence policy that is thoroughly adhered to in order to manage the risks
to human rights inherent in the sale and use of their products. Proper due
diligence would involve undertaking comprehensive research into potential
government clients, including their domestic laws and practices regarding
privacy, communications and surveillance, and their treatment of political
dissidents, human rights defenders, activists, journalists, lawyers and
ethnic/religious minorities. Such due diligence might also involve an
ongoing assessment of actual and potential human rights abuses, and
making active efforts to continuously or regularly monitor the use of the
company’s products, including having processes in place that enable

remediation of rights abuses and deactivation of the relevant products. In
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addition, there should be a strong obligation on Gamma to conduct

extensive research into security concerns.

It is likely that any due diligence conducted by Gamma, and the company's
response to any information yielded by due diligence processes that were
undertaken, was inadequate. Even the most rudimentary research on the
situation in Bahrain would reveal that a repressive regime operates in that
country and it is therefore highly likely that products such as those that are
the subject of this Complaint will be abused. The only adequate response
to such findings would be to refuse to sell the product to Bahrain, a course

of action it appears Gamma did not choose.

Violation of Chapters Il. A. 11 and 12, in conjunction with
Chapters IV.2 and 3

These Chapters state that companies must not commit human rights
abuses through their own activities, must avoid causing or contributing to
adverse human rights impacts and must address such impacts where they
occur, In addition, it is specified in Chapters Il. A, 12 and V. 3 that
companies, where they have not contributed to adverse human rights
impacts, should nevertheless seek to prevent or mitigate an advérse impact
where that impact is linked to their operations, products or services arising

from a business relationship.

The adverse impacts concerned are those specified in the section IV. 2. a.
i., above. These human rights impacts are directly linked to the FinFisher
products, the use of which enabled the principal to perpetrate the human
rights violations. If it is confirmed that Gamma sold its products directly to
government and/or security officials of Bahrain, then the two entities are
directly linked by a business relationship. Gamma may also be said in this

case to have caused and/or contributed to adverse human rights impacts
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insofar as it aided and abetted the Bahraini government in perpetrating

human rights abuses by supplying and maintaining its spyware products,

It appears that Gamma has done little to prevent or mitigate actual
instances of human rights violations. If it is confirmed that Gamma did
supply and maintain its products for use by Bahraini authorities, then it has
failed to take the most effective step to prevent human rights violations:
refusing to supply and update a product capable of such serious abuse to

a country where there is a well-known lack of respect for human rights.

In addition, it would seem that Gamma has failed to take the alternative
measure of providing adequate training and guidance in relation to the
product, and the potential risks and abuses associated with it, when

supplying it to Bahraini officials.

Other steps Gamma could have taken to mitigate the human rights impact
associated with the use of its product include ceasing to update the
product and taking other steps such as revoking software licences to
disenable use of the software or weaken its effectiveness, checking its
software update logs to monitor where in the world its software is being
used. There is little available information about which, if any, of these steps
the company has taken. The nature and extent of the abuses that have
occurred would suggest that Gamma has not taken sufficient steps to
identify, prevent and mitigate the negative human rights impacts associated

with its product.
Furthermore, there has been no declaration by the company that it will
cease to enter business relationships with the Bahraini government in light

of emerging evidence of abuses of its products.

Violation of Chapter ll. A. 13
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V.

Vi.

Enterprises should encourage, where practicable, business partners,

including suppliers and sub-contractors, to apply principles of responsible

business conduct compatible with the Guidslines.

It is unclear what encouragement, if any, was offered by individuals
concerned at Gamma to those to whom the FinFisher products were

supplied to apply principles of responsible business conduct compatible

with the Guidelines in their alleged business relations with them, Given the

nature of the product, and the high risk of abuse associated with it, there is

a strong onus on Gamma to provide its customers with detailed and

substantial guidance and encouragement concerning the correct manner in

which the product should be used and the risks associated with it.

Given the nature and extent of the alleged abuses associated with the

FinFisher software that have arisen, it is likely that Gamma has not fully and

adequately complied with this Guideline by offering the requisite

encouragement and guidance.

Violation of Chapter IV. 4

Enterprises should have a policy commitment to respect human rights.

It is unclear whether Gamma currently has such a policy commitment or
not; as of August 2012, the company did not have a human rights due
diligence policy. If it has since developed one, it has not made it publicly
available. The commentary by the OECD relating to this guideline states
that this policy should be publicly available. It is therefore probable that

Gamma has violated this guideline.

Violation of Chapter |V. 6
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Enterprises should provide for or co-operate through legitimate processes

in the remediation of adverse human rights impacts where they identify that

they have caused or contributed to these impacts.

The ways in which Gamma might have remedied and mitigated the advers
human rights impacts caused by its activities and products, and its failure

this regard, have been addressed in sections IV. 2, a. i and iii., above.

e

in

Gamma has not been clear or forthcoming in outlining what measures it has

taken, and will take, to remedy the human rights impact caused by its
products. In addition, it has not offered any clear assurance that it will
cease to export its FinFisher products both to Bahrain and other repressiv

regimes abroad.

e

b. 2000 Edition of the OECD Guidelines for Multinational Enterprises

In relation to the 2000 Edition of the OECD Guidelines, Gamma may have

breached the following by its initial supply of FinFisher products to Bahraini

authorities:

Violation of Chapter Il. 2

Chapter Il. 2 states that ” Enterprises should respect the human rights of
those affected by their activities consistent with the host government's

international obligations and commitments.”

This Guideline is essentially the equivalent of Chapter II. A. 2 of the 2011
Edition of the Guidelines. Thus details concerning the way in which this
Guideline is engaged by Gamma’s supply of FinFisher products are

addressed in section V. 2. a. ., above.

Violation of Chapter Ill. 5 a) and b)
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Chapter 1. 5 states that “ Enterprises are encouraged to communicate

additional information that could include:

a) value statements or statements of business conduct intended for public
disclosure including information on the social, ethical and environmental
policies of the enterprise and other codes of conduct to which the
company subscribes. In addition, the date of adoption, the countries and
entities to which such statements apply and its performance in relation to

these statements may be communicated.

b) information on systems for managing risks and complying with laws, and

on statements or codes of business conduct.”

This Guideline concerns the issue of disclosure, and its purpose, according
to the OECD Guidelines Commentary, is to encourage improved
understanding of the operations of multinational enterprises. The
complainants are concerned that Gamma has not disclosed sufficient
information on its social and ethical policies, the systems it has in place for
managing risks and complying with laws, nor its code of business conduct.
This is related to breaches of Chapters Il. A, 10 and IV. 5 (which concern
the integration of due diligence into an enterprise’s operations) and IV. 4
(which concerns the implementation of a human rights policy) of the 2011
Edition of the Guidelines, addressed above, and so the complaint here is

broadly similar to that in sections IV. 2. a. ii. and v., above.

As mentioned in those sections, above, in August 2012 Gamma disclosed
to Privacy International that it was in the process of formulating a human
rights due diligence policy. This would suggest that before 1 September
2011 Gamma did not have adequate systems in place for managing risks
and complying with laws, nor a code of business conduct or, if it did, it did
not disclose them in accordance with the Guideline above. Thus if Gamma

supplied FinFisher products to Bahraini authorities before 1°* September
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2011, at which point the 2000 Edition of the Guidelines is engaged, it is
potentially in breach of Chapter lll. 5.

V  The complainants’ expectations

If it is confirmed that Gamma has supplied and maintained its FinFisher
products for use by Bahraini government officials, the complainants have

the following expectations:

1. Expectations toward the company

* Gamma should cease relations with Bahrain, revoke software
licences, deactivate relevant copies of the FinFisher programme or
devices so far as possible, to disenable use of those products in
Bahrain,

+  Gamma should implement a policy banning the export of FinFisher
products to repressive regimes and/or countries that are known to
perpetrate human rights abuses.

» Gamma should implement and publish a general human rights policy.
In order to embed the policy, it should be clearly communicated
internally as well as externally to workers, business partners, and
other relevant state or non-staie entities that may be directly or
indirectly linked to the Gamma’s products, services or technologies.
The implications of the policy commitment should also be reflected
in relevant internal operational policies and procedures. The salient
human rights issues that Gamma might highlight in its policy include
privacy and freedom of expression, and adverse impacts on other
rights arising from misuse of technology or data (for example,
impacts on political dissidents’ right to life, liberty and security of the
person, and freedom from torture, cruel, inhuman or degrading

treatment).
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+ (Gamma should incorporate effective human rights due diligence into
their operations by means of a Human Rights Impact Assessment
(HRIA) to contro! the human rights compatibility of existing and
future business transactions. If the HRIA reveals that there is a risk
that individuals are suffering adverse human rights impacts due to
Gamma's activities and/or products, Gamma should make every
possible effort to mitigate the harm. The HRIA should include end-
use clauses that enable Gamma International to terminate the
contractual relationship if its products are being systematically
misused. As part of its due diligence, Gamma should also constantly
monitor and audit the use of its products.

» Gamma should be transparent about their clients, and disclose the
existence of all contracts to supply FinFisher products to foreign
governments.

« Where Gamma identifies that it has caused or contributed to adverse
human rights impacts, it should establish or participate in effective
operational-level grievance mechanisms for stakeholders who may
be adversely impacted by its activities, in order that grievances may
be addressed early and remediated directly.

+ (Gamma should integrate security mechanisms into the technologies

and products it develops to prevent their misuse.

2. Expectations toward the National Contact Point

We respectfully request that you review this case according to procedural
regulations laid out in the OECD Guidelines, and that you take the
appropriate steps. We furthermore request the NCP to:
* Investigate whether or not Gamma supplied and maintained its
FinFisher products for use by Bahraini authorities.
» |f the company's involvement is verified:
- Give a Final Statement citing the breaches of the OECD

Guidelines by Gamma in detail.
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- Give recommendations to the company to avoid breaches of
the OECD Guidelines.
- Make follow-ups concerning the compliance with the given

recommendations at appropriate time intervals.
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Privacy International (Registered number: 04354366)

Repor of the Directors
for the Year Ended 31 Jahuary 2012

" The direstors present thelr reportwith the financial staterrierits of the:coripany for the year ended 31
January 2012, ' - e : o

PRINGIPAL ACTIVITY - ) .
The pfincipal activity of the company in the yéar under review was that of research and advocacy of
personal privacy.

REVIEW OF BUSINESS

The results of the period and firnancial position of the company are shown in the annexed financial
statéments,

The Income and Expenditure Account shows a surplus forthe year of £20,542 and reserves of

£153,097.

EVENTS SINCE THE END OF THE YEAR :
Information relating to events singe the end of the year is given in the netes to the financial statements,

DIRECTORS _ ‘
The directers shown below heive held office during the whole of the period from 1 February 2011 1o the

date.of this report.

Prof. lan Angell

“Karen Banks -

Dr Fleur Fisher

Dr Steven Wright

Danlgl Cooper:
AnnaFielder

Kim Cameron

Barry Stephen Steinhardt

. STATEMENT OF DIRECTORS® RESPONSIBILITIES

The directors. are vesponsible: for preparing the: Réport'of the Directors and the financial statements in
accordanée with applicable lavw-and regulations, :

Company law requires the directors te preparefinangial statements for each financial year. Under
that law. the directors have elected to prepare the financial statements in accordance with United
Kingdom ‘Generaily Accepted Accounting Practice. (United. Kingdom.Acgounting Standards and
applicable law). Undér company law the directors-mustnot approve the fi nancial statements uniess
they are satisfied that they give a true and fair view of the state of affairs of the company and of the -
surplus or deficit of the company for that period. In preparing these financial statements, the directors
are required to;

- salect suitable aceounting policies and then apply them consistently;

- make judgements and aceounting estimates that are reasonable and prudent;

- prepare the financial statements on the going concern basis unless it is inappropriate to presume
that the-corpany will continte 1 operation. :

The directors are responsibile for kesping-adequate accounting records that are sufficient to show
and explaln the company's-transactions and:disclose with-reasonable accuracy at any time the
financial position of the company-and enablé theiit to ensarethat the financial statements.comply with
the Companiis Act 2006, They are alsa reésponsible for safeguarding the assets of the company and

herice for taking reasonable steps for the prevention-and.detection.of fraud @nd other irregularities.

Page2
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anacv Internationai (Remstered number: 04354366)

Report of the Dlrectors
for the Year-Ended 31 January 2012

‘ EMENT AS TO DISCLOSURE OF INFORMATION TO AUDITORS
the directors are aware, there is-no relevant audit ;nformatlon {as defined by Section 418
of ‘the: Companies Act 20086) of which the:company's auditdrs are wuhaware, and each directer has
taken all the-steps that Ke or she dught to have taken as a director in order o make himself orhergelf
aware of any relevant audit information and to establish that'the company's auditors are aware of that
information.

AUDITORS
The auditors, Armstrong & Co, will be propossd for re-appointment at the forthcoming Annual
General Meeting.

Thi -f:-report has been prepared in accordance: W|th the spemal prowsuons of Part 15 of the Companies

_A 2006 reEatmg to small compames T I R

B @N BEHALF OF THE BOARD

Anna-Fielder - Directoy

14:May 2012
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Report dfthe Inde

endent Auditors to.the Members of
tiyacy (nternational

We have auditedthe financiai statements of Privacy International for the year ended 31 January
2012 'on pages six fo ten. The financlal reperting framework that has been applied in their preparation
is a_pp‘llcéble.-.faw,an'd the Einancial Reporting Standard for Smialler Entities- (effective April 2008)
{United Kingdom Generally Accepted Accounting Practice: applicable to Smaller Entities).

This report is made solely to the company's-members; as:a bo raccordance with Chapter 3 of
Part 16 of the Companies Act 2008, Qur audi has be akeh so thatwe might state tothe
company's membeérs those matters we are-requiréd tostate to them in @ Reportof the Auditors aind for
no other purpose. To the fullest extenf permiitted by law, we do not accept or assume
responisibiiity to anyone other than the.company and the-compary's:members as a body, forour audit

work; forthis report, .or fer the-opinions we have. fornied.

Respective responsibilities of directors and auditors

As explained mare fully in the Statement of Directors' Responsibilities set out on pages two and three,
the directors are respohsiblefer the preparation of the financial statements and for being satisfied
fhat they give atfue and fair view. Qur respensibility Is to-audit and express an opinion on the
financial staternents in accordance with applicable law and International Standards on Auditing (UK
and lreland). Those standards require us to.comply with the Auditing Practices Board's {(APB's)
Ethical Standards for Auditors, including "APB Ethical Standard - Provisions Avallable for 8mall
Entities (Revised)", in the circumstances-set out in note twelve to the financial statements.

Scope of the audit of the financial statements

An audit involves obtaining evidence about the amounts and disclosures in the finapcial statements
sufficient to give reasonable assutance fhiat the financial statements are free from material
misstatement, whetheér caused by fraud'orerror. "This includes -an assessment of whether the
suhting policles are-appropiiate 10 the ‘company's circumstances and have heen consistently .
adaquately-disclosed; the reasonableness of significant accounting estimates made-by the
directors; and the overall presentation of the financial statements. In addition, we read all the
finaneial-and non-financial information inthe Report of the Directors to identify material o
inconsistencies with the audited financial statements. If we become aware of-any apparent material
misstatements or inconsistencies We considertheimplications. forourreport. -

Opinion on financial statements

In our opinieh the financial statements:

-give a true and fair view of the stafe of the company's affairs ag at 31 January 2012 and of its
surplus for the year then énded,

- have been properly prepared in accordance with United Kingdom Generally Acocepted Accounting
Practice applicable to Smaller Entities; and

~have been prepared in-accordance with the requirernents of the Companies Act  2008.

Opinlon on other matter prescribed by the Companies Act 2006 o
In -our opinion the information given in the Report-of the Directors for the financial year for -which.
the financial stafemenis are prepared is consistent with the financial statements.

Page4 N
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Matters ‘onwhich we are reqiired fo report by -exception

We have nrothing o report in respect -of the following metters where the Companies Act 2008

réguires. us to-reportito you if, in our opinton:

- adequate .accounting records have not bean kept, or returns adequate for our audit have not been
received from branches not visited by us; or

- the: financial statements are not.in agreement with the accounting records and returns; or

- cértain disclosures of directors' remuneration specified hy-law-are not made; or

-we have ‘not récdlvied all the Information and explanations we require for out audit; .or

-the directers were not entitled fo prepare the financial statstnents in Gccordance with the small
companies regime and take advantage of the small cornpanies’ exemption in preparing the Report af
the Directors.

Anthony Armstreng {Seniar Sfatutory Audltor)
for and on behalf of Armstrong & Co
Chartered Accountants & Statutory Auditors.
4a Printihg House Yard

Hagcknay Road

London

EZ 7PR

14 May 2012
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Income and Expenditure-Account

fot.the Year Ended:31 January 2012

Notes
INCOME
Direct project costs
GROSS SURPLUS
Administration
OPERATING SURPLUS . 3
-fnjterés't~r.eg6ivab_te and similar income
‘SURPLUS ON ORDINARY ACTIVITIES BEFORE:
“TAXATION ‘ B
Tax. éin surplus on ordinary activities 4

SURPLUS FOR THE FINANGIAL YEAR
Retained surplus brought forward

RETAINED SURPLUS CARRIED FORWARD

The notes form part of these financial staterments

2012 2011
£ 3
447,521 487,293
364,812 369,193
82,709 118,100
62,506 21,974
20203 96,126

426 375
20628 96,501
86 79
20542 96,422
132,655 96,133
163097 132,555

ettt
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- "Ppiv_éc' International (Registered number: 04354366)
- 31 January 2012

T - 2012 2011
o - Notes - £ £ £ £
FIXED ASSETS '
Tangible assels g - 6,059 -

CURRENT ASSETS _

Debtors . 7 25,008 15,698
Cashat bank 169,881 161,168
o 194,889 176,866
CREDITORS ‘ '

Amounts falling due within one year 8 47,851 44,311

i i it e ——————

NET'CURRENT ASSETS - S marese 132,568
TOTAL ASSETS LESS CURRENT LIABILITIES . 153,007

CFUNDS

+ Income and-expenditure account S o 153,097

————————

153,00

The -finahcial statements have been_ prepared in accordance.rWith the:special provisions ‘pf Part 16
of the Comipanies Act 2008 relating to small companies and with. the Financial Reporting: Standard
for Smaller Entities {effective April 2008). : I

The financial statements were approved by-the Board of Directors on 14 May 2012 andwere signed on

itsbehalfby: :

The notes form part of ftheseﬁ-fiﬁ'ancial--statementsj{

Page 7



Privacy. Intema_tiama;_l_qﬂeaist‘gred number,.04354388)

. ACCOUNTING POLICIES

Accounting convention
The financial statements have been prepared under the historical cost-convention and in
accordance with the Financial Reporting Standard for Smaller Entities (effective Apfil 2008).

Golng concein
The company's ingome is mainly derived from non self.generated sources such as grants, statutory

funding -and other nen-governmental sourges. The accounts have been prepared on the basis that

this supporfwill be continuing.

Tangible fixed assets
Depreciation is provided at the following annual rates in-order to write off eath asset over its
estimated usefil life.

Fixturas and fittings +25% on cost
Computer equipment - 50% on cost
Income: recognltron

Ingoing is recoghised wheri the company has a contractual-or other right to its receipt, Income with

_;condtttons sttachied to s receiptis recogmsed when the company has fulfilted those conditions,

) 'leferred income

Ingome received which is contractuaﬂy or otherwise net-expendable until-a future period is deferred.

Allooation-of costs
‘Coste are allocated directly to projects where they can be-identified as relating solely to that

* project. -Other costs are aliocated between the funds, based on staff time spent on the fund
“activities. or other appropriate.criteria.

:DlEcn':oRs.' EMOLUMENTS

N Emoluments mctude salarias, fees, bonuses, expense aflowances and. estimated nen=czish.benefits

serve-in: o voluntary sepacity ; and do- ot recsive any payments for their

. OPERATING PROFIT

The operating profitis stated after charging:

2012 2011

£ £

Depreciation - owned assets 1,185 -
Auditors feas.- audit services 2,500 2,400

Auditors: fegs —other services 1,620 1,116

= T

Fage 8 ' continued...
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Notes to the Financial Statements.- contir
for the YearEnded 31 January 2012

TAXATION

The company is non profitmaking and receives the majority of its income from grants -and other
non-trading activities. The directors’ belisve thatthe company is only liableto taxon its
investment and similar income. Expenditure is recognised in the period in which itis incurred
and includes atfributable vat which cannot be recovered,

INCOMING RESO’URC’ES’

Incoming resources and surpluses are attributable: to the principal activities of the company.

. TANGIBLE FIXED ASSETS

CosT
Additions

At 31 January 2012

DEPRECIATION
Charge for year

At 81 January 2012

NET BOOK VALUE

At31 January 2012

Other debtors
Rent daposit
Accrued income

‘Prepayments

Fixtures :
- & Computer

fittings equipment  Totals

-y S £

2,419 4:805 7.224

2,419 4805 7224

111 1,054 1,165

111 - 1,064 1,165

2,308 3781 6,059

. 'DEBTORS: AMQUNTS FALLING DUE WITHIN ONE YEAR

e e e P .y

CREDITORS: AMOUNTS FALLING DUE WITHIN ONE YEAR

Corporation tax

Payroll & taxation

Salaries control account

Deferred-income

 Aceryals

Page d  continued...
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Privacy International {(Registered number: 44354366)

Notes to the Financial Statements - continued
for the Year Ended 31 January 2012

10
11.

12.

13,

14,

G LEASE COMMITMENTS.
T-.h‘e fdlibw‘ing -qi)erafi 9 ;iease‘:payzﬁg;ﬁts-;a";ﬁé4-';:_qni'1mVi'tt-ed'{tic::j?‘-.blﬁe<-pfaid"wﬁ_thin~one year:
2012 2011
- pod :
Expiring: )
Between one aihd five years 12,060
CONTINGENT LIABILITIES
The company had no material contingent liabilities &t 31 January 2011 nor at 31 January 2010,
RELATED PARTY DISCLOSURES
There were no disclosable related party transactions duting the-year,

APB ETHICAL STANDARD - PROVISIONS AVAILALE"TFOR- SNALL ENTITIES

“in ‘common with many ‘cther businesses of our size and nature we use our audiforsto prepare
- -and Sabmit rétumns to the tax authorifies and assist with thepreparation of the financial statements.

- POST BALANCE:SHEET EVENTS

- THere Were 1o 'sigr!\'iﬂf‘i'cén't bost balance sheet evernits,

COMPANY STATUS

The company is limited by guarantee and has no share capital. The guarantors' fiability in the
event the company is wound up is restricted to a maximum of £1 each.

© Page 10
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: for the Year Ended 31 JanLLLv 2012 "l CoL e T
7 .201.2 S © 201
P £ £ £ £
income S _
JRRT surveillance socrety - o 83,750 20,000
FEUPHR - ' 43.351. 191,658
EPIC 3,114 6,226
IDRC ~ Asia 228,163 349,023
Qther donations 993. 386
DNA - #4613 -
EPIAF 75,245 -
OSF - REY 58,202 -
e AAT 521 e 487,293
Direct project.costs -
Staff salaries ' 102,000 53,436
Staff social security ' ' 11,422 5,807
Project expernises .. 161,591 276,799
- Consultancy fees. . - - N 2= < A 33,451 o
" o T e s L e 364,812 ammeeseees 369,193
“'GROSS'SURPLUS L T mS T 82,709 118,100
Other income- ST
Intérest received . 425 875
83,134 118,475
Expenditure
Trayel & transport. 10,348
EnSe 8,006
:Rent & rates . -
Mistellanepls-expenses -
Legal & professional fees -
Bank charges 103
Auditors fees - audit services 2:400
Auditers fees - other services 1,116
Deprematien of tangible fixed assets.
Fixtares & fittings 111 -
Cemputer eguipment - 1,054 - _
, L it 62506 weeeeeeeee 21,974
20,628 98,501

This page-does not form patt of the-stetutory financial statements
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Why victims of crime
need to be kept informed







| Left in the dark_

Executive summary

People who use public services want to know what
the service is doing for them. This is especially true
for victims of crime, who have to try to understand
and negotiate a complex criminal justice system
{(CJS) which they may never have dealt with before.
All agencies involved in the CJS are responsible

for giving information - including the police,
Crown Prosecution Service, courts and judiciary.
Independent organisations like Victim Support, the
national charity giving help and a voice to victims
of crime, witnesses, their family and friends, also

have a role to play. i
iy

“This report focuses on one crucial area of

information for victims: being kept informed and
updated about their case (ie the crime that affected
them). From our research and work with victims
we know that this is one of the things they most
want from the CJS. But the evidence also tells us
that, despite the efforts of government and police
to improve, victims' needs still too often go unmet.
This report aims to show just how often victims are
left uninformed and how this affects their wellbeing
as well as their confidence and engagement with
the police and wider CJS.

Our findings show that the official performance
data masks the true extent of the issue and

that many victims get little or no further
communication from the police or any other CJS
agency after they report their crime. This is often a
source of distress, disappointment and frusgration
for those who experience it. Lack of contact and
information about their case can make victims
feel uncertain and isolated -~ which can worsen
the distress caused by the crime itself, If the victim
knows the perpetrator, it can make them afraid for
their personal safety or frightened about reprisals.

' Summing up: a strategic audit of the criminal justice system. 2011

Lack of information can also make victims think
that their case is being neglected or not being
taken seriously. Evidence suggests that this is a
significant factor in victims being generally less
satisfied with the CJS, and having a lower opinion
of the police, than the general public. As our
strategic audit of the CJS has highlighted, too

often contact with it reduces rather than improves
people’s confidence in it} There is strong evidence
to suggest that the quality of service that victims get
from the CJS - of which being kept informed about
their case is a vital element - is often as important
a factor in their satisfaction and confidence in the
police and wider CJS as the outcome of the case
(ie whether or not the perpetrator is brought to
justice),

Cur analysis of the main evidence on this issue,
including new Victim Support survey findings,
reveals that;

& Victims are only kept updated about what is
happening In their case to a satisfactory level
in around half of all reparted incidents. In
around a third of reported incidents the victim
hears nothing more from the authorities after
first contact with police when they report the
crime (which includes telling them that the case
has been dropped). This equates to millions of
victims left in the dark every year.

& This represents a widespread failure tc meet the
requirements for keeping victims informed set
out in the Code of Practice for Victims of Crime.

@ Dissatisfaction and loss of confidence can make
victims disengage from the criminal justice
system. [n some cases a lack of communication
can even affect the success of the investigation
if victims drop out of a case while it is being
prosecuted. Negative experiences also make it
less likely that victims will report incidents in the
future.,
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® Until recently Local Criminal Justice Boards
(LCJBs) measured the petfermance of police
in this area by surveying victims who ar -
most likely to have been kept well updated
(ie those whose case results in a charge and
goes to court). This produces a picture which
is misleading and masks the true extent of the
problem as it does not tell us about the average
victim’s experience.

These findings show that much more needs to be
done in this area, and highlight the importance of
focusing on improving victim care. Victims who
report crime understand that there can be no
guarantees that a criminal will be caugnt. They also
appreciate that the police have to prioritise limited
resources. Nevertheless, they expect their crime

to be taken seriously and want to be assured that
it was worth their while repotting it. Furthermore,
the cost of ignoring victims' desires to be kept
informed about their case has wider consequences
for communities and society at large. Publi, -
attitudes to the police and wider justice system,
and engagement with the criminal justice process
are directly affected by how well we care for the
victims of crime.,

Victim Support believes that these findings are a
matter of real concern and that they stand as a call
to action to ensure that victims are kept informed
about their case.

The police have the main role to play in keeping
victims informed about their case because they
are the main, and often the only, criminal justice
agency which victims come into contact with,
and the one that victims generally have the most
sustained contact with. As we highlight in this
report, the nature and level of the competing
pressures and demands involved in frontline

e

v
2.5,

policing can mean that this aspect of their role
can de difficult to fulfil. This is especially true at a
time when budget cuts are putting pressure on all
parts of the CJS and particularly its ability to deliver
high quality services for victims, We recognise the
difficulty this presents but stress that we are not
asking criminal justice agencies tc do anything
they are not alreacy committed to doing through
the Code of Practice for Victims of Crime (Victim’s
Code) which governs the criminal justice services
to be provided in England and Wales.

This report not only stresses the importance of

the function of keeping victims informed once
they report a crime to police but also sets out
specifically what it Is that victims want in relation

to it, and suggests how this need can be met. We
have sought to highlight existing good practice, and
profile the "TrackMyCrime' system - a new online
account for communicating with victims.

Qur recommendations are set out on the right.
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Recommendat:ons )

1. Vlctlms need to be updated regu[arly on the

s

' understandable clear explanatron
of practices, procedures and- likely -
scenarios to-make an opaque system
comprehensrb!e o :

. comprehenswe '__regular contact from il
- police; even: IfJUSt to’ report_no progress

is often just as important as UPdat'”g on’. ..

' 'blg devetopments

© ® “accurate ~ generic updates are of Irttle E
value; information does not need to be
detailed but it should be speuflc to the

oocase. SRS -

: ;,_j:;_'_,-obllgatlons .

- contact arrangernents tovictims'T
-:shouild incltide freeing up resources for face-
- to-face contact:(which is generaHy hlghly

-valued and linked with higher satisfaction) o
where at all possible. Online accounts offer .. -

B a promising new and efficient method of
~contact - the TrackMyCrime system being

p|oneered by Avon and Somerset police .~
represents current best practlce inthis-area. ©

3 Agenoes need to tallor |nfor. atiori to need

' so that those victims who want information.”
getitin a timely way and in the right formiat -
for them. This might rean providing a -
“service to meet the needs of a certain group
~_known to have a specrﬁc need. It could

progress of thelr case wrth lnforrnatlon that- .

- also mean ch’eckrng whether and how an'.I:.' LT

they are most needed

- :findividual victim wants to be updatedat =~ - -
_initial contact and subsequent stages. This
will allow agencies to target resources where

o ;-:4."4\/|ctrms nghts to |nformat|on need to have

- greater legal force. The Victim's Code should
~be retained and action ‘taken to make it

- “more robust and credrb!e The EU d!rectrve
on establlsh;ng minimiim standards on the:
- rights, support and.protection- of victims of -
o erime, which the UK governiment hasnow . ..~
-+ ‘opted‘in to, is a further step in this. dlrecuon2 '

“ It will provide an. enforceable framework of

"~ victims' rights which include the right to get
information and a clear complarnts pathway
“when agencies- fail 0 meet therr statutory

o -.',ﬂwhy it:is: |mportant) Pollce ofﬂcers and all:

- other criminal justice officials whd.come mto
‘contact with vrctlms need sufficient training -

a torhelp_drlve |mprovernen't:and prowde
"-”accountablllty A

“and/or awareness raising on key aspects.of -
'V|ct|m care, mcludlng grvrng lnformatlon

U6 There needs to be an accurate con5|stent o
-and relsable way of measurlng complrance Lk

2 European Commission, Proposal for a Directive of the European Parliament and of the Council establishing minimum standards on the
rights, support and proteciion of victims of crime httpi//ec.europa.eu/justice/policies/criminalvictims/docs/corn_2011_275_en.pdf
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Chapter 1: Police and victims: a
communications failure?

Once a crime has been reported, the police are
responsible for keeping victims informed about
their case. Under the Victims’ Code of Practice,
which came into effect in 2006, the police in
England and Wales have a statutory obllgat‘\on

of "keeping victims updated on the progress

of ongoing investigations and their outcome,
including whether or not action is being taken
against any suspect.” The Victims’ Code specifies
that police forces must tell the victim, at least
monthly, about progress in cases being actively
investigated up until the point of the closure of the
investigation. They must also tell victims about key
events in their case such as the arrest, bail, charge,
summons, remand or other disposal of the case.

These measures are an official recognition of the
importance of keeping victims informed. However,
despite this statutory right to information, there

is strong anecdotal evidence (plus the robust
evidence on the information aspect of the Code
cited in this report) that victims are not getting

the service they are entitled to under the Victims'
Code. This is because compliance against the
provisions set out in the Code to guarantee victims
a high level of service from the police and other
agencies is not enforced. And the process for
making a complaint under the Code is difficult
and complicated. As a result, only two complaints
have ever been upheld by the Ombudsman in the
Code's six year history.

Evidence suggests that telling victims about their
case is an area of particularly weak performance
compared to other elements of police contact with
victims, as the data from the British Crime Survey
(BCS} in Table 1 shows.

I

‘

Quality of service Incidents Number of

measure in which responses based
measure on unweighted
was met (%) | bases

Police respended 84% 4,468

immediately or wait for

respor'lse was reasonable

Police showad enough 67% 5,269

interest in what victim said

Palice kept victim well 55% 13772

informed of the progress of

their investigation

Table 1 Comparison of victim responses on CJS
satisfaction/performance measures

Source: British Crime Survey, 2008-09

Victims tend to have a much better experience

at the reporting stage ~ the point of first contact,
where police respond to the report of an incident
- than they do of the subsequent weeks, months,
even years while the investigation is open.

This contrast between initial and subsequent
contact with police is also clear from a 2003 Audit
Commission study into victims' experiences.” It
was also highlighted by mare recent research with
people helped by Victim Support in the South East
in 2010, in which respondents commonly drew

a stark contrast between what happened at the
reporting stage and afterwards:

“I believe the police need to address their
communication skills. When they arrive they
are very re-assuring but following this you have
to chase for information.” (Victim Support research
participant, 2010}

The case study below gives an example of
how victims can find initial police interest and
responsiveness dwindle and evaporate, leaving
them feeling isolated and angry.

¥CJJ1 (2009), Report of a Joint Thematic Review of Victim and Witness In the Crirminal Justice System, HMCPSI, HIMICA, HMIC, p23
* Audit Commission (2003), Victims and Witnesses ~ providing better support
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lonathan, Anne and Kale's story

Jonathan and Anne contacted the police about

~ their teenage daughter Kate who was benng
persistently bullied and harassed by a group of
pupils in her school: The bullying was led by
one girl in particular:

"lt wasn't just name-calling, it was quite,serious,
relentless bullying including over text message
and the internet, This girl was inciting-other girls
to join in through joining Facebook campaigns
and things like that.” (Jonathan)

After being initially impressed with the police
response and the fevel of contact they had
with them, Jonathan and Anne found the
police became increasingly uncommunicative.
After the police reprimanded the ring-leader
bully and it failed to have any effect, Jonathan
and Anne had very little further contact or
information from the police, despite the
problem continuing and despite the fact that
they directly contacted the police to report a
further incident and check on the status of the
investigation.

This inconsistent, uncommunicative pollce
response made the family, and Kate in -

What is the true scale of the
problem?

How common is Jonathan, Anne and Kate's
experience? The evidence at first sight looks
conflicting.

Official compliance figures against which police
forces assess their performance on this and other
elements of the Victim's Code was, until earlier this
year, based on the Witness and Victim Experience
Survey (WAVES). WAVLS data suggested that the
majority of victims were being kept informed and
were satisfied with the amount of contact they had.

particular more distressed and has damaged
thieir trust and confidence in the police:

“t [thepolicehandllng of the case] had a

massive effect-on Kate, .she didn't know who
to trust. She couidn’t trust the management

of the school and she eventually couldn't trust
the police. She had panic attacks and was ina
very, very dodgy place. | spent six months just
watching her and making sure she was all right
and wasn't going 1o do anything stupid.’

"We feel really let down and have had to do
everything ourselves - all the paperwork,
dealing with the school. Basically, the police
have lat us down.” (Anne)

“We felt completely isolated and unsupported..
It makes you think twice about whether to

even bother to try and do anything about these
things, which is & very sad situation to be in/
(Jonathan)

The réact'lon stems from the lack of contact and
iriformation by the CJS, rather than failure to
geta result :

However, other evidence - including the British
Crime Survey - indicates that police performance
and victim satisfaction on this issue is a lot lower,

The WAVES survey was cancelled in 2011, The
cause of the divergence between WAVES and the
other survey evidence is likely to lie in the fact that
they represent the experiences and views of victims
from quite different populations. WAVES covered
only a sub-set of victims - those whose incident
was investigated by police, resulting in a charge
being brought against the alleged offender(s).

It is an established fact that only around half of
reported incidents ever reach this point.®

£2009/10 BCS figures show that in concluded investigatidns police charged or cautioned someacne for the offence in 21% of incidents, and
did not charge or caution in 79% of incidents (unweighted base: 4,071)

7
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Moreovet, the investigations in the vast majority
of WAVES respondents’ cases resulted in a court
trial {these accounted for 91% of respondents in
the 2009/10 survey). Only a proportion of cases in
which there is a charge subsequently go to trial, sc
these victims therefore represent an even smaller
proportion of the wider population of victims who
repott crime.

WAVES findings are therefore likely to be a poor
reflection of the average experience of victims of
reported crime than surveys which cover a much
wider cross-section of the victim population.

Victim Support has sought to explore this
contradictory evidence and confirm the scale of
the problem in keeping victims properly informed.

Our Victim Voice' survey (May 2017) replicated the

question from WAVES on how often respondents
were kept updated about their case, but asked it to
all respondents whose incident had been reported
to police® As Figure 1 shows, the contrast with the
WAVES findings is stark:

® Many victims are not only not kept updated
but do not hear anything further at all after
initial contact with police. When asked what
happened after the police became aware of
the incident, one third (35%) of 'Victim Voice'
respondents said they did not near anything
further.” These account for most of the victims
in the survey who said they had not been kept
updated about their case (58%), while adittle
aver a quarter (29%) were not kept updated
while the case was ongoing but were told of the
outcome.®

® |nsome cases victims are explicitly told that
they will be kept updated and then find that
they are not. This is shown by the responses in
the 2008-09 BCS of victims who said they felt

Cisop

Not ypdated

Don't know

WAVES and Victin Voice resporidents (%)

o= -Updated
- frequently

“{weekly fo less

“than‘monthly):

; Whether kept updated-about

s

Figure 1 Comparison between WAVES and 'Victim
Voice’ findings on whether victims are kept updated
on their case

Unweighted bases: WAVES - 19,032; “Victim Voice” - 667
they should have been kept better informed by
police, with the particular type of infermation
they wanted. Mast (55%) said they had wanted
general information on progress of the case and
outcome, but some (7%) specifically said they
wanted to know why they had not received the
amount of information promised or expected.?

® Although these who get no further contact at
all are worst off, there are also those who are
updated, but inadequately, so that they are
left wondering what is going on for extended

#The Victim Voice survey was conducted in June 2011 by Morl using their amnibus survey. A total of 5,396 interviews were carried out
with adults (15+) face to face in home across England and Wales between 3-23 June 2011. Of these 1,134 respondents (21%) identified
themselves as having been a victim of crime within the previous two years at an initial filter question, and proceeded to complete the
questionnaire. Quotas were set to ensure that a representative sample of the popuiation was obtained, -and final data was also weighted by
age, gender, ethnicity, social class, working status and Government Office Region to reflect the population profile,

*Unweighted base: 667

8 For & % of responses the case was ongoing.

*Unweighted base: 1,586
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periods. Both WAVES and our own Victim
Voice' survey suggest that around 20% of victims
are updated less frequently than monthly (and
therefore fall outside of the Victim's Code
commitment). Having large gaps between
updates leaves plenty of scope for victims to
begin feeling neglected and anxious.

The Victim Voice' findings are supported by

the main source of evidence on crime and
victimisation in the UK, the British Crime Survey
(BCS)» . As Figure 2 shows, the 2008-09 British
Crime Survey found that in around half of incidents
victims felt they had not been kept well informed
by police (45%}, of which 31% said they were ‘not
at all well' informed). Again this contrasts with the
one fifth (20%) of victims found by WAVES to be
dissatisfied with the amount of contact they had
about progress in their case.

BCS evidence also supports the indications from
Victim Support research of a clear link in many
victims' minds between lack of information and
lack of action or effort to deal with their case.
Comparing victims' responses to the British Crime
Survey questions on efforts by police in dealing
with their incident and how well they were kept
updated about the investigation bears this out:

8 [n 81% of incidents where the victim considered
the police had put enough effort into dealing
with the matter they also said they had been
kept well updated.

® |n 88% of incidents where the victim considered
the police had not put encugh effort inte
dealing with the matter, they also sald they had
not been kept well updated.'

Figure 2 How well victims feel police keep them
informed of progress in their case

Unweighted base: 3,772

Source: British Crime Survey, 2008-09

Note: Responses for incidents to which this question did not
apply (eg because no investigation was going on) have been
removed for the purposes of clarity

"*We use 2008-09 BCS data in this report for responsés to quesﬁohs which were not asked in the 2009-10 survey )

TWAVES finding is based on 19,032 victim respondents
2 BCS 2008-09, unweighted base: 3,693
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Chapter 2: Why it matters

There is little doubt about the overall importance
that being kept informed has for people’s leve! of
satisfaction with all public services. Research has
shown that information is one of the top three
drivers of satisfaction for public service users.” The
evidence presented in this report shows that being
kept informed about their case is something most
victims want and which matters to such an extent
that it can have a considerable bearing on their
wider satisfaction, confidence and engagement
with the police and wider criminal justice system.

Winners and losers

The above analysis very clearly shows that many
victims are either completely or partially left in the
dark about what is happening in their case, It also
strongly suggests that, as a victim of crime,the key
factor which determines the likelihcod of being
kept updated is whether their case is one of the
relatively few which results in the perpetrator(s)
being charged and/or taken to court. This is
confirmed by examining 'Victim Voice' and BCS
findings on being kept informed by outcome, as
shown in Figure 3:

& As Figure 3 shows, victims of incidents in which
no offender was charged are more than twice
as likely to say they were not kept well updated
about their case as victims of incidents in which
an offender was charged (52% compared to
17%), and particularly likely to say they were not
at all well kept updated (36% compared to 8%).

& This is consistent with the finding of the Victim
Voice' survey that victims whose case went to
court were far more likely to have been -’kept
regularly updated than those whose case did
not reach court

& 48% of Victim Voice respondents whose case
did not go to court were not kept informed,
compared to 15% whose case did go to
court."

3 Cabinet Office, The Office of Public Services Reform (2004), The Drivers of Satisfaction with Public Services

" Unweighted base: 667

How well kgpt‘up':d;i‘:_édjal:‘lou“t S
progress of investigation (%)

G . —
(=TI = IR = S
1 - 1= 1

)
‘O .
1

0 ‘Char'gre orcaution | Né“c.hf;rge-b‘r.‘tcaut.i.c.)n
How"wreil kept ihqur-med_ of‘progfes;:i:y-'police
b e e !._..‘T\:J:ot._ai‘::ajll'f_well'l%ept.-pspdatgdf
| ' :;g N'dt-\;'ery-WEII‘kept u_[.édated'.
E Kept updated fairly well

- Kept updated very well

Figure 3 How well victims are kept informed by
whether police charged someone for the offence

Unweighted base: 2,991

Source: British Crime Survey, 2008-09

Note: Responses for incidents to which this question did not
apply (eg because no investigation was going on) have been
removed for the purposes cf clarity

There is no clear evidence on exactly why this is the
case but there are some likely reasons:

® Having a charge in a case is an indication of an
active investigation, The link between being kept
informed and whether a perpetrator Is charged
may be because police are more likely to keep
victims informed in active investigations - where
there are positive developments to update
victims on - than in less active ones.

@ The link between the case going to trial and the
victim being kept informed is likely to be at least
partly because police have an interest in keeping
victims informed in cases which look as if they
might result in a trial because they may well rely
on them for testimony.
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® |{ seems safe to assume that victims are more
likely to have good contact from palice if a
dedicated victim/police liaison is assignéd to
the case, as happens with certain very serious
crimes, such as homicide and rape {in the
form of a family liaison officer (FLO) or sexual
offence liaison officer (SOLO}. If a member
of CID is assigned to a victim’s case, the CID
officer will also have more time to devote to the
investigation. CID work more regular hours than
uniformed police officers, who work on more
complex shift patterns.

® |n cases of lower-level crime which are assigned
only to uniformed police officers, Irregular
hours, combined with the various other
competing demands of the job, may make it
difficult for officers to keep victims updated, We
know that this is an issue for victims because
they often tell us that they have had real
difficulty contacting the investigating officer on
their case. #

It is unlikely however, that logistical reasons tefl
the whole story. It also appears that some officers
are simply not sufficiently aware that they have

a responsibility to keep victims informed. A joint
report from the criminal justice inspectorates in
2009, reviewing victim and witness experiences
in the criminal justice system, found that levels

of awareness of the Victims’ Code among the
police were very patchy both across and within
police forces. Within forces, there appeared to be
considerable differences in levels of awareness
between different roles. Staff trained to deal

with specialist cases such as domestic or sexual
violence, child abuse and hate crime consistently
exhibited the most thorough understanding of
their obligations to victims under the Victims'
Code. Non-specialist personnel (inciuding regular
police officers), demonstrated sore awareness of
the Victims' Code, but were unsure about precise

details such as the time in which victims have to be
notified and informed."

What is clear, however, is that the police attitude
has little to do with the needs of the victim. It

may be, as victims often suspect, that lack of
communication reflects lack of action, le there is
no or little active investigation and therefore police
do not contact the victim because there is no event
to report and they do not want to reveal the lack
of progress. However, as this report shows, the
majority of victims want to be kept informed and
they want to be kept informed regularly - and this
is just as true if there is no progress as when there
are big events in their case.

We recognise that it is right to pricritise and deliver
an ennanced service to victims of very serious
crime, but seriousness of the offence from a
victim's perspective may not be the same as from
an official perspective. Our Victim Voice' survey
found that victims who said that they were badly
affected by the crime committed against them
were just as likely to be left in the dark as those
victims whao said they were not much affected

at all. Similarly, it also found that victims who felt
their crime was "serious” reported that they were
not much more likely to be kept informed by the
palice as those who thought their crime was not
serious.'®

Extent and nature of the support need

Of course some victims do not feel the need to be
kept informed and/or are not much affecied by
not being kept well informed. As we might expect,
these appear, most often, to be viciims of less
serious crime. However, it is also true that, even
within that group, they are a minority. Evidence
strongly suggests that most victims want to be
told about what Is happening in their case. The
British Crime Survey shows that the vast majority

*Criminal Justice Joint Inspection (C))I) (2009), Report of 2 joint Thematic Review of Victim and Witness experience in the Criminal

Justice Systern, HMCPSI, HMIC, HMICA; Her Majesty’s Crown Prosecution Service Inspectarate (HMPSI), Her Majesty's Inspectorate of
Constabulary {(HMIC), Her Majesty’s Inspectorate of Court Administration (HMICA}

1842% of victims who rated the incident as serious were not kept informed about it, compared to 48% who did not rate it as serious; 45% of
those affected by the incident a fair amount or great deal were not kept informed - the same proportion as those whoe said they were not or

not much affected, Unweighted base: 667

i the 2008-09 BCS, victims said they wanted to be kept informad about progress in their case, when asked, in 95% of incidents.

Unweighted base: 805 incidents



of victims asked by police if they want to be kept
updated about their case say 'yes'"

Why victims want to be kept informed about their
case depends on the individual, but for the most
part, it stems from a natural, powerful wish-to know
the situation rather than be left in uncertainty and
doubt. Strongly linked to this is a wish to feel that,
once it is known to the police, their experience of
victimisation (whether troublesome or traumatic} is
being taken seriously. As the Audit Commission has
stated, "a lack of contact is often perceived as a lack
of action.® The police may be doing all they can in
their investigation but if they do not communicaie
this to the victim, the victim will naturally begin

to feel forgotten and suspect their case is being
neglected, As the two case studies in this report
illustrate, this can cause a destabilising uncertainty
and sense of isolation which exacerbates the
distress caused by the incident itself.

Ini certain instances lack of information from police
may also cause victims to fear for their personal
safety, A 2009 research study on victims' needs
produced by the Greater Manchester Agaifst
Crime partnership (GMAC) with input from Victim
Support in Greater Manchester, found that victims
of offences which took place at their home tended

8 Audit Commission (2003), Victims and Witnesses - providing better support, p35
P 3 pport, p

to express a particular need for updates on their
case, The research concluded that this was often
motivated by fear of reprisal from the offender for
reporting the crime because the offender knew
where they lived.” This is something which has also
emerged in other research we have done:

“when they're [the police] speaking to someone you
know then they need to get back to you as soon as
possible to make sure that you're alright, because it
is quite frightening, [l was] 50 yards from this guy
[when the police spoke to him] and you don’t know
what somebody is capable of”

“They [the police] let me know when he was
released and when he was arrested. That sort

of thing was very reassuring for me because
unfortunately he lived in the same block as me,
and | knew then when it was safer and ok for me
to go out”

It is therefore particularly important for these types
of victims to be given warning of developments
by police so they can have peace of mind if the
perpetrator is not around, or take precautions if
they are,

' The study is based on research captusing all neads expressed by victims referred to Victim Support operations across Greater Manchester
over a six month period. The 'personal safety fear’ group were linked by being victims of wounding, burglary, theft or damage at the home
address and having delayad reporting the crime for two weeks or more after the incident (again, probably because they were unsure whether

to report because of fear over possible reprisals) .

12
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e _Patrlck sstory

. Patnck was the victim of an unprovoked attack
from a former colleague which left himwith a-
broken wrist. After berng encouraged by staff at

'~ the hostel where he lives, Patrick’ reported the

“incident to pohce made a statement and Iater

colléagues that Patrlck found out that the.

f‘f,'.perpetrator had been visited by pollce and -
" taken in for questioning, Patrick was eventually'

. .contacted to be informed that the case had

- been put to the Crown Prosecution Setvice -

- (CPS). After a fu rther several weeks. Walt w:th

b : ,'therefore dror)ped

N -Now three years after the 1ncrdent Patrrck

Z_:—'Havmg already been in a vulnerable 5|tuat|on
“the experience: has had & major Iong term o
. detrrrnental |mpact on- h|s ltfe '

- ho contact Patnck Was co'- tacted agarn tobe -

~of commiunication from-police: He sees the

lack of information ds symptornatic of them -
not taklng it seriously - something which he -

 suspects may-have been related to his mental

_ ' health problems ' ' '

S was called to the police s statlon where he was T :

s “The whole thing reaIIy set me back 'm-
. now:on.anti- depressants andliseea’ : Exe L
. psychotheraplst R S

E still-feels hurt and disappoirited-at the_llack -

Link to satisfaction, confidence and
engagement

According to the ‘procedural justice’ model
developed by criminal justice academics, “fair,
decent and appropriate treatment - and not results
- is key in securing public support for the police”
This has recently been supported by a new British
Crime Survey analysis we commissioned which
shows that victims who have contact with Victim
Support - and therefore get more or better 'victim
care' - tend to think that the police are doing a
better job and have greater confidence in the
criminal justice system than victims who do not
have contact with Victim Support.?’ As we show
overleaf, our new data reveals that how much

victims and witnesses were kept informed affects
key measures of satisfaction, confidence and
engagement.

The "Victim Voice' survey asked victims who had
received support, whether it had any influence
(positive or negative) on their confidence in the
criminal justice system and attitude towards
engaging in the criminal justice system in each
of four ways: reporting an incident in which they
were a victim of crime to police; coming forward
to police as a witness to a crime; helping with
community safety initlatives, and; participating in
restorative justice.

2 Bradford, B. ‘The quality of police contact: proceduraljustlce concerns among victims of crime in London’, London School of Economics

3 Victims who had contact with Victim Support are 36% more likely to say that the police are doing a good or excellent job than those who
havenot had contact with Victim Support, and 30% more likely to say thal they are confident in the CJS than those whe have not had contact
with Victim Support, See Victim Support (2017, Summing Up ~ A Strategic Audit of the Criminal Justice System
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Around a third (37%) of victims who received
information or support from police said that it had
made them more confident in the criminal justice
system, compared to a quarter (25%) who said they
were less confident in the system and a third who
said it had made no difference (36%). As Figure 4
shows, responses were strongly linked to how good
a service victims had received from police. Most
(63%) victims who felt their support needs had
been very well met by police said that receiving
this support had improved their confidenceg, in

the criminal justice system. Meanwhile, the effect
of lack of support from police was to lessen
confidence in the criminal justice system (although
this finding should be treated with caution).”?

100

0.
1

40

2ok

Effect of support on confidence in CJS (%)

Very well Fairlywell  Not wel
‘Howwell kept informed-of progr’ess‘b'y._ police

B o difference

i ,_'Lgés-cbhﬁden;e._iﬁ:¢JS: "i S

ERELE

" BB Moreconfidencein S - GG L
Figure 4 Effect of having support needs met by police
on confidence in CJS

Source: Victim Support Victim Voice' survey
Unweighted base: 72

Victims themselves often tell us that their
experience of the police affects how likely they are
to engage with them in future:

“I didn’t know what was going on... You felt that
they [the police] saw it [the case] as a bit of paper
- ‘oh that’s not important; we'll put that to one
side’. That's how [ felt... If anything else happened,
I would not call the pofice again.” (Victim Support
research participant, 2010}

Our Victim Voice' survey sought to test how
common and how wide (in terms of its effect on
different forms of engagement) this effect is. As
with the findings on confidence, it indicates a
strong link between getting information from the
police and likelihced of engaging and participating
in the criminal justice system. Figure 5 shows the
effect of receiving support from police on victims’
engagement with the criminal justice system.

It shows a strong positive association between
receiving support and being more likely to report
a crime (43% more likely if received information
support), coming forward as a witness (33% more

100

(%)

ecéiving suppo
<

8O

Iimpact of F

Report-  Come . . Helpwith : Participate
" “Tandincident | forward .. comimunity - . iRR)
R : -+ safety - '

.. 2 How wel_i'ke'pt'infofmé& of prqgress by'p_'ol'i_ce
o vorelikely
5 Less kely

%—_ﬁﬁf No difference

Figure 5 Effect of receiving information support from
pelice on future engagement with CJS

Source: Victim Support Victim Voice' survey
Urweighted base: 105

2 hase sizes are low among those who felt the police met their needs not very' or ‘not at all' well, and so these resuils should be treated as

indicative only

B nformation support does not necessarily only cover updates on cases but is Hikely to mostly refer to this when, as here, it is information
received from police. A minority of victims received other support from police as well as infermation - in these cases the affect on

engagement is based on all support received not only infermation.
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likely), helping with community safety initiatives
(30% more likely) and participating in restorative
justice (31% more likely).

As with confidence, the more the support had met
their needs, the more likely it was to have had a
positive effect on engagement.

These findings are given further weight by British
Crime Survey indications on the relationship
between being kept well informed about cases and
satisfaction or confidence in the police. Figure 6
shows BCS 2008-09 findings on victims' satisfaction
with police handling of each incident in which
they had been a victim in the previous 12 months,
split according to how well they felt the police hac
kept them informed. For incidents in which victims
felt they were not well informed, satisfaction with
police handling of the case overall is low; where
victims felt they were kept well informed, it is far
higher - in fact up to 96% in incidents where the
victim was kept very well informed, compared to
only 21% satisfaction amongst victims who were
not kept at all well informed.

A similar pattern (although less pronounced)

is evident in relation to confidence in the local
police, Victims who were not kept very or at all well
informed were at least twice as likely to say they
were not confident in police in the local area.”

These findings should be treated with a sense of
perspective, Whether victims were kept informed
is only one factor in a complex range of factors
governing attitude towards police and likelihcod
of engaging with the criminal justice system. The
large proportions of people who said receiving
support made no difference to their confidence or
engagement shows that providing support is not
a key factor for all. British Crime Survey findings
on reasons for not reporting crime do not suggest
that previous bad experience of the police or
other criminal justice agencies is a main factor in
decisions on whether to report crime.

Nevertheless, taken as a whole, this evidence
shows that whether victims are kept infoermed or
not really does matter, and that leaving victims in
the dark can have a range of potential damaging
consequences,
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deits reported to the palice (%)
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~fairly well  not very well not at alt well

e very well -

S X :':.-H_bw'wéll_kép_t irif(_)l"l:ned ?f,pi'ogreséf_inu‘rest'igation :
g Dissatisfied with-police handling of case
) M “Satisfied with police handling of case

Figure 6 Effect of how well kept informed on
satisfaction with overall handling of case

Unweighted base: 3,740
Source: British Crime Survey, 2008-09

u This_Bffanalysis does not confirm a causal link between being kept informed and attitude towards porlric‘é handlmgof case 6F5E}_i'c'émfh the
local area, but doe show a strong, consistent pattem which strongly suggests that extent of contact and infermation has a significant bearing

on victims' satisfaction with and confidence in the police,
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Chapter 3: What victims want

Any attempts to address this issue have to be based
on a clear, consistent understanding of what exactly
is needed. If victims' needs are to be properly met
then the information not only has to be there, but
has o be there in the right type and form.

Evidence on what users want from public services
may give us some useful guiding principles for this.
The previously mentioned Mori/Cabinet Office
research identified some useful measures for
effective public sector information provision, which
can be summarised as:

® how easy it is to understand

® whether it covers everything the service user
needs to know

® whether it is accurate

#® which methods of contact are used.®

Our own contact and research with victims
suggests that in relation to keeping victims
informed about their case, there are some general
rules of good practice.

Understandable

The criminal justice system is outside of most
people’s direct experience and some of its workings
are not always well understood. This is true among
victims as well as the general public. Information
about criminal justice procedures therefore needs
to be communicated in clear, plain language.
When it is not explained properly, information
about the investigation may only act to confuse:

“I found that whole system to start with was very,
very confusing... | didn’t know what the system was
because I'd never been involved in it before... some
of the charges seem quite obscure and you need
to know [what they mean], for your own peace of
mind, it needs to be explained more to you.” {Victim
Support research participant, 2010)

When the process and terms are properly
explained, it can be really valued by victims and

can also help to manage their expectations. This
should be something that happens at first contact
as well as in further communication:

“Each step was explained to me, why they were
doing that, you know what the next step was.
Everything was explained very well, from start to
finish, when | was giving my statement. So, that
was good.” (Victim Support research participant, 2010}

Comprehensive

It is important to tell victims about big
developments in their case (eg the arrest of a
suspect) and the eventual outcome, including if
the case has been dropped. However, as noted
previously, victims also greatly value contact aside
from this. Regular contact, even if it is to report that
there have been no developments, is often just

as important to victims as being told about major
developments:

“I only ask for a courtesy call, even if this is to say
there is no update.” {Victim Support research participant,
2010)

For incidents in which the perpetrator knows
where the victim lives or knows the victim fives
nearby, there is a slightly different need. Here itis
important that the victim is given as much warning
as possible of upcoming developments (eg the
police going to interview the perpetrator, the
perpetrator being released on bail etc).

Accurate

The importance of providing victims with correct
information should be a given. However, in this
context accuracy is also about how specific it is.
Sometimes victims can be given generic updates
which are of {ittle value and, worse, can cause
the victim to feel that they are being treated
dismissively:

“They used words like we're progressing and we are
looking at all avenues. It was afl very vague and...
non-committal and nothing was answered and

25 See Cabinet Office, The Office of Public Services Reform {2004), The Drivers of Satisfaction with Public Services
y
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effectively. It carried on like that until they closed
the case and by the end of the case [ stopped

g
answering their calls, | let them leave voicemails
for me because it was so frustrating to hear them
go through the motions really. They were simply
saying their usual spiel and expecting me to nod
and go oh, thank you very much and | reafly - it
was upsetting to feel as though you were just
getting passed through the system and nothing
really was going to be done.” (victim Support research
respondent, 2010}

Victims do not want or expect great detail but they
do want information which they feel tells them
specifically about their case.

Method of contact

Currently victims are generally kept informed about
their case through a combination of face-to-face,
telephone and written contact. Which method

of contact is appropriate will depend on thig
individual victim and the nature of the information.
However, it is clear from speaking to victims that
personal contact is highly valued - particularly
face-to-face. BCS analysis indicates that the overall
satisfaction of victims with the police handling of
their case is substantially higher when they have
had face-to-face contact.?® While face-to-face is
preferable, all personal contact (whether in person
or over the telephone) carries the advantage

of allowing victims to ask questions and have a
dialogue;

“I would prefer information by telephone, If an
officer calls you it's more personal and you've got
the chance to ask him questions.” (Victim Support
research respondent, 2010)

This may contribute to the view of some victims
that information is generally easier to unde&tand
if delivered through personal contact. There is
also a place for contact by letter, in part because
letters provide a tangible, official record of key
developments. However, letters can also be seen

2 Audit Commission (2003), Victims and Witnesses - providing better support

as Impersonal and, in some cases, inappropriate
and even insulting. For example, one person
helped by Victim Support who had been a victim
of a brutal mugging in which he was seriously hurt
was upset when he received a seemingly generic
standard letter (and ncthing further) telling him
that the police investigation had been closed,

He would have preferred it if the letter had been
accompanied by a phone call or visit. There may
be a variety of other reasons why written contact
is inappropriate (for example If the victim does not
have good English, has a low literacy level or has a
visual impairment).

Of course there are also logistical considerations
to be taken into account over which method

of contact to use. Face-to-face contact is time
consdming and telephone contact can also be
oroblematic and inefficient because police officers
may call several times and not get through or may
not be on duty when the victim is available to
speak (particularly if the officer is on a certain shift
palttern).

The internet offers a potential way to ease these
logistical difficuities without weakening victim
care. The TrackMyCrime' online account system
developed by Avon and Somerset police is profiled
on page 17. Online accounts should not (and

are not intended to) replace personal contact

and not all victims will want to, or be able to, use
them. However, victims do appear to be generally
receplive. When we sought the reaction of victims
to the idea of online accounts, the response was
largely enthusiastic?:

“I think that [having an online account] would be
excellent [because] without having to chase people
up, | could actually see what was happening for
myself and read it, you know, in my own time and
take it in.” (Victim Support research participant, 2010)

“it would be good..being able to log on and see the

progress of your case - that would be reassuiring.”
{Victim Suppert research participant, 2070)

7 albeit not everyone said they would use them and some reservations were expressed over security of information
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Victim Support is the national charity

giving free and confidential help to victims

of crime, withesses, thelr family, friends and
anyone else affectad across England and .
Wales. We also speak out as a-national voice .
for victims and witnesses rmd campmgn fL :
change. :

We are not a government agency or part of
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THE CODE OF PRACTICE

1. Introduction

11 This Code of Practice governs the services to be provided in England and Wales by the
organisations listed in section 2 below to victims of criminal conduct which occurred in England and
Wales. It is issued by the Home Secretary under section 32 of the Domestic Violence, Crime and
Victims Act 2004,

1.2 This introduction does not form part of the Code of Practice and does not place any
obligations on service providers,

1.3 Where a person fails to comply with this Code, that does not, of itself, make him or her liable
to any legal proceedings. The Code is, however, admissible In evidence in both criminal and civil

proceedings and the court may take failure to comply with the Code into account in determining a
question in any such proceedings.

i

1.4 Breaches of this Code should be referred initially to the service provider(s) concerned, The
complaints procedures of the organisations with obligations to provide services are included in the
final section of this Code (section 16). If the complainant remains dissatisfied, the complaint car be
investigated and reported on by the Parliamentary Ombudsman under the Parliamenzary
Commissioner Act 1967, as amended by Schedule 7 to the Domestic Violence, Crime and Victims
Act 2004,

1.5 This Code represents a minimum level of service in England and Wales. In some parts of
England and Wales, organisations, including organisations not mentioned in this Code, will be
providing additional services in accordance with priorities agreed by Local Criminal Justice Boards
(or equivalent groups). These additional services are not covered by this Code.

Support

16 All victims, including relatives of victims who have died as a result of relevant criminal conduct,

should have access to a range of support services in their area. While no organisation has an
obligation under this Code to ensure appropriate support services are available for every victim, the
Government aims 1o ensure that every victim has access to appropriate support services in their
local area. Such support needs to be timely and of sufficient quality to meet the individuai needs of
every victim, including victims who require spemalist support, For example, victims who are called to
give evidence at criminal proceedings as witnesses in respect of relevant criminal conduct should
expect to receive pre-trial court familiarisation visits befare the court hearing if so desired and,
where the court makes a special measures direction under secticn 13 of the Youth Justice and
Criminal Evidence Act 1999, thé'victim being called to give evidence sholld expect to receive an
enhanced level of support.

1.7 Al victims are entitled under this Code to receive information about local support servicas in
their area. As at paragraph 5.3, the police must ensure victims are provided with information about
local support services and contact details for those services. With some exceptions outlined in the
Code at paragraphs 5.5 and 5.6, the police must also ensure the victim's contact detalls are referred
to the appropriate Local Victim Support Group.
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2. Organisations required to provide services
under the Code

21 This Code requires the following organisations te provide 'services to victims:
e The Criminal Cases Review Commission
¢ The Criminal Injuries Compensation,&hthority
o The Criminal Injuries Compensation Appeais Panel
e The Crown Prosecution Service
¢ Her Majesty's Courts Service
s The joint police/Crown Prosecution Service Witness Care Units

o All police forces for police areas in England and Wales, the British Transport Police and the
Ministry of Defence Police

¢ The Parole Board
¢ The Prison Service
e The Probation Service

o Youth Offending Teams

3. Persons entitled to receive services under the Code

3.1 This Code requires services to be given.te any person who has made an allegation to the
palice, or had an allegation made on his or her behalf, that they have been directly subjected tc
criminal conduct under the National Crime Recording Standard (NCRS). In the Code this will be
referred to as ‘eriminal conduct’. This will include, for example, cases where the person has alleged
that they have been subjected to racial insuits or homophobic insults,

3.2 The person who has made the aflegation {or on whose behalf the allegation has been made)
must be the direct victim of the criminal conduct, This Code does not require services to be
provided to third parties or indirect victims such as witnesses of violent crime,

3.3  Where a person has died, or become incapacitated to such an extent that they are unable to
communicate as a result of criminal conduct, It is not necessary that an allegation has been made to a
police officer, It is sufficient that a criminal investigation into the conduct causing the death or
incapacitation has started.

3.4 Where a person has died as a result of criminal conduct, or is unable to receive services as a
result of a disability, the victim's family spokesperson is entitled to receive services under this Code.
A family spokesperson should be neminated by the close relatives of the person who has died. If the
close relatives cannot nominate a family spokesperson, the Senior Investigating Officer (SIO} working
on the criminal investigation must nominate a family spokesperson. If the person who has died has no
identified close relatives, the SIO may nominate someone who appears suitable to recsive assistance
under the Code in respect of the death, s

2

35 Where a person entitled to receive services under this Code Is under the age of 17, then that
person’s parent or guardian is entitled to receive services under this Code as welf as the young
person. The parent or guardian is not, however, entitled to receive services under this Code if he or
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she is under investigation, or has been charged, in respect of the criminal conduct of which the young
person is a victim or, in the reasonable opinion of the organisation providing the relevant services,
does not represent the best interests of the young person.

36 If the family spokespersan is an incependent arbiter there wili be no requirement for the
police to provide family liaison support to that person. The nomination of an independent arbiter
does not remove the necessity for a family liaisen officer to be appeinted to family members as
deemed appropriate by the SIO and subject to thé family wanting Family Liaison Officer support.
Decisions made by the service provider in relaticn to contact with the family and independent
arbiter should be recorded. i

ST
3.7 Businesses are entitled tc receive services under the Cace, However, in order for them to do
so, a named contact must be provided tc the service provider. This person will be the contact for all
comrmunications between the service providers and the business.

38  Avictim of crime as defined under the Code may opt out of receiving services under the
Code, or request that the obligations that they qualify for be modified, at any time. Service providers
are, however, under no ohligation to provide services beyond the minimum requirements expressed
in this Code. A victim of crime as defined under the Ccde may choose ta opt back into receiving
services at any time while the case is under active investigation or receive an update if the
investigation has been concluded. These decisions must be recorded by the service provider receiving
this information and passed onte other service providers as appropriate on a case by case basis,

Exceptions

39 This Code does not require services to be provided to a person in circumstances where the
criminal conduct is the subject of an investigation by an inspector under section 20 of the Healtn and
Safety at VWork etc. Act 1874 or prosecution by an inspector under section 39 of that Act {for
example where an incident in the workplace s the subject of an investigation by the Health and
Safety Executive),

Deciding whether a person is.entitied to services under the Code

3.10 In determining whether a person is entitled to receive services under this Code, the service
provider should only take into account the nature of the allegation of criminal conduct made by, or
on behalf of, the person to a police officer. It is immaterial that:

{a) the service provider does not believe the allegation;
{b} no person has been charged with an offence in respect of the criminal conduct;

{c) a person has been charged with a different cffence in respect of the criminal conduct (for
example a person has been charged with handling stolen goods in circumstances where
an allegation of theft was mada):

(d) no person has been convicted of an offence in respect of the criminal conduct (including
where a person has been acquitted of an offence in respect of the conduct},

317 A person is entitled to receive services under this Code only if an allegation of eriminal
conduct (i.e. a crime which would be recorded under the National Crime Recording Standard
{NCRS)} is made. This includes the additional requirements of paragraphs 3.13 and 3.14.1f a service
provider is satisfied an allegation of conduct which does not constitute & criminal cffence has been
made, the service provider is not reguired to provide services under this Code.

il
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3.2 I following an investigation it Is decided that the person is not a victim of a crime under the
NCRS then the service provider is not required to provide any further services under the Code
(subject to the additional requirements of paragraphs 3.13 and 3.74). The person must be informed
of this finding and that they will not receive further services under this Code,

3.13 Where a person has died and a police investigation has started into the cause of death, the
provisions of the Code will apply until a decision is made &s to whether criminal conduct was tha
cause of the death, If the decision is that the death was not as a result of criminal conduct then the
family must be advised of this fact and that they will no longer receive services under the Code. If
the death continues to be investigated by the police as criminal conduct then the family are entitled
to receive services under the Code. i

314 Where a person has died as a result of a road coliision and the police are investigating
whether an offence under section 3 of the Road Traffic Act 1888 has been committed, the family and
family spokesperson are entitled to receive services under the Code.

3.15 If the victim of a crime is not at the time of the criminal conduct resident in Englang and
Wales, then the basic provisions of the Code wili still apply. The process of notifying the victim will,
however, by default fall to either letter to the victim's home address, email, or text message to a
mobile telephone. If the victim is temporarily resident in England and Wales, then the full provisions
of the Code will apply unti! they leave England and Wales at which time contact will revert to letter,
e-mail or text message as above,

316 If a service provider makes an incorrect assessment as to whether or not & person is entitled
to receive services under this Code, then this can be investigated in the same way as any other
breach of this Code.

4, Vulnerable or intimidated victims

4.1 Some services uncler this Code are to be provided only to vulnerable or intimidated victims
based on the definitions given by sections 16 and 17 of the Youth‘justice ang Criminal Evidence Act
1999. For the purposes of this Code, vulnerable and intimidated victims are defined as such at the
time of the offence, rather than at the time of hearing as specified in the 1999 Act.

Yuinerable victims

4.2 For the purposes of the Code a victim of crime is eligible for an enhanced service under
the Code:

(a) If under the age of 17 at the time of the offence; or

(b} If the service provider considers that the quality of evidence given by the victim is likely to
be diminished by reascn of any circumstances falling within 4.3,

4.3 The circumstances falling within this subsection are-
{a) That the victim
(i) suffers from mental disorder within the meaning of the Mental Health Act 1983,
{i} otherwise has a significant impairment of intelligence and social functioning;

(b) that the victim has a physical disability or is suffering from a physical disorder.

i
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44  |n determining whether a victim falls within the definition in paragraph 4.3 the service provider
must consider any views expressed by the victim.

45 In this Section references to the quality of a victim's evidence are to its quality in terms of
completeness, coherence and accuracy, and for this purpose "coherence” refers to a victim'’s ability in
giving evidence to give answers which address the questions put to the victim and can be
understood both Individually and collectively.

Intimidated victims

4,6  For the purposes of the Code a victim of criminal conduct is efigible for an enhanced service
under the Code if the service provider is satisfied that the quality of evidence given by the victim is
likely to be diminished by reason of fear or distress cn the part of the victim in connection with
testifying in the proceedings.

4.7  In determining whether a, victim falls within the definition in paragraph 4.6 the service provider
must take into account, in particular-

{a} the nature and alleged circumstances of the offence to which the proceedings relate;
(b) the age of the victim;
(c} such of the foliowing matters as appear to the service provider to be relevant, namely-
(i) the social and cultural background and ethnic origing of the victim,
(i} the domestic and employment circumstances of the victim, and
(iiiy any religious bellefs or poiltical opinions of the victim;
(d) any behaviour towards the victim on the part of-
(i) the accused,
(i) members of the family or associates of the accused, or
(i} any other person wha is likely to Be an accused or a witness in the proceedings.

48  In determining whether a victim falls within the definition in paragraph 4.6, the service provider
must In addition consider any views expressed by the victim,

49  The complainant in respect of a sexual offence or demestic abuse and the relatives of those
who have died as a result of criminal conduct are eligible for an enhanced service under the Code
unless the victim has informed the service provider of the victim’s wish not te be so.

410 A victim’s vulnerability may change during the course of an investigaticn due to health,
intimidation or other reason, Service providers must give the victim the opportunity to be provided
with an enhanced service if such a change in circumstance is brought to their attention.

417 All organisations with responsibilities under the Code shoutd identify victims as vulnerable or
intimidated as defined by this Code, Once the service provider has identified a victim as vulnerable
or intimidated, that service provider must ensure that this information is passed on as necessary 1o
other organisations with responsibilities in this Code,

b '
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OBLIGATIONS OF
SERVICE PROVIDERS

5. The Police

51 Al palice forces for police areas in England and Wales, the British Transport Police and the

Ministry of Defence Police (the “police”) have the foliowing obligations.

Crime Reporting, Assessment and Victim Support

5.2 Following the report of a crime to whicty the NCRS applies (criminal conduct); if the police,
using their professional judgment, decide that there will be no investigaticn intc that crime, they will
advise the victim of that fact as soon as possible and within five working days at the latest. Once this
decision is made the only sections of the Code which will apply are 5.3 (in all cases) and 5.4 (subject
to the exceptions in 5.5 and 5.8).

5.3  The police must ensure that victims can access information about local support services and
contact details for those services as soon as possible after an allegation of criminal conduct is made
and no later than five working days after an allegation is made. The police can provide this
information by either giving the victim a copy of the current local "Victims of Crime” leaflet or by
ensuring that the victim can access the information in another format, such as via the internet. Subject
to availability from national sources, any local "Victims of Crime” leaflet given to a victim by the police
must be provided in a language or format the victim can understand.,

5.4  Subject to the exceptions in paragraphs 5.5 and 5.6 below, the pelice must clearly explain to
the victim that their detalls will be passed on tc Victim Support unless they ask the police not to. The
police must then provide the relevant focal Victim Suppert Groug with the victim's contact details no
iater than two working days after the day an allegation. of criminal:conduct is made,

55  In accordance with the victim referral agreement between the police and Victim Support, the
police shoutd not routinely pass over to a relevant local Victim Support Group the details of victims
of the following cririnal conduct: 0

(a) theft of a motor vehicle;

(b) theft from a motor vehicle;

{c) minor criminal damage; and

(d) tampering with motor vehicles.

However, aggravating factors such as repeat victimisation, victim request for contact, vulnerable
victims or victims of hate crime will ensure a referral to Victim Support.

56  The police should only pass Victim Support the details of victims of sexual offences or
domestic violence or the details of the relatives of homicide victims if the victims or relatives have
given their explicit consent.
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ldentification of vulnerable or intimidated victims

57  The police must take all reasenable steps to identify vulnerable or Intimidated victims using the
criteria given at section 4.

58  Where a vulnerable or intimidated victim may be called as a witness in criminal proceedings,
and may be eligible for assistance by way of special measure under Chapter | of Part || of the Youth
lustice and Criminal Evidence Act 1999, the police must explain to the victim the provision about
special measures in that Act and record any views the victirm expresses about applying for

special measures.

Investigation

59  If no suspect is arrested, charged, cautioned, reprimanded, given a final warning or subject to
other non court based disposal in respect of relevant criminal conduct, the police must notify the
victim on at least a monthly basis, of progress in cases being actively investigated up until the point of
closure of the Investigation.

510 Where an investigation intc a serious crime'is concluded with no person having been charged
with the offence, the police must advise the victim, or family if bereaved, of this fact and the reasons
for it. At this time, the fact that the case will be subject to periodic review must be discussed with the
victim or family representative and they must be given the cpportunity to decide whether they wish
to be advised of any review protedures which take place. This decision must be recerded by the
senior investigating officer at the time of the discussion.

517 If the victim or family representative expresses a wish to be advised of any review procedures,
the police must ensure that information about the review is passed on to the victim or family
representative within one working day of the review procedure commencing.

5.%2  The victim or family must also be given the opportunity at this stage to say whether they wish
to be advised of the reopening of the investigation due to new evidence or changes in forensic
procedures, This decision must be recorded by the senior investigating officer at the time of the
discussion, If an enquiry is reopened, the police must consider the expressed wishes of the victim or
family before making contact with them and recerd the reasons for any decision made in this respect.

Family Liaison QOfficers

513 Where a victim has died as a result of criminal conduct or suspected criminal conduct, the
police must assign a Family Liaison Officer to any relatives which the police consider appropriate and
make a record of the assignment. The pofice must alse pravide close relatives of the victim with the
packs "Aclvice for bereaved families and friends following murder or manstaughter”, or "Advice for
bereaved families and friends following death on the road”, or equivatent packs.

Arrest and Bail I

514 If a suspect is arrested on suspicion of an offence in respect of relevant criminal conduct, the
police: must notify the victim of this within one working day for vuinerable or intimidated victims and
no later than five working days for all other victims.

515 If the suspect is releasad with no further action being taken the police must notity the victim
of this event and the relevant reasons for no further action being taken within one working day for
vulnerable or intimidated victims and no later than five working days for all other victims.
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516 If the suspect is released on police bail to return to the pclice station the police must notify
vulnerable or intimidated victims of this event, reasons for bail and any relevant ball conditions within
one working day and notify other victims within five working days.

517 If police bail is altered by change of bail conditions, date of return on bail or bail is cancelled,
the pelice must notify vulnerable or intimidated.victims of these events and the reason within one
working day and notify other victims within five working days.

Decisions to bring Criminal proceedings

518 If a suspect is interviewed and/or reported for offences by a police officer in relation to
relevant criminal conduct, the police must notify the victim of this fact and the fact that a file will be
submitted for a decision on prosecution to be made or summons to be issued. This notification must
be within three working days of the suspect being interviewed and/or repcrted.\When a summons is
issued by the court the victim must be notified of this fact and the date of the first hearing within five
working days of the police being notified of the surmmons being issued,

519 It will be the duty of the pclice to notlfy victims of all declsions to bring any criminal
proceedings for a relevant offence. If a decision is made not tc prosecute the suspect, the victim must
be notified of this fact, If the decision is made by the police, the responsibility for notification lles with
the police. In this case vulnerable or intimidated victims must be notified within ane working day of
the person being charged. All other victims must be notified within five working days of the person
being charged.

520 In cases where, following a discussion between the investigating officer and a Crown Prosecutor,
a decision is taken that there is insufficient evidence to charge a suspect with a relevant criminal
offence, or a suspect is charged with an offenceit will be the responsibility of the police to notify the
victim of this fact within one working day for vulnerable or intimidated victims and within five working
days for all other victims.

Bailing of Persons to Court

521 IF a suspect is charged with an offence in relation to relevant criminal conduct and released on
police bail to appear at a court, the police must notify the victim of this event, tha date of the court
hearing and any relevant bail conditions within one working day for vulnerable or intimidated victims
and within five working days for other victims. Where the decisicn ta charge a suspect with a
relevant offence is made by the police in accordance with the Director’s Guidance on Charging, the
notification must also state that the decision is subject to review by the CPS and that if after review
the CPS takes a decision to substantially alter or drop any charge, the CPS will notify the victim,

5,22 If bail conditions are amended hy the police prior to the suspect appearing at court the police
must notify vulnerable or intimidated victims of any relevant changes to the bail conditions within one
working day and all other victims within five working days.

523 I a suspect is charged with an offence in relation to relevant criminal conduct and the police
will be applying to the court to remand the suspect in custody, the police must notify a vulnerable or
intimidated victim of this event and the date of the remand hearing within one warking day.

5.24 If a suspect in respect of relevant criminidi conduct is remanded in custody by the courtin
circumstances where the police had applied for the suspect to be remanded in custody the police
must notify a vulnerable or intimidated victim within one working day and all other victims within five
working days.
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5.25 The police must inform all victims if a suspect in respect of relevant criminal conduct Is given
bail by the court in circumstances where the police made an application to remand the suspect in
custody. At the same time, the police must also inform all victims of any conditions attached to the
bail that relate to, invelve or affect the victim, and-what the victim can do if conditions are broken,
This information must be provided by the police. within one working day for vulnerable or
intimidated victims and within five working days for all other victims,

4

Other disposal methods

526 If a suspect is cautioned (simple or conditional), reprimanded, given a final warning, issued a
penalty notice for disorder, or given any other non-court disposal method, in respect of relevant
criminal conduct, the police must notify the victim of this event no later than one working day after
the day of the event in the case of wulnerable or intimidated victims and within five working days
after the day of the avent in the case of other victims,

Youth Offending Teams

527 In cases where the perpetrator of relevant criminal conduct is under the age of eighteen, the
police must pass the victim's contact details to the Youth Offending Team (unless the victim asks the
police not to) to enable victims to have access to reparation or other restorative justice type
initiatives.

Requests from the Criminal Injuries Compensation Authority (CICA) and/or the Criminal
Injuries Compensation Appeals Panel (CICAP).

i

528 The police must respond to requests for information from the CICA or the CICAP to enable
a victim's claim for compensation to be assessed with the most accurate information available at
that time.

529 In the case of the initial request (TB1) for basic information from the CICA the police must
pass this information on within 30 days of the police recelving the request.

530 In the case of subsequent requests for information {TB2) from the CICA following the
agreement between ACPO and the CICA, the police must pass this information on within 60 days of
the police receiving the raquest,

537 In the case of requests for information from the CICAR the police should pass on this
information within 30 days of the police receiving the request.

Information about the Criminal Cases Review Commission

532 Paragraphs 5.33 to 5.35 below do not apply where the Criminal Cases Review Commission
has decided to contact the victim directly under section 15 of this Code below,

533 I a conviction or sentence in respect of relevant criminal conduct is being reviewed by the
Criminat Cases Review Commission and, taking alkithe circumstances of the case into account, it s
likely that the review will come to the victim's attention, the police must notify the victim no later
than ten working days after the day the police receive notification of the review,

534 I the Criminal Cases Review Commission decides not to refer a conviction or sentence in
respect of relevant criminal conduct to the Court of Appeal or the Crown Court, and the victim has
been informed of the review under paragraph 5.33 above, the police must notify the victim no later
than two working days after the day the police receive notification of the decision,
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5.35 If the Criminal Cases Review Commission decides to refer a conviction or sentence in respect
of relevant criminal conduct to the Court of Appeal or the Crown Court, the police must notify the
victim no later than ten working days after the day the police receive notification of the decision,

6. Joint Police/Crown Prosecution Service (CPS)
Witness Care Units

6.1  The joint police/CPS Witness Care Units have the-following obligaticns.

oo
8.2  The joint police/CPS Witness Care Units must conduct a full needs assessment with all victims
where a ‘not guilty’ plea is entered,

6.3  The joint police/CPS Witness Care Units must notify victims of any requirement of them to
give live evidence, and any subsequent amendment to this requirement, within one working day of
receiving the notification from the CPS,

6.4 The joint police/CPS Witness Care Units must notify victims of the date of all criminal court
hearings, including any set down for consideration of an amendment to the sentence originally
passad, and any subsequent amendments to that date, within one working day of receiving the date
fraom the court.

6.5  The joint policefCPS Witness Care Units must grovide victims who are 1o be called as
witnesses in criminal proceedings in respect of relevant criminal conduct with a copy of the "Witness
in Court" leaflet, or current equivalent national information leaflet.

6.6  Where victims under the age of seventeen are to be called as witnesses in criminal
proceedings in respect of relevant criminal conduct which involves sex, violence, or cruelty, the joint
police/CPS Witness Care Unit must ensure that the victims and their parents or guardians are
provided with the relevant “Young Witness” information pack (or equivalent),

6.7  Where a criminal trial is held in respect of relevant criminal conduct, the joint police/CPS
Witness Care Units must notify any vulnerable or intimidated victim of the outcome of all pre-trial
hearings (including applications for special measures directions under section 18 of the Youth Justice
and Criminal Evidence Act 1999) and the verdicts of the trial, including the sentence if the suspect is
convicted, no later than one working day after the day of receipt of thase decisions from the court,
and must notify other victims of the sentence {or any not guilty verdict) no later than one working
day after the day of receipt of the sentence or not guilty verdict from the court.

6,8  The joint police/CPS Witness Care Units must explain to victims the meaning and effect of the
sentence given to the offender in their case, and respond to any questions the victim may have. If the
Jjoint police/CPS Witness Care Unit is nct able to answer the questions asked by the victim, they
should refer the victim to the CPS.

69 If there is a significant amendment to the sentence originally passed the joint police/CPS
Witness Care Units must notify the victim of this amendment within one working day of receipt of
the information from the court,

Warrants

6.10 If a warrant is issued for the arrest of a defendant in relation to relevant criminal conduct
following his or her failure to attend court on the appointed day, the police or the joint police/CPS
Witness Care Unit must notify the victim of thi\ggfact within one working day of the receipt of the
information from court in the case of vulnarable or intimidated victims and no later than four
working days of receipt of the information for all other victims,
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6.11 Following the arrest of a defendant on a warrant issued oy a court for failure to appear in
relation to relevant criminal conduct, the police or joint police/ CPS Witness Care Units must notify
the victim of the arrest, next court date and result of the appearance, if known, within one working
day of receipt of this information from the court in the case of vulnerable or intimidated victims and
no later than four working days from receipt of the information for ather victims,

Appeals from Magistrates’ to Crown Court

6.12 If a person who has been convictad of an offence at the Magistrates' Court in respect of
relevant criminal conduct appeals against their conyviction or sentence to the Crown Court, the joint
police/CPS Witness Care Units must inform all victims of the appeal no later than one working day
after the joint police/CPS Witness Care Units are notified by the courts that an appeal notice has
been lodged, When giving this information, the joint police/CPS Witness Care Units must make all
victims aware of the Witness Séfvice and expiain that they will refer their details to the Witness
Service unless they ask the police not to do so.

Appeals from Crown Court to the Court of Appeal

6.13 If a person who has been convicted of an offence at the Crown Court in respect of relevant
criminal conduct appeals against their conviction or sentence te the Court of Appeal, the joint
police/CPS Witness Care Units must inform any vulnerable or intimidated victim and the Probation
Service victim contact team of the appeal no later than one working day after the joint police/CPS
Witness Care Units are notified by the Appeal Court that leave to appeal has been granted and a
hearing in a designated format will cccur, and must inform any other victim no later than five working
days after that day. When giving this information, the joint police/CPS Witness Care Units must make
both vulnerable or intimidated victims and other victims aware of the Witness Service and explain
that they will refer their details to the Witness Service unless they ask the pofice not to do so.

6.14  The joint police/CPS Witness Care Units must inform any vulnerable or intimidated victim and
the Probation Service victim contact teamn of the result of an appeat in respect of relevant criminal
conduct no later than one waorking day after the day the joint police/CPS Witness Care Unit is
notified by the court of the rasult, and any other victim no later than four working days after that day

Information about National Probation Service Victim Contact Scheme

6.15 In cases where an offender is convicted of a sexual or violent offence as defined in section 45
of the Domestic Violence, Crime and Victims Act 2004 in respect of relevant criminal conduct and
given a sentence of imprisonment or detention of twelve months or more, or hospital order with
restriction order, the joint police/CPS Witness Care Units must provide the victim with a copy of the
*Nationai Probation Service Victim Contact Scheme” leaflet or equivalent updated leaflet. The joint
police/CPS Witness Care Unit must refer the victim's details to the Prabation Service no later than
ten working days after the expiry of the pericd in which victims may opt out of the National
Probation Service Victim Contact Scheme, Both of these actions must be comgpleted no latar than a
total of twenty working days after the day the joint pelice/CPS Witness Care Unit is natified of the
sentence by the court,
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7. The Crown Prosecution Service
7.1 The Crown Prosecution Service (CPS) has the following obligations.

7.2 Itis the duty of the CPS to ensure that victims are informed of charging decisicns taken by the
CPS. In cases where, following discussions between an investigating officer and a Crown Prosecutor,
the decision is taken that thera is insufficient evidence to bring any proceedings for a relevant criminal
offence it will be the responsibility of the police to notify the victim of this fact,

7.3 Where a Crown Prosecutor takes the decision that there is insufficient evidence to bring any
proceedings following receipt of a full evidentlal report and other than during a discussion with the
investigating officer, it will be the responsibility of the CPS to notify the victim of this fact within one
warking day for vulnerable or intimidated victims and within five working days for all other victims,

7.4 i, after an offender has been charged and following a case review, the CPS takes a decision to
substantially alter or drop any charge, the CPS must notify the victim within one working day for
vulnerable or intimidated victims and within five working days for all other victims. In all other
circumstances, the police will be respansible for notifying victims of decisions in cases.

7.5  The Prosecutor may decide in accordance with CPS guidance that it is inappropriate or
unnecessary in the particular circumstanceas to notify the victim, or that for legal reasons, no
explanation beyond setting out the tests in the Code for Crown Prosecutors can be given. In such
cases the reasons for providing no information or only limited information must be recorced,

7.6 The CPS has an additional obligation set out in paragraph 7.7 below in relaticn to cases

involving a death allegedly caused by criminal conduct, such as murder, manslaughter, dangerous
driving or careless driving, cases of child abuse, sexual offences, racially and religicusly aggravated
offences and offences with a homophabic or transphobic element,

7.7 The CPS must offer to meet the victims of the types of cases identified in 7.6 to explain a
prosecution decision in the fallowing circumstancas:

1.1.1 where the Prosecutor decides not to bring any proceedings in respect of criminal
conduct, following the provision of a full evidential report by the police to the CPS for a CPS
decision on charge (in accordance with guidance issued by the Director of Public Prosecutions,
and other than during a face-to-face consultation with an investigator);

1.1.2 where a decision is made to drop ar substantially alter charges in respect of relevant
criminal conduct;

unless the Prosecutor concludes that in all the circumstances a meeting ought not tc take place in
which case he or she must record In writing the reascn for that conclusion,

7.8  Where a victim who is to be called as a witness in criminal proceedings in respect of refevant
criminal conduct, has been identified as potentially vulnerable or intimidated, the CPS must have
systems in place to assist prosecutors in considering whether or nct to make an application to the
court for a special measures direction under Chapter | of Part |l of the Youth Justice and Criminal
Cvidence Act 1999, The outcome of that consideration must be recorded.

7.8 The CPS must ensure that, where circumstances permit, Prosecutors or, if Prosecutors are
unavailable, other representatives of the CPS introduce themselves to victims at court. When meeting
victims, Prosecutors or their representatives must answer any guestions victims may have about
court procedures and give an indication where possible of how long they will have to walt before
giving evidence,
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710 In the event of delays to criminal proceedings in respect of relevant criminal conduct, the CPS
must, wherever possible, explain the reason for the delay and, wherever possible, tell the victim how
long the wait is likely to be.

711 The CPS must pay expenses that the CFS has decided are due to the victim, in accordance
with the Crown Prosecution Service (Withesses' ete, Allowances) Regulations 1988 not later than ten
working days after the day the CPS receives a correctly completed claim form.,

7.2 The CPS must answer any questions the victim has about the sentence in their case if the
victim is referred to the CPS py the joint police/CPS Witness Care Units as at paragraph 6.8.

713 The CPS must provide the joint police/CPS Witness Care Units with copies of the List of
Witnesses Attending Court as soon as these are finalised to enable the joint police/CPS Witnass
Care Units to notify victims if they are required to give evidence.

7.14  The CPS must respond to requests for information from the Criminal Injuries Compensation
Authority or the Criminal Injuries Compensation Appeals Panel no later than 6C working days after
the day on which the CPS receive the request.

8. Her Majesty's Courts Service
81  Her Majesty’s Courts Service (the "court staff ") have the following obligations.

8.2  The court staff must notify the joint police/CPS Witness Care Units, in relation to all hearings
including any set down for the consideration of an amendment to the sentence originally passed, of
the court date(s) in respect of relevant criminal conduct, no later than one working day after the day
on which the date is set in cases which court staff have been notified involve vulnerable or
intimidated victims; and no later than three working days after the day on which the date Is set in
cases involving other victims.

83  Inorder for information about court decisions in criminal proceedings in respect of relevant
criminal conduct to be passed to victims promptly, court staff must.

(a) in relation to first hearing bail/remand applications ensure that, in cases which the court
staff have been notified involve vulnerable or intimidated victims, decisions reach the police
and the joint police/CPS Witness Care Units no later than one working day after the day
on which the decision Is made; and in ¢ases involving other victims, dacisions reach the
police and the joint police/CPS Witness Care Units no later than three working days after
the day on which the decision is made.

If this is not possible in _awbarticular case, a record must be made of why the decision was not
conveyed 1o the police and the joint police/CPS Witness Care Units within the appropriate
time-limit.

(b} in relation to all later hearings, including any resulting in a significant amendment of the
sentence originally passed, ensure that, in cases which the court staff have been notified
involve vulnerable or intimidated victims, decisions reach the joint police/CPS Witness
Care Units no later than one working day after the day on which the decision is made;
and in cases involving other victims, decisions reach the joint police/CPS Witness Care
Units no later than three working days after the day on which the decision is made.

If this is not possible in a particular case, a recerd must be made of why the decision was not
conveyed to the joint police/CPS Witness Care Units within the appropriate time-limit,
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(c) in relation to all adjournments and postponements of scheduled hearings agreed to
without a court hearing, ensure that;in cases which the court staff have been notified
involve vuinerable or intimidated victims, decisions reach the joint police/CPS Witness
Care Units no later than one working day after the day on which the decision is made;
and in cases involving other victims, decisions reach the joint potice/CPS Witness Care
Units no later than three working days after the day on which the decision is made.

If this is not possible in a particular case, a record must be made of why the decision was not
conveyed to the joint police/CPS Witness Care Units within the appropriata time-limit,

8.4  The court staff must ensure that, where possible, at criminal proceedings in respect of relevant
criminal conduct victims have, and are directed to, a separate waiting area and a seat in the
courtroom away from the defendant’s family or friends,

85  Where the court hearing criminal proceedings in respect of relevant criminal conduct makes a
special measures direction under Part |l of the Youth Justice and Criminal Evidence Act 1989, the
court staff must ensure the availabillty of those special measureas so far as 15 possible.

8.6  The court staff must ensure, as far as is reasonably within their control, that victims whe are
witnesses do not have to wait more than twe hours before giving-evidence in criminal proceedings in
respect of relevant criminal conduct in the Crown Court or Magistrates' Court.

8.7  Where victims are witnesses in criminal proceedings in respect of relevant criminal conduct,
the court staff must, if appropriate, take contact telephone numbers for the vicdms so that the
victims are able to leave the court precincts and be contacted when they are needed.

8.8  The court staff must ensure, whenever possiale, that there is an information point where all
victims in eriminal proceedings in respect of relevant criminal conduct can find out what is happening
in their case while their case is being heard in court.

89 If a person who has been convicted of an offence at the Magistrates’ Court in respect of
relevant criminal conduct gives notice of appeat against their conviction or sentence, the Magistrates’
Court staff must notify the joint police/CPS Witness Care Units within one working day of the notice
being lodged.

8,10 Staff at the Court of Appeal must notify the joint police/CPS Witness Care Units if a parsan
who has been convicted of an offence in respect of relevant criminal conduct appeals against their
conviction o their sentence no later than three working days after the Court receives the judga's

decision granting leave to appeal,

8.11 I leave to appeal is granted by any court above the Court of Appeal, the court staff at that
court must notify the joint police/CPS Witness Care Units no later than one working day after the
day on which leave to appeal is granted.

8.12 The court staff at the relevant court must notify the joint police/CPS Witness Care Units of
the result of the appeal no later than one workirg day after the day of the result,

9. Youth Offending Teams

91  Youth Offending Teams {YOTs) are required to take account of victims' needs and have the
following obligations in respect of victims of youth ¢rime referred to youth offending teams.

9.2 On receipt of a victim's details from the police, the YOT must decide if it would be appropriate
to invite the victim to become involved in a restorative justice intervention relating to relevant
criminal canduct, and record the reasons for this decision,
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93  TheYOT must keep victims' personel details securely and separate from details kept on
offenders. Information on victims should be destroyed when the restorative justice intervention in a
case is at an end, apart from infermation that wouid be relevant for future research and evaluation,

9.4  If it decides to make contact with victims, the YOT must explain its role and allow victims to
make informed choices about whether they want any Involvement and if so, the nature of that
involvernent. The involvement of victims must always be voluntary, Victims must not be asked to do
anything which Is primarily for the benefit of the offender.

95 YOTs must ensure that all staff working with victims have had appropriate training.

96 If the victim agrees to be involved, either directly or indirectly in a restorative justice
intervention in respect of relevant criminal conduct, the YOT must, if the victim reguests this, keep
the victim informed about the progress of the case and notify the victim when the intervention has
concluded.

97  TheYOT must give victims who ask for additional support before, during or after a restorative
Justice intervention in respect of relevant criminal conduct access to information about appropriate
services,

10. Probation ~ National Offender Management Service

101 Under the Domestic Viclence, Crime and Victims Act 2004, the local probaticn boards have
responsibilities in relation to the victims of offenders sentenced to 12 months or mere for a sexual
of violent offence, including mentally disorderad offenders, in certain circumstances, These
responsibilities are set out in full in the 2004 Act but are summarised below.

10.2  The Probation Service has the obligations set out below in relation to:

10.21 the victim of an offender who receives a sentence of imprisonment of 12 months or
longer after being convicted of a sexual or violent offence;

10.2.2 the victim of an offender who is convicted of a sexual or violent offence and receives a
restricted hospital order {including an order made under criminal Insanity legislation); or is
transferred to prison under the Mental Health Act 1883 with a restriction direction; or
receives a Mospital and limitation direction. (This only appliss where the crder or direction is
made or the transfer to prison is directed on or after 1 July 2005).

10.3  The Prohation Service must take all reasonable steps to establish whether a victim wishes to
make representations about what licence conditions or supervision requirements (where it is a young
offender) the offender shouid be subject to on their release from prison and/or conditions of
discharge from hospital and to forward these to those responsible for making decisions about the
prisoner’s or patient’s release,

104  The Probation Service must forward any requests for non-disclosure to those responsible for
making decisions about the prisoner's or patlents release.

\

105 The Probation Service mist pass on any mformatlon to the victim about whether the prisoner
or patient will be subject to any conditions or regulrements in the event of release or discharge and
must provide the victim with details of any which relate to contact with the victim or their family and
the date on which any restriction order, limitation direction or restriction direction Is to cease to
have effect.
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10.6 The Probation Service shall also provide the victim with any other information which It
considers appropriate in alt the circumstances of the case. Generally, victims will be given information
at key stages in an offender's sentence, for example, a move to a lower category prison or a
ternporary release from prison on licence.

11. Prisons — National Offender Management Service
11.1  Prisons and NOMS have the following obligations.

11.2  The National Offender Management Service must maintain the Prison Service telephone
helpline to ensure that victims have a number to ring if they receive unwanted contact from a
prisoner who has been convicted or remanded in custody in respect of relevant criminal conduct; or
have any concerns about the prisener’s temperary release or finaf discharge.

11.3  The Probation Service may, as a result of information received from the victim, recommend to
the Parole Board or the Secretary of State (as appropriate), that conditions relating to non-contact
or exclusion are placed on prisoners' release licences. Governors and Controllers of Contracted
Prisons must ensure that all approved conditions are inserted into release licences and that all
assaciated administrative procedures are meeting victims' needs. In addition, prisons must ensure
that this information is passed to the Probation Service so that the Propation Service can notify

the victim.

11.4  Prisons must ensure that information about victims and their famlties, or thelr views and
concerns about a prisoner's temporary ar permanent release, is stored securely. As a genera
principle information provided by the victim which is pertinent to decisions about the conditions of
a prisoner's release will be made available to that prisoner unless the victim requests that it is not
disclosed and the Governor considers that to dg so would put the victim or their family at risk of
harm or would compromise any duty of confidentiality owed to the victim. Victims who wish their
views not to be disclosed to the prisoner can make representations to the Governor/Controller
through their Victim Liaison Officer.

12. The Parole Board

12.1 The Parole Board has the following obligations.

12.2 The Parole Board must consider any representations that victims have offered to the Prebation
Service on the conditions to be Included in the release licences of prisoners serving sentences
subject to consideration by the Parole Board and reflact these considerations in the parole decisions.
Conditions relating to the victim should be disciosed to the victim through the Prabation Service,
and where a licence condition has not been inciuded, the Parole Board should provide an
explanation for the non-inclusion.

12.3  The Parole Board must consider any information regarding the victim that relates directly to
the current risk presented by a prisoner in deciding whether or not to grant or recommend release
and reflect this in the parcie decision.
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13. The Criminal Injuries Compensation Authority
133 The Criminal Injuries Compensation Authority (CICA) has the foliowing cbligations.

132 CICA must process all applications for compensaticn made under the Criminal Injuries
Compensation Scheme (“the Scheme”) in accordance with the rules of the Scheme.

§
13.3  CICA must make available clear information on eligibility for compensation under the Scheme.

13.4 CICA must respend to all correspondence regarding applications for compensaticn under the
Scheme which requires a reply, no later than 20 working days after the day the correspondence was
received by CICA,

135 In the event of a claim for compensation under the Scheme being refused or reduced, CICA
must ensure that it gives explanations for its decisions to the applicant,

136 If CICA is unable to send a decision letter to an applicant for compensation under the Scheme
within 12 months of recelpt of the application, it must notify the applicant of the status of their claim
after 12 months of receipt of the application.

13.7  When issuing its decision, CICA must notify applicants of their right to a review of the
decision, and provide information on the procedure and the time limit for applying for review,

13.8  Where an applicant requests a review, CICA must process the review efficiently, fairly, and
entirely afresh on the basis of all available information,

13.9 CICA must provide explanations of the review decision to the applicant, and must notify them
of the process of applying for an independent appeal to the Criminal Injuries Compensation Appeals
Panel,

13.10 Where an appeal is lodged, CICA must provide the applicant and the Criminal Injuries
Compensation Appeals Panel with copies of all papers required for the appeal, as socn as s
reasonably practicable. The applicant should be given at least 15 working days to deal with any new
issues raised in the papers.

T4, Criminal Injuries Compensation Appeal Panel

141 The administrative staff of the Criminal Injuries Compensation Appeal Panel (CICAP) have the
following obligations at all stages of the process of an appeal under the Scheme, including at oral
hearings.

14.2  CICAP staff must make available to claimants relevant information regarding tha procedure for
appeals by producing and keeping up to date guldance materals,

14.3  CICAP staff must respond to all correspondence relating to appeal cases under the Scheme
which needs a reply, no later than 20 working days after the day the correspondence was received
by CICAP

144 CICAP staff must ensure exptanations for appeal decisions under the Scheme are available
to applicants,
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15. The Criminal Cases Review Commission
15.1 The Criminal Cases Review Commission {the "Commission”) has the following obligations.

152 The Commission must consider the extant of contact to be made with a victim where, during
the course of a review of a conviction or sentence in respect of relevant criminal conduct, the
Commission considers there is a likelihood of the case coming to the victim's attention. The
Commission must record the reasons for its decisions as to the extent of contact with a victim and
notify the police of those decisions.

153 If the Commission decides, under paragraph 15.2, to contact the victim during the course of
the review the Commission must notify the victim that an application has been received and that the
case is under review, If, following the review, the Commission decldas not to refer the conviction or
sentence to the Court of Appeal or the Crown: Court, the Commission must notify the victim of
that decision.

154 If the Commission refers a conviction or sentence in respect of relevant criminal conduct to
the Court of Appeal or Crown Court, the Commission must notify the victim of its decision, unless
the victim has made it clear that they do not wish to be informed, or the case includes no identifiable
victim. In doing so the Commission must, so far as possible, make certain that arrangements ars in
place to ensure that the victim is nctified of the decision to refer at the same time as the person
whase conviction or sentence has been referred. The Commission must not issue a press statement
when a case has been referred until arrangements have been made for notifying the victim,

1565 If the Commission contacts a victim, under paragraph 15.2 or 15.4, this may be done either
directly by the Commission or with the assistance of the police. In either case the victim must be
provided with information about Victim Support and the Witness Service.

16. Complaints about any of the service providers with
obligations under the Code

16.1 If the victim feels that any of the service providers has not delivered their obligations under
the Code, they should discuss thelr complaint with the perscn they have been dealing with at that

iy R . .
organisation. Following this, they should make a'complaint through the internal complaints procedure
of that service provider,
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Service Provider

How to complain

Police

The victim should ask at their local police station for a
leaflet explaining how to make a complaint. Victims will
receive a response within 10 working days.

Crown Prosecution Service (CPS)

The victim should write to the CPS office which dealt with
the case outlining their complaint. Contact details for CPS
offices can be found at Police Stations, Citizens Advice
Bureaux or the Yellow Pages. The CPS office will aim to
repty within 3 working days.

loint Police/Crown Prosecuticn
Service Witness Care Units

The victim should write to the Witness Care Unit which
dealt with their case, setting out their complaint.

Crown Court

If the victim has a complaint about the court process, the
court will be able to provide a leaflet about the complaints
procedure. Compiaints should be made in writing to the
Complaints Officer at the court, A reply will ba sent within
five working days.

Magistrates’ Court

If the victim has a complaint about the court process, the
court will be able to provide a leaflet about the complaints
procedure, Complaints should e made in writing to the
Complaints Officer at the court. A reply will be sent within
five working days.

Court of Appeal

The victim should make their complaint in writing to the
Customer Service Manager, The Royal Courts of lustice,
Strand, London WC2A ZLL.

Youth Offending Team

The victim should write to the Youth Offending Team
Manager at their local Youth Offending Team explaining their
complaint, -

Nationa! Probaticn Service

The victim should make their complaint to the local
manager or Senlor Probation Officer at the office they have
been dealing with.

Prison Service

Complaints should be addressed to the Director General's
Briefing and Casework Unit, HM Prison Service, Cleland
House, Page Street, Lendon SW1 4LN. In cases where the
offender is held in a contracted prison, the Prison Service
will refer the matter to the Office of Contracted Prisons as
appropriate.

Parole Board

The victim should complain in writing to The Complaints
Officer, Parole Board for England and Wales, Abell House,
lohn lslip Street, London, SW1TP 4LH.
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Service Provider

How to complain

Criminal Injuries
Compensation Authority

The victim should make their complaint in writing to
The Manager, Customer Care Teamn, Criminal Injuries
Compensation Authority, Tay House, 300 Bath Street,
Glasgow, G2 4LN.The victim will receive a reply within
20 working days.

Criminal Injuries
Compensation Appeals Panel

The victim shouid make their complaint within three
months of the hearing by writing to Customer Service

| Manager, Criminal Injuries Compensation Appeals Panel,
| 11th Floor Cardinal Tower, 12 Farringdon Road, Lendon,

ECTM 3HS,

Criminal Cases
Review Commission

The victim should write to The Complaints Manager,
Criminal Cases Review Commission, Alpha Tower,

1 Suffelk Street, Queensway, Birmingham, BT 1TT.

Referral to the Parliamentary Ombudsman

16.2 If the victim makes a complaint regarding a breach of the Code using the procedures set out
above for the relevant service provider, and they are not satisfied with the outcome, they may refer
the issue, through a Member of Parliamert, to the Parliamentary Ombudsman for consideration,

Information about taking a complaint ta the Parliamentary Ombudsman can be found at

www.ombudsman.gov.Lk.
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Definitions
In this Code ~

“close relative” means a spouse, co-habitee, parent (including a step-parent) or guardian, sibling
{Including half-siblings and step-siblings) or a child;

"co-habitee"” means a person wha is living in the same household with another person as a husband,
wife or same or different sex partner,

"criminal conduct” means conduct constituting a criminal offence;

"independent arbiter” means a person whao is not Involved in the police investigation, is nct a
member of the bereaved family or a close frisnd of the deceased, who acts on behalf of the family in
their communications with the police. Examples of independent arbiters could be: a lawyer, local
religious or community leader or member of a community interest group;

"Family Liaison Officer (FLO}" means a police officer trained to work with bereaved families to
secure their confidence and trust, to provide support and information about the investigation and
support agencies, and to gather information which contributes to the investigation;

“guardian”, in relation tc a person under the age of 17, means any person who, in the opinion of a
service provider, has for the time being the care of that person;

*Local Victim Support Group" means a locai group approved by Victim Support to provide services
in the name of Victim Support;

“notifying a victim" means the posting of a letter, the making of a telephone call, making a personal
visit, or the sending of an e-mail, fax, text message or any other mass communication method;

"relevant criminal conduct” means conduct in respect of which a victim is entitled to receive services
under this Code;

“service provider” means a person required to provide services under this Code, as specified in
section 2;

"victim” means a person entitled to receive services under this Code as specified in section 3 except
where the context requires otherwise;

"Victim Support” means Victim Support National Office,

“working day” means a day other than a Saturday, a Sunday, Christmas Day, Goed friday or a day
which is a bank holiday under the Banking and Financial Dealings Act 1971.
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IN THE HIGH COURT OF JUSTICE
QUEEN’S BENCH DIVISON
ADMINISTRATIVE COURT
IN THE MATTER OF AN APPLICATION
FOR JUDICIAL REVIEW
BETWEEN
R {(on the application of PRIVACY INTERNATIONAL)
Claimant
'
HM CUSTOMS AND EXCISE

Defendant

WITNESS STATEMENT OF
DR ALA’A SHEHABI

l, Dr Ala'a Shehabi cfo Bhatt Murphy, 27 Hoxton Square, London N1 8NN' make this
statement in support of the Claimant's application for judicial review. Documents referring
to my husband’s arrest and charges which are referred to in this statement are exhibited
"AS/1”. The contents of this statement are true.

1. | am a dual Bahraini/British national. | have a PhD from Imperial College London. |
am a former policy analyst at RAND Europe and a former economics lecturer at the
Bahrain Institute for Banking and Finance. | have recently completed a research
fellowship for the Arab Council of Social Sciences (*ACSS”), | am one of the founding
members of Bahrain Watch. This was set up by a group of researchers and activists

"1 would like my family address to be kept confidential but can provide this to the Court if necessary,
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with personal and academic ties to Bahrain following the February 2011 uprising and
subsequent security crackdown in Bahrain, The aim of Bahrain Watch is to
investigate and assess the government claims that they had instituted a number of
human rights and democratic reforms.

| am married to Ghazi Farhan and have two young children. | come from quite a
strong opposition background in Bahrain, My father Saeed Shehabi is a well known
opposition activist. He is the leader of the Bahrain Freedom Movement. Although |
am not someone who would ever be quiet about my views prior to events in 2011 my
focus had been on an academic and research career as well as family rather than
political activism. Things changed for me in February 2011 when the Bahraini people
took to the streets in their hundreds of thousands. | joined the demonstrations which
were calling for exactly the same things as other people in the rest of the Middle East
and Arab world namely freedom, democracy and social justice.

In mid-March 2011 there was a security crackdown in Bahrain and | was involved in
protests about this and the various human rights abuses that teok place. Aithough |
come from an opposition background my husband Ghazi Farhan was a businessman
and completely apolitical. My husband had always deliberately stayed away from
politics as he knew that this means trouble in our part of the world. He was not
involved in any activism. However on 12 April 2011 my husband was arrested. It was
a very big shock and completely unexpected. | believe that he was arrested because
of his relationship to me and my family and was in order to punish us. Prison guards
referred to my husband as “Shehabi” and during torture sessions, he was told to
divorce me if he wanted to be released.

| was later to find out that he had been arrested by plain clothes officers in his office
car park in on the island of Sitra. He was blindfolded and taken to a police station
where he was held incommunicado for 48 hours. He was interrogated, tortured and
otherwise ill-treated, including being beaten, forced to remain standing for long
periods and suspended by his limbs. He was transferred to prison and charged by the
Military Prosecution with “participating in a public gathering involving more than five
people” and “publicising false information and lies through the internet with a view to
destabilising the country”. He was tried before the National Safety Court of First
Instance, a military court in a trial that began on 30 May and concluded on 21 June
2011. He was wrongly convicted of the charges and sentenced to three years
imprisonment. His case received some international attention through amongst others
Amnesty International and Human Rights Watch (Amnesty International Urgent Action
12 September 2011 and Human Rights Post 29 August 2011 are exhibited to this
statement). He appealed and in October 2011 his sentenced was reduced to 18
months. In the meantime | was forced to quit my job as a lecturer. My salary was cut in
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September 2011 and | was told not to return to work hecause | was a 'risk' to the
organisation.

In January 2012 my husband was freed without any explanation.

On 22 April 2012 during the Formula 1 Grand Prix that was going in Bahrain | was
accompanying a group of UK Channel 4 journalists who were filming in some villages.
We all got arrested. The Channel 4 journalists were deported the next day and | was
released after several hours. | was not ill-treated.

A few weeks after my arrest | received four emails. The first was from *Khalil
Marzouq®, the deputy head of Bahrain's main political opposition party. | do not know
him personally, but was intrigued by the content of the email which said that the
attached document contained the agenda for dialogue with the King the following
week. | tried to open the email as this was a hot topic that many were talking about, |
kept getting a blank screen and | thought | was having problems opening the
document so | forwarded it to someone | knew in Bahrain who knew about computers
to ask what it was and he sgjd that | had sent him a “virus’. A few days later, |
received another email from a “Melissa Chan” from Al Jazeera. | know people at Al
Jazeera but not a Melissa Chan. The email was entitied “Torture reports on Nabeel
Rajab”. Nabeel is a human rights activist in Bahrain and the president of the Bahrain
Center for Human Rights. 1 knew that Nabeel had not alleged he had been physically
tortured on this particular occasion and | was suspicious of the email and did not open
it. | then got another email from "Melissa Chan”, again | did not open it. | was
confident that these customised emails were trying to target me directly and | sensed
the contents of the attachments should be investigated, Through a colleague
connected with Bahrain Watch | got in touch with Vernon Silver from Bloomberg and |
forwarded him the emails. This led to the Citizens Lab report of July 2012 which
identified the attachments to the emails as containing Finspy.

| now understand that Finspy is part of an intrusion kit called FinFisher which |
understand is distributed by a British company Gamma International. | understand
that the FinFisher products covertly install malicious software (malware) on a user's
computer or mobile phone without their knowledge.

"513 !
When an individual’'s device is “infected”, it allows access to emails, social media
messaging, and Skype calls, as well as copying the files saved on the hard disk.
These products also enable whoever is doing the targeting to commandeer and
remotely operate microphones and cameras on computers and mobile phones, thus

effectively turning the targeted device into a "bug”.
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| use the computer and internet a great deal both socially, academically and for
political activities. | have very real concerns about the Bahraini regime having
effective unfettered access to my computer, reading my emails and monitoring my
calls. Not only is this a gross invasion of my privacy | am concerned that it could put

in very danger from the Bahraini authorities myself, my family members and other

activists.

| found it very disturbing that an attempt was being made to spy on me through this
medium. It upset me a lot, scared me and made me feel quite paranoid. | was also
angry that an attempt was being made to invade my privacy. | felt | had to be extra
vigilant. Press reports suggest that FinFisher products continue to be used to target
activists. | remain concerned even whilst | am away from Bahrain that further
attempts will be made to infect my computer or mobile phone.

My family have now relocated to the UK and [ finally left Bahrain in October 2012 but i
plan to travel back this month,

| am very concerned that it apPears that a product of a British company is being
exported in breach of export controls to be used to attempt to spy on pro-democracy
activists such as myself. | understand that Privacy International has sent a dossier
including information about my case to HM Revenue and Customs (“HMRC”) over 4
months ago asking for them to investigate what appears to be the unlawful exports in
breach of export controls of a British company to regimes such as Bahrain that have
very troubling human rights records. | have not been contacted by HMRC or any
other UK state agency to enquire about the emails that | have received. in so far as:|
am aware nor has the Citizen Lab or anyone who was involved in analysing the
material from myself and others. | understand that Eric King from Privacy
International has sought clarification from HMRC about what is happening and has
been told that no information can be provided. HMRC are refusing to tell us whether
any investigation is being, or will be, conducted at all into possible criminal offencés
committed by Gamma International. | am very anxious to know what if any
investigation is being done by IjﬁMRC. The absence of information or any form of
contact with me is simply fuellirig thoughts that | have that for reasons that are
completely unclear to me no investigation is being undertaken into the exports of
Gamma International and no action is intended to be taken,

¢ e |
Signed.......... y '7”:(:;..::;&?::.,:@::; - ,Q\M ] L

%,

~ Pr Ala'a Shehabi

-------------------------------------
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IN THE HIGH COURT OF JUSTICE

QUEEN’S BENCH DIVISON
ADMINISTRATIVE COURT

IN THE MATTER OF AN APPLICA_'I;I_ON

FOR JUDICIAL REVIEW
BETWEEN

R(on the application of PRIVACY INTERNATIONAL)

HM CUSTOMS AND EXCISE

Vv

AS/1

e

Claimant

Defendant

This is the exhibit marked “"AS/1" referred to in the withess statement of Dr Ala'a Shehaba

dated 4 April 2013.
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URGENT ACTION

"PROTESTER" JAILED AFTER UNFAIR TRIAL

A Bahraini businessman sentenced to three years in prison by a military court in June
after he was convicted of participating in protests, is still awaiting a date for his appeal.
Amnesty International believes he could be a prisoner of conscience.

Ghazi Ebrahim Farhan, 31, was arrested on 12 April by plainclothes police officers in his office car park in the
capital, Manama. He was arrested without a warrant, blindfolded and taken to a police station in al-Rifa'a Town, in
Manama. He was held incommunicado for 48 hours during which he is reported to have been interrogated, tortured
and otherwise ill-treated, including by being beaten, forced to remain standing for long periods and suspended by
his limbs, causing him severe pain. He was then transferred to the "Dry Dock” prison in Manama.

He was charged by the Military Prosecution with "participating in a public gathering involving more than five pegple”
and "publicising false information and lies through the internet with a view to destabilising the country." He denied
these charges and denied to interrogators that he had participated in public demonstrations held at the Pearl
Roundabout in Manama or a march by protestors to al-Rifa'a, though he said he had been in his car near the Pearl
Roundabout. He was tried before the National Safety Court of First Instance, a military court. The trial began on 30
May and concluded on 21 June. He was convicted on all charges, although it appears that the only evidence
against him that was presented to the court was a "confession” that he alleges he was forced to make under
torture. He was not allowed to consult a lawyer until his triad started.

Ghazi Ebrahim Farhan's lawyer lodged an appeal but no date has yet been set for this. Meanwhile, Ghazi Ebrahim
Farhan continues to be held at Jaw prison in Manama where he has very limited access to his family. On 28 June,

the King decreed that all cases linked to the February-March 2011 protests would be transferred to ordinary civilian
courts; he then issued a further decree on 18 August (Decree 28/20011) ordering that the National Safety Court of

First Instance continue to deal with felony {serious criminal) cases, while misdemeanor (less serious) cases would

be referred to the civilian courts. Ghazi Ebrahim Farhan's appeal is expected to be heard by a civilian court,

Please write immediately in English, Arabic or your own lahguage:

aExpressing concern that Ghazi Ebrahim Farhan appears to be a prisoner of conscience imprisoned solely on
account of his legitimate exercise of his human rights, in which case he should be released immediately and
unconditionally.

sExpressing concern that, although a civilian, he was tried by a miiitary court in breach of his right to fair trial hefore
an independent and impartial court;

sUrging the Bahraini authorities to conduct an immediate independent investigatian into his alleged torture and
other ill-treatment and bring to justice any officials found responsibie.

PLEASE SEND APPEALS BEFORE 26 OCTOBER 2011 TO:

King_ Prime Minister Minister of Justice and [slamic Affairs
Shaikh Hamad bin ‘Issa Al Khalifa Prince Khalifa bin Salman Al Khalifa Shaikh Khalid bin Ali bin Abdullah Al
Office of His Majesty the King Office of the Prime Minister Khalifa

P.O. Box 555 P.0. Box 1000, al-Manama, Bahrain Ministry of Justice and islamic Affairs,
Rifa’a Palace, al-Manama, Bahrain Fax: +973 175 33 033 P.O. Box 13, al-Manama, Bahrain
Fax: +973 176 64 587 Salutation: Your Highness Fax: +973 175 31 284

Salutation: Your Majesty Salutation: Your Excellency

Also send copies to diplomatic representatives accredited to your country. Please insert local diplomatic addresses below:

Please check with your section office if sending appeals after the above date.

AMNESTY

INTERNATIONAL
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URGENT ACTION

"PROTESTER" JAILED AFTER UNFAIR TRIAL

ADDITIONAL INFORMATION

Scores of health workers, opposition and human rights activists, teachers and others are still facing military trials in
Bahrain. Months have passed since scores of people demonstrated in Pearl Roundabout in February and March
2011, but the human rights situation in Bahrain is still very grim. Hundreds of people suspected of heing connected
with the anti-government protests are detained amid serious allegations of torfure; scores of them have received
unfair trials before military courts; and at least 2,500 others have been suspended or fired from their jobs.

Fifteen opposition figures who led and participated in the demonstrations in February and March were sentenced on
22 June to very harsh prison terms, including seven life sentences, on broadly worded terrorism charges. Their final
verdict will be given on 28 September.

Name: Ghazi Ebrahim Farhan
Gender m/f: m

UA: 271/11 Index: MDE 11/048/2011 Issue Date: 12 September 2011
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Opinion: Challenging Manama's | - $490
narrative — CRVR

Egregious violations af Bahraint rights have occurred in the wake of the protests,

Save Now !'

Facehogk 648, Ao her e am

NEW YORI — On the afternoon of April
s s . | Planet Ples Pope
12, plain-clothes security officials arrested i
, plain-clothes security officials arreste: Francis loads
} first Palm

Sunday Mass

Ghazi Farhan, a businessman, in his office
parking lot,

They Blindfolded and handcuffed him and
took him to a detention facility, where

CHEGK IT QUT

| MosT sHARED

officers interrogated him, beat him with a
hose, and forced him to sign & confession

that he had participated in anti - OPINION:HACKING VS,
RAPE: WHICH IS A CRIME
: MORE DESERVING OF

. JAIL TIME?

. s ENLARGE
government dermonstrations. Authorities
Bahraln} Shiltas women cry during Bahiya a-Aradi's funeral in
Manama on March 22, 2014, Aradl, 51, wenl missing on March 16,
and a car that she drove was found the day after |n al-Qadam village,
west of Manama, with bloodslains on the driver's seat. She was
pronounced dead on March 21 aftar being shot in the head. (Josaph
Eid/AFP/Gatty Images)

kept Farhan in incornmunicado detention
for 48 days, and prevented him from

meeting with his lawyer and his family to _
4 16,000 DEAD PIGS, 1,000
. DEAD DUCKS FOUND [N
CHINARIVERS

prepare his defense.

. . . . What do you think?
Today Farhan is having tronble sleeping. Until recently he shared a two- -

person eell in Jaw prison with a convicted 1nurderer, On Aug, 6, afier his
family complained, authorities moved him to another cell. But ag recently as July 27, Farhan
asked his family to cancel a visit becanse prison guards were beating and harassing him,

| WHERE AUNG SAN SUU
KYI 1S A TARNISHED
IDOL

presumably to stop his wife from talking about conditions inside the prison.

Farhan's case is typical of the hundreds of Bahrainis caught up in Manama'’s campalgn of

retribution, which began on March 17. That is when secnrity forces began their massive CHARDON HIGH

] , , ) _ SCHOOL SHOOTER TJ
eracledown, targeting nearly everyone associated, however tenuously, with the anti-government LANE LAUGHS AS

: | Bl SENTENCED TO LIFE
protests in February and March, {YIDEQ}

It is this calculated campaign of arbitrary arrests, incommunicado detention, serious

allegations of abuse in prisons, and show trials before special military courts that is at the heart TODAY'S POLL
of the rights crisis in Bahrain today. It is this reprisal campaign that Manama has tried A

desperately — and some would say successfully — to hide from world attention.

http://www.globalpost.com/dispatch/news/opinion/110829/opinion-bahrain-manama-... 24/03/2013 315
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By most accounts, Farhan was not really involved in the protests and was instead busy running
his businesses. Perhaps he was arrested because his wife, Ala’a al-Shehabi, was a familiar face
at the Pear] Roundabout, the center of anti-government protests and activity for a month, And
his father-in-law, Saced al-Shehabi, is the London-based leader of an opposition group, {On
June 21, the special military court sentenced Saeed al-Shehabi, in abstentis, to life in prison,
along with seven other prominent opposition leaders and activists.)

On May 30, two days before King Hamad bin Isa Al Khalifa declared an end to martial law, a
military prosecutor brought Farhan before a special military court and charged him with two

Obama's trip to Israeck: Did
he nail it?

counts of participating in illegal gatherings and one count of spreading false information. Both
his wife and his lawyer met with him for the first time since his detention after the two-minute
court session ended. On June g, Farhan had his second court session. The court did aot permit £~ Watorshed moment. He gat [sras! 1o apologize to
Fathan’s lawyer to meet with him to prepare his defense, but the judges did allow him to =" Turkey for the Gaza fotllla deaths.

present three witnesses on Farhan’s behalf, ¢ President Obama won over folks In Israsl ang
% helpad bilateral relations.

Twelve days later, on June 21, the court sentenced Farhan to three years in prison. His wife,
who reviewed his case file, said the court convicted Farhan based on a two-line forced
eonfession regarding his participation in protests, a Facebook printout with a highlight around

{""!-A speech is one thing, but let's see what comes of
e {8,

the words “the people are demanding their freedom from the government,” and four messages FEATURED
he had sent from his private email to his work account that included YouTube links and Advartisement

pictures of anti-government protests,

Since mid-March, Bahraini authorities have mounted an aggressive public relations campaign MOST COMME NTFED
aimed at advancing a narrative that focuses exclusively an what allegedly happened during the

OPINEON: HACKING VS,
RAPE: WHICH IS A
CRIME MORE
DESERVING OF JAIL

| TIME?

profest period between Feb. 14 and March 16 — and ignores everything that has happened
since,

Officials obsessively harp on what they claim protesters did, the “human rights” they violated,
and the crimes they aHegedly perpetrated. Yet the majority of those sentenced by the special

US IMMIGRATION DEAL
GAINS STEAM ON

gio'b.gﬂpgsf GAPITOL HILL

b D B

military courts were essentially eonvicted for speaking out against the government. This
despite the fact that the crown prince had publicly stated at the time, on several oceasions, that
the demonstrations at the roundabout were not against the law,

| ANDERS BREIVIK'S

. MOTHER DIES,

. NORWAY MASS

. MURDERER ASKS TO
. ATTEND FUNERAL

Some protesters may have committed crimes of violence, and those who did should face justice, -
But most of those arrested, detained and put on trial were, like Farhan, denied a fair trial and
are now sitting in prison, awaiting trial or convicted on politically motivated charges,
Authorities say they will contimie fo try some of the detainees in special military courts after
King Hamad issued a decree on Aug. 18 allowing these courts Lo retain jurisdiction over certain

criminal cases, Fl Eghts from
The new decree seems to override an earlier one, issued by King Hamad in late June, which . as low as

seemingly transferred all eases pending before the special military courts to civilian courts. g o R $ 4 g :
N ] 4 aqs 3 [} S ’ .A‘
Human Rights Wateh opposes prosecution of civilians in these special military courts and . _ GO

believes that elvilians charged with genuine eriminal offenses should be tried in an
independent civilian court that meets fair frial standards.

 Save Now!

The Bahraini government has made some positive steps. An independent international
commission of inquiry is looking into human rights violations associated with the period of

unrest, Al-Wefaq, the largest legal opposition group, has held several large rallies without
interference. And authorities have released a few hundred detsinees during the past several
weeks, though most are merely out on bail and charges have not been dropped.

But even the positive steps will connt for little as long as people like Farhan remain unjustly
imprisoned, abused, and deprived of their rights with impunity.

Except for the clearly excessive use of iethal force against peaceful protesters prior to March 17
that Teft seven protesters and bystanders dead and hundreds of others injured, the most
egregious and systematic rights violations oceurived in Bahrain after security forces violently
suppressed the public proiests.

To lose sight of this is to miss the mark on the rights erisis that is unfolding in Bahrain today.
And squander the opportunity to provide real justice and accountability for the victims of this
campaign of retribution.

Faraz Sanei is a Middle East researcher for Human Rights Wulch.

http://www.globalpost.com/dispatch/news/opinion/1103829/opinion-bahrain-manama-..., 24/03/2013 m
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Fifteen airline crew members arrested in drugs bust

Fifteen members of a South African Airways crew, including pilots and air hostesses,
have been arrested after cannabis worth about £150,000 was found in baggage at
Heathrow airport.

By Richard Edwards, Crime Correspondent
6:58PM GMT 20 Jan 2009

HM Revenue and Customs said that a total of 50 kilos (110lb) of the drug were found on a
flight which came in from Johannesburg.

The drugs were discovered in three pieces of baggage, a spokesman said, from a flight which
had arrived at 8am. Those held were both flight crew and cabin crew,

The seizure was by officers from the UK. Border Agency and the suspects are being held in
cells at Heathrow and will be questioned by detectives today (Wed).

South African Airways (SAA) is South Africa's flag carrier and largest domestic and
international airline company, with hubs in Cape Town and Johannesburg,

Bob Gaiger, HM Revenue and Customs (HMRC) spokesman, said: "Those arrested are now
being held in custody and will be interviewed by HMRC investigation officers.

"HMRC, together with UKBA (UK Border Agency), play a vital role in the fight to prevent
illegal drugs from entering the UK and in protecting ‘our communities from the violence and
corruption that always accompany this hideous trade.

"Anyone with information about a'ct'iVai:ty they suspect may be linked to drugs smuggling
should call our 24-hour customs hotline - 0800 59 5000."

Cabin crew have long been targets of international drug smugglers because they travel
frequently and arouse less suspicion as they repeatedly pass through security at airports with
official passes.

Last week it was disclosed that more than 30 airline staff in Tahiti have been accused of
helping smuggle in drugs, including hauls of cocaine allegedly picked up by cabin crew on
stopovers in America.

hitp://www.telegraph.co.uk/news/uknews/4299942/Fifteen-airline-crew-members-arre... 05/04/2013

HE

318



£

Fifteen airline crew members arrested in drugs bust - Telégraph Page 2 of 2

© Copyright of Telegraph Media Group Limited 2013
‘ i"::yfl

http://www.telegraph.co.uk/news/uknews/4299942/Fifteen-airline-crew-members-arre... 05/04/2013 319



REVIEW OF CRIMINAL INVESTIGATIONS AND PROSECUTIONS

Foreword

Introduction

CONDUCTED BY HM CUSTOMS AND EXCISE

CONTENTS

Executive Summary and Summary of Recommendations

Chapter 1
Chapter 2

Chapter 3

Chapter 4
Chapter 5
Chapter 6
Chapter 7
Chapter 8

Chapter 9

Chapter 10

Background
Excise Fraud in the Nineties
London City Bond

A - Background and System
B - Excise Diversion Frauds

The Trials

The Appeals

The Liverpool Hearings

Other Proceedings .

What Went Wrong

Then and Now - The Changes and the Perceptions
A - The legal framework

B - Role of the Attorney General
C - Reports and Reviews

D - Structural and Management Changes in HMCE

E - Perception of Customs now
Law Enforcement

Customs as investigators

Document handling, retention and disclosure
Investigation Techniques *

Training of Investigators

Inspection

Assurance systems

Regional structure

Scotland and Northern Ireland

Page

13

19

25

43

99

113

145

153

165

185

320



I

r

H

Chapter 11

Structure

Investigation Legal Advisers

Solicitor’s Office

Disclosure

Case handling system
Instructions to Counsel

Inspection

Engagement with the Crimina! Justice System

Chapter 12

The Criminal Justice System

Disclosure

Abuse of process
Regulation of Investigatory Powers Act 2000
Allocation of Judges

Glossary of Terms
Appendices:
Terms of reference.

List of consultees.

The Stealer Appeal.

Sl

Excise,

8. Statement of Customs Goals (links with Chapter 9 (iv)).

9. Memorandum of Understanding.

10, Executive summary of CPS Inspectorate report.

Report by Sir Gerald Hosker KCB QC on Aspects of the Simon de Danser case.
Report by His Honour Gerald Butler QC into the case of Regina v Doran and others,

Report by His Honour John Gower QC and Sir Anthony Hammond KCB QC of a
review of prosecutions conducted by, HM Customs & Excise.
7. Report by Mr John Roques into the collection of Excise Duties by HM Customs &

249

283

289
291
295
301
311
313

321
341

343
361

321



1]

FOREWORD

The completion of this Review within the time constraints imposed would have

been impossible without the assistance and co-operation of all involved.

My thanks go first to the Chairman and staff. of HM Customs and Excise for the
help which they have given to the Review team at all stages. A Review such as
this, examining critically thé}“\*wé.)rlcing practices of an organisation, is inevitably an
uncomfortable experience for all those involved. Nonetheless, we have throughout
received only courtesy and co-operation. Special thanks go to the staff of the
Internal Liaison Unit headed by Lance Railton, who have throughout responded to

our innumerable requests for information promptly and professionally.

I also wish to thank all those many busy people outside Customs who have so
generously given of their time, knowledge and experience in various ways to assist

me in the Review. Their contributions have been enormously helpful.

The Review team was small but perfectly formed. There were but three members
of it: each played a vita! part in ensuring that the work was completed on time. The
Secretary to the Review, Jenny Rowe, has given me dedicated and skilful support
throughout. She has been irr.lrr;'en.seiy hardworking and highly efficient, not only as
administrative leader of the Team but also in tendering advice on the contents of
the Report. 1 owe her a considerable debt of gratitude for her invaluable services to

the Review and her unfailing good humour.

I owe a like debt, too, to Peter Kiernan, the Solicitor to the Review, whose
inquiring mind and infectious enthusiasm has been a great benefit. Last, but by no
means least, Grainne Hawkins has provided immaculate secretarial assistance to us
all, remaining unfailingly cheerful even under the most intense pressure. We also
benefited from temporary assistance from Yeeni Cheung, a Case Manager in the
Solicitor’s Office. I could never have completed the task without them and 1 am

deeply grateful to them all.



I

It

FOREWORD

6. | make it clear, however, that the opinions and conclusions expressed in the

Review are all mine and that the contents of the Review in every detail are my

responsibility and mine alone.

&QM@ /?\Mw

The Honourable Mr Justice Butterfield
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Introduction

1.

On Monday 25" November 2002 at the Crown Court at Liverpool before Mr
Justice Grigson the prosecution, conducted by HM Customs and Excise, (HMCE)
offered no evidence against 15 defendants who were before the court on
indictments alleging conspiracy to cheat the public revenue of duty chargeable on
spirits and beer. All the defendants were alleged to have been concerned in
diversion frauds centred on a bonded warehouse trading as London City Bond. Mr
Justice Grigson ordered that verdicts of Not Guilty be entered and made
Defendant’s costs orders under Section 16 of the Prosecution of Offences Act
1985 in respect of each defendant before the court.

The announcement of the decision to offer no evidence came on Day 35 of an
application made by each defendant to stay the proceedings as an abuse of the
process of the court, Mr Justice Grigson had by then heard lengthy and detailed
evidence about the circumstances surrounding the investigations leading to the
prosecutions, the conduct of the investigating officers and their superiors, and the
way in which the prosecutions had been conducted by the Solicitors and Counsel
acting for HMCE',

Following the verdicts and in the light of the circumstances disclosed in the course
of the applications to stay the proceedings Mr Justice Grigson, addressing Counsel
for the Prosecution Mr Lawson-Rogers QC, said:

The evidence before me is incomplete. The course that the Crown has
taken seems to me proper but, recognising the realities of the situation, the
evidence was taking a particular turn which I think would have been
difficult for the Crown to resist. I think it is inevitable that there will be
some sort of inquiry into what has happened. I think it appropriate for me
to say, even though the evidence is incomplete, that from what 1 have seen
there is an urgent need to examine the role of the NIS [National
Investigation Service] in relation to other branches of Customs & Excise
and also in their relationship to the solicitors for Customs & Excise. |
would hope that such an inquiry would dea! with the problems that you
and [ and all defence counsel have experienced over disclosure, It is
closing one’s eyes to the obvious that there has been material
nondisclosure in this case.

On 26™ November 2002 a written Ministerial statement was made in the House of
Commons by the Chancellor of the Exchequer (The Rt. Hon, Gordon Brown MP).
He announced that in the light of the circumstances that led to the prosecution
offering no evidence in the Liverpool cases the Attorney General (as Minister
responsible for Customs and Excise prosecutions) and he would be asking a High
Court judge to consider
e the circumstances that led to the termination of those cases and, having
regard to changes in relevant procedures and guidelines and to changes in
practice within HMCE that have taken effect since 1995,

! Throughout the Report the abbreviation HMCE will normally be used to describe HM Customs &
Excise. The exceptions are (i) where direct speech is reported; and (ii) where staff employed by
HMCE are referred to eg Customs officers/Customs investigators.
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s to review the practices of HMCE in the recording, retention, revelation and
disclosure of material which may be relevant to the prosecution of its
criminal cases; and in respect of HMCE criminal investigations

¢ to review current compliance with best practice in the use of investigation
techniques and the management and control of cases to the extent these are
relevant to the discharge of the prosecution’s obligations in any subsequent
criminal proceedings

* to make recommendations.

The full terms of reference for the Review are attached at Appendix One,

On 29™ November 2002 the Fconomic Secretary and the Attorney General
announced that I had been appointed to undertake the review.,

In Janvary 2003 HMCE did not seek to resist the appeal in the Court of Appeal
(Criminal Division) of R v Grant and others (known as the Stockade case). That
case is linked to the cases heard before Mr Justice Grigson in Liverpool and I
agreed to consider the issues raised in the Stockade case as part of my review,

I have reached the clear conclusion that it would not be appropriate for me to
express any view on the conduct of anyone involved in the investigation or
prosecution of the London City Bond cases where such views might suggest that
the individual was or was not guilty of a criminal offence. My reasons for that
conclusion are: h

e  When offering no evidence against the defendants in the abuse hearing Mr
Lawson-Rogers made it clear that the action by the prosecution should not
be construed by anyone as in any sense an acceptance of the existence of
mala fides or conspiracy within HMCE.

s This review is not a Public Inquiry where the competing evidence and
arguments can be advanced, tested and considered, and where a person
suspected or accused of crime can be represented and his interests properly
protected.

e The resources available to me, the informal nature of the review and the
time constraints quite properly imposed on me make it impossible fairly
for me to reach conclusions on such matters.

e Further, and in my judgment critically, a number of defendants in the
application to stay the proceedings and Mr Gordon Smith, a solicitor until
recently employed as a Senior Lawyer of the Specialist Casework Unit in
the Manchester office of HMCE, allege that certain customs officers have
committed criminal offences in the course of investigating and prosecuting
the London City Bond cases. Specifically it is alleged that those officers
may be guilty of perjury, attempting to pervert the course of public justice
and offences under Section 15 of the Customs and Excise Management
Act 1979. Those complaints have been referred to the Police,

» Additionally the Chairman of Customs and Excise has himself referred the
conduct of one customs officer to the police. The Metropolitan Police have
begun an investigation into those matters, For me to express any views on
the very matters the subject of a police investigation would self-evidently
be grossly prejudicial and wholly improper.,

325



On the other hand I am satisfied that the material to which I have had access and
the enquiries I have made are quite sufficient for me to express clear conclusions
on the conduct of those involved in the investigation and prosecution outwith any
question of the commission of criminal offences. In all cases where I have been
critical of the conduct of an individual he or she has been informed of the
proposed criticism and has been invited to respond. I have offered the opportunity
to respond either in writing’ or in person and have given full weight to those
responses in reaching my final conclusions.

In conducting the review I have had access to and considered all the material that
was before Mr Justice Grigson in the abuse of process application, including the
transcripts of the proceedings. In relation to those proceedings 1 have further
consulted with Mr Justice Grigson, with Counsel and solicitors for both
prosecution and defence and with Sir John Nutting QC, who was retained by
HMCE in an advisory capacity in relation to London City Bond cases. On the
wider issues raised in my terms of reference | have received much additional
material from HMCE and submissions from many sources, including members of
the judiciary, government departments, the Bar Council, the Law Society, and the
Criminal Cases Review Commission. I also met and discussed the issues with
many busy people who generously gave up their time to help me. Appendix 2 sets
out a list of those who made written submissions and those with whom I met and
consulted. I also met many members of staff of HMCE, investigators,
administrators and lawyers. To each I gave an assurance that their confidentiality
would be respected and accordingly I shall not, save where express permission
was given, refer to them by name or set out their comments with sufficient
particularity to enable them tg be identified.

L
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Executive Summary

The starting point for my Review was an examination of the way HMCE
operated in the field of investigation and prosecution of serious crime, in
particular excise diversion fraud, in the mid to late 1990s, The first three
chapters of the Report seek to set the background to the way HMCE operated
in law enforcement, explain the circumstances in which excise diversion
frauds took place and provide an account of excise diversion fraud emanating
from London City Bond between 1995 and 1998. Chapters Four and Five
contain a detailed summary of the events surrounding a number of trials which
were heard between the autumn of 1998 and 2001 concerning allegations of
excise diversion fraud centred on London City Bond, and the subsequent
successful appeals against conviction which resulted in orders for retrials. In
Chapter Six I provide a detailed account of the evidence given at the hearing
before Mr Justice Grigson in Liverpool, the early termination of which led
directly to the commissioning of my Review.

One allegation raised in the Liverpool hearings which has attracted
considerable publicity is whether HMCE incited the commission of criminal
offences at London City Bond so as improperly to entrap defendants or those
from whom they obtained diverted goods. I found no evidence that officers of
HMCE or any employee of London City Bond incited or persuaded any trader
to commit fraud, or that they actively encouraged crime which would not
otherwise have been committed. A full account of my findings on this issue is
to be found in the commentary on the collapse of the Liverpool hearings in
Chapter Six.

I have also examined the linked case of Operation Stockade which Ministers
referred to me subsequently. That trial, the appeal, and other later proceedings
are considered in Chapter Seven. In subsequent chapters I analyse the
problems arising in the inyestigation and prosecution of the London City Bond
cases, what changes have been put in place since those events, and what
further changes are required.

It is clear that a number of things went badly wrong. I cover this in more
detail in Chapter Eight. The issues I identify include the absence of a
strategic approach to excise diversion frauds; poor communications; serious
deficiencies in the handling of informants; and failure to comply with
disclosure obligations,

But the London City Bond events took place in the mid to late 1990s and they
must be seen in perspective. Since those events there have been four
independent reviews other than my own. There have been significant changes
in the external environment, including statutory changes, and major alterations
in the way HMCE is structured and managed, including a much clearer
strategic direction for the whole organisation. [ deal with these changes in
Chapter Nine.

One of the most striking differences in recent years is the increase in the size
and complexity of many of the cases investigated and prosecuted by HMCE.,

i
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HMCE do not walk alone in this changed environment. Similar changes have
been experienced by other investigators and prosecutors, Many major cases
investigated and prosecuted by HMCE fall squarely within the definition of
serious and organised crime. They often involve long and complex
investigations whose tentacles extend widely and sometimes link with
investigations being conducted by other agencies. The investigations generate
huge quantities of paper which have to be processed and managed. HMCE
also deals with a large number of less complicated cases which generally
proceed relatively satisfactorily through, the criminal justice system, The
statistics for HMCE prosecutions demonstrate that they are an organisation
which enjoys considerable success in investigating and prosecuting less
serious crime which falls within its remit.

HMCE is a many-facetegl organisation. It is a tax collection agency and a
frontier control agency, as well as a law enforcement agency. I accept that this
does mean some issues are more complex for HMCE than they might be, for
example, for some police forces and prosecuting authorities. Nevertheless,
HMCE is an important part of the law enforcement community and it is in the
public interest for it to be as effective as possible, and equally importantly for
it to be seen to be effective. In examining the impact of the changes that have
taken place within HMCE since the events of London City Bond I have borne
these points very much in mind., However, one of the things that has struck
me most forcibly during the course of this Review is the negative perception
of HMCE within the criminal justice community in particular; and the fact that
perception and reality are somewhat out of step. One investigator to whom |
spoke said: “The most valuable thing that we have lost is our reputation”. |
agree. | will not repeat what is said elsewhere in the Report in particular in
Chapter Nine, but I am very clear that the pcrceptlon issue is one that can only
be addressed by radical action.

Ministers, and senior management at HMCE, are understandably anxious to
“draw a line in the sand” so that the events of the London City Bond cases can
be put behind them and they can move forward unencumbered by the detritus
of the past. I understand that anxiety.

It is often said that the most important asset of an organisation is its staff.
That is no less true of HMCE than elsewhere. Those staff | saw welcomed the
Review as necessary, recognised the perception problems and appreciated the
greater strategic direction they were receiving. Amongst them I detected no
lack of integrity or commitment to the change process, In many I saw a deep-
seated desire to regain their reputation so that they were able to operate in an
atmosphere where their word was trusted by both the courts and those
representing defendants. 1 have no doubt that these views are widely shared
by staff at all levels within HMCE.

To be an effective organisation the staff need leadership, management and a
culture and systems that foster and reward integrity, high standards and
professionalism. T am satisfied that much of the necessary ground work has
been done and that personne! and machinery has been, or is being put in place
to achieve the changes HMCE need to make. There is much that is good and
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some that is excellent within the present department. But the task is not yet
complete and in some areas there is a considerable distance yet to travel, I
agree that HMCE should now put the events of the London City Bond cases
behind them and move forward, but not in a spirit of complacency. T cannot
give an unqualified assurance that all is now well. The recommendations 1
make are designed to reinforce the change process, and in some cases to
accelerate it or take it in a slightly different direction.

My detailed analysis of the further changes required, along with
recommendations, can be found in Chapters 10, 11 and 12. A summary is
given below, For most people my most significant recommendation so far as
HMCE itself is concerned will be that HMCE should continue to have a
separate rolc as an investigating force; and so far as the Solicitor’s Office is
concerned, that there should be a complete separation of the prosecuting
function for HMCE’s criminal cases from the organisation itself, through the
creation of a separate prosecuting authority, I realise this will be regarded by
some as a far-reaching step, but my researches show that only a radical move
such as this is likely to be sufficient for HMCE to overcome the negative
perceptions that exist within the criminal justice system. An associated
recommendation is that the investigators should be provided with more
dedicated expert legal advice to help improve the quality of cases that reach
the new prosecuting authority.

In Chapter 12 1 consider a number of criminal justice issues which have been
thrown into prominence by the facts surrounding the London City Bond cases.
These all have wider application than simply to HMCE. No one could claim
that our criminal justice system works as effectively as it should. I have been
particularly struck in the London City Bond cases by the considerable
emphasis given to attacks on the process by which cases were investigated;
and by the challenges facing prosecutors in these large and complex cases in
meeting the demands of the Criminal Procedure and Investigations Act. I
make recommendations in both these areas. I have also examined, and made
separate recommendations on, the operation of the Regulation of Investigatory
Powers Act 2000,

Summary of recommendatioqsﬁ%_ ‘
Law enforcement '

(M

(i)

I have considered carefully whether HMCE should retain its role as an
independent investigating force. I have concluded that it should. I believe
that any organisational change to remove HMCE’s investigation role
would hinder the progress that has already made to put right what has gone
wrong. It might also hinder the fight against serious and organised crime.
(Paras 10.1 to 10.16.)

[ make three recommendations about the handling of human sources of
information. In so doing I have considered the statutory regime provided
by the Regulation of Investigatory Powers Act 2000, and the action that
HMCE has taken to comply with that regime. My recommendations are:
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a. The proposed new procedures for handling and managing human
sources are implemenied as a maiter of urgency and thai clear
guidance is issued to all law enforcement officers about their
responsibilities under the regime. (Chapter 10 para 95.)

b. When the proposed new procedures for handling and managing
human sources are implemenied, consideration should be given fo
putting in place a system which ensures that all those who deal at
any level with any source keep records in a durable and refrievable
Jorm, compliant in all respects with the Paragraph 3 conients
requirements of the Regulation of Investigatory Powers (Source
Records} Regulations 2000 (Chapter 10 para 100.)

c. Consideration is given to expanding the role of the SMUs and the
NSU in the control and management of all human sources of
intelligence posing potential risk (Chapter 10 para 104.).

It is of considerable importance that investigators are both well trained,
and regularly trained. In the course of my Review I have found
deficiencies, particularly in the regularity of training provided. The basic
training provided % investigators is reasonably thorough and
comprehensive and is regularly updated. However, subsequent training is
somewhat ad hoc and not systematic. I have not been prescriptive about
the solution, but have recommended that HMCE give consideration to the
following:

a. Regular vefresher training for investigaiors every five years.

b. Specific training geared to particular key jobs within investigation,
to include a written test before an officer is allowed to take up the
new post.

¢. Training to reflect changes in the criminal justice system.
(Chapter 10 para 115)

Customs investigators are not currently subject to systematic external
scrutiny., T believe they should be. This would be of benefit to them
internally; and would also contribute to improving the perceptions of
HMCE held by those outside the department. I have suggested that:

A separate study is undertaken with a view lo identifying how
additional external scrutiny can best be introduced into HMCE
investigation work. The review might start with looking at how the
existing professional standards team could be enhanced and its
reputation reinforced through external input. But a review should
not necessarily confine itself to that limited scope. (Chapter 10
para 128}

As part of the recognition by senior management at HMCE that there were
serious problems which had to be tackled, a number of quality and
management assurance systems have been introduced since the mid-1990s.
Whilst [ welcome that development, | do have some concerns that there
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Solicitor’s

may be too many and that some rationalisation would be of benefit. I have

recommended; '

That a review should be established to examine the full range of
new assurance systems put in place in law enforcement since the
events of the late 1990s; and that HMCE practice should be
compared with that in the Police and other investigators, with a
view lo streamlining, where possible, the number of assurance
systems in place whilst ensuring that HMCE are fully able fo
comply with the requirements on them as a professional
investigating force. (Chapter 10 para 133.)

I have spent a little time looking at the way Customs is structured. It is a
UK-wide organisation with a regional structure. [ have made one general
recommendation here and two which apply particularly to Scotland. There
is a separate legal system in Scotland and it is important that investigators
identify at an early stage -of their investigations whether any subsequent
prosecution is to take place in Scotland, or elsewhere in the United
Kingdom. It is also important that Customs staff have available to them
dedicated expert advice about the Scottish legal system. With all these
issues in mind I have made the following recommendations:

s
L]

a. That HMCE management keep the issues of regional organisation
under review fo ensure that it best fits the needs of the
organisation. (Chapter 10 para 138.)

b, That arrangements are put in place to provide specialist qualified
legal advice for the investigators and intelligence officers
operating in Scotland. (Chapter 10 para 152.)

c. That a system is put in place to ensure, so far as possible, that an
early decision is taken in each investigation with a Scottish
dimension as to whether the legal requirements of the Scottish
system should be applied. Such a decision would be case specific.
(Chapter 10 para 154.)

Office

Vi,

The structure of the Solicitor’s Office has been subject to considerable
change over the last few years, fno'st recently as a result of the
Gower/Hammond Review (see Chapter Nine and Appendix Six)., These
changes have rightly been directed towards increasing the independence of
the prosecuting lawyets within the Office so that they can more easily and
petceptibly exercise their role as prosecutors. 1 welcome the changes that
have been made and recognise that the effect of those changes is being felt.
However, I have concluded that these changes do not go far enough.
Prosecuting solicitors at HMCE must be in a position where they are able
to exercise their “minister of justice” role without fear or favour; and as
importantly they must be seen by others as in a position to do this. 1 have
concluded that a vital element in restoring confidence in HMCE within the

332
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criminal justice system is the assurance that prosecutions are conducted by
lawyers who are wholly independent, 1 have therefore recommended that:

The Solicitorr should no longer retain any responsibility for
prosecutions brought by Customs & Excise. All prosecuting
Junctions should be removed from the Customs & Excise Solicitor’s
Office and prosecutions conducted by a separate prosecuting
authority. (Chapter 11 para 14.)

I have also made what | consider to be complementary recommendations
to the above, There has now been in existence for some time a small corps
of what are known as Investigation Legal Advisers. These are lawyers
who are dedicated to providing advice to investigators pre-knock — that is
to say before any criminal proceedings are commenced. 1 welcome this
development; but believe that more is needed, both in terms of additional
lawyers and their greater use by the investigators. This should improve the
quality of cases which are presented to the new prosecution authority and
ensure that the investigators receive regular and professional legal advice,
My detailed recommendations are:

a. The number of ILAs should be substantially increased to enable the
objectives of Customs identified in paragraph 11.36 to be achieved
(the appointment of an ILA at the outset of all sensitive, complex or
substantial investigations) ‘

b. ILAs should continue to have no part in the prosecution process.

¢. The CPS Inspectorate should inspect and report on the ILAs fo give
an assurance as to the quality of their work.

d. Consideration is given to the transfer of responsibility for the ILAs
to the Economic Secretary to the Treasury.

e. A review iy conducted of the procedures for the recording and

retention of advice given by the ILAs in the course of

investigations, and the assurance of the quality of that advice
given. (Chapter 11 para 38.)

Another welcome development since the Gower/Hammond review has
been the introduction of independent inspection of the Prosecution Office
by Her Majesty’s Crown Prosecution Service Inspectorate, I believe the
work already done should be built on ‘and my recommendations are as
follows:

a. HMCPSI be _;'given a clear and defined role in inspection and
assuring the new prosecution organisation.

b. This relationship should ideally be placed on a statutory basis.

c. Specific and adequate resources are made available to HMCPSI
Jor this purpose.

10
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d. If appropriate, and this will depend on whether the Prosecutions
Office remains part of Customs, joint inspection should be
undertaken involving HM Customs & Excise internal assurance
division and HMCPSI.

e. As part of the further definition of HMCPSI's role, it should
specifically hiwe the function of quality assuring the work of and
advice given by the Investigation Legal Advisersn. (Chapter 11
para 76.)

HMCE is a major prosecutor in both the Crown Court and the Magistrates’
Court. As such I think HMCE representatives should be more
systematically involved with the Court Service and with other players in
the criminal justice system. I make the following recommendation to that
effect.

1 consider that more regular and systematic dialogue between, for
example, HMCE and the Court Service on practical issues, and
HMCE and the Home Office on policy issues, would be a profitable
and fruitful development for all involved. I recommend that the
Head of the new Prosecuting Authority fakes the lead in putting
suitable arvangements in place. (Chapter 11 para 80.)

Criminal Justice Svstem

X1,

xii.

I have spent some time considering, and discussing with a number of
practitioners, how the current disclosure regime operates in cases of the
size and complexify df the London City Bond cases. I do not believe the
system works satisfactorily and neither do any of the judges or
practitioners to whom I have spoken. 1 am aware that the Government is
presently making changes to that regime through the Criminal Justice Bill
now before Parliament. I hope that those changes are sufficient to address
the problems prosecutors have in determining what is relevant against
wholly inadequate defence case statement. If those measures do not
achieve the desired outcome, I make the following recommendation:

That if appropriate the disclosure regime is reconsidered and
consideration given to effecting secondary disclosure by providing
to the defence the schedule of now-sensitive material held or
inspected by the prosecutor in connection with the case for the
prosecution against the accused and permission granted fo the
defence to inspect any malerial so disclosed that appeared
relevant. (Chapter 12 para 48.)

One of the striking features about many of the London City Bond cases
was the extent of the attacks by the defence on process issues, Whilst it is
vital that the defence has the ability to raise issues of abuse of process, it is
clear that a significanfynumber of applications are ill-founded and take up
extensive, disproportionate and valuable court time. Although a Practice
Direction already exists, its provisions are not universally followed. Ihave
therefore recommended that:

11
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Consideration be given by the new Criminal Rules Procedure
Committee to the introduction of rules, or alternatively issuing by
the Lord Chief Justice of practice directions, giving judges greater
power to control the proceedings before them on all applications in
criminal proceedings to bé determined by the judge alone.
(Chapter 12 para 77.)

Finally I have conmdered another aspect of the Regulation of Investigatory
Powers Act 2000;° the sections dealing with interception of
communications. | believe there is a lacuna in the present regime so that
where all intercepted material has been destroyed there is no procedure for
the prosecutor to be assured that nothing the interceptors have heard
undermines the prosecution case or assists the defence. In the light of that I
recommend that:

a. Consideration is given to amending the Code of Practice [issued
pursuant to Section 17 of the Regulation of Investigatory Powers
Act 2000] to make provision for the assurance of the prosecutor
where all intercepted material has been destroyed. (Chapter 12
para 115.)

It has also become apparent that many judges do not have sufficiently
regular experience of cases involving intercept evidence necessarily to be
fully acquainted with all the 1mpllcat|0ns of RIPA. 1 therefore additionaily
recommend that: .

b. Consideration is given to including the topic (RIPA Part 1) within

the syllabus of the Judicial Studies Board refresher course on
criminal law. (Chapter 12 para 117.)

12

335



|

I

il

]

]

HM Revenue & Customs media information for journalists and the press - Press Relea... Page | of 3

Skip to main content

HM Revenue & Customs Media Centre
04 April 2013

You are here:
Home
Press Releases
Nine atrested in £6m counterfeit tobacco plot

Print

Home

North East
North West
Yorkshire and the Humber
East Midlands
West Midlands
East

London

South East
South West
Scotland

Wales

Northern Ireland
Contacts

- - - E L] - » - * - L ] L ] L ] L

Nine arrested in £6m counterfeit tobacco plot
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16 March 2012 15:08

HM Revenue & Customs:
HM Revenue

() & Custormns

Eight men and one woman from Staffordshire and Buckinghamshire were arrested in raids
yesterday, 15 March 2012, by HM Revenue & Customs (HMRC) officers on suspicion of illegally
manufacturing and distributing a massive quantity of counterfeit hand rolling tobacco.

It is believed that the illegal activities of an organised crime gang would have resulted in a
revenue loss to public finances of at least £6 million a year. The operation was supported by
Staffordshire and Thames Valley Police forces.

Adrian Farley, Assistant Director of Criminal Investigation for HMRC, said:

“Qur actions have disrupted what we believe to be the manufacture and supply of a substantial
amount of illicit tobacco at an illegal manufacturing and distribution plant. With over £2 billion
being stolen from UK finances each year by criminals involved in the illicit tobacco industry, its
serious crime which we are determined to eradicate. We would encourage anyone with

pon
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information regarding tax evasion and fraud to contact the Customs Hotline on 0800 59 5000,
Calls can be made anonymously.”

Seized

+ Cannock, Staffordshire - 254 kilos of counterfeit hand rolling tobacco, packed into 11 boxes
from commercial premises.

+ Milton Keynes, Buckinghamshire - three machines used to wrap and seal hand rolling
tobacco pouches together with hundreds of boxes of counterfeit wrappings for numerous
brands including Golden Virginia and Amber Leaf along with sheets of holograms, packet
seals, and a quantity of completed packets of hand rolling tobacco from a residential
address.

» Leighton Buzzard area, Buckinghamshire - two machines believed to be used in the process
of cutting and drying tobacco, 250 kilos of processed cut tobacco, and 500 kilos of loose
tobacco leaf from a rural farm building.

A cannabis factory housing around IOﬁélsf;lants was also found. Thames Valley Police are making
further enquiries.

Arrested

Three men aged 43, 45 and 47 from Staffordshire, one man aged 28 from the West Midlands, four
men aged 21, 31, 34 and 40 and a woman aged 45 from Buckinghamshire, Three of the men are
UK nationals, one is a Latvian national and five others were either Chinese nationals or joint UK
Chinese nationals.

All have been bailed until May 2012, Two men and one woman have been referred to UKBA,
believed to be potential illegal immigrants.

The individuals were arrested on alleged offences under the Customs and Excise Management Act
1979, and money laundering under the Proceeds of Crime Act 2002,
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HM Revenue & Customs.

HM Revenue
J &Customs

Four people from the West Midlands have been arrested suspected of carrying out a £5 million
international tax credit and maternity allowance fraud in a joint operation by HM Revenue and
Customs (HMRC), West Midlands Police and the Department for Work and Pensions.

The three men and one woman were arrested during dawn raids, HMRC investigators and Police
officers swooped on five residential and two business addresses in Tipton, Dudley, West
Bromwich, Handsworth and Bewdley, seizing computers, business records, paperwork, mobile
phones and cash. Four vehicles were also searched, including a Mercedes and a Rover.

Adrian Farley, Assistant Director of Criminal Investigation for HMRC, said:

“We are investigating what we suspect is a major plot to rob the country of vast sums of public
money by an organised crime gang operating between the UK and Furope. We are working
closely with our law enforcement colleagues abroad to close what we believe is a serious criminal

.
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attack against the UK tax credits and benefits system.

“We would encourage anyone with information on tax evasion and fraud to contact the Customs
Hotline on 0800 59 5000.”

Detective Inspector Neil Postins, from West Midlands Police’s Economic Crime Unit, said:

“Around 30 of our officers have supported this morning’s operation which has seen a number of
individuals arrested and a significant quantity of items seized.

“Fraud cases are notoriously complex and law enforcement agencies must work together to bring
offenders to justice. This morning’s operation is a testament to those close relationships and
another step-forward in the fight against fraud.”

Three men and a woman, all in their thirties, are currenﬂy being interviewed by HMRC criminal
investigators.

. They were atrested on suspicion of Congpiracy to Cheat the Revenue contrary to the Criminal
Law Act 1977, Conspiracy to undertake fraudulent activity under the Tax Credits Act 2002,
Making and Supplying articles for use in fraud contrary to the Fraud Act 2006, Money Laundering
offences under the Proceeds of Crime Act 2002 and Conspiracy to defraud the Department for
Work and Pensions contrary to Common Law.

Notes for Editors

1. Photographs of today’s operation are available on HMRC’s flickr channel
www.flickr.com/hmrcgovuk or on request.

2. Follow HMRC on Twitter @HMRCgovuk.
NAT 27.13
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07 March 2013 13:59
HM Revenue & Customs

HM Revenue
i) s Customs

An investigation has been launched after 30 million smuggled cigarettes were seized at
Southampton Container Port in a shipment supposed to be full of wind turbines.

The biggest ever haul of its type in the city began when Border Force officers discovered 8.5
million cigarettes crammed inside a cargo container on Friday 1 March. Further investigations led
officers to another two 40-foot containers full of the illegal imports, bringing the total seized to
around 30.3 million cigarettes.

The matter was referred to HM Revenue and Customs (HMRC) for investigation.

John Cooper, HMRC Assistant Director Criminal Investigation, said:
“The diligence of Border Force officers has prevented a huge quantity of cigarettes, believed to be

http://hmre.presscentre.com/Press-Releases/Investigation-into-Southampton-s-largest-... 04/04/2013 %
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Chinese counterfeits, from reaching the UK’s streets. The sheer scale of this haul would
undoubtedly have seen criminal gangs selling the tobacco to retailers, clubs, car boot sales and
eventually UK consumers.

“HMRC will continue to work with Border Force to crackdown on tobacco fraud, which costs the
UK Government around £1.8 billion a year, Anyone with information about tobacco smuggling
should contact the Customs’ Hotline on-0800 59 5000.”

The smugglers were trying to avoid paying over £8 million in taxes and duty and had described
the containers’ contents as “wind turbine parts” on import documents,

The three cigarette laden containers were loaded onto a cargo vessel in the Shenzhen area of
China. Enquiries are ongoing.

Notes to Editors

1. Samples of the seized cigarettes are being tested, but are believed to be counterfeits made to
look like Lambert & Butler and Regal brands.

2. The cigarettes have been shredded and burned at a power station to fuel the National Grid.
3. The previous largest haul in Southampton was 21.3 million counterfeit cigarettes seized in
December 2008. Following an HMRC investigation, in June 2010 a Lancashire man was jailed for

five and a half years for his role in that importation.

4. Follow HMRC on Twitter @HMRCgovuk

Contact Information
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Over 1.5 tonnes of toxic waste has been removed from a cattle farm in Co Armagh after the
discovery of a diesel laundering plant by HM Revenue and Customs (I{MRC) this morning.

Officers from HMRC and the Police Service of Northern Ireland scarched farm buildings in the
Cullyhanna area and discovered the laundering plant hidden behind a wall of round hay bales. The
illegal operation, which used slurry tankers to launder and transport the diesel, was capable of
producing 1.8 million litres of illicit fuel, evading almost £1.2 million in taxes and duty a year.

John Whiting, Assistant Director, Criminal Investigation for HMRC, said:

“This laundering plant was located on a working farm, using farm equipment to launder the diesel.
Every illegal laundering operation typically generates tonnes of toxic waste, involving significant

h‘rtp://hmrc.presscentre.com/Press-Relea_s:gs/Co-Armagh-farm~hides-diesel-laundering... 04/04/2013 %
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safety and environmental issues, which flies in the face of countryside protection. As taxpayers
and local ratepayers, not only are we missing out on the stolen tax that ends up the pockets of the
criminals, we are also paying the substantial clean up and disposal costs.

“Buying illicit fuel funds crime and supports and encourages these dangerous activities within our
communities. The only winners are the criminals. [ would urge anyone with information on fuel
misuse in their area to contact our free telephone hotline 0800 59 5000 and contribute to the fight
against this criminality,”

Two slurry tankers used to launder and transport the fuel, 2,800 litres of illicit fuel along with
pumps and fuel tanks were removed from the site.

Notes to Editors

1. Diesel laundering waste is often dumped indiscriminately in the countryside or next to the road
with no care for the pollution it can cause to land or waterways. Typically the waste is dumped in
agricultural areas or forests, chosen for their remoteness to avoid detection.

2. Laundered fuel is red (or green) diesel, which has been filtered through chemicals or acids to
remove the Government marker. The chemicals and acids remain in the fuel and damage fuel
pumps in diesel cars.

3. Photographs of the laundering plant are available at HMRC’s Flickr channel
www.flickr.com/hmre.gov.uk

4. Follow HMRC on Twitter at @hmregovuk

Contact Information

Name

Avril Clydesdale
Division

HM Revenue & Customs
Phone F
02890 562718 g
Email

avril.clydesdale@hmre.gsi.gov.uk
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Three people have been arrested, 1.5 tonnes of tobacco seized and over 100 fixed penalty notices
issued during a crackdown targeting motorists on the M4.

The joint operation by Wiltshire Police and HM Revenue and Customs (HMRC) focused on
excise fraud and motoring offences. HMRC was looking for illegal alcohol, tobacco or vehicles
using non-road fuel. Wiltshire Police was identifying breaches of the Road Traffic Act,

As part of the operation officers:

» seized 1,5 tonnes of tobacco with an estimated £200,000 duty evaded; a man from the
Nottingham area has been arrested, _

» issued 106 fixed penalty notices with fines totalling over £18,000 for road traffic offences
including 56 dangerously overweight vehicles, potentially putting other road users at risk,

» seized two vans loaded with non-duty paid alcohol, including vodka and wine, with an estimated
£7,000 duty evaded,

http://hmre.presscentre.com/Press-Releases/Law-breakers-targeted-in-M4-road-check...  04/04/2013 @
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» arrested a commercial driver for drink driving,

« seized a car and four commercial vehicles being driven without insurance,
» seized a van running on red diesel,

» seized a commercial vehicle being driven without a licence.

The UK Border Agency also made an arrest for immigration offences.
Simon De-Kayne, HMRC Assistant Director Criminal Investigation, said:

“This four-day blitz has been a success for HMRC and our law enforcement partners. Together we
have prevented substantial quantities of illegal tobacco and alcohol from reaching the South
West’s streets and opened further avenues of enquiry,

“Tobacco fraud alone costs the UK Government around £1.8 billion a year. Anyone with
information about this type of crime should contact the Customs Hotline on 0800 59 5000.”

Craig Hardy, Commercial Vehicle Enforcement and Road Safety Partnerships Sergeant, who
headed up the operation for Wiltshire Bolice, said:

“This operation has been a great success and, as a direct result of it, we have made the section of
the M4 running through Wiltshire a safer place for motorists,

“Issuing more than 100 fixed penalty tickets for various road traffic offences in just four days goes
to show that there are a number of motorists who flout the law which is in place to not only protect
them but also other road users. We have prosecuted 56 drivers whose commercial vehicles were
overloaded, several were found to be over 60 per cent overweight, and seized several uninsured
commercial vehicles, We will continue to target these types of offences in the future.

“This operation is a great example of good partnership working with other key agencies. I hope
this operation and its results highlight the dedication of Wiltshire Police in tackling road safety
issues in our county.”

During the four day operation approximately 450 mostly light commercial vehicles, travelling
between Membury Services and junction 15 of the M4, ;were stopped. Of those, about 125 vehicles
were escorted to a weighbridge near Swindon for further examination by Police and HMRC
officers.

The operation ran from Monday 11 March to Thursday 14 March and involved around 25 officers
and investigators each day. '

Notes to Editors

1, Photos are available from HMRC’s Flickr channel www.flickr.com/hmregovuk and from
Wilishire Police press office.

1. Anyone with information about excise fraud can report it online at
www.hmre.gov.uk/reportingfraud/online htm or via the Customs Hotline on 0800 59 5000,

3. Anyone wishing to report a vehicle-related crime should contact Wiltshire Police on 101 or
Crimestoppers on 0800 555 111, where information can be left anonymously.

4, Follow HMRC on Twitter @ HMRCgovuk
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5. Follow Wiltshire police at Twitteizcom/WiltshirePolice

Contact Information

Name
Lisa Billard
Division
HM Revenue & Customs
Phone
02380 797587
Email

lisa,billard@hmre.gsi.gov.uk

Name
Bob Gaiger
Division
HM Revenue & Customs
Phone
07802 634 144
Email
bob.gaigeri@hmre,.gsi.gov.uk

Name
HM Revenue & Customs
Email
news.reply@hmre.gsi,gov.uk

Name
HMRC Qut of Hours
Division
HM Revenue & Customs
Phone
07860 359544
Email
news.reply@hmre.gsi.gov.uk
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(1} Revenie ials- mayhot- disclose- information ‘which is-held by ‘the
Revenue and Custoris in¢ gnnectlon with a’function of the Revenue and’ Customs
(2) But subsection (1) does not apply to a disclosure——

(a) which—

(1) is made for the purposes of a function of the Revenue and Customs,
atid
{iiy does not’ contravene any testnctlon imposed by the Commiissioners,

(b)  which is made in accordance with sect10n 200r21,

(©) whichis fiiade for the puiposes of- civil preceedmgs {whether or not within
the United ngdom) relatingtoa matte1 in respect of which the Revenue and
Customs-have funetions, )

@)y which is made for the purposes of a. enmmal mvestlgatmn or ‘criminal
ploceedmgs {whether of not within the United Kingdom) relating te a matter
in respect of ‘which the Revenue and Customs have funetxons

fe) - which is made in pursudne; ¢.of an order of a court; sl Hn o

(fy which is made to Her | ajesty’s Inspectors: of Constabu]ary, the SCOt‘tlSh
ingpeetors or the Nerthern Ireland inspectots for the purpose of‘an inspection
by virtue-of section 27, '

(g} whichismadetothe Independent Police Complamts ‘Commission, of a person

: ;aotmg;on its behalf; for the purpose of the exercise of a functlon by virtue of

onsent‘ of feaeh,;perSOn.;to _whor_n'; the 'mfor;mat_len
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(3) Subsection (1) is subject to any other. enactment permlttmg disclosure,

(4) In: this section— 5

fRevenue and Customs

(iii) a person ac‘fting on behalf of the Commlssmners Or an ofﬁcer of
Revenue and Customs, or

(iv) a member of a committee established by the Commissionets,
(b) areference tothe Revenue and Customs has the same meaning as in section 17,

{¢) areference to a function of the Revenue and Customs is a reference to a
functlon of—

(i} the- Commiissioners, or .
“(i1y an officer of Revenue and Customs,

{d) areference to the Scottish inspectors or the Northern Ireland lnspectors has
the same meanmg as in section 27, and : =

(e) areference foan enactment does not mclude——

(i) ant Act of the Scettish Parliament-or an instrument made under such
an Act, or

(ii) an Aet of the NorthernIreland Assembly or an instrument made under
such an Act.
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Commissioners for Revenue
and Customs Act 2005

2005 CHAPTER 11

PROSPECTIVE

Information

Wrongﬁll dlsclosure

revenue and customs: 1nformat10n relatmg toa’ person whose 1dent1ty—
(8) isspecified inthe chsclosure -or :
(b) canbe deduced from it..

(2) In subsection (1) “revenue and customs 1nformat10n relatmg toa person” means

__amformatlon ahout, acqulred as a result.of; or held in connection with, the exercise of
of-the Revenue and Customis (within the meaning given by section 18(4) -
(¢)) in respect of the person; but: it does not include information about internal
administrative arrangements.of Her Majesty’s. Revenue and Custoims (whether relating
to:Commissioners, officers or others)

(3).1t is a defence for- a person charged w1th an offence under this section of disclosing
information to preve that he reasonably believed—

(a) thatthe disclosure was lawful, or

{b) . that-the mferm t had a]ready and lawfully been made avallable to thek
- publfe. % i - . : g
f Sk

{4) A person guilty of an offence undel thlS sectlon shall be lidble—
{a) on conviction on indictiment, to imprisonment for a term not exceeding two
years, to a fine or to-both, or.
(b) onsummary conviction, to 1mprlsonment for aterin not exceeding 12 months,
to.a fihe hot exceeding the statutory maximum or to both,
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(5) A prosecution for an effence under this section may be instituted in England and Wales
only—
(a) by the Director of Revenue and Customs Proseoutlons or
(b) with the consent of the Director of Public Prosecutions.

(6) A prosecutlon for-an offence under this section may be. 1nst1tuted in Northem Ireland
only— .

@ by the Commlsswners, o1
(b) with the consent of the Director of Pubhc Prosecutlens for Nerthern Ireland,

(7) In"the appheatlon of thls section to Scotland or Northern Ireland the reference in
subsection (4)(b) to 12 months shall be-taken as a reference to six menths.

(8) This section is without prejudice to'the pursuit of any remedy ot the taking of any
action in relation to & coniravention of section 18(1) or 20(9) (whether or not this
SeCthIl applles te the eontravenuon)

4




1

Commisstoners for Revenue and Customs Act 2005 (c. 1)
Document Generated: 2013-04-04

Status:
“This version of thls prowslon ls prospective. Cl

Changes to legislation:
There are outstanding changes not yet made by the Eegssiatlon gov.uk editorial feam to
Commissioners for Revenue and Customs Act 2005, Any changes that:have already been made
by the team appear in the content and are referenced with annotations,

i

Changes and effects yet to be applied to @

. 19 applied (with modifications) by 2007 ¢. 27 5. 85(6)

19 applied by 2005 ¢, 19 s, 352A (as inserted) by 2006 ¢. 25 5. 177

. 19 modified by 1994 ¢, 9 5. 41A(3) (as inserted) by 2012 ¢, 14 Sch, 23 para, 13
. 19(1) words inserted by 2012 ¢. 1 5. 24(5)

L A9(3)(4) applied by 1995c. 32 5, 12B(2) {as inserted) by 2086 ¢. 12:Sch, 3 para,

|
w

[
mmu:y:

14
8. 19(7) applied by 1995 ¢. 325, 12B(2) (as inserted) by 2006 c. 12 Sch, 3 para, 14
s. 19(8) words inserted by 2012 ¢, 11 5. 24(5)

Changes and effects yet to be applied to the whole Act, associated Parts and
Chapters:

Whole provisions yet to be inserted into this Act (including any effects on those
provisions);

— 8. 16A inserted by 2009 ¢. 10 5. 92(1)

— 5 25A Inserted by 2008 ¢.9 5. 138(1)

— 5 25A(1)modified by 2009 ¢, 11 . 3(8)d)

1= s25A(1) modified by 2009 ¢. T1s. 11{7)(d}-

| = s.25A(2) modified by 2009 ¢. 11 5. 1{7)(c)

| - 8. 25A(2) modified by 2009ic. 11 s. 7(8)(¢)

TR

Commencement Orders yet to be applied to the Commissioners for Revenue and
Customs Act 2005;
Commencement Orders bringing provisions within this Act into force:

- 5.1 200571126 art. 2 commences (2005 c. 11)
Commencement Orders bringing legislation that affects this Act into foree:

— 8.1 2006/378 art. 2-7 Sch. commences.{2005 c. 15)
- 5.1, 2006/3399 art, 2 commences (2006.¢. 25)

— 8.1 20077709 art. 3{a) commences (2006 ¢. 48)

~ 8.1 20071064 art, 2 commences (2006 ¢, 12)

- S.1 2007/3166 art. 2 3 commences (2007 ¢. 11)

- S.1 2008/99 art. 2 commences (2007 ¢, 30)

- 8.1 2008/219 art. 2 3 commences (2007 ¢. 27)

- 5.1 2008/755 art. 2 15-18 commences (2007 c. 27)
- S.E 200871586 art. 2 Sch, 1 commences (2008 ¢, 4)
- S.1 2009/603 art. 2 commences (2008 ¢. 24)

~ 81 2010/128 art. 2 commences (2006 ¢, 18)

~ 81 2010/495 art. 4(d) commences (2006 c. 18)
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Export Control Act 2002

2002 CHAPTER 28

[T

" PROSPECTIVE

Export controls

(1) The Secretary of State may by order make provision for or in connection with the
imposition of export controls in relation to goods of any description.

(2) For this purpose export controls in relatron to any goods means the prohibition or
regulanon of their exportatmn from the Umted ngdom or their shrpment as stores.

o 5(3) Goods’ may be: describcd in the order who]ly of partly by reference+to the uses to whicl

the goods, or any' 1nf0rmat10n recorded: on or denved from them, may be put
{4) The power to impose export controls is subject to sectlon 5.

(5) The Secretary of State may by order make provision in connection with any controls
that may be imposed by -a directly.applicable Commumty provision on the expertation
of goods,

(6) For the avoidance of doubt, export controls may be imposed in relation to the removal

from the United ngdom of vehicles, - wvesséls and aircraft (as an exportatmn of
.-.goods), whether or not they are movmg under the1r own, power or carrylng goods or
passengels : .
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Export Control Act 2002

2002 CHAPTER 28

PROSPECTIVE

E 'Te‘ehniea'l ass‘istance éontrols R

(1) The Secretary of State ‘may-by order make provision for or in connection with the
imposition of technical a351stance controls in relatron to technical assistance of any
description,

(2) For this purpose— Lo
“technical assistance controls” in relatmn to any technical assistance,
means the prohibition or regulation of participation in the provision outside
the United Kingdom of that technical assistance; and
. “technical assistance” medns services which are provided or used, or. which
.. are capable of being used, in connection with the- development productlon of
Lo se of any goods or teohnology ' :

3) Techmcal assistance may be descrlbed in the order wholly or partly by reference to

the uses to'which it (orthe: goods or teohnology in: questlon) may be put

(4) The power to impese teehmcal assistance controls--
(a) shall only be exercised for the purpose of imposing controls corresponding to
or connected with—

(1).any export controls or t1ansfer controls nnposed under sectlon 1 or;,
2;0r ' -
(i) any controls 1mposed by a d1rectly apphcable Commumty prowsron

o ‘on the exportation of goods or the transfer of technology; and

(b s subjeet fo section 5. :

7'(5) For the 1 purposes of subsection: (1) a person partrc1pates 1n the prov151on of teohnlcal

assistance outside the United Kingdom-if—

(a) he provides. techmcal assrstance outsrde the Umted ngdom or: agrees to do-
8@ 0r : :
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(b) he makes arrangements under which another person provides technical
assistance outside the United Kingdom or agrees to do so.

(6) The Secretary of State- may by order make provision in connection with any controls
that may be 1mposed by 4 directly applicable Community p!‘OVlSlOl‘l on partlclpatlon
“in‘the provnsmn of techmcal assistance.-

{T) Techmcal assistance - controls _may be imposed on acts done outside the United
Kingdom;.but orily if ‘they' ‘1?e-done by.a person who is, or is actmg under the control
-of, a United ngdom petsoty. o :
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~ (1) Subject to-sectio 16 the pos

7_::(5) Transfel co_'

Export Control Act 2002

2002 CHAPTER 28

-PROSPECTIVE

General restrlctlon on control powers

'er_ to impose export controls, transfer controls, techmcal _
ontrols may only be exermsed where authorlsed by. this

~ agsistance: ‘contr ) s
 section.

(2) Controls of any kmd may be 1mposed for -the purpose of glvmg effect to any
Community provision or other mternatlonal obhgatlon of the United ngdom

(3) In subsection (2) “international obhgatlon includes an obligation relating to a joint
action or comhmon pesilion adopted, or a decision taken, by the Council under Title
.V of the' Treaty on European Union (proV131ons on a comnion foreign and securlty
policy), .

" {4) Export controls may be. imposed in relatlon to any descrlptlon of goods within one or

more: of the categones spec1ﬁed in the Schedule for such controls,

5'm '_y"jbe 1mposed in. relatzon 1o any descrlpnon of technology wﬁhm-
one or more of the tategories spec1ﬁed in the Schedule for such controls; '

{6) Technical asmstance controls may be 1mposed in relation to any description of

technical assistance w1thm one or.more of the. categoues spemﬁed in the Schedule for
such contrels, : -

(7) Trade controls may be imposed in re’ia‘tion to--any description of goods within one or
more of the categories specified in the Sehedule for such controls,
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PROSPECTIVE

SCHEDULE

CATEGORIES OF GOODS TECHNOLOGY AND TECHNICAL ASSISTANCE

2 (1) Export controls may be 1rnposed in relation to any goods the exportatlon or use of

whlch is capable of havmg a relevant consequence.

of whlch is capable of havmg such a. consequence

3 TechmcaI assistance- controls- may be imposed in- relatnon {0 any techmcal a351stance
the provision-or use of which is capable of‘having such a consequence. '

{4} Trade controls may be imposed in relation 1o any goods the acquisition, disposal,
movement or use of which is capable of having such a consequence.

“(2) Transfer controls may be 1mposed in-relation to any technology the transfer o use
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PROSPECTIVE

' SCHEDULE -~

CATEGORIES OF GOODS, TECHNOLOGY AND TECHNICAL ASSISTANCE

RELEVANT CONSEQUENCES
I
L Breaches of international law and human rights
D. - The Garrylng out anywhere in the world of (or of acts which facﬂltate)—
! i N (a) acts threatening international peace. and’ security;
' (b). . acts contravening the international law of armed.- conﬂlct
) “internal repression in any- country, L
"{(d) breaches of humhan rights, -

1|
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Human Rights Act 1998

1998 CHAPTER 42

Legislation

Interpretation of legislation,

(1} So far as if is possibie to do so, primary legislation and subordinate legislation must
be read and given effect in a way which is compatible with the Convention rights.

{2) This section—-

(a)
(b)

(©)

applies to primary legislation and subordinate legislation whenever enacted;
does not affect the validity, continuing operation or enforcement of any
incompatible primary legislation; and

does not affect the validity, continling operation or enforcement of any
incompatible subordinate legislatioh if (disregarding any possibility of
revocation) primary legislation prevents removal of the incompatibility.

04




I

[t

Human Rights Act 1998 (e. 42)
Document Generated: 2012-12-11

Changes to legislation: o B B : : _
There are outstanding changes not yet made by the legislation,gov.uk editorial team to Human
Rights Act 1998, Any changes that have already been made by the team appear in the content
and are referenced with annotations,

Commencement Orders yet-to be applied to the Human Rights Act 1998:
Commencement Orders bringing legislation that affects this Act into foree:

—  §].2006/1014 art, 2(a) Sch. 1 para. 11{v) commences (2005 ¢. 4)
— 8.1 2007/1897 art. 2 commences (2005 ¢. 9)

— 8.1 2009/812 art, 3(a)(b) commences (2006 ¢. 52)

- S.1. 2009/1604 art, 2 commences (2005 ¢. 4)




|

I

{]

EUROPEAN CONVENTION ON HUMAN RIGHTS

ARTICLE 10

1.

Everyone has the right to freedom of expression. this right shall include freedom to
hold opinions and to receive and impart information and ideas without interference by
public authority and regardless of frontiers. This article shall not prevent States from
requiring the licensing of broadcasting, television or cinema enterprises.

The exercise of these freedoms, since it carries with it duties and responsibilities, may
be subject to such formalities, conditions, restrictions or penalties as are prescribed by
law and are necessary in a democratic society, in the interests of national security,
territorial integrity or public safety, for the prevention of disorder or crime, for the
protection of health or morals, for the protection of the reputation or the rights of
others, for preventing the disclosure of information received in confidence, or for
maintaining the authority and impartiality of the judiciary.
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DIRECTIVE 2012/29/EU OF THE EUROPEAN PARLT.AMENT AND OF THE COUNCIL
of 25 Qctober 2012

establishing minimum standards on the rights, st
replacing Council Framewao

THE FUROPTAN FARLAMENT AND THE COUNCIL OF “THE
FURDTEAN LUINION,

Having regard 1o the Treaty on the Functioning of the Furopean
Unjon, and In purticilar Article 83(2) thereat,

Having regand o the proposal from the European Commissicon,

After transmisston of the draft legislative act to the national
parliaments,

Having regurd ® the opinion of fie Luropean Leonomic and
Social Commiteee {1y,

Having regardl to the opinion of the Commites of the
Regions (3,

Acting in accordance with the ordinary legishitive pracedure (),
Whereas:

@y The Union lias ser iisclf the objective of maintaining and
developing an area of freedor, security and justice, tie
comerstone of which is the mutual recognition of judicial
decisions in vivil and eriminal matrers,

(1 The Union is committed to the protecrion of, and to the
establishment of  minboum  standards b regand 1o,
victims of cdme and the Councll has  adopted
Framework Decislon 2001f220//HA of 15 Mach 2001
on the standing of victims in criminal proceedings (%,
Under the Stxkholm  Peogramime - An open and
secure Burope  serving  and  prorecting  citizens (3,
adopted by the Fuwropean Council at irs meeting on 10
amd 11 Decamber 2009, the Commission and the
Member States were asked to examine how o improve
legislation and  practical support measures for the
protection of vicdms, with particalar artentioa paid o,
suppon for and recognition of, all victims, including for
vietims of terrorisny, as a priority,

('} O €43, 1522018, p. 10,

{0 C 113, 142002, p. 56,

{*} Positlon of the Koropean Parlfament of 12 Serlcm!wr 2012 (ot yer
piblished in- the ()l!'ficial Tournaly and decision of the Council of
4 Cretober 20420

) o7 ). 82, 2232000, p. 1.

{F O] € 15, 45,2000, p. 1,

I

'Kimﬂ and protéction of victims of erime, and

Decision 2001/220/HA

(1 Article ¥3() of the Treaty on the Functioning of the
Barapean Union (TFEU) pravides for the establishment
of minimum rules applicable in the Mentber Stores to
faciliate mutual recognition of judgments and judicial
decisions and police and judicial cosperation  in
criminal matters having a crossborder dimension, in
particular with segard to the rdghts of victims of ¢rime

@ Inoirs wesolaton of 10 June 2011 an a roadmup for
strengthening the rights and protection of victims, in
partivalar i criminal proceedings (8 (the Budapest road-
may), the Council stated duwe acton should be taken ar
Union level in order 1o strengthen the rights of, support
for, andl protection of victims of crime. To that end and
in aceordance with thar resolurion, this Disective alms o
vovise and supplement the principles set out in
Framework  Decision 2002'{220{]1"(?\ antd to fuke
slgnificant steps forward In the level of protection of
victims throughout the Union, in particolar within the
framework of criminal procecdings,

(55 The vesolution of the Ewopean Parliament of
26 MNovember 2009 on the elimination of violenee
against women{"} called on the Member Stires to
improve their national laws and policies to combat all
forms of violence against women and 10 act in order 1o
tackle the casses of violence against women, nof least by
employing preventive measures, and called on the Union
te guarantee the right o assttance and support for all
victims af violence,

6 In s reselution of § April 2011 on pricaities and outline
of a new EU paliey framework to fight violence against
women (%) the Eucopean Pallament proposed o strategiy
to combat violence agajnst women, domestie viclence
anet female genital mutilation as a basis for future tegis-
lative crimnal-law  instruments  ugainst  gender-based
violence including o framework 1o fight  violence
against women (policy, prevention, protection, s
ecution, provision and partmership) to be followed up
by 4 Union action plan, larernational regalarion within
this aren includes the United Nations Convention on the
Elimination of All Forms of Discrimination againse
Wormnen ([CEDAW) adopted on 18 December 1979, the
CEDAW Commirees recoinmendations and  decisions,
and the Councll of Fuvope Convention on preventing
and combating violence agalnst women and domestle
vlplence adopted on 7 Aprli 2011,

W 8 187, 2862810, p. 1,
() OF € 285 E, 27.102618, p. 53,
) 0F-C 296 1 2102012, p, 20.
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Diirective 201 T{99{EU of the Turopean Padiament and of
the Comndl of 13 December 2011 on the Furopean
protection order (') establishes o mechanism for tle
muual recogniion of protection measures in criminnl
matters between Membur Sttes, Directive 201 H36/EU
of fhe Faropean Pacament and of the Council of
5 April 2011 on preventing and combating mafficking
in humun beings and protecting s victims (3 and
Pirective 201 1{93!&1; of the Furepean Parliament and
of the Councl of 13 December 2011 on combating
the sexual abuse and sexual cxploifation of ehildren
and child pomogmphy () address, dneer  alia, the
specific needs of the purticular categosies of victlms of
human eafficking, child sexual alwse, sexual exploftation
and child pommography.

o
Counclt Frmework Decision 2002475[HA of 13 June
2002 on  combating  tersorism () recognises
terrorism constitures one of e most serious violations
of the principles on which the Union is based, including
the principle of demovracy, and confinms that it consti-
tutes, inter alia, a threat o the froe exercise of human
rights.

Crime i3 a wiong against suclety as well as o violation of
the individuad rights of victims, As soch, viethms of erime
should be recognised and treated in a respectful, sensitive
and professional manner whbow dserimination of any
kind based on any-ground such as race, colenr, ethnlc or
social prigin, genetic features, langunge, veligion or betief,
political vr any other opinion, membership of a natioml
minerity, property, bivth, disabifity, age, pendor, gender
expression, gender identity, sexual orentation, esidence
states or health, In all contacts with o competent
authority operating within the centext of <rlminal
proceedings, and any service coming into vontect with
vicrims, such as vichim suppost or Festorative Justice
services, the persenal situation and immediare needs,
age, gender, possible disabiliy and masurity of vicdms
of cime should be mken inwe account while fully
respecting theiy physical, mental and moral fntegriry,
Victims of erime showld be protected from secondary
and repear victimisaton, from intimidation and from
retaliation,  should  receive appropriate support to
facilitare thelr recovery and should be pm\{iJed with
suffleient access to justice. ’

This Divective does not address the conditions of the
iesidence of victims of afme In the territory of the
Member  Seates.  Member  States  should  take  the
riecessary measures to ensare thar fhe rights set ous in
this Directlve are not made conditional an the victim's
residence stams In thelr terrivory or on the victm's

(O] 1. 338, 201122001, p.
3 O] L 10F, 15420110, p. 1.
{9 O] L 335, 17122041 p. L.
4 O] L 164 2262002, p. 3.

[

(181}

(2

an

{14)

(5}

(16)
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citlzenship or nattonality, Repotfing  crime and pastici-
pating 1 etiminal proceedings do not create any vighis
vegrading the. residence status of the vietim,

This Directive lays down mininws rles. Member States
may extend the rights set out in this Directive in order to
provide a higher Tevel of protection,

The sights set out int this Directive are withowr prejudice
1o the rights of the offender, The term offender” refees o
a person who has been convicted of a crime However,
for the purposes of this Directive, j€ also refers to a
suspected o aceused  person before any  acknowl-
edgement of guilt or conviction, and it i without
prejidice 1o the presumption of innecence.

This Directive applies in relation 10 eriminal offences
committed in the Union and 10 criminal proceedings
that wke place in the Usnion. Tt confers rights on
victims of extm-terronial offences only in selation 1w
ciminal proceedings thar sake place in the Union.
Complaints made to comperent awthoritics owside the
Union, such as embassies, do not trigger the obligations
set out in this Directive,

In applylng this Directive, children’s best interests must
be a4 primamy coosideration, 8 pecordance. with the
Charter of Fundaniental Rights of the Euoopean Unien
and the United Nations Convention on the Rights of the
Child adopted on 20 November 1989, Child vietims
should be considered s treated as the full bearers of
rights set out in this Directive and should be entifled to
exercise fhose dehts in o manner that takes incw account
thigie capacity to form their own views.

In applying this Directive, Member States should ensure
that victims with disabilities are able to benefit fully from
the rights set out in this Directive, on an equal basis with
others, incuding by fadlirating the accessibility o
premilses where criminal proceedings are conducted and
access 1o information,

Vietims of rerrodsm have suffered ateacks thar are
tiended  wldmarely 10 harm society,  They  may
therefore need special attentlon, support aind protection
due to fhe particular nature of the crime that has been
committed aginse them, Viatims of rerroism can be
under significant public scruting and often need soclal
secogaition  and respectful  eatment by society
Member States should therefore take partivulir account
of the needs af victims of terrorisny, and should seek to
proteet their dignity and secnity,
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017 Yiolence that 1s directed against a person because of that (20)  ‘The role of victims i the ceindial Justice system and
persons pender, gender identity cr gender expression ov whether  they can pasticipate  actively  in criminal
that affess persons of « parteslar gender disproporrion- proceedings viny across Member States, depanding on
afely, is imdestood as gender-based violence, It may the national system, and s determined by one or more
resalt in physical, sexenl, emotional or psyehwlogieal of the following erfteria: whether the national system
harm, or ecomomic loss, to the victim. Gender-based provides for a lepal status s @ pavty W criminal
vivlence s understond w be a form of discriminarion proveedings;  whether the victim is under a legal
and 4 violation of the fandsmental freedonis of the tequirerent or is requested 1o participate actively In
victim and includes violence in close selationships, criming] proceedings, for example as a witness; andjur
sexual violence {induding rape. sexval assnidt andd havwss- whether the victim T a legal entiflement undes national
ment), trafficking in human beings, slavery, and different law ta participaze acfively in criminal proceedings and is
forms of hamful practices, such as ferced marrages, seeking 1o do so, where the natdons] system does not
femule genital mmﬂrati:;m and soecalled I'hunour crinlws'. provide that victims have the Jegal status of a party 1o
Women  victims of gendee-based  violence and their the criminal  proceedings.  Momber  States  should
children often require special supparr and protection determine wh‘[clz of rhos{; criterla apply to derermine
becatise of the high risk of secondary and repear vier- the scope of dghts set-our In this Directive wheve there
misation, of intimidation and of rewfiaion connecred are references to the role of the victim in the selevant
with such violence, eriminal justice system.

18} Where violence i consimitted in o close velationship, it i formast d advic adod by o autl
commitied by o person who is 2 cnrent o [lumwr @n [_"‘.‘f'.'f‘m“?.", and advice |nmi d} ‘fm??"‘fe_':‘ aurli-
spouse, or partner or other family memsber of the (‘IIIYIFjS.‘V!Lﬂn]]ﬁl.llif};)l”‘% services ]ﬂ!n K-s.rman'.c) sustice
victi, whether or not the offender shiares or has services shoulkl, as far a5 possible, be given by mems
shared the same Douschold with the  victim. Sueh of a range “t n!.l:»'.lia.\‘a.tntl !n‘a ﬂlfﬁm'lt:l' \Vhlf‘.h can b,c
violence could cover physical, sexual, psycholegical or l"lndumm"l b} ,‘th‘e ‘f"’“‘m' ‘T"jh ifm”f““t(]’" I:'“d advice
cconomic violenee und could result in physical, mental should be provided " birr\p o i peessivlc JANgage. it
or emorional harm or economic Joss, Violenee In dose should also be enswred that (|u.:‘VI£.[Il'II cant be undei‘ftmld
selationships i a serious and often hidden seciad problem ﬂwing ]F*"TC.‘"Q‘H“SS‘ ln this - jespecr, [th victm's
which could cause systematic psychological and physival ; qowlc& gc.ur the l'"fg"“-"{" s “’ Pl}" |.dc i"‘ um]at!m‘a.
sraitina with severe consequences because the affender is age, ma}mwrjy, hf“'}“‘"f". lajlmi.cmmllm:ml t;\p{\[ljt)’],jllrcnj(:y
o person whom the victn should be able w nust. atd any mental of .1771\')‘33“%] rapal m]”“ i‘:}ml:d .E.mku;'
Vietims of violence i close relationships may therefore :.Ill?FJdILL punt. “”!m_",'d' jJecaunt. stouid b€ 1d m] (i
be in need of specie] prowction measures, Women are ! lulbhcsd-m e F:‘Tr‘]’di!}g o f:.(mlmun]:_cﬂ(ilng ‘,vm:]
affected disproportionately by this type of viclence and may be dus W a im}?x ity of some |'m" §1=<.—hl as
he sitwation. cun-be worse i the woman is depenclent on ]w‘{'?n,g o s,p',“'?‘h m‘medmm.nfs' I.kg”#]y y ,‘“l“"'l‘f’l‘i‘] on
he-offender economically, socially or as segaids her vight a victins ilblill)' o lt.or:znllu.n!m‘ru’|nfm11-|.(11}(l1n shoukl be
1o residence. taken fnto aveount during criminal provecdings.

(9 A person should be considered to be  victim regardless 23)  The moment when o compiaint & made shoutd, for the
of whether an offender is Identified, apprebended, peos- purpases of dils Directive, be considered as flling within
ecured or convicred and regardiess of the familial rela- the context of the criminal procesdings. This should abso
“'0“5;‘[’ b‘r’“‘ﬁcef‘ d'“‘“"] 1t ]is P‘f-‘-‘ih’c ‘1""‘[ f?‘g')’ inctude sitwarions where authorties indtlate <riminal
mempers of vicims ae dlso harmed as & result of e proceedings ex offiio as a resule of o coiminal affence
ortme. In pacticudar, family members of 2 person whose Emffefcd b'?' 4 vk‘.tf;f]'n.
death has been directly caused by a criminal offence ’
could be harmed as a resdr of the aime, Such family
members, whao are indirect vietims of the ¢rime, should
therefore  also benefit from prowection under  this
Divecrive, However, Member Swres should be able o
estiblish procedwres 1o limit the number of family
members who can benefit from the rights ser cur in (23 Information about reimibursentent of expenses should be

this Directive, In the case of o chikd, the child or,
updess this is nor ln tie best interests of the child, the
holder of parental responsibilty on behalf of the child,
should be entitled o exercise the rights set out in this
Directive, This Directive is withowt prejudive 10 any
national administrative procedures requeired o establishh
that « person is a victim,

Unfiled Notes Page 3

provided, from ihe time of the first contact with o
competent authority, for example in o leafler stattag
the basic conditions Tor such reimbursement  of
expenses. Member States should not be required, w1 this
early stage of the criminal proceedings, to decide on
whether the victim -concerned fuifils de conditions for
reimbursement of expenses,

23
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(14)

{25}

(26}

(28

9

30

When weporting o crime, victims should receive u written
acknowdedgement of thelr comphint from the police,
stating the basic demenrs of the aime, such ag the
type of cime, the fime and place, and any damage or
harw canesed by the erime, This scknowledgement should
inchide a file number and the time and place for
mporting of the aime in order fo serve as evidenee
that the cime hag been reported, for example in
relation to insurance claims.

Without prejodice ro rules relaring to fimittion perdods,
the delayed reporting of a criminal offence due ro fear of
wealintion, humilfation or stigmarisation  sheuld not
wesnlt in vefusing  acknowledgement of the victim's
complaing.

When providing information, sufficient detril sheuld be
given to ensure that vichms are trested in s respectful
manier and @ enable them o make infomnial decisions
about their participation In proceedings, In this respect
information  allowing the victim o know sbout the
varrent  status of any  proceedings 15 particufarly
important, This is equally selevant for information to
enable a victim o decide whether to request a review
of a decision ot to prosecute. Unless othenvise requived,
it should be possible o provide the infonmation
communicated 1o the victime orally or in writing,
incloding through clecmonic means.,

Informadon s o vietim should be pravided to the last
known  correspondence address o elechonle conct
details given to the eompetent anthority by the vietim,
In exceptiondl cases, for example due to the high number
of victims involved 0 a case, it should be possible 1o
provide information tlyough the press, through an
offictal website of the comperent authoriry or through
a similar communication channel,

Member  States should nor be obliged ta  provide
information where disclosure of that information could
affect the proper handling of a case or harm a given case
o person, or if they consider it contiary @ the essential
interests of their security.

ot
Competent authoidties should enswe that vietims recelve
vpdated contact details for commumication about their
case unless the vietim has expressed a wish not o
veceive such information.

A reference to o ‘decision” in the gontext of the vight to
information, inferpretation and teanslation, should be

(31

e

{0

(34

Unfiled Notes Page 4

understood only as a reference o the finding of guils
or otherwise ending criminal proceedings, The reasoms
for thar deciston should be provided w the vietim
throngh a copy of the Jocument which consains that
decision or through 2 brief summary of tem.

The dght to nformation about the time and place of 4
wial resuldng from the complaint with regand w a
criminal offence suffered by the viaim should also
apply ® informadion about the sime and place of »
hearing relargel 1o an appeal of a judgment o the caxe,

Specific information about the release or the escape of
the dffender should be given to victims, upon sequest, at
leagt -In cases where there might be a danger or an
idenrified #isk of harm to the victims, unless there i3
an identified risk of ko to the offender which would
reswlt Troms the sotiflcadon. Where there is an identified
ifsk of harm to the effender which would resdt from the
notifcatdon, the competent authority should ke inta
account all other slsks when derermining an appropriate
action, The refereince to ‘identifled risk of harm to the
victims' should cover sich factors as the nature and
severity of the crime and the sk of retalfadon,
Therefore, it shoukl not be applied w0 those simationy
where minor offences were commized and thus where

- there is only a slight risk of harm @ the victim,

Viedms should receive Information sbowt any dght o
appesl of a decision o release the offender, I such 4
right exists In nationgl law,

Justice cannit be effectively achieved unless viciims can
properly expliin the cirewnstances of the ¢rime and
provide their evidence in a manner understandable o

the competenr autherities, 1t is equally iportant o

ensure that victims are preated in a respectful manper
and that they are able ro access their rights. Interpre-
tadon should  therefore be mude availuble, free of
chunge, during questionlng of the vicdm and in order
to enable them to partelpate actively in couit hearings,
in accordance with the role of the vietim in the relevant
eriminal Justice system., Por other aspects of criminal
proweedings, the need for Interpretation and tansdasion
can vary depending on spegific issued, the role of the
viceim I the relevant criminal ustice system and his
or her involvenent in proceedings and any specific
vights they have. As such, interpretation and trasglation
for these other cases need only be provided-to the extent
necessary for victims to gxercise their rghts.
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(39

(36}

{37}

{38)

The viciim should have the right 1o challenge a decision
finding that there is no need for interpreration or tans-
lation, in accordance with procedures in nathmal law,
That sighe does not entall the obligaden for Menibec
States to provide for o separate mechanism  or
complaint procedure i which sucli decision may be
challenged and should not unreasonably prolong the
erlminal proceedings, An Internal review of the decision
in accordanee with cxisting national procedures would
suffice,

The fact that a victin speaks o language which is not
widely spoken should not, in isell, be grounds 1 decide
that interpretation or translution would unceasonably
pralong the criminal proveedings.

Support should be available from the moment the
competetis authorities are aware of the viéim and
throughout crimingl proceedings and for an uppropriate
ime after such proveedings in aceordance with the needs
of the vicrim and the rights set our in his Ditective,
Support shoukd be provided through & varisty of
weans, twithour excessive Tormalities and  thieugh a
sufficient geographical distribution across the Member
Srate to allow all vieimy the opporunity o access
such services. Victims who lave suffered considerable
harm due o the severity of the vrime could require
specialist suppor services,

Persons who are partictlady wiluerable o7 who find
themselves in sitvations that  expose them to a
particulaely  ligh sk of harm, such as  persons
subjected 1y repeat wiolence i close  welationships,
victims of gender-baséil viclence, of persons wha fall
vicgim to other sypes of cime In @ Member State of
which they are not mationals or residents, should be
provided with apeclolist support and legal protection,
Specialisy support services should be based on an inre-
grated and wargeted approacl which should, in particular,
teke o accouns the specific needs of victims, the
severity of the harm suffered s o result of a criminal
offence, as wll as the selarionship between vierims,
offenders, children and their wider social environment,
A main sk of these services and thelr staff, -which
play an dmportant mole I osupponting the victbn
recover from and overcoiie potental Tam o) trauma
as a resalt of & vimingl effence, shoukl be & nform
victims about the rights set out in this Directive so that
they can ke decisions i a suppartive environment that
reats them with dignity, respect wnd sensitivity, The
types of support that such specialist suppent services
should offer couk inchude providing sheltr and sfe
accommedation, immediate medical support, sefernal to

Unfiled Notes Page 5

(39

40

{al1}

42

(43)

medicel and forensic examination for evidence in cases of
ape of sexaal assault, short and long-term psycholegical
connselling, tama care, Jegal advice, advocacy and
specific services for childmen as difect or indirect vicims,

Victim support services wre not required o provide
extonsive specialist and professional expertise themselves,
Il necessury, victing support services should assist victlms
in cafling on exisdng  professional support, such ag
psychologists,

Although the provision of support should nor be
dependent on victims nwking a complalnr with wegasd
to i eriminal offence 0 a competents aushority such as
the police, such autherides ave often best placed o
fuform vietims of the passibility of support. Member
States are therefare encouraged to esmblish appropriste
condirlons o enable e referral of vierims to victim
support  services, Including by enswing  that  data
protection requirements an be and are adhered
Repeat referrals should be avoided.

The vight of victims te be fieard should be considered 10
have been fullifled where vigtims are permited ro nwmke
statements or explanations in wiiting,

The right of child victims to be heard in crinvinal
proceedings should not Ge precluded selely an the
basis that the victim Is a0 ¢hild or on the basis of thar
victim's age.

The vight 1o a review of a decision net to prosecute
shéuld be understood 25 referring 1o decislons taken by
pingecurors and investigative judges oi low enforcement
authorlties such as police officers, but not to the
decisions raken by courts. Any review of a decision not
to prosecute should be caprled out by a different person
or authordry o thar which made the odgingd declsion,
wnless the fnfrial decislon not to prosecute was taken by
the Tighest prosecuring autiosity, agalnst whose declsion
no review can be miade, in witleh gase the review may be
carried ont by that same authovity, The sight 1o a review
of a deision not ro prosecute does not concern specisl
procedures, such as proceadings against members of
parliament o goverment, in relarion to the exercise of
their official position.
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{44

{45}

(46}

(47)

A deelston ending erinndnal proceedings should fnchide
sitaptions where a prosecutor decides to withdraw
eharges or discontinue proceedings.

A decisian of the prosecuror resulting in an our-of-coure
setthement and  thus ending  criminal  proceedings,
excludes vietims from the rghv w3 review of o
decision of the prasccuror not (0 prosecute, pnly if the
serdement imposes 2 warning or an obligation.

Restorative justive services, including for example victim-
offender mediation, fandly  group  conferencing  and
sentencing circles, can be of grat benefit to dhe victim,
but require safeguards to prevent secondary and repeat
victimisarion, intimidation and wtaliation. Such sevices
shiould cherefore have as « primery consideration the
interests and needs of tdic vietim, repaiving the ham
done 10 the vickm and avoiding further hafin, Factors
such as the nature and sevedty of the crime, the ensuing
degree of mama, the repeat viclition of » vierm's
phiysical, sexual, or psychological dntegeity, power inbal-
ances, and the age, mantity or dntelbestual capacityof the
viction, which could limit or redhee the vietim's ability to
make an infomied choice or could prgjudice a posirive
aptcome for  the  wictim, should be wken info
consideration in referring o case 1o the restorative
justive services and 0 conducting 2 restorative Justice
mocess, Restorative jusrive provesses shaubd, fn principle,
Lu vonfidential, unless agreed otherwise by the parties, or
as required by padonal liw due o an overiding public
interest, Facrors such as threats made or any forms of
viokence  committed  duding  the  process may  be
consillered as vequiring disclosnre in the public interest,

victims shoukl not be expected 10 Inear expenses in
relation 1o thelr participation in ciminal proceedings.
Mernber Stares shoadd be requived ro reimburse only
necessary expenses of vierims in relation e their partlel-
pation in crimingl  proceedings and should not be
required o reimburse victims' fegal fees, Member States
should be able w impose cenditions in regard to the
reimbugsement of cxpenses in nationad Jaw, such as
tme Timbis for claiming rembursement, standard rates
for subsistence and favel costs and |1wxil,‘!|:;1.|m' daily
amounts for Joss of eamings, The right 1o reinasement
of expenses In criminal proceedings shauld noe aeise dv a
situation whare a victhis makes & statement on a criminal
offence. Expenses should only be covered o the extent

{48)

(19}

30

(1)

(32

that the victim Is obliged or requested by the competent
authorities to be present asd acrively parricipare In the
criminal prisceedings,

Recoverable property which is selzed in criminal
proceedings should be mtumed as soon s possible to
the victim of the crime, subject to exceptional circom-
stances, such as in o dispute conceming the ownership or
where the possession of the prupuity or the property
itsedf is dllegal. The right to have propary retumel
shatld be withour prejudice to irs lepiimate retention
for the purposes of other legal proceedings.

The sight so % decision on compensation from  the
offender and ¢he relevant applicable procedure should
also apply to victims yesident in a Mesber State other
tlian the Member State where the crimina] offence was
committed.

The obligation set out I this Dircetive to bansmit
complaints should not affect Member Seates’ comperence
te institure proceedings and is without prejudice e the
wiles of uonﬁiue refating to the exercise of jurisdiction, as
laid  down  In Counell  Framewark  Decision
009/948/IHA of 30 Movember 20069 on prevention
and serdement of conflices of exercise of jurisdicton in
criminal proceedings 1),

If the victim has left the territory of tie Membur Stare
where the crinvinal offence was committed, that Member
State shonhd no longer be obliged 1o provide assistance,
support and protecsdon except for what is divectly relared
to any criminal proceedings it is condusting regarding
the criminal offence concerned, such as special protection
meagures during ot proceedings, The Member State of
the victimr's residence should provide assistance, suppart
and peotection required for the victim's need 1o recover,

Measwres should be avallable to prorect the safety und
dignity of victims and their Family  members from
secondary and repeat victimisation, from mtinddation
and from rerliason, such as intecim injunctions or
protection op restraining orders.

0 O L 338 15.12.2009, p. 42,
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61 The risk of secondary and repeat ®lctimisafion, of indnil- 36y Individual ossessments should ke Into aceount the
datlon und of retaliation by fhe offender v a8 weenil of personal characreristies of the viciim such as his ay her
paticipation in ciiminal proceedings should b limited age, gender and gender identity or expression, ethnicity,
by cirying owt proceedings in s conmdinated and race, rellgion, sexual oriensation, health,  disability,
respectfirl manner, enabling victims o establish trust in residerice status, contmunivation difficulties, retationship
anthorities, Interaction with competent authorities shovtd to o dependence on the offender and  previous
be as casy as possible whilst limiting the msmber of experience of crime. They should also ke into
unnecessary  intesactions fhe vicdni has with them acconmt the type o1 nature and the crumstanees of
through, for example, video recanding of interviews and the ciime such as whethor it is a hate csime, o biag
allowing its use in court proceedings, As wide a Tange of crime or 2 crine committed wich o diseriminatory
measures as possible shonld be made wwailable to practi- marive, sexval violence, vielence in g Jdose relutionship,
tioners to prevent disiess to the victim during court whether the offender was in o position of eontrl,
proceedings in particular as a result of visnal contct whether the vietim's residence is in o high cime or
with the offender, his or her famdly, associares or gang dominared area, or whether the victim's countiy
mombers of the public. To that end, Member Stases of origin Is nor the Member State where e crime was
should be encowmged 0 Intoduce,  especially in vonmntitted.
relation to court bulldigs and police sratlons, feasible
and practical measures enabling the facflivies w0 include
arisenitics such as sepawate entyantes and waiting arcas
for victims. [n addition, Member Stares should, ro the
extent possible, plan the crimindl proceedings so that
contacts between vicrims and thefr fanity menibers and
offenders are avoided, such as by summening vicdms (377 Victims of human trafficking, rercorism, oganised crime,
and offenders 1o hearings at different times, viedence in close relatlemships, sexual vinlence or explol-
tation, yenderbased violence, hare crime, and victims
with disabilities aml child vicrims wnd w0 experience 3
high rate of secondary and repeat victimisation, of intimi-
dution and of retallation, Parlivular cire should be taken
when assessing whether such victins wre ar risk of such
victimisation, intimidation and of setaliation and there
54 Puotecting the privacy of the victim can be i importat shmtl”d be a stiong presumption that those victims will
e of puivacy ol thy vicl fn import leneflt from spectal protection measures.
means of preventing sccondary and repeat victimisation,
intimidation and retaliation and can be achieved tuough
a range of measwres inciuding nen-disclosurerdr limi-
tations on the discloste of information conceming the
tilentity and whereabows of the victim, Such protection
is partiewdarly impottant. for ¢hilld victims, and inchides
non-disclosure of the namg of the <lald, However, there . . T 1
might be cases where, exceptionally, the child can benefic %) \"qfﬂn:‘(’ who have ht'_u}. Ifl::m'tiﬁccl A .vul.:}cr'ab]e rg
from the disclosive ar even widesprend publication of “LO?‘{‘TY and.]mpﬁn \:!.Ctl;}“haﬂ(.ll\, v intimsidation an
informution, for example where o child s been fo M{,‘ ]‘“‘jun “Iﬂ uld be af er\?l appmg:;are.‘1111:5?5\1@-@
abducged. Measures 1o protect the privacy and iniages protect Pf“‘_l ing c““;'““”plm“f ings. I]"'i Lx‘“}:
of viciims aad of their family members should always nlufuln ¢ d?' _i’uf]l mc:nsunf:t: “,T,ﬁ j.e wte!-_'_m"“ |‘ 1|t>u‘g.]
be consistent with the I’ighl to a falr mial and freedom of r;L n |§ !tl\m nlﬁst.s,\mtn:. t.“ Inrg. ll'!to ‘lt,u:)u.m ’[IC 1\\{1;:
expression, as recognised in Articles 6 und 10, sespect- ii' the Y‘;ﬁm'ﬂw mef[ ?.r_ Ny hlufh ’mef]-els"ﬂlffc v
ively, of the Turopean Convention for the Proteetion of ‘etlenp‘xlz.\ "~ w‘? m_":t I’,!‘Ii“l_ ‘Y‘:‘m e dﬁg}qu d(?"t-zt ¢ E,?lt ¢
Human Rights and Fundamental Freedoms, ‘“."'.'“,‘""L'O“'l‘“m' with rules of ju kld M“_"tm"f e
victims' concems and fears in relation to proceedings
should be a key factor in determining whether they
need any pasticular menstere.
(53)  Some victims we paticeladly ac visk of secondary and
repear victimismion, of intimidation and of retatiation by
the offender duing criminal proceedings. Tt Is possible 9 Tnmediare operationat neads and constraints may make

that such a risk derives from the personal charmgeristics
of the vietm or the type, natsre or cireunstanges of the
crime. Only through individual assessments, carried oue
at the earljest oppartunity, can such a ek be effectively
identified. Such ussessments should be canvied ous for alk
victims 1o determine  whether they are ot yisk of
secondary and repear vickimisarion, of intimidation and
of remliation and what special protection meastices they
require, !

vy

Unfiled Notes Page 7

Lt tmpussible to ensure, for example, that the same palice
affiver consistently insorview the viedm: illness, matemity
or iparental deave are examples of such consteaints
Furthermore, premlses speclaliy designed for interviews
with victhms may ot be available due, for exaniple, o
renovation, [n the event of such eperationa or practical
constiaints, & speclal measwe envisaged following an
individual assessment may not be possible to provide
o 4 ease-by-case basls,
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{60y Where, In accondance with this Disective, o guardian or a En  In ordér to encourage und Facllitute reporting of crimes
repesentative i3 to be appodnted for a child, those mles nd 1o allow vietins o break the cycle of repeat wieti-
could be performed by the saoe pason or by 4 legal misatlon, It ds essenttal that rellable support services are
person, an institution or ah authority, avpilable to victims and that competent authorities are
.. prepared to gespond o victiow' weports o a respectful,
I sensitive, professional und non-diseiminatey manner.
This could dacrease victims' coafidence in the erinsinal
justice systewss of Member States and reduce  the
number of wveported  crimes. Fractitioners whe are
fikely to receive complaints from victims witke regard to
criiminal offences should be appropriately ained
fucikitare repotting of crimes, and measwres should be
e pur in place o enable third-party reporting, including
61} Any officials fnvolved I crimtaal proceedings who are by ¢ivil society organisations, It should be possible to
likely to come Into personal contact with victims should make use of consmunicativn technology, such as o
be able to access and revefve appropriate initial and wiaill, video recordings or online electronic forms for
ongoing madning, to a level approgtiate 1o their contact waking complalnts,
with vietims, so-that they are able to dentfy vierims and
their megds and deal with them in o respeetful, sensitive,
professional and  non-discilminaroey manser, Pepsons
whao are likely to be involved In the Individual assessment
w identify victime specific protection aceds. and 1o
derenmine their need for special puatection measures
shoudd receive specific tiiining on hew to carry out
such an assessment, Meniber States should ensure such
fratning {0' police W"ic_c“\ 'm.d_ Lot ft"ﬁ"_ !‘q_u“”yf o) Systematic and adequate statlstical data collection s
training shoukt be promoted for lawyers, prosocitors yecognised as an essential component of effective policy-
and judges and i‘(.:‘r practitioners who E".‘Nid"‘. victim making in the field of rights set out in this Directive, In
suppoit or restarative justiee senvices, This requirement erder to facllitte evaluation of the application of this
shoald include training on the specific suppont services o Directive ‘Mem‘hcr States shoutl con;gglullaic:{te o the
:r::j!: ‘t;:e[';:““,sll:l,!llulL;O?;sJ:&‘I,:: Ll\,;i'ﬁ:flw\i:‘&f r:;z:;'&% Commission relevant stgisiical dats rehized w0 the apphi-
N T TR N catton of nattonsl procedures on victims of ©rime,
needs and specific psychological tmining, as approprite. inclnding st leust the mumber and type of the reparted
Where relevant, such maining should be gender sensirive, imes & 1 s Fur 1 d‘- o .‘ﬂ; know a:ld e
Member States’ actions on training should be comple- :L;;Wh! ?ilcr'lm“sm::inbﬂ;- q;':d' ,l"]e ':imd 'e‘" dgr of d:e
mented by guidelines, recommendations and exchunge \'!ctlr:m‘" Relevant  statistical ‘tsi‘um camg include  data
of best proctices in accordance with the. Budapest mculﬂ‘&:d by the ki" diclal augharitios and by law
roadmap. S enforeement agencies andl, as far as possible, sdminis-
trative data compiled by healiheare and social welfare
sérvices and by public and non-govermental victim
suppeIt oF restorative justice services and other organi-
sations working with victins of crime, Judicial data can
includle information shout reporied crime, Gie number of
cases that are investigated and persons prosecuted and
sentenced, Serviee-based adminisnative data can nclude,
as far us possible, dat on how victims are using services
62 Member Swares should encaage and work closely with provided by govemnient agencies and public and private
cvil soclety omanisations, mchuling tecognised and support prganisations, such «s the atmber of referrals by
active  nonsgovernmental  organisations  working  with fiolive to vicrim support services, the nupaly;r of vietims
vietims of cime, in particular in policymaking initiatives, thar jequest, Teceive of do net jeceive support or
infonuation and awareness-rzising campaigns,  research IRSIORITIVE justice.
and education programmes and in talning, us well as
in mondtoring and evaluating the impact of measures
0 support and proteet vietims of alme. For viedms of
crime 1o receive the proper degree of assistance, support
and protecdon, public services shonld work in 2 coor
dinated manner and should be Involved at oli adminis-
tative levels — at Uniok level, and at natonal, regonadl
and Tocal level, Victing shoulil be assisted In finding and
addressing the competent authorities fa order te avold (65 This Divective aims & anvend and expand tie provisions

repeat  refenals,  Member  States  should  consider
developing “sole poings of access’ or Tonesstop shops',
that address victims' andtiple needs when favolved in
criminal  proceedings, including the need to receive
information, assistance, support, pratection and compen-
sitlon,
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{66) This Directive respects fundamental tights and observes
the principles recognised by the Charter of Fundamental
Rights of the Furopesn Union. In pasticular, 2t seeks to
promaote the right 1o dignity, life, physical and meagal
integrity, liberty and security, respect for private and
family life, the right to property, the principle of non-
discrimination, the principle of equality between women
und men, the rights of the child, the cldedy and persons
with disabilicies, and die vight to & fair tial.

(67)  Since the objective of this Directive, namely o establish
minimum  standanks on the  vights, support and
protection of victims of crime, eunnot be sufficiently
achieved By the Member States, and can thewfore, by
wason of its seale and potential effects, be better
achieved ar Union levd, the Union may adopt
meusties in accordance with the prinelple of subsidiasity
as set out in Article 5 of e Treary on Burapean Unios
(TEV). | accordance with the principle of propor-
tonakity, as set ou i thar Aricle, this Direcrive dovs
nor go beyond whar is necessary It order to achieve thar
objective,

68y Personal data  processed  when implementing  this
Dirgctive  should  be  protected  in - accordance  with
Councd  Framewoek  Decision  2008/977{[HA  of
27 November 2008 on the protection of personal data
processed I dhe framework of police and  judicial
cooperation n criminal marters (') and in accondanee
with e principles laid down in the Coungil of Burope
Convention of 28 January 1981 for the Pratection of
Individuals with regard to Astomatic  Processing of
Personal Daa, which all Member States have ratified,

69)  This Dihectlve does not alfect more far reaching
provisions contafned in other Unon acts which address
the specific needs of particular categorics of vietims, such
as victims of human tmafficking and victins of child
sexngl abuse, sexuat explotation and child pornograghy,
in a more targetéd manner,

70} In accordance with Articde 3 of Prorocal Ne 21 on the
position of the United Klagdom and Nreland in respect of
the Area of Freedom, Secutlry and Justlve, annexed to the
TEW and m the TFEY, those Member States have notified
their wish o rake part in the adopron and application of
s Pirective,

U T accordance with Aricles 1 and 2 of Protocol No 22
on the position of Denmark, annexed to the TEY and
the TFEL, Denmark s not tuking part in the adoption of
this Dlrective amnd i not bound by it pr subject 1o its
application,

() O L, 330, 30.12.3008, p. 60,

H .

(72) The Eomopean Dara Protection Supervisor delivered an
opinfon on 17 October 2011 (3 based on Artiele 41(2)
of Reaulation (B No o 45{2001 of the Furopean
Parliament and of the Council of 18 December 2000
on the protection of individuals with regard w the
processing of personal data by the Community Insti-
tutions and bodies and on the free movement of such

data (%,
HAVE ADOFTED THES DIRECTIVE:

CHATTER 1
GENERAL PROVISIGNS
Ariicle 1
Objectives

Lo ‘The pwpose of this Divecrive is to ensure that victims of
crime recetve appropringe informadon, support and prorection
and are able to participate In ciminal proveedings.

Mernber States shail ensure that victims are recognised and
treated o @ vespectful, sensivive, tailored, professional and
non-discriminatory - manner, in all contacts with  victim
SUPPOTT v Testorarive justee services or a comperent autherity,
operating within the context of criminal proceedings. The rights
ser ot in this Dircedve slalt apply 1o vietims in 4 non-discrimi-
natery manner, ineluding with sespeet to their residence sratus,

2. Member States shall ensure that in the application of this
Directive, phese the vietim 3s a child, the ehilels best Interests
shall be a primary consideration and shall be assessed on an
indlividual basis. A child-sensitive appreach, mking due aceount
of the childs age, maturlty, views, needs and concerns, shall
prevail. The child and fhe helder of parental responsibllity or
otlier legal eeprosentative, if any, shall be informed of any
measures or rights specifically focused on the child,

Anlide 2
Definitons

L. Tox the puaposes of this Directive the following definitiois
shalt apply:

{a) ‘victim' means:

i & netaral person wha has suffered harm, inchuding
physical, mental or emotions] harm or economic loss
wltich was directly caused by 3 criminal offence;

@) family members of a person whose dearlh was directly
caused by a crimiival offence and who have suffered
harne as a result of that person's death:

™ 0] € 35, $.2.2012, p. 10,
) Of L & 1212601, po 1.
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) ‘Family members' means the spouse, the person whe s
living with the victing in 2 committed intimate relationship,
in a joinr honselold and on a stable and continuous basis,
the refatives in direct line, the siblings and the dependlants
of the vietim:

o

{c) “child" means any person below 18 years of age;

(ch} ‘restorative justiot” means any poveess swhereby the vicdn
and the offender are enabled, if they freely consent, [
participate actively in the resolution of muatfers arising
from the criminal offence through  the hc‘p of an
impartial thind party.

Led

Member Srares may establish proceduses:

@) to Emit the number of family membes who may benefit
from the rights set out in this Directive faking into atcoimt
the individual cireamstances of each case; and

{b]

e

in relation to paragraph (1a)@), o determine which family
members have prioty in selation to the exerce of the
tights set out in this Directive,

CHAPTER 2
PROVISION OF INFORMATION AND SUPPORT
Artlce 3
Right to understand and 1o be understoad

1. Member States shall wke appropriate nmcasures 10 assist
victims o wndersrand and 10 be understood from the first
contact and during aoy further necessary interaction they have
with a competent authoiity In e contexr of <imina
proceedings, inchuding where informetion is provided by that
athority,

2. Member States shall ensuce thur communications with
vietims are griven in simple and accesslble linguag8somally or
in writing, Such communications shall take into account the
pesonal chamereristics of the vicim including any disability
which may affect the ability to understand or to be undesstood.

3. Unless contrary ko the {nteiests of the victim or undess the
comse of proceedings would be projudiced, Member States shli
allow victms to be accompanied by a person of their dwice in
the first vontact with 1 competent authority where, due to the
impact of the erime, the victim requires assistance o understand
or 1o be indessiood.

Atficle 4

Right to receive infarmution from the first contact with a
competent suthority

1. Member Staies shall ensure thar victims are offered the
following information, without unnecessary deliy, from their
fist contact witl & competent autberity in order to enable
them 1o access the rights set out in this Directive:

@) the type of support they can ubrin and from whom,
including, where relevant, busic information about access
to medical support, any speclalist support, fneluding
psychological support, and aleernutive sccommendation:

{

=

the procedures for making complaiats with regard o a
criminal offence and their wle in connection with such
procedres;

€

how and wnder what condigons they can obtain protection,
inclisding protection meastirest

) how and under what conditions they can access lepal-advice,
tegal aid and any eiler sort of advice:

) how and under what conditions they ¢an aceess conpen-
sation;

fr bow mnd undey what conditions they aré entitled ro inker
pretation and anslation;

e
-

if they are resident in o Membuer Stee orher than tharwhere
the crimingl offence was committed, any special measuses,
procedures or armngenients, whicls are swilible o provect
their interests In the Membor State where the fiest contact
with tie competent witherity is made:

{hy the available procedures for making complaints where their
rights are nor respected by the competent authority
operating within the context of crimingl proceedings:

{0 the contact details for commundcations about their case;

0y the available restorative justice services;

=

how and under what conditions expenses incurred as a
result of their partlcipation in the erimial proceedings
can be reimbursed.

L The extent or detail of information referred o in
paragrapl 1 muy vary depending on the specific needs amd
personal circumstances of the victim and the type or nature
of the crime, Additfonal detils nway also be provided ar larer
stages depending on the needs of the victim and the relevance,
at each stage of procesdings, of such details.

Unfiled Notes Page 10
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Artide 5
Right of victims when making a complaint

1. Member States shall ensure that victims receive wiitten
acknowledgentent of their formal complaint nrde by them 1o
the competent authority of @ Member State, stating the basie
dlements of the criminal offence concerned.

20 Member Smtes shall ensure that victims who wish to
make a complaint with regard to a criminal offence and whao
do not understand or speak e language of the competent
awthority be enabled 1o make the complaint In & lnguage
that ey understand or by receiving the necessaiy linguistic
assistance,

3. Member Sures shall ensore thar viedms whe do not
understand or speak the langmage of the competentfurhordty,
receive transhition, free of charge, of the wiiten acknowl-
edgement of thely complaint provided for in pasmageaph 1, If
they sn request, in a language that they understand.

Articte £
Right to recelve information about their case

1. Member Srates shall ensure that victims we potified
withonr unnecessary  delay of thedr dght w receive the
following information about the criminal proceedings instituted
as a sesule of the complaint wid vegard to 2 criminal offence
suffered by the victim and that, upon reguest, tiey receive such
informations

) any stecision not o proceed with or to end an investigation
or not to prosecute the offender

(b} the time and place of the mial, and the nature of the harges
against the offender,

2 Member States shall ensure dhat, in agcondance with their
rofe in the wedevant criminal justice system, victims arg notified
withour unnecessary delay of their right 1o reecive the following
information abeur the <iiminal procecdings instituted as a result
of the complaint with regard w0 a criminal offence sutfered by
them and thar, upen request, tey receive such information:

g
{a) any final judgment in a tial;

5} information enabling the victlm to knovw about the stare of
the iminal proceedings, wnless In exceptional casey the
proper handling of the case may be adversely aflected by
such notHlcation.

3. information provided for under pargraph L) and
paragtaphy 2() shall Include reasons or a briel sunuuuy of
reasons for the decision concerned, except in e cose of a
jury decision or a decision where the reasons are confidential
in which cases the reasons are not provided as & matrer of
national law,

4, The wish of vicims as o whether or not 0 reccive
inforonation shall biad the competent authordty, unless that
Information must be provided due o the entilement of the
vighim to sctive participation i the criminal proceedings,
Member States shalt allow victims to medify their wish st any
moment, and shall tke such modification inte aceount,

5 Member Stures shall gnsure chat victims are offered the
opporamity w be potified, without unnecessary debay, when
the person veminded In custody, prosecuted or sentenced for
sriminal offences conceming them is released from or s
escaped detention. Furthermore, Member States shall ensure
thiat victims are infermed of any relevant measures issued for
their protecrion in <ase of redease or escape of the offender

6. Victims shalf, upen request, receive the nfornration
provided for in paragraph § at least tn cases where there is a
dinger or an ientified risk of harm to them, vnless there is an
identified risk of harm to the offender which would result from
the notification,

Article 7
Right to interpretation and transkation

1. Member States shadl ensure that vicdnis whe do not
understand or speik the langonge of the crintinal proceedings

concerned are provided, upon request, with interpretation in

aceordance with their tole In the rélevanr eriminal justice
system in ciimina! proceedings, free of chunge, at feast dusing
any interviews or questivning of the victim dining ceiminal
proceedings  before  Investigative and  judicial  authorities,
including  during police questioning, and  interpretation for
their active pasticipation in ¢oure hearlngs and any necessary
intexim heatings.

L Withowr prejudice o the dghts of the defence and in
accordand® with rules of judicial discrerion, communication
wehnology sach as videoconferencing, telephone or internct
may be ufed, unless the physical presence of the Interpreter is
required in erder for the victims o properly exercise their rights
or to nnderstnd the proceedings,

3. Menmiber States shall ensure thar vichms wha do net
undersiand or speak the language of the erdminal proceedings
concerned are provided, in secordance with their role in the
relevant criminal justice system In criminal proceedings, wpon
request, with translarions of iaformation essential to the exercise
of thelr rights i criminal pracectlings i o language that shey
un‘dummnﬁ‘, free of charge, o the extent that such information
i5 made available o the iedms, Translations of such
information shatl include ot least any declsion ending the
criminal procesdings related to the vriminal offence suffered
by the wictim, anﬁ wpon the victhn's request, easons or a
brief summary of reasons for such decision, except in the
case of a jusy declsion or o deciston where the reasons are
confidential In which cases the reasons are not provided as &
matter of national faw,

~
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4. Member Shites sha]l ensure that vietims who ate entitled
o Information abott the fimie and place of the wial
aceordance with Awicle 6(1){b} and who do not wndesstand
the Janguuge of the competent awthorizy, ase provided with a
mansdagion of the mformation o which they are-entitled, upon
request,

5. Victims may snbmit a reasoned request fo consider a
docunient as gssential. There shall be no  requirenient to
tanslare  passages of essential documents which are not
relevany for she pupose of enabling vietms to serively
participate In the cvimingl proceedings.

6. Notwithstanding paragraphs 1 and 3, an ol transtation
or oral summary of essenial docwuenss may bé provided
instead of a widtten munstation on conditlon that~such ol
translation or eral summary does not prejutdice the falmess of
the proceedings,

7. Member States shall ensine that the competent authority
assesses whether victims need interpretation or rranslation as
provided for under paragrephs 1 and 3 Vietins may
challenge a decisicn not to provide interpretacion or tanslition,
The procedural rules for such 4 challenge shall be determined
by narional law,

8  Interpretation and translation and aoy eonsideration of a
challenge of a decision not w0 provide interpretation or trans-
fation under this Article shull not wnrgasonably prolong the
eriminal proceedings.

Arlide &
Right to access ¥icm support services

1. Member States shall ensire thar victims, in accardance
witl theie needs, have aceess to confidential victim suppont
serviees, free of charge, acting in the dnzerests of Ihe viedms
before, during and For an appropsiate time afiért criminal
proceedings. Family menibers shall have nceess o vietim
suppott services I accordance with thelr needs and the
degree of harm seffered as a yesult of the crimingl offence
committed against the victim,

. Member Stares shall facilitate the teforeal of victims, by the
competent authoriry that veceived the complaine and by other
welevant entities, t© victim support services,

.

3. Member States shall fake meastires to eswblish free of
charge and confidential specllist support services i addition
to, or as an Integrated part of, general victim suppon services,
or o enalile victim support organisations to call on existing
specidlised entities praviding such specialist support, Vietims, in
accondance with their specific needs, shull have avcess to such
services and family members shall have access in sceordunce
with their specific needs and the degree of harm suffered as a
result of the ¢riminal offence commired against the victim,

4 Vickm support services and any specialist support services
may be set up as public or pon-goveramentl organisations and
may be myanised on a professional or volunsary basts.

+

5. Member States shail ensure fiat access to any viclim
support services 5 not dependenr on w vicim making a
formal complwine with regard tn a eriminal offence 1 a
competent suthority,

Article &
Support from victim support services

1o Vicdm support services, as referred o in Article 8{1),
shall, as 2 minimom, provide:

@) information, adviee wnd support relevant ro the vghts of
victims  including en  avcessing  national  compensation
schemes  for aiminal Injories, and on their role in
ariminal proeeedings Including preparation fov attendance
al the triak;

b

=

information abowr or direct referral to any relevant specialist
support services in plage:

fc]

emaotional and, where availible, psychological suppure

{l

=

adelee relating to finunedal and practicnl issues arising from
the crime;

(&) unless otherwise provided by other public or ivate
services, advice relating 1o the visk and prevention of
secondary and repeat victindsation, of intimidation and of
retafistion,

2 Member States shall encourage victing suppot services to
pay partieular attenton to the spesltie needs of victims who
have suffesed considesalile harm due 1o the severity of the
<rime,
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3. Unless otherwise provided by other public or private
services, spechlist support services refered o in Article 8(3),
shall, as a minimanm, develop and provide:

[} shelters or any other appropriate interim accommadation
for victims i need of a safe place due W an immineat
tisk of secondary and repear vietimisation, of ntimidation
and of retalintion;

b,

rongeted and integrated support for vistims with specific
needs, suchh as viedms of sexopl vinlence, vicrims of
pender-based violence and victims of violowe in cose rela-
tionships, including trauma support and counselling.

CHAFTIR 3
PARTICIPATION IN CRIMINAL PROCEEDINGS
Article 1}
Right to be heard

1. Mesiber States shall ensure that vietims may be heard
dining criminal procesdings and may provide evidence. Where
a child wictin s to be heard, due accotnt shall be taken of the
child's age and maturity.

2 The procedural ules under which vietims may be heard
dusing criminad proceedings and may provide evidence shall be
determined by national law.

Artlde 11
Rights in the event of a decislon not (o prosecure

Lo Member States shall enswre thar victims, in accordance
with thelr eole i e relevant crimingl justice system, have
the right to a review of a decision nar o prosecuie. The
procedural rules Tor such a review shall be determined by
national faw.

3, Where, in accordance with natonal v, e role of the
victint in the relevant criminal justice system swill be estublished
oy after a decision w prosecute the offender has been tken,
Member States shall ensure thar ar least the victims of serious
crimes lave the right o a review of & decision not to prosecute.
The procedusal rales for such a reviese diall be dereemined by
nativnal Law,

3. Member States shall ensure that vieims are notified
withowr unnecessary delay of their right w recejve,and that
they receive sufficlent information fo decide  whither ro
request a review of any decision not to prosecute upan request,

4. Where the decision not to prosceute is taken by the
lighest prasecuting awthority egainst whose decision ne
review muy be carried out under national law, the review
may be cartied out by the same authority.

5. Taragraphs 1, 3 and 4 shall not apply to a declsion-of the
prosecitar not to-proseaute, If such a decision rosults in an o
of<court setdemient, in so far ns nadooal law makes such
provision.

Article 12

Right te safeguards in the context of restorative justice
services

1, Member States sholl take measures to sufeguard the victim
frown seeondary and vepear victimisation, from intimictatlon and
from retalfution, 1o be applied when providing any estortive
justice services, Such measures shall caswre tiat victims who
choose i parficipate In o restorutive Justice processes have
access fo safe amd competent restorative jusfice services,
subjecr o at least the [ollowing condirions:

{a} rthe restoratdve justice sevices are used only if they are in
the fnterest of the victin, subject to any safery consider-
aslons, and are based on che viears free and informed
consent, which may be withdrawn at any tinw;

b

before agreeing o participare dn the restorative Justice
process, the vicrim is provided with full and unblased
iformation  abour  thar  process and  the  purential
outeomes as well as infermation about the procedures for
supervising the implemedtation of any agreement:

{e) the effender has acknowledged the basic facis of the case;

{dy any agreement i ardved ot voluntardy and may be tuken
into accotnt in any further ctiminat proceedings;

(¢

—Z

discussions in restorative Justice processes that are not
conthuered  in public are confidentinl and  are nor
subsequently disclased, except with the agreoment of the
parties or as required by nasivnal kow due 10 an overniding
public interest.

2. Member States shall facihitore the referml of cases, as
appropritte e festorative Justice services, Incliding through
the establishment of procedures or guidelines an the conditions
for such referal,

Avtiele 13
Right to legal aid

Meniber States shizll enswre that vicims have access to leal aid,
where they have the status of pasties fo crliminal proceedings,
The corditions or procedural rles wder which victims have
aceess 1 Jepal -wid shall be determined by national Jaw,
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Artide 14
Right to reimbursement of expenses

Member States shall afford vierims who participate In eriminal
proceedings, the possibiliy of reimbumement of expenses
imcurred as a result of their active partivipation in criminal
proceedings, in accordance with their rele in te rdevant
crimimal justive system. Thé condivons or procedural rules
under which victims muy be reimbussed shalt be determined
by national law,

Anticle 15
Right to the return of praperty

Member States shall enswe that, following a decsion by a
compeeent authosity, recoverable property wiich is seized in
the vowrse of criminal proceedings s retumed 10 victims
without delay, unless required for the purposes of criminal
proceedings. The conditions or procedural vales wnder which
such property is retumed to the vietms shall be determined
by national Law,

Arlicle 16

Right te decision on compensation from the offender in
the course of eriminal proceedings

1. Member States shalk ensupe that, i the course of cximinal
proceedings, victims are enfifled to obtain » dicision on
compensation by the offender, within 4 reasonable time.
except whepe national Yaw provides for such a decision to be
made in other legat proceedings,

2, Member States shafl promote measures 1o encourage
affenders to provide adequate compensation to victms,

Artice 17
Rights of victims resident in another Member State

b Member States shall enswre thar their competent aath-
orities ¢an take approprinte messures to minimise the Jifficulties
faced where the victim is a resident of & Member State other
than  that  where the cdminal  offence was  comnitted,
particularty with regard to the orgonisation of the procecdings,
Tar this purpose, the authorities.of the Member Seate where the
crinitnal offence wos committed shall, in paricular, be in o
position:

fay o take a stuement fom the vieim immediately after the
complaint with regard to the criminal offence is made o
the competeni authority:

(2

-

w have recourse to the extent possible o the provisions on
video conferencing and wdephone conference calls laid
down 1p the Convention on Mutual Assistance in Criminal
Matters between the Member States of the Furopgan Union
of 29 tMay 2000 {1} for the puipose of learing vieiims who
are resident abread.

() & € 192, 1272000, p. 3

2, Member Stres shall easse that victims of a ciiminal
affence committed i Member States other than that where
they reside may make a eomplaine to the competent authosities
of the Member State of residence, it they ase unable to do so in
the Member State where the criminal offence was committed o,
in the event of i serious offence, as determined by national law
of that Member State, if they do not wish to do so,

3. Member States shall ensure that the competent authodty
te which the vietim makes o complaing transmits it withour
delay to the competent authority of the Member State in
which the criminal offence was commitred, if the comperince
o nstitute the proceedings has nor beon exeieised by the
Member State in which the complaint was made.

CHAPEER 4

PROTECTION OF VICTIMS AND RECOGNITION OF YICTIMS
WITH SPECIFIC PROTECTION NEEDS

Article 18
Right to protection

Withowt prejusive o the rights of the defence, Member States
shalt ensure that mensures are avallable ro proteet victims and
their Tamily members from secondary and repeat victimisation,
from Intimidafon and from wetaliaton, induding against the
tisk of emotional ot psyehologheal harm, and o pracect the
dignity of vierims during questioning and when testifying.
When neeessasy, such measares shall also inchde procedures
established under nadonal Jaw for the physical protection of
vietims and their family members.

Alicle 19
Right to avoid contact between victim and offender

1. Member States shall establish the necessary comdivions 1o
enshle avaidanve of contact betwveen victims and their faniily
members, where necessary, and the offensder within premises
where criminal proceedings are conducted, unless the criminaj
proceedings requive such vontact,

L Member Srates shall ensure that new couzt premises have
sepatate waiting areas for victms.

Artiele 20

Right to protection of victims during  crimisal
investigations

Without prejudice 1o the viglis of the defence and in
accordance with ules of Judicial discretion, Member Seates
shall ensure that during eriminal investigations:

{0 inteviews of victims are conducted without unjistified
defay after the complaint with regerd o a crimina
offence has been made 1o the competent authority;

{i2) the number of Intervigws of victims ts kept o minimum
and Jnterviews are carved ont only where stricrly necessary
for the purposes of the criminalb investigation;
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) victims may -be accompanled by their legal reprégentative
and o person of telr cholce, unless a reasurdd#décision
has been made 1o the contrary:

6y medical examinations are kept o o minimun and are
carrled out only where strictly necessary for e purposes
of the eriminul proceedings,

Antde 21
Right to protection of privacy

1. Membir States shall ersure that competent authoritics
may ke during the eriminal procewlings  apgpropriate
mwasures to pratect the privagy, including personal character-
fsrics of the vietim taken info account in the individual
assessment provided for under Astice 22, and images of
viceims and of their family members. Furthermore, Member
States shall ensure that competent authorities may rake all
lawfil measures to prevent public dissemination of any
information that could lead 1w the identfleaton of a ¢hild
wvictim,

L In order to prowect the privacy, personal faregricy and
personal data of victims, Member States shall, with respect for
freedom of expression and information and freedom and
plusalismy of the media, encowrage the media o take se¥f-regu-
fatory measures,

Article 22

Individual assessment of victins fo ideatify specific
protection needs

1. Member Stares shall ensure that viclims receive a Hmely
and  individual  assessment, in accordance with  natioal
procedures, to identify specific prorecrion needs and 1o
determine whether and to what extent they would benefit
from speeial measures in e course of criminal proceedings,
as provided for ander Artickes 23 and 24, due to flwir particular
vulnerability to secondary and repeat victimisation, to Intimi-
dation and to rerakiation,

2. The Individual assessmient shall, in partlcida, take into
aCCOURT

() the personal chuncteristics of the victim;

(b} the type or natre of the crime; and

) the circumstances of the crime.

3. In the context of the individual assessment, particular
atention  shall  be pakd to vicims who have  sullered
considerable harm due to the severity of the cime victims
who have suffered a cime commirted withs o bias or discrimi-
natory motive which could, in purticular, be related o their

persongl characrevisties: victms whose pelationship o and
dependence tn the offender make them parrleularly vulnerable,
In this regard, victims of terorism, orgunised crime, human
trafficking, gender-based viclenwe, violency in 4 close rela
tionship, sexuaf vivlence, exploitation or hate crime, and
victims with disubitities shall be duly vonsidered.

4 Tor the purposes of this Directive, chitd vierims shall be
presumed e have specific protection needs due o thelr vulner-
ability to sceondary and repeat victimisation, 1o intimidation
and to retaliation. To determiine whether and o what extent

they would henefit from speclal measures as provided for under

Articles 23 and 24, child vietims shall be sobject o an indi-
vidual agsessmient as provided for in pavegraph 1 of this Ardcle.

5. The extent of the individual assessment may be adaptxl
according to the severity of the crime and the degree of
appatent hasm suffered by the victim,

& Individual assessinents shall be carried out with the close
involvemenr of the victim and shall take {nte sceount their
wishes Including where they do not wish © beneflt from
speclal measures 5is provided for in Artieles 23 and 24,

70 I the clements that fomny the basis of the individual
assessment have changed signilicantly, Member States shall
ensure that it is updated throughout the eriminal proceedings.

Ariicle 23

Right to protection of victims with specific protection
needs during criminal proceedings

1. Without prejndice o the rights of the defence and In
uecordance with 1ules of judicial discretion, Member States
shall ensure that vietings with specific profection needs wiho
benetit from special messures identified a5 a resuls of an indi-
vidual assessment provided for in Article 22{1), may benefit
from the measures provided for in pavagraphs 2 and 3 of
this Article, A special measure envisaged foltowing the indi-
vidual assesstient shall net be made available i operations
or pracrical constmints make s impossible, or where here
is a an urgent need o interview the victim and [adlure o do
so could batm the victim or another peson or could prejudice
the comrse of the proceedings.

2, The folfowing messures shall be avallable during eriminal
investigations  to vicims  with  specific  protection needs
identificd in aceordance with Article 2201):

f) interviews with the victin bBeing cardied out in prenses
designed or wdapred for that prrpose;

(b) interviews with the victim being carried ot by or through
professionals talaed for that puiposes

Unfiled Notes Page 15




It

I 315072

Official Journal of the Faropean Union 14.81.2012

{c) all interviews with the viedm being conducred by the same
persons unless this s contrary to the good adutinistration of
Justice:

:G'!‘.,l.

) abl interviews with victims of sexl viclence, pender-based
vielence or vielence in close relarionships, unless conducred
by & prosecutor or a judge, being conducted by a person of
the same sex as the vietim, I the victim so wishes, provided

that the course of the eriminal procecdings will not be
projudiced,

3. The following messures shiall be avotlable Tor victims with
specific  prowction  needs  identified I accordance  with
Article 22(1) dwing court provcedings;

{a) measues fo avoid visual gontact berween vietims and
offenders including dusring the giving of evidence, by appro-
prime means including the use of communication tech-
nology:

{I>

=2

weaswres o ensue that the vietim may be heard in the
courtiopm withour being present, in parricular through
the wse of appropriae commumication rechnology;

-—

{c) micasures o avoid unnecessniy questicning concerning the

victim's private life not related 1o the ciiminal offence: and

) measures allowing o hearing (o wke place mthout the
presence of the public,

Article 24

Right to protection of child victims during -criminal
proceedings

1. In addition to the measures provided for in Article 23,
Member States shall ensure that where the victing is o <hild:

&) in criminal dnvestipations, ) interviews with the child
vietim may be audiovisually recorded and such recorded
interviews may be used as evidence In eriminal proceedings:

b

=

in criminal investigations and procedings, i secordanee
with the role of viciins in the relevant criminal justice
system, competent authnities appoint a special represen-
fative for chitd victims where, aceording to natianal fiv,
the holders of parental responsibllity are prechuded from
representing the child victim as 4 result of o conflict of
interest benveen them and the child victim, or where the
child victim is unaccompanied or sepasated from the family;

{c]

where the child viciim has the right to a lawyer, he or she
hus the right to Jegal advive and representation, in his or her
own name, in procecdings where there is, o thers eould be,

a conflict of interest becween the child viceim and the
holders of parental resporsibility.

The procedural rules for the audiovisual recordings cefereed to
in point () of the fise subpavagraph and the use thereaf shall
be determined by national law,

2. Where the age of a vigtim is uncertain and thewe are
reasons to believe that the vierim is & child, the victim shall,
for the purposes of this Directive, be presumed to be a child,

CHAPTTER 5
GTHER PROVISIONS
Article 25
Training of practitioners

f. Member Stares shall ensure thar offictals likely w come
inta cantaet with vietlms, such as pelice officers and court staff,
seceive both general and specialist training to 4 level appropriate
to their contact with victims ko increase thelr awareness of (he
needs of victims and o enable them 1o deal with victing in an
inpartial, respectful and professional manner.

2, Without prgjudice 1o judicial Independence and differences
in the organisartion of the judiciary across the Union, Member
States shall vequest that those responsibile for the baining of
judges and prosecutors invalved in eriminal pnmedi‘n;,s make
avaltable Bofh genewl and specialise tintng o incvase the
awaieness of judges and prosecutons of the “heeds of vietins.

3. With due respect for the independence of the leg
profession,  Member  States  shall  recommend  that  those
responsible for the training of lawyers make available both
general und speciulist bralning o inerease the awareness of

Tavwyers, of the needs of viceims,

4. Through thelr public services or by fumling vicim
support organisations, Member States shall encowrage initiatives
enabling those providing victinn support and restonstive justice
sarvices to tecelve adequate tralning to a Tevel appropeiate to
their contacr witly victims and chserve pmfess‘tona{ stanlards to
ensure such services are provided in an impartial, respectful and
[rrofessional mangper,

5 e dceordance with the duties involved, and the nature and
tevel of contact the practitioner has with victims, training shalt
aim 10 enable the practitioner e recognise vicims and ta treat
them In n respectful, professional and  non-discriminatory
manner.
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Artide 26
Cooperation and coordination of services

1. Momber States shall take appropriaze action to faeilitate
coaperation between Member States to inprove the aceess of
victims w0 the rights set out in this Direcrive and under national
law. Such coaperadon shall be aimed ar least at

@ the exchange of best practices; .
) consulation in indivichia) cases; and

(&} assistance to Furopean networks wworking on matters
directly ¢levant to viciims' dghts,

2, Member States shall take appropriste action, meluding
through the intermer, aimed at raising awareness of the rights
set out in this Divective, reducing the risk of victimisation, and
minimistng the negarive impact of erime and the risks of
secondary and repear victimisation, of intmidation and of setali-
ation, in pasticular by targeting groups at rlsk such as children,
victims of penderbased violence mid vialence in close relaton-
ships. Such actlon may incdude Information and awareness
raising campaigns and research and eduvation programines,
where appropriate in cooperation with rélevant ¢ivil sockery
organisations and ather stakeholders,

CHAPTER #
FANAL PROVISIONS
Mrtidle 27
Transposition

1, Member States shall bring it force the laws, regulations
and adninistratlve provisions necessary 10 comply with this
Directive by 16 November 2015,

2 When Member States adopt those provisions they shall
contain a reference te this Directive or be accompanied by
such a referonce on the occasion of their official publication.
Member States shall determine how such a veference®is to be
made,

Artich 28

Provision of data and statistics

Member States shall, by 16 November 2017 and cvesy tuee
years iereafier, conrmunicare oo the Commission available <lata

showlng how victims have accessed the ddghts set out In this
DHrective,

Arfde 29
Report

The Commission shall, by 16 November 2017, submit u report
to the European Patiament and w the Council, assessing the
extent to which the Member States have taken the necessary
measwres in orer to comply with this Dieective, including a
description of sction taken under Avticles 8, 9 and 23, accom-
panicel, i necessary, by degishuive propasals,

Aligie 30
Replacement of Framework Decision 2001[220/THA

Framework  Declsion 2001{220/HA is herby repliced in
relation to Member States participating in the adoption of this
Divective, without prejudice o the obligations of the Member
Sates relating to the rime limits for transposition into natlona)
Jasy,

In velation o Member States paiticipating in the adoption of
{lis Directives weforences to that Framework Decision shall be
consivued as references to this Directive,
Article 31
Eatry into force

This Directive shall enter into foree en the day foliowing that of
its publication in the Offfclal Jourual of the Europaen Uhion,

Artice 32
Addressees

Fhis Dijeetive 1s addeessed 56 the Member Seates In aceordance
with the Treaties.

Dong at Strasbowg, 25 October 2012,

For the Garopean Panfloent For the Cotneil
The President The Presichent
M. SCHULZ A D MAVROYIANNIS
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