United States Department of State

Washington, D.C. 20520

December 4, 2017

Case No.: F-2016-17168
Segments: INR-0003

Ms. Scarlet Kim
Privacy International
62 Britton Street
London, Great Britain

Dear Ms. Kim:

[ refer to our letter, dated November 02, 2017, seeking the release of certain Department of State
material under the Freedom of Information Act (the “FOIA”), 5 U.S.C. § 552. The Department’s
review of records potentially responsive to your request is ongoing and has yielded three
responsive documents. We have determined that the three documents may be released in full.
All released material is enclosed.

We will keep you informed as your case progresses. If you have any questions, you may contact
Trial Attorney Carly Anderson at caroline.j.anderson@usdoj.gov or (202) 305-8645. Please
refer to the case number, F-2016-17168, and the civil action number, 17-cv-01324, in all
correspondence about this case.

Sincerely, G‘/M
Eric F. Stein, Director

Office of Information Programs and Services

Enclosures: As stated
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TAGS: PARM, MARR, AS, US e
SUBJECT: DEFMIN BEAZLEY DEFENDS PINE SAP
REF: CANEBERRA 3075 (NOTAL)

1. ON MAaKCH 71, DEFENSE MINISTER ¥IM BEAZLEY wAS
INTERVIEWED ON THE "SUKDAY" TELEVISICN PROGRAN.
1B WAS ASKED & NUMEER OF CUBSTIONS RELATING TO
IEPORTS (RFFFEL) THAT PINE CAP WAS RBING USELD TO
SOLLECT INTRELLIGENCE AGAINST GKEECE AND MIGHT

BE ALSO USED TO INTERCEPT AUSTHALIA’S OWN
SOMMUNICATIONS. : ,

2. BEAZLEY STATY®D THAT HE WOULD CONTINYE TO
ADHERE TO THE GOA POLICY OF NOT COMMENTING ON
IJNCLASSIFIED
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SPECIFIC ALLEGATIONS ABOUT TBE DETAILED OPERATIONS
O)F THE JOINT FACILITIES. HE SAID, HOWEVER, THAT
IT WOULD BE A MISTAXE TO ASSUME THAT A REPLY OF
MO COMMENT  IMPLICITLY CONFIRMED WHATEVEE
ALLEGATIONS ABQIT THE JOINT FACILITIES WEKE

BEING MADE. ,

3, TELAZLEY ALSC STATEL THAT THE GOA IS FULLY
AVARE OF EVERYTHING THAT TAFES PLACE AT THE

JOINT FACILITIES AND THAT GOA APPKOVAL IS KEGUIRED
FOR ANY SPRCIFIC ACTIVITY. EBAZLEY SAID THAT

IN“DECIDING WHETHER OR NOT TO GIVE AGREEMENT FOR
& PARTICULAR. 4SPECT OF THE JOINT FACILITIES,
THE GOA MADE ITS DECISION BASED ON THE FULLEST
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UNDEEPIRNING OF"AUSThALIAn FOREIGN POLICY AND OUR -
OvN ORJECTIVES.” BEAZLEY SSID THAT HE HAD MADE
TEIS POINT TO ALP EQC&E&ALtLE° Wi

HO HAD ASKED
430UT THE erL;IO&I&u OF THET JOINT FACILITIES.
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4. BEAZLEY EXPLICITLY REJECTEL THE SUGGESTION
THAT THE U,S. IS USING THE FACILITIES TO 3PY ON
AUSTRALIA, HE AFFIRMED THAT 1PE‘GOA KNOWS
EVERYTHING THAT TAKES PLACE AT THE FACILITIES.

HE SAID THAT HE COULD MAXKE THIS ASSURAMCE BASED
ON AUSTRALIA’S OWN MONITORING, NOT SIMPLY ON
AMERICAN ASSURANCES. HE SA8IL MOTHING HEAPPENS AT
TEESE FACILITIES AROUT WEICH THEE GOVERNMENT IS
UNAWARE., NOTHIMG CAN EE DONE AT THESE FACILITIES
WITHOUT TEE ACQUIESENCE OF THE AUSTHALIAN

GOVERNMENT

5. THE AUSinALIAN' NEWSPAPER APRIL 1 PRIMTED
BEAZLEY S REMARKS, PLUS AN AS3SEETION BY ANU
UNCLASSIFIED
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DEFENSE EXPERT DES BALL THAT BZAZLEY'S ASSURANCE

IS "SILLY.” PALL CLAIMED THAT HE HAS SPOKEN TO
INDIVIDUALS WORXING AT PINE GAP &NT TAAT THERE

WERE AT LEAST TWO ARYAS OF THE FACILITY WHERY
AUSTRALIAN NATIONALS ARE NOT PEZEMITTED ENTHY —-

THE U.S5. "NATIONAL COMMUNICATION AND CYPEER ROOM ™~ — CO®
AND THE "KEY FOUM WHERE THEY (AMERICANS) DO THE suanow'?ﬂ&
FINAL ANALYSIS OF ALL INCOMING INTELLIGENCE. — o suxd*:ﬁkh
BALL CHARGED THAT THIS SITJYATION IS5 UNSATISFACTORY

AND THAT AUSTRALIAN NATIONALS SHOULL HAVE FULL

ACCESS TO ALL PARTS OF THE FACILITY.
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5. THE "AUSTRALIAN" ALSQ CARRIED A SEPARATE AKTICLE

BY ITS DEFENSE EYPERT PETER YOUNG WHO IS CURRENTLY
IN AUCKLAND. YOUNG CLAIMED THAT THE CONSENSUS
AMONG INTELLIGENCE ZXPERTS IS THAT THEER IS NO
SUBSTANCE TO THE CHARGE THAT THE HEPOSITIONING

DF & U.S. SATELLITE WAS DESIGNED TO SPY ON GEEBEK
SOMMUNICATIONS. YOUNG SAID THAT "U.S. SOURCES
JAVE CONTIEMED THE SATELLITE HAS BEEN MOVED TO
2LLOW COVERAGE OF A DIFFERENCE FOOTPRINT. THEY
FAVE SAID THIS WAS INTENDED TO ALLOW CONTINGENCY
JOVERAGE FROM ALTERNATIVE U.S. AND ALLIED GEOUNT
STATIONS IN TEE KEGION TN THE RVENT OF TEE CLOSING
JF THESE FACILITIES BY THE LEFT-LEANING GRERK
JOVERNMENT.  NESEH
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EMBASSY OF THE
UNITED STATES OF AMERI|Ca

\

Canberra, June 4, 18388

67

Fxcellency:

I have the honor to refer to your note dated 4 June 1998

which reads as follows:

The

“I refer to the Agreement between the Government of
Australia and the Government cf the United States of
America relating to the Establishment of 8 Joint Defence
Facility at Pine Gap done at Canberra on 9 December 1968,
as amended and extended (hereinafter ~the Agreement®).

“The Government of Australia propeses that the
Agreement be extended for a period of ten years from 16
November 1998 and thereafter remain in force umntil
termipated. The Government of Australia further proposées
that after this extension has been in force for a periocd of
seven years, either Government may at any time notify the
other in writing that it desires to terminate the Agreement
in which event the Agreement shall termrinate three years
after such notice has baen given.

*If the foregoing proposals are acceptable to the
Government of the United States, I have the honor to
propose that this Note and your confirmatery reply thereto
shall together constitute an Agreement between our two
Governments concerning this matter which shall enter into
force on the date that the Government of Austrslia notifies
the Government of "the United States of Americs that all
domestic procedures as are necessary to give effect to this
Agreement in Australia hsve been satisfied.”

Honorable
Alexander Dowvner, H.P.,
Minister for Foreign Affairs,

Parliament House,

Canberzra.
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THE HON ALEXANDER DOWNER MP MINISTER FOR FOREI[GI¥ AFFAIRS
PARLIAMENT HOUSE
CANBERRA ACT 2600

4 June 1 998

Her Excellency Mrs Genta Holmes
Ambassador

Embassy of the United States of America
YARRALUMLA ACT 2600

Madam,

I refer to the Agreement betwzen the Government of Australia and the Government of
the United States of America relating 1o the Establishment of a Joint Defence Facility at
Pine Gap, done at Canberra on § December 1966, as amended and extended (hereinafter
"the Agreement”). :

The Government of Australia proposes that the Agreernent be extended for & peniod of
ten years from 16 November 1998 and thereafter remain in force undl tecminated. The
Govemment of Austalia further proposes that after this extension has bzen in force for-
a period of saven years, either Government may at any time notdfy the other'in writing
that it desires o rerminate the Agreement in which event the Agreement shall terminate
three years after such notice has been given,

If the foregoing proposals are acceptable to the Government of the United States, Ihave
-the honour to propose that this Note and your confirmartory reply thereto shall together
constiwe an Agreement between our two Governments conceming this matier which
shall enter into force on the date that the Government of Ausmalia notifies the
Govemment of the United States of America that all domestc procedures as are
necessary (o give effect to this Agreement in Auswalia have been satisfied.

Accept, Excellency. the renewed assurances of my highest consideration.

ALEXANDER DOWNER
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I have the honor to confirm that the Government of the
United States of America accepts the proposals contained in
your Note and that your Note and this reply shall constitute an
Agreement between our two Governments concerning this matter
vhich shall enter into force on the date that the Govermment of
Australia notifies the Government of the United States of
America that all domestic procedures as are necessary to give
effect to this Agreement in Australia have been satisfied.

Accept, Excellency, the renewed assurances of my highest

consideration.

Australia K )
Augtraliun Capital Tervitary ) ss
City of Canberra )

Embissy of the United States of America )
I, the undersigned consular officer of the United Siates of
America, duly commissioned and qualified dq hereby certify that
- the foregaing Is 8 rus and faithiul copy of the criginal/centified
copy exhibiled 10 me the same having baen carefully examined by
me and compared with the said original certified copy and found
10 agree herswith word for word and figure for figure.
IN WITNESS WHEREOF | have hereunto set my hand and
affixed the seal ol the Embassy at Canberra, Australia this
= day Juae o 199 X -
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SURJECT: CHC DOCUMENTARY eFrFIH ESTATE® ON INTELLIGENCE

ACTIVITIESo

1. SUMMARY: CRC ﬂOCUMFKTAxY J;NUADY g DEALT WITH Ac?xVIYICS

OF INYELLIGENCE OMMUNITY WITH PinrYIgULaR FOCUS ON CaNaDA

AND ULS,, FEATURING FORMER CIk, NHA, AND STATE,INR EHPLOYEES
AMONG OTHERS, MAIN THRUST CF PROGRAY MAS PREQDHINANCE OF

UoS, IRTELLIGENCE AGENCIES aANMD CPERATIONS, YN RESPONSE TO
QUESTIONS IN cOMMONS JANUARY 14, {A|A:F LECRFTARY SHaARP CALLED
PROGRAY uISCHIEVAUS AND yiSiEADING, PRIMIN TRUDEAU SAID

PROGF AV CONT&INLL ONLY ALLEGATIONS, aeNY OF wHICH HE KNEW

TO 8E FALSE, aNC: HOULD NGT BE- DRAuN INTO DETAILED DISCUSSEON
END SUMMARY ‘ e ' ' ‘

2. CBC TELECASTY vouw LOiﬁ DCC‘”“NtARY CAern fTH FIFTH
ESTATE™ JANUARY -+ ON THE INTE{LLIGENCE COMMUNITY (N CaNaDa
ANMD THE U,.S. PQOGRA!_GP'qED WITH SCENE OF INGIVIZUAL
IDENTIFIED aS "Cla OVTAMA STAVION CHIEF CLEVELAMD CRAMM
DEPART NG RESIDENCE N CaR, RGMP LIA{SON OFFJCER BRAND{S WAS
TOERTIFIED AS CANADIAN CiiaASSY INYELLIGENCE QFFECER IN
KaSHINGTOH, FORMeR N34 DuILOYEE WENSLOW PECK WAS INTERVIEWED
ANG STATED THAT NSA MOMITORS COMMUNICATIONS GF ALL EMBASSIES

-l R By A

LIMITEDIGFFIRIAL USE

-

- L oy v, ) AS P .‘1/4 woodeste 4‘,-,'4 “ . EREY - Wﬁ"'w ’
Fl * .‘u
L!M]TEr\ o=FxmL bsé’ | SSAeza PTSS rup S/ e
PAGE nl pTTAw5 salag xp?347z % ] Ci4.m¢mp»~«w// (f?
ACTION EUR=2% S w0 f R



.M:&'ﬂ:"ﬂ:b.)ﬂ

.;LxMxTEo OFFIclAL USt a

PAGE @2 CTTAuwA agxaz‘ xnesar?

Pk | e
IN wAsuxu“Tom nqiualhe YHE CANADIAN EMSASoY PECK SAID THATY ' S/;’“”
NS INDGURTEDLY HAS CREAY-:Ur:tsq tN uﬂNLTJPlN’ CCANAT I AN L
GOVERN“ENT COMMUNICATIONS BETHEEN wASHINGTON nND 0TTakA AND
BETHEEN OTTAMA AWD CAhﬁDXAN CVBASSXES AROUND THE WORLD,

PECK ALSO REFERRED Y0 UKUSs AGR:"PFNT WHICH Hr Salp nKVIDtD
WORLD Up .BETWEEN SEVERAL HAJOR COUNTRIES INCLUDING ‘U3, UK,
CANADA, AUSTQAL!A. AND THAT CANADA HAS RESPONGIBILITYY FOR THE
POLAR’R:GXON PECK SAID THAT ALL. FHYORMATION FROW THE SIGNATORICES
oF»THE'gsncgugNT is 'GXVru TO THE Us put THAT THE US pDOES NCTY
TOVALLY RECIPROCRTE, PECK SA{D V!RTUALLV ALL INFORMATION

SATHERED BY CANADIAN NS& EQUIVALENT, THE CBNRC, 1S GIVEN

TO THE US. FORMER CANADIAN INTELLIGENCE MEAD WILLIAM KELLY

SAID THAT IT WOULD DE STUPID TO ASSUME THAT NSA-WAS NOT
MONTTORING CANADIAN QOVFRNJFdT CO»HUNICATZONs

.t vt v e

3, REFERENCE WAS ALoO MAHC Yo ALLFGCD EXTENS; VC NSA ELECTRON{C
_ SURVETLLANCE IVSTALLATEOH AN uonvuﬁgu PAN;DA AN‘ PU PO?T*“

)

PRCOVISION OF ;NT%LL] chCF 0 LSr aY- CANAD!AN OFF1CIALo oN
ICC ViETNAM AND AT {:!VBACQY CUL&;

4, SECONN HALF OF PFWGRA% WAS DFVOIFn PRIMARILY 7O oAT&LLlTi
!hTLLLlbeCF GATHE HXUG, Uwo FL1I GHTgR AND PtFerFPES Y0 Cia
PROGRAMS 1IN viLTnA O7THER PARTlchAN““ IN PRAGRAM INCLUDED
FORMER QTATE ntPr, iuP QFFICER JOKNN p. HARh VICTOR MACHETTI
AN MORTCON Hkgpcaln ¥HO SAID THAT fANADA OULQ i UNIQUE IF
US (INTELLIGENGE ﬁcTiVITIrs IN CTH: ¥ reunqu w»ne L!Hx7=: YO
LIAISON : ' ‘ .

5, MATTER =AS RAquD IN (OH"FN OUESYION Psniam JANUARY (g

BY FORMER annxw D!chhaAKtR WHO CALLED PROGRAM "DISRUPTIVE

CF US_CANADIAN RELATIONS’ oA DIEFENQAKFQ ASKED WHETHER FHOGRAM
HaD BEEN SyBUITTED 19 Cam DYan Er.PITY BEFICIALS, WHETHER
CoNRC RERENRMF CLECYROV]C SUVVrILLAVCt AN COOPERATION WITy
NSA, AND - ABOUT ROLE OF CAMADIAH DrPLOMATS N NORTH yFETNAM AND
CUBA WHO WERE ACCUDEO OGN PROGEAM OF rAPRYlNG ON COVERT .
INTELLIGENCE FOR USG., EXTAFF S& CRETAQV SHARP" ﬁ{PLYEu | 33
GENERAL TERMS, CALLING PROGRAN MG ICHIEVOUS rND NS

LEADING, v SHRnP SALD NOTHENG HAD CHANGED IN ChGE OF
INTELLIGENCE €00 'ERATION HITH US SIMNCE DIEFENHAKER 'S
GOVERNMENT, "PRIMIN FRUDZ AU REFU: rg T3 ADULT PROGRAM lwvoLvED
“P¢VELAT10NS" BuUT. CALLuD THrM "ALLEﬁafION" yANY OF %HICH
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" HE KNEN TO BE FAUSE. TRUDEAL sAxn 60t NOI !NVOLVFD W e,

ELFCTROL!C ESP!ONAGL ABROAD, AND REFyUSED ToO SCUSYS METH
‘OF cCLLECYION OF !HTCLLAGtmEr INSIDE. CANAUA,D%ﬁuStAU Dgh?gg

© . CANADIAN MEMBERSHIP ru "U(“aAﬂ AMD SAID EXCHANGE OF INTELLIG
'~ [P t’” E
mITH US AND OTHR ALLI NA NOhNAL AND CONTINJEM' PROCESS C

&, YIDSQ Tafe QFrOpugne oﬁ PROG7A” thL 8E DE :VFPEU 70 JOH\
. ) : J
t-< kkcﬁnT”Y, UslaA /Xlu IN WA HiNGTON ON JANUAhY 1%9 19/d° :
q el SC_Hk [o1_. T S .. PN .L... M : L o e e e g o R ‘-.".‘:1:,.‘.' 1 ,.

R

> <
$

P
¢
L St
."‘ h !
.
»
-
-
R . PR
) .
: hY
e




