NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G MEADE. MARYLAND 20755-6000

FOIA Case: 10038GE
12 September 2018

SCARLET KIM

PRIVACY INTERNATIONAL
62 BRITTON STREET
LONDOXN ECI1M 5UY

GBR

Dear Ms. Kimn:

This further responds to your Freedom of Information Act (FOIA) request
of 13 December 2016 for "access to records relating to the British-United
States Comumunication Intelligence Agreement (now known as the "UKUSA
Agreement”).” There are no assessable fees for this request.

This 1s our fifth production in this case. Your request has been processed
under the FOIA and four responsive documents are enclosed. The documents
total 162 pages and are annotated as NSA FOIA Case 100386 pages 00268 -
00429. Certain information. however. has been deleted from the enclosures
and 10 documents (64 pages) have been withlield in their entirety

The withheld information has been found to be currently and properly
classified in accordance with Executive Order (E.O.) 135326, The uformation
meets the criteria for classification as set forth in Subparagraphs (b) for foreign
government mformation. (¢) for intelligence activities. intelligence sources or
methods. or cryptologv. and/or (d) for foreign relations or activities of the U.S..
of Section 1.4 and remains classitied up to the TOP SECRET level as provided
i Section 1.2 of E.O. 13526. The information is classifled because its
disclosure could reasonably be expected to cause exceptionally grave damage
to the national security and because of potential harm to our foreign
relationships. Because the information is currently and properly classified. it
1s exempt trom disclosure pursuant to the first exemption of the FOIA (3 U.S.C.
Section 352ibi 1.

In addition. this Agency is authorized by various statutes to protect
certain information concerning its activities. We have determined that such
imformation exists in these documents. Accordingly. those portions are exempt
from disclosure pursuant to the third exemption of the FOIA. which provides
for the withholding of information specifically protected from disclosure by



FOIA Case: 100386E

statute. The specific statutes applicable in this case are Title 18 U.S. Code
798: Title S0 U.S. Code 3024(i); and Section 6. Public Law 86-36 (50 U.S. Code
3605).

Please be advised that we continue to work on yvour request and the
review of additional documents responsive to your request, per previous
agreement. continues. Documents will be provided on a rolling basis as they
are completed.

Sincerel\-’
/ (u ([ / {
!A‘ A"l

JOHN R. CHAPMAN
Chief, FOIA/PA Office
NSA Initial Denial Authority

Encls:
a’/s
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SUMMARY

(FOUQO) The attached note is at the request of the DIR for background information on
the U.S./UK Cryptologic relationship to be forwarded to President Clinton in advance of a
29 May 97 meeting with UK Prime Minister Tony Blair.
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DIRECTOR

19 May 1997

TO: A/D@y

SUBJ: Background for President Clinton
Meeting with PM Blair (U)

(U) The Director of GCHQ, David Omand. will be
briefing UK Prime Minister Tony Blair on the US/UK
Cryptologic relationship in preparation for an upcoming
session between Blair and President Clinton. The two
leaders are scheduled to meet on 29 May in The Hague after
the EU/US summit. We offer the attached paper as
background for the President’s session with the Prime

Minister.
1Z&
0224*——;4————~
KENNETH A. MINIHAN
Lieutenant General, USAF
cc: EXDIR/CIA

EXDIR/ICA U poiontimd R womel
ADCI/MS peok /M—n——t\goa;t > (o

THIS CORRESPONDENCE MAY BE DERTVEDTRONMT—NSrEs3v 23332
DECLASSIFIED UPON REMOVAL OF BatedFSTor 99T
THE ENCLOSURE(S)

NSA FOIA Case 100386 Page 00269
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U.S. CRYPTOLOGIC PARTNERSHIP WITH THE UNITED KINGDOM
Background (U)

-EOUO}The U.S.-UK Cryptologic relationship is the oldest and most productive of NSA’s
foreign partnerships. It is based on a formal “UKUSA Agrcement,” which was signed in 1946,
and includes numerous supporting agreements signed over the ycars with NSA’s counterpart, the
Government Communications Headquarters (GCHQ). This agrcement is the basis for
comprehensive cooperation on SIGINT and, to a lesser extent, INFOSEC activities. The U.S.-UK
Cryptologic Relationship will continue to be broad and deep well into the 21st Century.

() (1)

Key Elements of Cryptologic Relations (U) o o S gssen

—FS=CE€OY Under the UKUSA Agreement, each side agrees to share all S[G_{N'Il-re!ated
information; the exchange is unrestricted except for those arcas ti1a1 20¢ 9pcmﬁ;:a‘11y excluded
(c.o. US. ONLY mformanon) at the request of either party. I - - R

- L

7

—F5E€0)yNSA’s and GCHQ's mtellmence priorities are Iargely convergent and GCHQ’s
SIGINT collection and procesmng capab:lmes often complement our, own. One vibrant
example is| Lt . - |

They have agreed to continuc this participation in future, and are currently |
making arrangements with their government to do so. GCHQ offers resources for advanced
collection. processing. and analysis cfforts. Some GCHQ[ exist solely to satisfy NSA
tasking. NSA and GCHQ jointly address collection plans to reduce duplication and maximizc
coverage through joint sites and cross-tasking. despite site closures.

£C3 The cryptomathematics exchange with GCHQ is at the heart of our INFOSEC
relationship. GCHQ is NSA’s only peer in the field of cryptomathematics and virtually all major
advances within the ficld of cryptography have occurred as a result of our mutual sharing. We
cnjoy a mutually beneficial exchange at the highest technical level in the design and cvaluation of
cryptoalgorithms. As NSA supports U.S. Government efforts towards achieving a secure global
information infrastructurc, GCHQ stands as our most influential forcign partner in advancing
INFOSEC policics in the international arena.

NSA FOIA Case 100386 Page 00270
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® SECRET . ®

Talaphone
EXECUTIVE 1940

BRITISH JOINT SERVICES MISSION
MAIN NAVY BUILDING
WASHINGTON 25, D.C.

MOP 435904 9th December, 1953.

Ceptain L.H. Frost,
National Sepurity Agency,

For some time G.C.H.Q. have made 1t a practice to use.’
correctly the terms "British" and "United Kingdom". Strictly,
therefore, "BRUSA" should be replaced by "UKUSA"™ end in September
last I sought, through you, General Caninel!s agreement to the .
introduction of WUKUSA",

I now enclose copy of a minute, D/6202 of 17th November,
which my Director has issued to Heads of Departments at G.C.H.Q. and
to the Liailson Officer at Ottawa,

g sesVavsessassIvetiniee

H. Tiltman, Brigadier.

Encls D/6202‘

SECRET-

‘ik )

Appreved for Release by NSA on 03-11-2018, ©OIA Litigation Case #100386
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REF ID:A2770296

® SECRET @

p/6202.
17th November, 1953,

TERMINOLOGY ~ COMMONWEALTH SIGINT CENTRES,

I recently addressed the following to SIO Washington:-

"You are aware thai in the past we have often rather looaely
used "British" when we ought to have used "United Kingdom (or U.X,)"

. and that similerly, we have on occasions referred to C,B, and D,S.B,
as "Commonwealth Centres" hen we ought iohave mfemdtothmaa”o&n‘a:mmaalﬁ:, )

Centres",

We have recently drilled curselves out of these errors apart
verhaps from occasional lapses, but there remains the well-worn and

well-reapected term "BRUSA", Mainly as an earnsst of our good intentions

in our behaviour towards other Commonwealth Sigint authorities, but
partly also in the interests of correctness, I should like to start
replacing "BRUSA" with WUKUSA" when we mean things involving U, K, and
U,S,A., of, "CANUSA", ' I have hesitated whether to regard such a change

as triv:.al and not worth while but have finally oonoluded that all things

oonsidered it ought on balance to be made,

I do not propose any formal step with U,S, authorities but
should like to know whether Director N,S,A, would co-operate in my sim,
If so I would propose to dssue a note here and send you a copy for him,

Please let me know in dus course,"

2, Direotor N,S,A, has agreed. We should thersfors now change
our habit accordingly. N

Di or,*

Distribution

As for GOIs, Internal distribution
plus SIO and UKLO.

NSA FOIA Case 100386 Page 00272
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THE WHITE HOUSE

DECLASSIF (3% WASHINGTON
o @ NsA KAk |
Pk‘n l’ ":y "M—“.“M '
n . -N-8
e, DEB MT Dy S

MEMORANDUM FORs

The Seorstary of State

The Secretary of War

The Secretary of the Navy

The Baoretary of War and ths Becretary of the Havy are

hersby authorized to direat the Chilef of Staff, U, 8, Army
azd the Commsnder in Chief, U. S, Fleet, and Chlef of Javal
Operations to continue collaboration in the field of comauni=
cation Vintalligenoe betwoen the United States Aruy and ﬁavy
and the British, and to extend, modify or discontinue ﬁis
collaboration, &s detsrmined to be im the beat interests of

the United States.

e

Y )F\ N
AL by vt

Aperoved for Release by NSA on
09-11-2018, FOIA Litigation

Case #100386 __WMSA FOIA Case 100386 Page 00273
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St
Deputy Dlrector
for

Plans and Policy

2 8 AUG 1985
TO: DISTRIBUTION

SUBJECT: GCHQ Goals and Objectives

I have attached for your information
a copy of the current GCHO goals and
objectives which were provided to us by
SUSLOL. You may disseminate this material
within your organization as you feel
appropriate.

RALDR g6

Encl:
a/s

DISTRIBUTION:

DDA
DDC
DDO
DDPP
DDR
DDT
ADIL
ADT
ADCS"

¢cc: DIR’

Correspondence may be
031" declassified upon
removal of enclosures

Approved for Release by NSA on 09-11-2018, FOIA Litigation Case #NS(ABFQIACase 100386 Page 00274
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{b) (1)

(b) (3)~18 USC 798

(k) (3)-50 USC 3024 (i)
() (3)-P.L. B6-36

NSA FOIA Case 100386 Page 00275
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(b) (1)

{b) {3)-18 USC 798

(b) (3)-50 USC 3024 (i)
(b) (3}-P.L. 86-36

NSA FOIA Case 100386 Page 00276
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(b} (1}

(b) ({3)-18 USC 798

{(b) (3)~50 USC 3024 (i)
{(b) (3)-P.L. 86-36
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{b) (1}

(b) (3)-18 USC 798

() (3)-50 USC 3024(i)
(b) (3)-P.L. 86-3¢

NSA FOIA Case 100386 Page 00278
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(b) (1)

(b) (3)-18 USC 798

(b} (3)-50 USC 3024 (i)
(b) (3)~P.L. 86-3¢
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(b) (1)

{b) (3)-18 USC 798

(k) {3)-50 USC 3024 (i)
(b) {(3)-P.L. 86-36

NSA FOIA Case 100386 Page 00280
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(b) (1)

(b) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
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{b) (1}

(b} (3)-18 USC 798

{b} (3)-50 USC 3024 (i)
{b) (3)-P.L. 86-36

NSA FOIA Case 100386 Page 00282
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(b} (1)

{b) (3)-18 USC 798

(b) (3)-50 USC 3024 (1)
(b) (3)-F.L. 86-38

NSA FOIA Case 100386 Page 00283




Doc ID: 6635981

(b) (1)

(b) (3)~18 USC 798

(b} (3)-50 USC 3024 (i)
(b) (3)-F.L. 86-3¢
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(b) (1)

(b) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
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(b) (1)

{b) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-3¢
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(b) (1}

(b) (3)-18 USC 798

(b) {3)-50 USC 3024 (1)
(b) {3)-P.L. 86-36
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(b) (1)

(k) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)
(b) (3}-P.L. 86-36

NSA FOIA Case 100386 Page 00288
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DATE:

REFPLY TO
ATTN OF:

SUBJECT:

TO:

same

and Objectives contained in the enclosure.

19 January

UNITED STATES GOVERNMENT

SECRET™ L cmorandum

1984
nDa

UKUSA Goals and Objectives

DDPP

1. (U) Reference your memorandum, Serial: DDPP-467-83,
subject, dated 30 December 1983, and the enclosure thereto.

2. (8) We do not have any specific comments on the Goals
We do, however,

recommend inclusion of the attached Goal and Objectives dealing

with common security concerns and interests.

If included,

further recommend the attached be listed as Goal X, the rationale
being that a broad security goal should precede the more
specialized COMSEC/COMPUSEC Goals.

G OB paca

LOUIS J. BONANNI
Deputy Director

for
Administration
Encl:
a/s
cc: M5
N . M~ A
NG '15 ! v L
3
N\, ”
()9 emst— -
SR S SVl ) N il
e e - ‘;.Jv_sli_.\ ‘\J i
R AT L — \~\‘ /\\RE RE ‘lm\"—-—c
e 5
1JJ\‘:~ L‘ ’ v-“:s 1 [} n ;_\:; r-LS Q"“.

OPTIONAL FORM NO. 10
iREV. 1 BOY

G5AFPMRA 1R 101118
5010-114

Approved for Release by NSA on 09-11-2018,

2 EQIA-Case 100386 Page 00289
FOIA Litigation Case #100386 r
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GOAL X:

Expansion of security cooperation and information exchange
to develop/optimize security programs and countermeasures of
mutual concern.

OBJECTIVES:

A. Continue and expand exchange of information on personnel
security countermeasures, standards and procedures, including:

information on polygraph application and experience, adjudication
policies/techniques.

B. Obtain timely and reliable data, through efficient
collection and other source tasking, on the personnel, physical
and technical security threats posed by hostile intelligence
capabilities/intentions.

C. Increase coordination and cooperation in the development
of physical security procedures, standards and countermeasures.

D. Study and monitor actual/potential terrorist threats to
cperations and personnel; develop terrorism countermeasures of
mutual value.

E. Share security education ideas and techniques.

NSA FOIA Case 100386 Page 00290
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DIRECTORATE OF FOREIGN RELATIONS

&P ’Z"}//LMJW '
M/{ - 5*04'&"‘ J,r,//?m/

{Approved for Release by NSA on 09-11-2018, FOIA Litigation Case #100386
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27 Attachmert to P/0881PP/80G0/S

GOAL VII

Third Party SIGINT relatioanships which optimise their contributicn to
UKUSA.

CBJECTIVE A

f RELEVANT PLANS AND ACTIONS (b) (1)
(b) (3)-P.L. 86-36

{b)y (1)
(b} (3)-50 USC 3024 (1)
(b} {3)-P.L. 86-36

(b} (1)

{(b) (3)-18 USC 798

{(b) (3)-50 USC 3324 (1)
(by (3)-P.L. 86~36

HAMDLE A SO SR S ONLY NSA FOIA Case 100386 Page 00292



-Doc ID: 6635983

28 Attachment to P/0881PP/8000/5

GOAL VII

Third Party SIGINT relationships which optimise their contribution to (o) (1)
URUSA. {b) {3)-P.L. 85-3%
OBJECTIVE B TP

RELEVANT PLANS AND ACTIONS

. (b) (1)
N (b) {3)-18 U3C 798

{b) (1) {b) {3)-50 USC 3024(1)
{b) (3)-50 USC 2024 (i) {b) (3)-P.L. B6-36
(b) (3)-P.L. 86-36

i o - kY

2 e gaa o e e s
HA!\, Py ¥ NN FTRNT N B PRSP v e

NSA FOIA Case 100386 Page 00293
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PP N UL IL )

HANDLEVIACTONINTCITNNRELSONRD

2% Attachment to P/0881PP/8000/5

GOAL VII

Third Party SIGINT relationships which optimise their contribution
to UKUSA.

OBJECTIVE C

RELEVANT PLANS AND ACTIONS

(b) (1)
-« --](0) (3)-50 usc 3024(1i)
(b) (3)-P.L. 86-36

1L ol AU TR W T R
o o PR )
VLN T L RS O EY

e NSA FOIA Case 100386 Page 00294
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30 Attachment to P/0881PP/8000/5

GOAL VII

Third Party SIGINT relationships which optimise their contribution
to UKUSA.

OBJECTIVE D

RELEVANT PLANS AND ACTICNS

(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

SR MENAT o ML AP P AR L 4 NSA FOIA Case 100386 Page 00295
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ACTING CHIEF
POLICY COORDINATION STAFF

31 October 1972
Dr. Tordella

You may be interested in a quick review of the
attached produced by Fred Griffin with Cal's

help.
D, D. CROSKERY

Incl:

a/s

| / W
| Lo Lo M 6’
M q}a\ W
%,Js-« f
a\‘*\*‘& r<~ a WW |
AP P

N W

&

&

Approved for Release by NSA on 09-11-2018, FOIA Litigation Case N@ﬁqﬁ@f[‘base 100386 Page00296
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TO:

FROM:

—~FOP-SECRET —

Mr. Harold H. Callahan SC-11478/72
NSAFM, D4

Mr. Fred Griffin : 30 October 1972

(%d : Hos v Yo Gintp, /;m((

» s
-4 l/v\, £¢ P Y

Loy A Wt . Dhanss P fwm e ke A
/VJQM é‘/‘/"v J 7%1/\@—,\ l/"’ -’)’)’z/\ Jvh LU’L»«%

b A acady e

Qf\ff*/”’& {dv’ ?rﬂ,\,,,{,,,,b

Yy LfQMW~“vv&ﬂ/pJ( e,

BZL(__{\

HANDLE VIA COMINT CHANNELS

WARNING

This document contains classified information affecting the national
security of the United States within the meaning of the espionage
laws, US Code, Title 18, Sections 793, 794, and 798. The law prohibits
its transmission or the revelation of its contents in any manner to
an unauthorized person, as well as its use in any manner prejudicial
to the safety or interest of the United States or for the benefit of any
foreign government to the detriment of the United States, -

THIS DOCUMENT MUST BE KEPT IN COMMUNICATIONS
INTELLIGENCE CHANNELS AT ALL TIMES

It is to be seen only by US personnel especially indoctrinated
and authorized to receive COMMUNICATIONS INTELLIGENCE
information; its security must be maintained in accordance with
COMMUNICATIONS INTELLIGENCE REGULATIONS.

No action is to be taken on any COMMUNICATIONS INTELLI-
GENCE which may be contained herein, regardless of the advantages
to be gained, unless such action is first approved by the Director
of Central Intelligence.

—TFOoP-SECRET—

NSA FOIA Case 100386 Page 00297
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$C-11478/72

27 October 1972

MEMORANDUM FOR THE RECORD

SUBJECT: Histofical Note on the UKUSA COMINT Agreement

1. The question occasionally arises as to the
governmental levels at which the UKUSA COMINT Agreement
was authorized or approved. The attached documents show
that the President of the United States authorized an
agreement in this field, and that the British Foreign
Minister must have been aware of it.

2. Attachment A is a copy of a Presidential
. Memorandum, dated 12 September 1945, authorizing the
continuation of wartime U.S.-British "collaboration in
the field of communication intelligence."”

3. Attachment B is a copy of an 8 February 1946 page
from the notebook which formed the principal basis for the
published Diaries of the late Secretary of Defense Forrestal.
The account of the meeting contained in this excerpt shows
the high levels of the U.S. at which the Agreement was
considered, and suggests that Secretary of State Byrnes
had discussed the matter with British Foreign Minister Bevin.

4. Attachment C is a copy of the account of the above-

mentioned meeting as it appeared in the published Diaries.
At. the request of the Department of Defense, the editors
deleted all references to communications intelligence and
Sir Edward Travis. They developed an innocent introductory
sentence, omitted the first paragraph, and changed the sub-
title from "Communicdtions Intelligence'" to "Meeting."
(Not pertinent to this discussion, but of some editorial

: interest, is the deletion of 'not" from-the sixth line of

‘ the original notebook.) :

E2 IMPDET
CL BY 000829

NSA FOIA Case 100386 Page 00298
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5. The UKUSA Agreement was ultimately signed on
5 March 1946 by Col. Patrick Marr-Johnson, British
Army General Staff, for and in behalf of the London
Signal Intelligence Board (LSIB), and by Lt. Gen. Hoyt S.
Vandenberg, GSC, Senior Member, for and in behalf of the
State-Army-Navy Communications Board (STANCIB). The
parties to the Agreement are described as STANCIB,
"(representing the U. S., State, Navy, and War Depart-
ments and all other U. S. Communication Intelligence
authorities which may function)" and LSIB "(representing
the Foreign Office, Admiralty, War Office, and all other.
British Empire Communication Intelligence authorities
which may function)."

6. Obviously, these parties and signatories were
themselves hardly operating at a lofty diplomatic level;
however, the documents contained in the Attachments show
that they were not working unilaterally or without author-
ity and approval at the highest levels.

(signed) Fred Griffin

FRED GRIFFIN
Historical Officer
Division D

peed]
<D
) o
(¥ o]
[
-1

Lo e}
e

[t ™ s e [
1= 4 Fi Yitl s Mi NG
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, 0 TP-Sraasy APRORT
- b inia .
cn? -
. i %
- JKM/ CLJ' DIRECTOR OF POLICY
" 12 JUL 1993
TO: DDP
THRU: A/DDP , N5

SUBJ: GCHQ and Policy Implications
- INFORMATION MOTE

(b) (1) . 1. A4S-~CCo-HOFORHT You raised
(0 st 2gay a quastion in the attached E-mail
- chhangb over possible policU

. we VOuld want to vet any
el s Eechnology . .GCHQ shares[

and to ensure that a proper
3f:f\_ division.of effort e21sts between
ﬂ} ‘. ourselves and GCHO. I

=

‘\\‘2 “s
That Sald your questlon raises a
more fuhdamental issue for

rQQnélﬁgxﬁthHL_l;ﬁ;_Jijﬂua_UKUSA
We havF

~

engaged| . -
to do some| [WorK and have
elected | | We

also remain very chary about

ppproved for Release by NSA on 09-11-2018, FOIA Litigation Case #ﬁﬁﬁéiﬁ%thMse100386Page00300
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' Jory Svmy
3534

I REHIIEN BAPPORT—

(b) (3)~P.L. 86-36

~~~~~~~ In_contrast,, your recent exchange
with] | suggests their
willingiréss to continue to

J@id GCHQ

st41l makés signifieant
.-‘contributions, .t0” many of our

.7 sensitive-activities (in adaition
.27 o07 to tiélrx) |expertise).

4 -

3. peMobonRi) |
(b (1)
(b} (3)-5C USC 324 (i)
(b) (3)-P.L. 86-26
[V Gr-p L. se-se] T TTTTTTTITTTTTOITITRNY
cc: C/N52

NSA FOIA Case 100386 Page 00301
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TOPSECERET-
UNITED STATES GOVERNMENT

memorandum

oate: 31 January 1994 W045 ACTION 0034-94

REPLY TO

ATTN O W045

susiec:  NSA Intelligence Exchange with GCHQ—+5NF—- ACTION MEMORANDUM

TO: DISTRIBUTION
REF: W045-1054-93, dated 22 November 1893

1. {5—€€eNF} Based on your input to the above-referenced action
and in response to several foreign relations reviews that are
currently underway, N52, through DDO, has reguested input in their
attachment B table format on the NSA Intelligence Exchange with GCHQ.
The format is similar to that provided for the 1987 DCI-directed
study of SIGINT Relationships with the United Kingdom. A copy of the
W input to that study, although somewhat outdated, is attached, as is
W’s input to P044-142-93, Review of US-UK Exchange Agreement.

2. 4+5-€€0} In filling out the table, please note that the format
for presenting the information denotes two categories: 1) by country,
and (2) by topic, as specified in their attachment C. Under type of
agreement, use MOU, MOA, DOE, etc,. and if you have a copy of the
agreement, please provide it to W045. Also provide a POC and the
rationale for not providing something both currently and in the
future. Please provide all information in bullet form.

3. 48=CCOoMNE) Please be extremely sensitive to the fact that NSA
is conducting this review and that it is NOFORN. In order to compile
the W Group response, input should be given via email to Judy Ward,
W045, 963-3401ls NLT 17 February 1994.

{b) (3)-P.L. 86-36

CHIEF W045
Encl: a/s

DISTRIBUTION:
w042 CCRC
W1l
W2
W3
Wa

IRV NCRR TPy PR RPN
LT AT iy o 2 7 o = Sy )
ST TAAEOR A NS+ B YTati S0 SaY nliVa D Y

NOTRELEASABEE-FOFOREIGN-NATIONALS- OPTIONAL FORM NO. 10

REV.1-80;
iikNfHd%*%A4Ekt{%¥F*HE%H{ﬁﬂ}G%HﬂH*P{K¥¥¥R€H75¥84¥%A8ﬂzﬂﬁﬂﬁﬁﬂwmwrnﬁ

5010-114 {COMPUTER FACSIMILE)
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OPERATIONS DIRECTORATE REGISTRY (DOR)

NUMBER NATOR
[JACTION  [] INFORMATION |0 YR
SUBJECT DATE(S) RECEIVED

KM /Z/ UL US &zc,{aa?,e_ Yaz ///3/)7
EXT. CONTROL #
Uopreereer N5R-015-9¢/
ACTION TO COPIES TO ﬂ, 8, G‘I SUSPENSE
oo e 2 FeB 7Y
DDO ACTION REQUIRED

(] SIGNATURE [ ] DECISION [] cooRDINATION [ ] DNITIALS

DDO
ADDO
ACTION OFFICER/ORG/EXTENSION DATE RECEIVED BY ACTION OFFICER
ACTION TAKEN DATE COMFLETED BY ACTION OFFICER
[Jversar [7] Enaw  [[] wrrrren
INTERIM RESPONSE NO ACTION/RESPONSE REQUIRED
FINAL RESPONSE ACTION TRANSFERRED
TO DATE

NOTE: This slip must be appended to the completed action and
returned fto the DOR for review, logging, and forwarding.
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UNITED STATES GOVERNMENT

memorandum

REPLY TO
ATINOF: N52

SUBJECT: Review of UKUSA Exchange Agreement +5—€€63 - ACTION MEMORANDUM

10! DISTRIBUTION

1. +5—CeoMF) Request your support in reviewing the UKUSA
Exchange Agreement. This information will satisfy the foreign
reviews and audits currently underway with Congressional, DoD, and
GAO staffs, in addition to providing a comprehensive study of
current exchange policies with GCHQ.

2. {S5—<eoAHPy In Nov 1993, DDO initiated an operatlonal review
of the UKUSA Exchange Agreement to include a list of what is not
currently exchanged with the British, what we should not exchange
in the future, and new things that should be exchanged in the
future. Attached is a copy of the memo asking each DDO Group to
review the agreement (ref Attachment A).

3. A85—eeoAF) In Dec 1993, the Country Desk Officer (CDO) for
the United Kingdom met with DDO, DDT, and DDI staff elements to
discuss the aforementioned effort and explain that N52 was trying
to satisfy external audits and reviews of UKUSA as well. Everyone
agreed that a full Agency review would be appropriate in light of
the complexities involved in providing a full picture of the
exchange. By combining efforts, we could eliminate duplication and
provide a more comprehensive paper that could be easily updated on
a routine basis.

_ 4. {5—ceo/NEy Attachment B provides a format for presenting
the information, denoting 2 categories: (1) by country, and (2) by
topic (ref Attachment C for list of topics). For each country and
topic, identify exactly what is exchanged in terms of raw traffic,
product and technical reports, | | technology,
etcetera. A similar report was prepared by DDO 1in 1987 to satisfy
a DCI-Directed Study of the US-UK SIGINT relationship; if each
group can find their submission to this study, it would make an
excellent basis for the working levels to;input into Attachment B.

(b) (1)
(o) (3)-5C USC 3024 (i)
(b) {3)-P.L. 86-36

NSA FOIA Case 100386 Page 00304
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—SECRET— -015-
ST NS52-015-94
{b) (3)-50 USC 3024 (i)
- N (b) (1)
o) (3) P'L§ 8636 (b) {3)-50 USC 3024 (i)
'\ ! (b) {3)-P.L. 86-36
. 5. '45-ccofNFy Where possible, request copies of any
Meémorandums of Understanding or Divisions of Effort between NSA and
GCHO be:' provided in support of the exchanges | ]
: Compartmented exchanges should be included in an annex
and referenced as such in its associated country or topic (e.g.,
[ . Please provide information in an ASCII format so
the data can be transferred into a spreadsheet format.

6. {e-ecoMNFr We anticipate periodic meetings to discuss the
status as necessary. Given the multiple requirements to respond to
Congressional, DoD, and GAO audits, we need your input by
19 Feb 1994. Please direct any guestions on this reguest to

|or| at 963-3745s.
(b) (3)-P.L. 86-36| CT//
JOHN K. DIRKS
Director of Foreign Relations
Encls:
a/s
DISTRIBUTION:
DDO
poT
DDI
cC: DDP
SUSLOL
NS
A044
B0O42
G04 /FRO
w045
72092
P0O44
TO91
I11
~NOFORN-
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ATTACHMENT A > ;{
SECRET—
UNITED STATES GOVERNMENT

memorandum

paTE 18 November 1993 P044-142-93

REPLY TQ

ATTN OF po4s

suasEST Review of US-UX Exchangs Rgreemsnt- RCTION MIMORANDUM
53 ISTRIBUTION

45—-CCOo4NE} The DDO has tasked the P04 staff to revisw
the US UK Exchangs Rgreement Bwara that 2) no singls documanit
ewxists in sufficient det grve such an agreemsnt, end
that b) to list what IS ;ould extremsly exoansive in
terms of required man-hou s ided to brezk the task
into thres perts: '

. Part R: Lisk in sufficient dsztail those things
that are not (fo the best of your knowladge)
exchangsd with thes UX tocay

. Part B: List in sufficient dstall thoss things
that mznagsrs and senior tachnical exceris belisvs
may well nesed to be zltered or declared
unexchangsable in thes near future (5 - 8§ yszars cux
or less) ¢iven certain assumptions about
cdavelooments affecting US-UK relations Includs
an "expert" (manager) POC for each item and 2-3
sentences describing the assumption leading to an
zlteration or denial of the currently exchangsable
subject retter. Inputs should be made in ASCII
format on a floppy disk.

e Part C: List tn hould be
exchanged with t . incluce an
"expert" (manager) POC for each item and 2-3
sentences descrining the assumption lseding to
proposad exchancge. Inputs shoulcd bz made in RSCIZ
format on 2 Llopoy cisk.

« By Mid-November -- sanc CCLVY O:L task to ezch of
the Group Chis s P04/P05.

CATICNAL SCAM NO. 12
{REV. 1) e
Gz FPUR 4t CER} 1010
$ic.1%4

U.S.G.A.C: i¢8d .01 SO
{COMPUTER 7 FACSIMILE
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SECRET—

By 30 November -— meet with each of the Group
Chiefs for 15 minutes to clarify and answer
guestions. :

S

in

« By 15 Jenuary 199¢ -- firm suspense. 211 inputs
to P0442 for integration and publication.
« By 30 January 1994 -- P044 publishes final report
for very rastricted distribution
. (U) P04¢ points of Contact for inputs are| ]
[ ] po<sr, 158%s, and/or |podaT, 42285,
T Chief, PO¢ ) ‘
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H
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Dol BN R es B

o C

Iy Fh "R i Fhoith Ph
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ADDO
ADDO {MR)
DCN

p0a4
P04¢
P44
pP0443

w N

- V: o
SEGREF—  NOFORN
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SECRETF N52-015-94

(o) (1)
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

ATTACHMENT C

US Foreign Intelligence a
Requirements Categories and Prioritigs

.

UKUSA REVIEW TOPICS '.'

NSA FOIA Case 100386 Page 00309
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SECRET- N52-015-94

(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

SECGRET NSA FOIA Case 100386 Page 00310



Doc IDg 6637938 | Tue Feb 22 12:46:24 1994
Sender: |
Reply-To:  Feraaal
X-Mailer: InterCon TCP/Comnéct I3 A7 2.,
Date: Tue, 22 Feb 1994 12:46:01 -0500 T
FrOIn:I I:_'::::.-_:__..-_,.-\—.

To: [ TELLL _
Cc: = | ' :
Subject: CRCC / ACRO RelatTonship

Content-Length;.397 "

[;;:]'l-fhe CRCC has established a working relationship with the UKLO
Advanced y

Collection Requirements Organization (ACRO). | | Chief ACRO,

has agreed to pass all[::::] requirements {nan-time critical) to the CRCC
for ) .
W Group review. The CRC¢ has agreed to do tHe same with all W Group (non-
time critical) requirements. !

If you need more info, please let me know. [:]

(b} (1)
{b) (3)-50 USC 3024 (i)
(b} {3)-P.L. B6-36
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DATE:

REPLY TO

ATTN OF:

SUBJECT:

TO:

-
AN :
\ \ UNITED STATES GOVERNMENT

| memorandum

30 December 1983

DDPP Serial: DDPP-467-83
| lQll, 1121s

UKUSA Joint Goals and Objectives

[(0) 3)-p.1. 86-36

DISTRIBUTION (SRB Membership)

1. (S) I enclose for your review, the proposed set of
joint UKUSA Goals and Objectives which were negotiated in
London on 6 and 7 December., We ‘also developed a covering
memorandum which clarifies points of mutual interest,
especially support to military commanders. We endeavored to
develop and state those Goals and Objectives which are of
mutual benefit and would enhance our joint capabilities,

Objectives of singular national interest or purpose were
excluded.

2. (S) The proposed UKUSA Goals and Objectives are
being offered for review by NSA and GCHQ corporate manage-
ment. Request your comments and/or concurrence no later than
18 January 1984. It is my intention to provide a staffed set
of UKUSA Goals and Objectives for the Director's approval
upon his return to NSA on 24 January.

P, W. DIL HAM,
Rear Admiral . S. N vy
Deputy Dlrector
for

Plans and Policy

Encl:

a/s
DISTRIBUTION
DIR DBT
D/DIR DDX
DDA ADIL
DDC ADT
DDO Ch, C
DDRE.._dngg
DDPR ;
DDR

SEC RET NSA FOIA Casv. 100386 Bage 00312
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- Lirector o1 rians { DLL\\ (PRY
Government Communications Headquarters

- Qakley Cheltenham Glos GL52 5AJ
Tolophone Cheitanham 21491 ext 2828

D/83¢7 DQ/ 1 4pl/ b1

14 December 1983

Rear Admiral P W Dillingham, JR
DDPP

NSA
Q’ol‘ 7?/-‘

UKUSA GOALS & OBJECTIVES

1. I attach (4 copies) of the final draft version of the UKUSA Goals and
Objectives, together with a covering minute, which emerged from our joint
endeavours at Palmer Street last week. You will see there are three main
changes to the draft we considered together in my office on Friday:-

a. The NSA amendmernts to the covering note have been incorporated and
in particular, with *the assistance of SUSLO, paragraph 3. has been sub-
stantially expanded to reflect the full flavour of our discussion on
this issue.

b. Roman Numerals have been used to designate Goals and Alphabetic
capitals to designate Objectives.

c. The sequence of Goals has been rc-ordered to give prominence to the
essentials of the UXUSA relationship as Goal I and the COMSEC/COMPUSEC
Goals grouped together at the end of the list.

I will 'row zet in train the process of securing the concurrence of the
iCHy top maragemant and Iirector GCHG in the attiacnments to this letter as

Lnow you iztend to do reaciprocally on your side. Once this process has
een completed, ve ciall be in good shape for furthier consideration and pro-
ees at the April Plarning Conference.

¢ here what I said at the cenclusicn ¢f our Palmer Street

The fact that we discharged our remit both comprshensively and on

¢ gratifying enough in itself; that we were able to do so in so
t to say coavivial, spirit made it a doubly worthwhile and

icn.  Cur best wishes to| !azzd

o

Y. T am dropping copies of this letter agd the =zttachnlents to|:]and

(b) (3)-P.L. 8h-36|=mmcecvcencnmcacnccnn

NSA FOIA Case 100386 Irage 00313
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D/241GS/ 14k /41

14 December 1983
UKUSA JOINT GOALS AND OBJECTIVES "

References: a. D/8191DQ/14@h/41 of 15 November 1983 (from Director GCHQ
to Director NSA).

b. Letter of 23 November 1983 (from DDPP NSA to DP GCHQ).

1. A meeting was neld at GCHQ, Palmer Street, on 6 and 7 December 1983 to con-
sider the GCHQ and NSA first drafts of Joint NSA/GCHQ Goals and Objectives
(attachments to references a. and b. respectively) with the aim of producing an
agreed single set. The 2 Agencies were represented as follows:

For NSA For GCHQ

Rear Admiral P W Dillingham DDPP

- "

e | (secretary) .

2. It was agreed that the principal objective of the meeting was to produce

a common set of joint Goals and Objectives for Directors NSA and GCHQ.
Production of UKUSA Goals and Objectives is seen as a focal point to strengthen
the NSA/GCHQ relationship. The next stage of development would be at the UKUSA
Planning Conference in April 1984 where Goals and Objectives would be a specific
Agenda item. The question was raised of whether the Planning Conference a
Sigint forum, could discuss the purely COMSEC/COMPUSEC items l
| | It was concluded that the appropriate
forum should be decided by DDC and DC in the course of future discussions. It
was agreed that this melfatlon would not exist in the formulation of the Goals
and Objectives. .. "

'
.
1

5. Support to military commanders was discussed as an issue of criticél impor-
tance both in its own right and'as an area where a joint UKUSA approach to Goals
and Objectives and to subsequent plarnlng and coordination was essentlal. There
was some clarification of the terms !strategic', 'tactical' and localmsed‘ as usec
in the drafts and the differences between the roles of NSA and GCHQ 1n-relat10n
to their respective tactical Sigint asse%s that led to different terms belng used.
It was accepted that 'tactical' in the NSA'draft equated to ‘locallsedﬁ in the
GCHE draft. Several instances, UK and US, wére discussed which demonstrated the
essential interplay between strategic and loca;lsed support. 1t was recognlsed
that the aim should be to create a transparent syst=m/mechanlsm which would
anable information from whatever source, US or UK, Strategic or tactical, to be
disseminated to all users including force commanders as guickly and dlnectly as
possible. This would call for a clear understandirg of tactical user needs, use
of common terminology, compatibility of data formats and =qu1pment and prov1510n
of requisite communications facilities. . '

* 1

(b} (1)
(b) {3)-28 USC 798
(k) (3)-P.L. 85-36

NSA FOIA Case 100386 Page 00314
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D/ 34@1GS /14 /41

k. The meeting went on to carry out a detailed examination of the 2 drafts.
It was agreed that Goals and Objectives which were national in character, and
not appropriate for joint action, would be set aside. The Objectives were
worded as action statements to support their respective Goals. COMSEC and
COMPUSEC Goals were also developed and included with those Sigint. The
agreed single version of Goals and Objectives forms the attachment to the
present record.

NSA FOIA Case 100386 Page 00315

f —




Doc ID: 6635989 {

.y

Pe 1t % e Nefvsem gy g eraemy
[ ¥ W e 1 B S I LR ) g G

(¢
9]

q\_—(ﬂ |uéu\:'1..

._J-«\Ad““- ‘

Attachment to D/3401GS/140kL/41
GOAL T:

A cooperative relationship which maximises the jointness of UKUSA current
and future efforts while vreserving the essential national characteristics.

OBJECTIVES:

(b) (1)
(b) (3}-P.L. 86-36
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AN ST S E LS O
2 Attachment to D/3401GS/140k /M1

GOAL II:

A SIGINT capability which ensures strategic warning, limits surprise and
develops timely information on international activities inimical to the interests
of UKUSA.

OBJECTIVES:

(b) (1)
(b) (3)-P.L. 85-36

HAHS LTSS REX FOTA Case 100386 Pagt-00317
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3 Attachment to D/3401GS/1404 /44
GOAL III:

SIGINT support responsive to UK, US and Allied national-level and
localised (such as tactical) requirements in which all users have confidence.

OBJECTIVES:

(b) (1)
(b) (3)-P.L. 86-36
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b Attachment to D/34%01GS/140k /41

GOAL IV:

A flexible and efficient UKUSA collection and processing capability able
to respond to changes in requirement and target.

OBJECTIVES:

(b) (1}
(b} {3)}-50 USC 3024 (i)
{b) (3)-P.L. 86-36

. {b) (1)

ol et T o

{b) (3)-18 UsC 798
{b) {3)-50 USC 3024 (i}
(b) (3)-P.L. 86-3%

NSA FOIA Case 100386 Page 00319
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Attachment to D/3401GS/1404 /L1

GOAL V:
Readability upon demand of a higher proportion than in the early 1980's
of all foreign cryptographic systems and of certain foreigh computer systems.

OBJECTIVES:

(b} (1) :
() (1)
(b} (3)-50 CSC 3024 (i)
{(b) (3)-P.L. 86-36

(b} (3)~18 USC 798
(b) (3)-50 USC 3024(1i)

{b) (3)-P.L. B6-36
E T3 gy g e et e I—
Sﬁu?‘:“‘ 4 HANDL At S ~SNSALOIRCSs38$8SY Page 00320
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6 Attachment to D/3401GS/140b/41
GOAL VI:

A UKUSA SIGINT information dissemination process which meets customer
requirements while maintaining production and processing security and the
need-to-know principle.

OBJECTIVES:

(b) {1}
{b) {2} -30 USC 3024 (i)
(b) {3)-P.L. 86-386
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7 Attachment to D/3385GS/8000/5

GOAL VII:

Third Party SIGINT relationships which optimise their contribution to
UKUSA.

OBJECTIVES:

(b) (1)
{b) {3)-50 USC 3024 (1)
(b) (3)-P.L. 86-3¢
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8 Attachment to D/3401GS/140k /41

GOAL VIII:

A survivable UKUSA cryptologic capability to ensure at least minimum
support to agreed appropriate Government authorities in any foreseeable
contingency.

OBJECTIVES:

(b) (1)
(b) (3)-P.L. 85-36
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Attachment to D/3401GS/1404 /11

GOAL IX:

A contribution from the R & D and Engineering organisations which maximizes
the realisation of UKUSA goals.

OBJECTIVES:
e B (D)
, {£) (3)-13 TSC 798
(b) (3)-50 TSC 3024 (i)
Egiiéi—v L. 86-35 (c) (3)-P.L. 86-36
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10 Attachment to D/3401GS/1404/41

GOAL X:

OBJECTIVES:

.

C. Develop a threat-related policy for meetiné'requi}eméqts for the protection
of sensitive, but unclassified US and UK information; aimink for adequate

protection| - I
(b) (1}
{(b) (3)-18 USC 798
(b) {3)~50 USC 3024 (i)
. ‘ (b) (3)-P.L. 86-235
™ ™0
e N Page 00325
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11 Attachment to D/Zh01GS/140kL /L4
GOAL XTI
An effective COMSEC program that secures classified information, protects
unclassified sensitive information and is responsive to the needs of UKUSA and
the Allies.

OBJECTIVES:

{b) (1)
(b) (3)-18 USC 798
(b) (3})-P.L.. 86-36
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12 Attachment to D/3401GS/140L /41
GOAL XII:

An effective COMPUSEC programme that protects sensitive information in
computers and is responsive to the needs of UKUSA and Allies,

OBJECTIVES:

(b) (1)
(b) (3)-18 USC 798
(b) (3)-P.L. 86-3%6
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Attachment to: J/1660JP/8013/4

i

Who signed what?

1. The UKUSA agreement was signed for the UK and the U.S. on 5 March 1946,

2. A Commonwealth conference (UK/CAN.AUS/NZ} held in February/March 1946
served to make CAN/AUS/NZ aware in broad terms of the agreement and of how
CAN/AUS/NZ were seen as-fitting into the scheme of things (benefits and
obligations). A record agreed by the participants was produced; it was
intended that it should be ratified by the Governments of those participating;
some never got round to it, but all complied with it thereafter.

3. Canada had, from the outset, been accepted as having, by reason of
geography, a special position. This was acknowledged in Clause 6 of the UKUSA
agreement. Canada had probably hoped to be a third signatory of the UKUSA
agreement: this had not happened, and by 1947 they were pressing the U.S5. to
conclude a CANUSA agreement within the framework of North American Defence
arrangements (in addition to their already accepted position as one of the
participating Dominions). The text of the UKUSA agreement was not provided to
the Canadians, but it was clearly used by the U.S. as a model for the CANUSA
agreement. The latter was sent in draft to LSIB in April 1949 by the U.S. and
Canada jointly. The latter was sent in draft to LSIB in April 1949 by the U.S.
and Canada jointly. The main difference as against the UKUSA agreement lay in
the principles governing exchange (more limiting in the CANUSA case}. LSIB
saw no objection to the draft, and a final version was presumably signed in 1949.

4. The U.S. from early on had not been happy about the looseness of the
definition of the position of the Dominions, particularly in terms of how they
had access to what. In response to this unease a late 1947 UK/U.5. conference
produced findings which became Appendix J to the UKUSA agreement, formally
adopted in January 1948.

5. The first tripartite conference (UK/US/DSB) was held in September 1953.

As a result, the UK and U.S. revised appendix J, and an Annexure (J1) was added
which summarised the conclusions of the conference. The final version came into
force as a UK/U.S. document on 4 August 1955. It was then sent for information
to CAN/AUS/NZ and the last two were asked to subscribe to Annexure Jt, which would
thus become a formal agreement for them. This they did, NZ in January 1956 and
Australia in May 1956. (NB: Appendix J was revised again in 1961}).

(NB: of course DSB was at that time the F.E. Commonwealth Centre involving
UK/AUS/NZ, not an AUS centre).

a2l VA

:,A P cpes T Jurers ELTN ¢
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DIRECTOR OF PLANS
3 November 1983
TO: DDPP
SUBJECT: UKUSA Goals and Objectives
7 Attached for your information and

review is a paper provided to me last
evening by[:f:f:::E;]_ A copy has
formally beéen provided to -the. DIR, It

to the generation of common UKUSA Goals
and Objectives. Interestingly, in our

discussion, [___|&id not recoghizé " that
the set of Goals and Objectives that we
had provided to them was intended to be
just that, rather than simple statements
of subjects. Accordingly, I assume

that we had not intended to develop
anything further to send over in advance
of the meeting but, rather, use what .-’
has been done to generate something'ét
the table. -

Encl:
a/s

(L) (3)-P.T,. 85-36

R
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24 October 1983

Lieutenant General Lincoln D Faurer USAF
Director

National Security Agency

Washington

References:

a) GCHQ suggested subjects for use in developing UKUSA Goals and
Objectives (attached to D/?754DQ/1404/41 of 5 October 1983)

b) NSA suggested subjects for use in developing UKUSA Goals and
Objectives (dated 29 September but available to GCHQ as Attachment
A to SUSLOL-108-83 of S October)

c) NSA's own Goals and Objectives {dated 13 May but available to
GCHQ as attachments to SUSLOL-102-83 of 5 August)

We are now engaged, in GCHQ, in drawing up our first draft of UKUSA
Goals and Objectives and we aim to get these to you by the middle of
November. Before completing this draft, however, we thought that it would
be a good idea to compare references (a) and (b) and reconcile those two
lists if we cculd. Happily, I think that it is not too difficult a task,
and T hope that you might find it useful for NSA to work from Attachment A
to this letter as a consolidated list of subject headings for the G and 0
exercise. (Attachment B to this letter takes the original NSA list, refer-
ence (b), and shows how we perceive the relationship of that list to the
GCHQ list).

2. As I see it, having finalised a set of UKUSA Goals and Objectives, we
shall then be at a point when more specific sub-objectives will need to be
evolved between us and when consideration will need to be given to what
resources are or should be invested to achieve our mutually agreed Goals
and Objectives. As part of this process a determination of priorities will
then be required and I am sure you would agree that this will need to
precede a decision by either or both of us actually to commit resources in
fulfillment of a particular Goal. In a worst case (and I hope there will
not be many of these), one or both of us may be compelled to conclude that,
for the present at least, inadequate resources can be devoted to achieving
a particular Goal or its associated Cbjectives. Such a conclusion would of
course in no way affect the validity of that particular Goal, but would -
serve to guide us towards an eventual adjustment of resources.

NSA FOIA Case 100386 Page (00331
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Attachment A to D/7906 DQ/140h/44

CONSOLIDATED NSA/GCHg LIST OF SUBJECTS FOR DEVELOPING INTO UKUSA GOALS AND

OBJECTIVES

A. SIGINT Warning Capability

B. SIGINT Responsiveness to National Theatre and Tactical User Requirements
C. SIGINT Collection

D. SIGINT Data Handling

E. SIGINT Cryptanalytic and Exploitation Capability

(o) (1)
(b} (3)-18 030 195
F, SIGINT| freeeeemeemmmrmeemmmm e mmmm e (8) (3)-50 UST 3024 (1)
(b) (3)-7.L. 85-36

G. SIGINT Dissemination R e :

H. UKUSA Relationships with Second and Third: _I_’a.rtiéé‘-‘

I. [ =

J. COMSEC/COMPUSEC Programs, Plans and Policy

K. UKUSA Operation and Co-operation in War

L. R/D/Engineering contributions to UKUSA SIGINT and COMSEC/CUMPUSEC
M. Management of the UKUSA SIGINT and COMSEC Enterprises

NSA FOIA Case 100386 Page 00332 -
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Attachment B to DA7906DQ/14gl/41

NSA'S SUGGESTED SUBJECTS FOR USE IN DEVELOPING UKUSA GOALS AND OBJECTIVES, AlD
HOW THEY RELATE TO THE LIST AT ATTACHMENT A (BASED ON REFERENCE a.)

A, Improve the connectivity, availability and survivability of the SI
communications network, to include UKUSA data exchange networks. [see D of

Attachment Al

B. Enhance cryptologic capabilities stressing c¢ryptanalytic research, with

continued collaboration and sharing of results. [see E of Attachment A)

C. Improve dissemination of SIGINT to users in peace and war in forms which

are easy to use. ([see (B and) G of Attachment 4]

D. Develop procedures to rapidly transition the SIGINT system from peace to

war. {see K of Attachment A)

E. Establish systematic bilateral reviews of ongoing progrems to assure

continued need and prevent unwitting duplication. ([see M of Attachment Al

F, timulate computer development to keep pace with processing needs. [see

D, E and L of Attachment A}

G. Refine probability-of-success assessment fechnriques' to more accurately

support predictive planning and programming. (see M of Attachment A}

H. ' Fully utilize community_technical assets in both nations through

information sharing fora. ([see I (and M) of Attachment A]

: 'Wm y | —HANDLE VA COMINT-GHANNELS ONEY-

NSA FOIA Casg
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Attachment B to D/7906DQ/ 14@L/41
I. Expand automatic’ selection, forwarding, and receipt of product. [see

G of Attachment A}

J. .Develop a viable approach for automation that facilitates user

selectivity. ([not sure about this, but probably see G of Attachment A)

K. Develop a strategy for COMSEC interoperability among allies. [see J of

Attachment A)

L. Establish a set of consistent COMSEC/COMPUSEC policies for UKUSA use.

[see J of Attachment A]
M. Dévelop a bilateral COMSEC assessment program. {see J of Attachment Al

N. Develop a survivable UKUSA cryptologié system to ensure full support to

(o) (1)

(o) (3)-12 U3C 798

tp) {3)-50 U3C 2024 (i)
(ia) {(3)~P.L. 8&-1258

NCAs under any contingency. [see (B and) K of Attachment A)

0. Develop a method to cellect and exploit in the

199¢s at a reasonable cost. [see C of Attachment Al

P. Promote the development of Third Party SIGINT relationships to optimize
their contributions to UKUSA interests, particularly contributions that bolster
Third Parfy dependability and reduce unwarranted duplicatioh with UKUSA efforts.
{see B of Attachment A} .

Q. Consult on methods by which UKUSA may pace its collection and processing
capabilities to the increasingly sophistigated demands of the signal environmeats

of the future. [see C and M of Attachment A)

NSA FOIA Case 100386 Page 00334
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Attachment B to D/7906DQ/14@4/41

R. View URUSA national capabilities, and to the extent feasible the
contributions of Third Parties, for the purpose of providing increased support

to national and international (NATO) forces. {see G and K of Attachment Al

There are three items (A, F, I} in Attachment A which find no reflection in the

apvove; all were inspired by NSA's own Goals and Objectives (reference ¢.).

Al{warning) and I l are surely important Goals.

F |:‘is rather specific to :be a Goal and could be demoted to the status of

an obgecti‘?e,, but it is likely t}o be such an important activity that we would

certainly be happy for it to be _:retained as a UKUSA Goal, just as it is an NSA

Goal.

(b) (1}

(b) (3)-18 UsC 798

(b) (3} -50 U3SC 3024 (1)
(b) (3)-F.L. BE-3%
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- British Embassy
3100 Massachusetts Avenue NW Washington DC 20008

Telex Domestic USA 83-2370/89-2384
Telex International 64224 (WUI)/248308(RCA)/440015(ITT)
Telephone (202) 462-1340

Your reference
a" QOur reference

D/DIRNSA , MOP/7091/57/2
. Date

5 October 1983

UKUSA GOALS AND OBJECTIONS

1. Attached is a copy of a list of UKUSA Goals and Objections which GCHQ

will shortly propose formally to NSA for discussion.

2, It is expected that Director GCHQ will propose to Director NSA that
the Joint Working Group should meet in Cheltenham about mid November.

'
\.{:ﬂ —
NG
DDPP
COPIES TO: Ql EXEC
Q3
Q EXEC

(b) (3)-P.L. 86-36

Approved for Release by NSA on 09-11-2018, FOIA Litigation Case {]EOO'l
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SUGGESTED LIST OF SUBJECTS FOR DEVELOPING INTC UKUSA GOALS AND OBJECTIVES

SIGINT Warning Capability

SIGINT Responsiveness to User Requirements
SIGINT Collection

SIGINT Data Handling System

SIGINT Cryptographic Capability

SIGINT

SIGINT Dissemination

UKUSA Relationships with Second and Thirq,Patties

(b) (1)

(b) (3)-18 USC 798

(b) (3)-50 USC 3024(i)
(b) {(3)-P.L. B%-356

COMSEC/COMPUSEC Programs, Plans and Policy

UKUSA Co-operation in War

R/D/Engineering contributions to UKUSA SIGINT and COMSEC/COMPUSEC

UKUSA Management System

NSA FOIA Case 100386 Page 00337
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United Kingdom (by (1)
(b} (3)-P.L. 85-36

Basis of Current Relationship:

- Presidential authorization, 1945. .

-~ UKUSA COMINT agreement of 1946, follow-on MOUs, DOEs, and
policy statements.

- Wide ranging and extensive exchange in all ‘areas.

.

.

Sponsoring Agency:

- Government Communications Headquarters (GCHQ). Its
organization and duties are aligned very much like those of NSA.
GCHQ is subordinate to the Foreign and Commonwealth Office.

Resources:

Nature of Intelligence Exchanged:
- Products of the following operations relating to foreign
communications are exchanged:
- Collection of traffic
Acquisition of communication documents and

equipment
, . (b} (1)
- Traffic analysis (b} (3)-18 USC 798
- Cryptanalysis (b) (3)-30 USC 3024 (i)
..| ltranslati.on ______________ () (3)-P.L. 86-36

- Acquisition of information regarding
communication organizations, practlces
procedures, and equipment

- Information concerning methods and technlques 1nvolved in
the above.

- The exchange is unrestricted on all wprk except that
specifically excluded (NOFORN) at the request of."either party and
with the agreement of the other. Exceptions are kept to a
minimum. .

Initiatives:

Benefit to the US:

- The UK has sites at strategic locations for collection
that otherwise would be unavailable to the US.

- The relationship is virtually a full partnership, with
combined working parties, joint operations, the exchange of
liaison officers, and assignment of analysts to integrated
billets.

- Combined US-UK planning and operations make the best of
the resources of all parties.

Approved for Release by NSA on 09-1:-2018, FOIA Litigation Casel‘?fhd‘%'@rcase 100386 Page 00338
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SSCI Questions for the Record - Question 54: United Kingdom

Basis of Current Relationship: ‘/' S | (3)-p.1. 86-36
- Presidential authorization, 1945, ’

(b} (1)

(b) (3)-18 USC 798
—SECREP— {(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

{(b) (1}

~ UKUSA COMINT agreement of 1946, follow-on MOUs, DoEs} and
policy statements.

- Government Comnmunications Headguarters (GCHQ) 1s;the

sponsoring agency.
much like those of NSA.

Commonwealth Office.
- The exchange is wide ranging and exten51ve ‘in all areas,

Resources/funding:

Its organlzatlon and duties are aligned very
GCHQ is subordlnate .to the Forelgn and

- No direct monetary cost. | .- a J

staffing arrangements:

Location and capabilities of sites:

Nature of Intelligence Exchanged: )
- Products of the following operations relatlng to foreign
communications are exchanged:
- Collection of traffic
Acquisition of communication documents and

- Acquisition of information regarding

above.

equipment .
Traffic analysis (b) (1) .
i (b) (3)-18 USC 79
Cryptanalysis (b) (3)~50 USC 3024 (i)
ltranslation .. . == (b} (3)-P.L. 36-36

communication organizations, practices,
procedures, and equipment
- Information concerning methods and techniques involved in the

- The exchange is unrestricted on all work except that
specifically excluded (NOFORN) at the request of either party and
with the agreement of the other. Exceptions are kept to a minimum.

-HANDEE—VIA COMINT CHANNELS—ONEY-

SECRET—
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(b} (1)

) (3)-50 USC 3024 (i
Doc ID: 6635994 —sEeREE () () o1, 8636

~ Current initiatives include:

Benefit to the US:

- The UK has sites at strategic locations for collection that
otherwise would be unavailable to the US.

~ The relationship is virtually a full partnership, with
combined working parties, joint operations, the exchange of liaison
officers, and assignment of analysts to integrated billets.

~ Combined US-UK planning and operations make the best of the
resources of all parties.

- Continues to provide a comprehensive exchange of SIGINT which
is still mutually beneficial.

(h) (1)
(b) (3)-50 USC 2024 (i)
(b) (3)-P.L. 36-36

NSA FOIA Case 100386 Page 00340
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GCHQ PERSONAL FOR SIR PETER MARYCHURCH
DIRNSA PERSONAL FOR LT GEN W E ODGM

) ~ITE: DIR-011-86

WW-035-86

JUBJ: UKUSA - 40TH ANNIVERSARY

) FOR HISTORICAL PURPOSES I HAVE, COINCIDENTALLY, BEEN REVIEWING THE
EARLY SIGCINT EFFORT IN NEW ZEALAND AND I HAVE NOTED THAT A REQUEST
FROM THE UNITED KINGDOM GOVERNMENT IN 1938 SAW THE START OF SIGINT

;) IN NEW ZEALAND IN PREPARATION FOR WORLD WAR II. DURING THE WAR YEARS
THE NEW ZEALAND STATIONS, BOTH WITHIN NEW ZEALAND AND IN THE SOUTH
PACIFIC, CONTRIBUTED TOWARDS THE BRITISH AND UNITED STATES EFFORTS
IN THE PACIFIC AND INDIAN OCEANS. IN THE IMMEDIATE POST-WAR YEARS
THE GOVERNMENT OF THE DAY APPROVED A CONTINUATION OF THE WAR-TIME
EEFORT IN ASSOCIATION WITH OUR TWO MAJOR UKUSA PARTNERS (AND, OF
COURSE, DSD AND CSE).
WHILE THE NEW ZEALAND SIGINT EFFORT HAS EXTENDED OQOVER ALMOST 50
YEARS THE SCALE OF THIS EFFORT HAS, NEVER, UNTIL MORE RECENT TIMES,
REACHED THE LEVEL OF THE ASPIRATIONS OF THOSE WHO HAVE TRIED SO
HARD TO PLAY THEIR PART.
BUT ANY SMALL PART THAT THE GCSB AND IT PREDECESSORS MAY HAVE BEEN
ABLE TO PLAY HAS BEEN LARGELY DUE TO THE GUIDANCE AND SUPPORT WHICH
HAS BEEN EXTENDED TO US BY GCHQ AND NSA. THE SCSB HAS BEEN, AND IS,
PROUD TGO HAVE ENJOYED ITS CLOSE ASSOCIATION, BOTH PROFESSIONAL AND
PERSONAL, WITH YOU BOTH. ’

_ON THE OCCASION OF THE 40TH ANNIVERSARY OF THE SIGNING OF UKUSA WE
EXTEND TO YOU BOTH OUR CONGRATULATIONS FOR WHAT HAS BEEN ACHIEVED

¢
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THROUGH THIS UNIQUE ASSOCIATION OVER THESE PAST 40 YEARS AND WE WISH
YOU BOTH CONTINUING SUCCESS IN THE YEARS AHEAD.

COLIN M HANSON

DIRECTOR, GCSB
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MEMORANDUM FOR:

Tha Sccretary of State -
The Secretary of War
The Secyetary of the Havy

The Secretary of War and thae Secretary of the Navy cre
hereby authorized to direct the Chief of Staff, U, S. Army and
fhe Comuander in Caief, U. S. Fleet, and Culef of Haval Overstions
to continue colleboration in iks ileld of cemmunication intelligence
between the United States Arzy and Havy and the British, acd to
extend, modify or dlscontimue this colleboraticn, es determined to

be in the best interests of the United States.

/8/ Ezrry 8. Primen

12 September 1945 \

i
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{b) (3)-P.L. 86-3%6

BRITISH-U.S. COMMUNICATIONS INTELLIGENCE AGREEMENT
5 MARCH 1946
OUTLINE OF
BRITISH-U.S. COMMUNICATIONS INTELLIGENCE AGREEMENT
1.Parties to the Agreement
2. Scope of the Agrecment
3. Extent of the Agreement - Products
4. Extent of the Agreement - Methods and Techniques
5. Third Parties to the Agreement
6. The Dominions
7. Channels between U.S. and British Empire Agencies
8. Dissemination and Security
9. Dissemination and Security - Commercial
10, Previous Agreements

11. Amendment and Termination of Agrecment

12. Activation and Implementation of Agreement

1. Parties to the Agreement

The lollowing agrecment is made between the State-Army-Navy Communication
Intelligence Board (STANCIB) (representing the U.S. State, Navy, and War Departiments
and all other U.S. Communication Intelligence(see footnote #1) authorities which may
function) and the London Signal Intclligence (SIGINT) Board (representing the Foreign
Office, Admiralty, War Office, Air Ministry, and all other British Empire (see [oatnote #2)
Communication Intelligence authoritics which may function).

2. Scope of the Agreement

The agreement governs the relations of the above-mentioned partics in Communication

NSA FOIA Case 100386 Page 00345
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Intelligence matters only. However, the exchange of such collateral material as is applicable
for technical purposes and is not prejudicial to national interests will be effected between
the Com munication Intelligence Agencies in both countries.

3, Extent of the Agreement - Products

a. The parties agree to the exchange of the products of the following operations relating
to foreign communications:(see footnote #3)

collection of traffic

acquisition of communication documents and equipment

traffic analysis

cryptanalysis

. decryption and translation

acquisition of information regarding communicalion organizations, practices,
procedures, and equipment

R

b. Such exchange will be unrestricted on all work undertaken except when specifically
excluded from the agreement at the request of either party and with the agrecement of
the other. It is the intention of each party to limit such exceptions to the absolute
minimum and to exercise no restrictions other than those reported and mutually
agreed upon.

4, Extent of the Agreement - Methods and Techniques

a. The parties agree 1o the exchange of information regarding methods and techniques
involved in the opcrations outlined in paragraph 3(a).

b. Such exchange will be unrestricted on all work undertaken, except that upon
notification of the other party information may be withheld by cither party when its
special interests so require. Such notification will include a description of the
information being withheld, sufficient in the opinion of the withholding party, to
convey its significance. It is the intention of each party (o limit such exceptions to the
absolute minimum.

5. Third Parties to the Agreement

Both parties will regard this agreement as precluding action with third parties(sec footnote
#4) on any subject appertaining to Communication intelligence except in accordance with
the following under- standing:

a. Tt will be contrary to this agreement to reveal its existence to any third party
whatever.

b. Each party will scek the agreement of the other to any action with third partics, and
will take no such action until its advisability is agreed upon.

¢. The agreement of the other having been obtained, it will be left to the party concerned
to carry out the agreed action in the most appropriatc way, without obligation to
disclose precisely the channels through which action is taken.

d. Each party will ensure that the results of any such action ure made available to the
other.

NSA FOIA Case 100386 Pa%e 00346
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6. The Dominions [o) (3)-p.1. 86-36|

a. While the Dominions are nol parties to this agreement, they will not be regarded as
third parties.

b. The London SIGINT Board will, however, keep the U.S. informed of any
arrangements or proposed arrangements with any Dominion Agencies.

¢. STANCIB will make no arrangements with any Dominion Agency other than
Canadian except through, or with the prior approval of, the London SIGINT Board.

d. As regards Canada, STANCIB will complcte no arrangements with any agency
therein without first obtaining the views of the London SIGINT Board.

e. 1t will be conditional on any Dominion agencies with whom collaboration takes place
that they abide by the terms of paragraphs 5, 8, and 9 of this agreement and to the
arrangements laid down in paragraph 7.

7. Channels Between U.S. and British Empire Agencies

a. STANCIB will make no arrangements in the sphere of Communication Intelligence
with any British Empire agency except through, or with the prior approval of, the
London SIGINT Board.

b. The London SIGINT Board will make no arrangements in the sphere of
Communication Intelligence with any U.S. agency except through, or with the prior
approval of, STANCIB.

8. Dissemination and Security

Communication Intelligence and Secret or above technical matters connected therewith will
be disseminated in accordance with idenlical security regulations to be drawn up and kept
under review by STANCIB and the London SIGINT Board in collaboration. Within the
terms of these regulations disscmination by either party will be made to U.S. recipients only
as approved by STANCIB; to British Empire rccipients and to Dominion recipients other
than Canadian only as approved by the London SIGINT Board; to Canadian recipients only
as approved by either STANCIB or the London SIGINT Board; and to third party recipients
only as jointly approved by STANCIB and the London SIGINT Board.

9. Dissemination and Security - Commercial

STANCIB and the London SIGINT Board will ensure that without prior notification and
consent of the other party in each instance no dissemination of information derived from
Communication Intelligence sources is made to any individual or agency, governmental or
otherwise, that will exploit it for commercial purposes.

10. Previous Agreements

This agreement supersedes all previous agreements between British and U.S. authorities in
the Communication Intelligence field.

11. Amendment and Termination of Agreement

This agreement may be amended or terminated completely or in part at any time by mutual
agreement. It may be terminated completely at any time on notice by either party, should

NSA FOIA Case 100386 Page 00347
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cither consider its interests best served by such action. (5) (3)-P.L. 85-36]

12. Activation and Implementation of Agreement

This agreement becomes effective by signature of duly authorized representatives of the
London SIGINT Board and STANCIB. Thereafter, its implementation will be arranged
between the Communication Intelligence authorities concerned, subject to the approval of
the London SIGINT Board and STANCIB.

For and in behalf of the For and in behalf of the
London Signal Intelligence State-Army-Navy Communication
Board Intelligence Board
Patrick Marr-Johnson Hoyt 5. Vandenberg
Colonel, British Army Lieutenant General, GSC
General Staff Senior Member

5 March 1946

{ Throughout this agreement Communication Intelligence is understood to comprise all processes
involved in the collection, production, and dissemination of information derived from the
communications of other nations.

“ IFor the purposes of this agreement British Empire is understood to mean all British territory other than
thc Dominions.

3 Throughout this agreement foreign communications are understood to mean all communications of the
government or of any military, air, or naval force, faction, party, department, agency or burcau of a
foreign country, or of any person or persons acling or purporting to act therefor, and shall include

[ kommunications of a foreign country which may contain information of military, political,
or ccapomic value. Foreign country as used herein is understood to include any country, whether or not
its government is recognized by the U.S. or the British Empire, excluding only the U.S., the British
Commonwealth of Nations and the British Empire.

4 Throughout this agreement third parties are understood 1o mean all individuals of authorities other
than those of the United States, the British Empire, and the British Dominions.

{b) (1)

(b) (3)-18 USC 79§

(b) (3)-50 USC 3024 (1)
(b) (3} -P.L. 86-36 NSA FOIA Case 100386 Page 00348
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UNCLASSIFIEDHFOR-OFFICTAE USEONEY-
NATIONAL SECURITY AGENCY

FORT GEORGE G. MEADE, MARYLAND 20755-6000

Serial: N5P/039/99
22 October 1999

MEMORANDUM FOR GCHQ/AZ, CSE, DSD, GCSB

SUBJECT: (U) Elimination of COMINT Codewords- INFORMATION MEMORANDUM

{U) The Signals Intelligence Security Regulation (SISR), approved
in June by D/DCI, authorized the elimination of codewords. The National
SIGINT Committee issued a message on 12 October announcing the immediate
terminatcion of the reguirement to use the codewords on newly created or
modified documents. Attached is NSA‘s internal guidance on the
elimination of codewords. Although this guidance takes effect
immediately for hard copy documents, codewords should continue to be
used for software applications presently requiring codewords until the
software has been updated. Since all electrical reporting dissemination
is software dependent, there will be no impact on our current electrical
reporting policies. The requirementcs for software updates to bring us in
full compliance with the SISR will be determined after Y2K work is
completed. No immediate changes will be made to any systems on which our
Second Party Partners are reliant. We will work closely with vou over '
the rext few months to make the transition period as smooth as possibple.
One possibility we are considering is the formation of a 5-Party worXing
group on software applications to facilitate the implementation of this
requirement for electrical systems and ensure the continued strength of
the SIGINT connectivity between our nations.

X)) NSa's interral ¢guidance Iollows:

(U) Implementation Guidance for the Elimination of Codewords

(J) On 12 October 1999, the Mational SIGINT Committee

issued an announcement eliminating the need to use the

COMINT codewords UMBRA, SPOKE and MORAY and the TALENT !
KEYHOLE codeword ZARF. The text of the announcement read

as follows:

1. (U) Effective immediate
codewords UMBRA, SPOKE, MORAY and ZARF and the terms
COMINT CATEGORY I, II, and III is terminated. This change
was authorized by the approval of the Signals Intelligence
Security Regulation ({SISR) in May 1989. Any COMINT
information formerly protected by the codewords UMBRA,
SPOKE or MORAY should now be protected as COMINT. Any
TALENT KEYHOLE information formerly protected as ZARF
should now be protected as TALENT KEYHOLE. The
elimination of these codewords should begin immediately.

ly, the need tec use
R

-

2. (U) Irnformation formerly classified as TOP SZCRET UMBRA,
TOP SECRET SPOXE or TOP SzZCRET MORAY will now De )
classified TOP SECRET COMINT. Using the new Intelligence
Comrunity markings, the portion or paragraph markings for
such information will be (T7S//SI}. Information formerly
classified as SECRET SPOKE or SECRET MORAY will now pe
classified SECRET COMINT. The portion or paragraph
markings for such information will be (S//SI}.

UNCLASSIFIEDAFOR-OFHCREESEONEY—
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3. (U) Information formerly classified as TOP SECRET TALENT
KEYHOLE ZARF will now be classified TOP SECRET TALENT
KEYHOLE. The portion or paragraph markings for such
information will be (TS//TK}.

4. (U) It is understood that certain software applications
will coptinue to require use of the codewords until
software changes can be made and that all applications
cannot be changed simultaneously. Information which
continues to use codewords will continue to be protected
within the COMINT and/or TK compartments.

5. (U) The COMINT categories GaMMA, VRK and ECI are not
eliminated by this change.

6. {(U) This change applies to newly created and modified
information, to include electronic files. Previously-
created documents do not need to be remarked.

(J) The impact of this announcement is as follows:

1. (U} Codeworcds should now be eliminated on hard copy
decuments such as correspondence, COMSEC or INFOSEC
documents, Inspector General reports, General Counsel
documents, treining materials, professionalization

papers, PERSUMs, EPAs, Staff Processing Forms, memos,

budget documents, and histories. This also applies to

other media such as Web page banners, e-mail, viewgraphs,
videotapes, etc. Note thet this applies to newly

created or modified documents only. Older documents

do not need to be remarked unless they are being modified.

2. {U) For software applications presentiv requiring
codewords, codewords should continue to be used until
the software has been updated. Requirements for these
updates will be determined afrer Y2K work is completed.
Some SIGINT reporting tools and datapases will

fall into this category. P06 will issue guidance before
any changes are made to SIGINT reporting. No updates to
reporting applications are regquired at this time.

3. {U) The standard Agency Veb page banners on WEBWORLD are
being updated to reflect the elimination of the codewords.
The codewords will be eliminated automatically for banners
being referenced from:

------------------- {1 i3y-p.1. 85-26

As a reminder, any hardcoded text containing the
affected classification designators in HTML source files
{such as in "ALT" tags for images, or other content
labelling) will also need to be updated by the Web page
designer. Note that only the banner images on the
img.www.nsa server will be updated centrally.

4. (U) The classificetion banners for INTELINK also are being
revised to reflect the elimination of codewords.

5. {(U) Codewords should be eliminated from the Security
Control Marking line for e-mail messages sent on NSANet.

UNCLASSIFIEDHFOR-OFHE R USE-ONEY—
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The e-mail marking policy has been maintained at

[and] has been updated to reflect~ﬁhi§ change in policy.
Further guidance will be issued on changes to
CLASSIFY for those using Microsoft Outlodk.mail.

6. {U) The codewords have been eliminated from ‘the
Intelligence Community’s Register of Authorized “\
Classification and Control Markings and the .
supplemental Implementation Manual maintained t.
on INTELINK on the CMS/CAPCO Web page at: ~.

........................... {(b)(s)—P.L. 86-36

Y
- !

7. {U) The version of the register which includes portio
markings and is maintained on NSANeg .at? .

3

also has been updated. L

8. (U/MAF5584 SIGINT Exchange Designators will ﬁéé be

eliminated because of this change in policy.. -

{U) As background, the SISR is an official qui;éa:ion of the National
SIGINT Committee. The National SIGINT Committge’s mission is to advise
the Director of Central Intelligernce (DCI}-‘and DIRNSA on SIGINT issues
which may cover the range from policy, budgeﬁ, collection, forwarding,
processing, analysis and reporting. The SISR provides the policy and
guidance on the handling and proces§ihg,df SIGINT information. The SISR

is available orl Intelink at: A
or on NSANet at: .

I

(U/#FOT07 The SISR was approved in May 1999. One of the major changes
resulting from the approval of the SISR was the elimination of the
codewords UMBRA, SPOKE, MORAY and ZARF. The decision to eliminate the
codewords was made in response to & strong consensus within the
Intelligence Community, as well as among our Second Party parcners

that the systems which we had cons:iructed to classify, compartment,
categorize and caveat intelligence had been so complicated and
cumbersome that they were impeding rather than facilitating the handling
of intelligence.

UNCLASSIFIEDAFOR-OFFCtAEHSE-ONT—
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(U/#4F686+ Questions on the above guidance, the elimination of
COMINT codewords, or on the SISR should be directed to]
Chief, Information Security Policy, in this office, 963-4582s. .

{b) (3)-P.L. 86-36

JOANN H. GRUBE
Director of Policy

UNCLASSIFIEDAFOR-BFHSIEUSE-OMNY-
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1. Perties to the Azreement. :
The Tollowing agreesent 13 nade between the :
Stete-Army-Navy Co

(STANCIB)'(represenths,the'U. S. Stete, Nevy, end
Wer Depertments and 2ll othe- U. §. Cozmunicztion
. Intelligencel authorities vhich sy function) end
the London Signeol intellizence (SIGINT) Board:(repre-'
" senting the.Foreign'Ofiicc,vkdmlralty, ar Office, Pt
Alr BInistry, and «ll other Doitish Etipire? Cozmunt-
cation Intelliigerce auihoritiss which rmay Tunciion]) .

wounication Intelligzence Board ! o o

s ae

e S U !
—~— e = e V. ." ."“'."- . . . d
: 2. Scope of the A-reepent T - N

. € zUPe OL % i) DX AN

) e T £
- The agreeniert governs tlie reilatlions of the above- .
meniloned parties ir Communication Inlelligence watiers
only. Hoyever, the crehunge of =uceh collaterel znte-
rlel ecs is epplicuble for tecunical purpouses and ie
nov prejudicial to natlonul interests will be cff
betveen the Cormunicaticn Irtzlligence ageoncies in o
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3. Extent of the Agrecment - Productg

(2) . The parties eyree to ths exchanze of tho

products of the following operations relatin to
loreidn COnmunicQtlona-J . -

¢
»

(l) ..collection of urakfic

(2) ‘ecquisition of communicetion docu-~
ments and equipment

(3) tra{f;e analysis
.H(ﬂ)_.crjptanal""is
QS) decryption and translétioﬁ
(6) .acquizition of informeiion regard- .

ing commumicetion orgenizations,
praciicas, procedures, and equip-ent

SPhroughout tals egreement fore*gp communice -
lons ere uwnéergstood to meen ell communication:z of
ne government or of eny militery;.air, or navel :

ce, factlion, party, depﬂ*“—cnu,,agency, or bpureenl
; ;oreign country, or of Ony HEeraon Or persaony
ceiing Or murporiling to act thﬂroxor end aholl Lo,
clude | Icou”vnlcuuionf of & forcign country,
vnich may contnln information of militory, politicel,
or CﬂOHOﬂfo value r0P4‘"n country a9 uscd nerein .
ig uuucrcboou to include ooy country, vhether or not
1¢s bovernMpnu 12 recog anLu by tre U, 5, or the .
Britlch Fmplre, exclud Lﬂg 0“lj the U, 'S,, the British
Conmyz oqwoallh of Nuulohs and Yhe British Faplro.
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(o) Such exchange will be unrestricted or all )
VOor4 undertoiken excest wrern 3pa2cifically excludee
re £Gus3l of 2ilther parter '
by nT siner, U Lz tma o fol
. - L s e e — - P re e m ., ) ) .
3¢ ro'rezirjction: : . ;
wally agrecd ugon, . :
. 4 ;
. . . . !
e, . K >
b, Extent of " hodz nnd Techniques . . CE

_ (o) Tre garlica.ngree to the-exchange of An~ - R
forantion rugnrding methoda 2nd . techniquce fnvolved '
in tne operations outlined in parsgraph -3{a a

. . (v) Cuch cxchange will be unrestricted on all -
b

e ~vork undertaken,” excopt Lthat upon notification of ) .

' “the other party inlormerion 1Ay be withheld Yy eitagr S £

— . pariy.vwnen its speclal interssts so reguire.  Such S s EL
. notirflcation will includs a cdoscription of the Ln- ’ 3
formatlicon teling withleld, sufficient in the cpintion L ﬁ

of the vithhiolding party, to convey 1ts slgnilicence., €4

It 22 the inturtlon of eech phrty Lo limit such exn- L
ceptiona to tne absolute miniaur, '
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Both purtles will regerd tn

‘3

4
ciudling ectlion wlth tnird portiesh on eny subject
eoLertidining Lo Communicetion Intelligence except in

4

4

y egreenent es pro- £ }
. 14

caccordance with the following understending: . . :

“
understood to mean ell indivicuals ov cuchoritics
other”then those of the Unitdd States, the British
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() It wild ve contrary to this agréement to S
reveal its existence to eny third party wnoatcever, | v :
| . e ! P
~(b)  Each perty will scok the agresecat of the i
other to a

[}
ny actioa witn third partien, ond w11l {
_trke no such ection uatll its adviuability ia ayreed - !

upon, ' : T e
" {¢)} The agresment of tas other having been R ; o
obteinad, it will bz left to the party concerned to o :

)
~
e

cerry out the agreed niction 4An the most appropriate P '
vay, without obligation to cisclose nrecisely the Lt
channels through. which action is toaken, - -

g
Snb bk

- (d) ®zen party will cnsubo_thht theo rcﬁulﬁs
R of any such aclion aro mnde avallnblo Lo the othor,
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6. The Dominlors .. ’ ' / " !
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T

»
[P ——
B e

(2) \hile tne Dominior
this agreement,
rertles,

3 &ro nov partles to
they will not be regarded as thira

——
- bt e

(b) The London SI1CIuT £oard wiil, however,

!
keep the U. S, dnformzd of any orennguasnts or pro- S
poszd .errengements witn any Dominfon npgcncios, bt
)
(¢) SOANCI® will make no arrangements with nn : }
Dominlon agency other than Cinadiarn except tixrough, oo 3
Or wiih ‘the prior epprovel of; the London SIGLaT C R R
BO‘tI‘d . N ’ ¢
(A} As regards Cohada, STANCID will compleote ;
po &rrhngzrmentas with eny agoency therein vwithout firss b
obvruinlng tne views of the London SIGINT Bonrd. :
‘ Co : i
(e} It will be conditionsl on eny Dominion . i
agorcles with whom collaboration takes plece thazt . :
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(&) STHRCTS will make no arrengaments 1n the v
spnere of Communlcaztlon Intelligence with any British . i
Empire egency except through, or with the pr10“ ap- ’ ol
provel .of, thc London SIGIXNT Bo&rd - : '

. . .. .

. ‘ . (o) . The London SIGINT Boerd will meke no ar- - - - CE
o raéngements in th2 sphere of Comaunlcation Intelligence SR
vith any'U. S. egency except through, or vith the R

prlor approval of, STANCISZ. . - - ~ L iE 1

.

.
A ke R

£. Diasemination mrd Zezur

Communicetlon intellivence and Secret or ahove : i

~technical matters connsciad fhavewith will ce dla- T e

-~ seminited in accordance witt igsntical securiiy B &

ol regulations to be drawn up £ad ¥est under roview . :

by S”AwClB and ths London SIGINHT Zoard in colisbo- ’ y

retion. Within thz termz of thesz reyuistions . B

.didu\n*natioﬁ Dy eilther party will be made to U. S, . i
recipients only as approvad Sy . LIRHCIB; to British '

Erplre recipients and Lo Dominli

:
I

on reciplenis other it
Lin Car dian only &g anaroved oy tne Lowion 3ICILT :
Beerl; to Canadion “&Cipiunt" only ug zoproved by -
elther GTARCIB or tnc London SIGINT Bobard; and to ' . :
third varcy 3 foinUly epproved oy .
STINCIZ end i
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(24

STANCID e&n? the London JICInD Zoerd will ervurc

o b
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formetion derived {rom Cormunicavion Intellipgenca

sourcas Ls mads Lo oany Individual or egioncy, govern- .
rmentnl or othersloe, that will explolt AL for com-

merelal pueposes.,




o

e %
~,

7~

S

I

‘\‘;u.

K o C

iQ,

1

v vt L Lrvsonerte
LYV LIOUD seanal

"o

This alreament sUpLraeGos £l) previe
mente betweon Eritisn and U, £, auiroriti
Commu,icahgon Intellipence {leld,

11, menancdl and Rerminition of

This aprecnen
completely or In parh ol an; time Ly mulual bErec-
pent . Iv mey be terminiles complelely el ahy
on notice by eliner P, 2niould cither

its interests beot served vy cuch ection,

12. Activevion &nd amnlamcntation of

en 1;.

Tn‘s &5reemant beccemes effective

For and in benzls ol the C@oy and ifn wehelf of the,
ondon Signel Intelli- State -Army -ievy Coumuni-
gence Loard, cetion Intellipence Dourd:

B |
C ‘....4.8“_

ci culy ecsentevives of

SIGINT B ¢ NG . Tnerszoaftcr N A
mentaticn ujll e arran between the Comn
Intelligence authoriil 'wcc“—&d sutjecets Lo
approval of the London SI

T uoalﬂ and STANCK

tomay Lo aiended. or Lirminatced

tine
conasider

sunieetian
ire

8.

i,
p ~Sonnnon :
Culonw” Britisn Army LiCUtL“unt Genernl,
Ganurnl Star - - Sendor henber

"% Mmarch 1946

LyfY am

Ul GpEres
Lue




DocID:§62692471r

I LIS Tk Va0 45N Famd Lo aror-r
+ LA ™ BN R v LU = e
)
.
o . avbh jeot onldly Lo th
sV B contalviael e paera Ry wmenel g
I
L2ty

specifically excluded s o
with the agreement of the other
: : : C no restrictions other than those reported and inubual ly
agread wpon. ]

AR

A - S upon notification of the other party

; R ’ o S . lnelude a description of the
—eeen ] i e ‘
information being withheld, sufficent e o

to convey its significance.

FaNDRR s B el S i s S WY o0 .00 Tl S L SN ST A S A A

NSA FOIA Case 100386 Page 00374



DocID: 6636094 . -+ oy cupyeye rays conpcp

LR S ions Y

R4 FIACaSE 100386 Page 00375

(b) {(3)-P.L. 86-35




(b} (1)

(b) (3)-18 USC 798

(b) (3)-50 JSC 3024 (1)
(b} {3)-P.L. 86-36

(b) (1)

(b) (3)-18 USC
(b} {3)~50 USC
(b) (3)-P.L.

86-36

798
3024 (1)

NSA FOIA Case 100386 Page 00376



wH

(b) (1)

(b) (3)-18& USC 798

(b} {3)-50 USC 3024 (i}
(o) (3)-P.L. 86-36

NSA FOIA Case 100386 Page 00377




Doc ID: 6636095

!

December 1985 N

(b) (1)
(b) (3)-P.L. 86-36

DESCRIPTION OF
SIGINT RELATIONS BETWEEN NSA AND GCHQ (U)

Approved for Release by NSA on

09-11-2018, FOIA Litigation Case #100386 _&@!{'}F"ﬂ""\"’j ”“"‘"‘""”""“""ﬁ's

PN ]

—PONTAIY O o)
/B R Gwbnd W waavy oo o . oa G

NSA FOIA Case 100386 Page 00378




Doc ID: 6636095

1

TABLE OF CONTENTS

I. INTRODUCTION
II. FINDINGS/CONCLUSIONS
ITI. BACKGROUND
Iv. VALUE OF RELATIONSHIP
V. PROBLEMS
VI. AREAS OF COOPERATION/EXCHANGE
ANNEX A UKUSA AGREEMENT
B LISTING OF APPENDICES TO UKUSA AGREEMENT
C DETAILS OF UKUSA DIVISION OF EFFORT
D PRINCIPAL UK CRYPTOLOGIC INSTALLATIONS
E U.S. CRYPTOLOGIC SITES IN THE UK

NSA FOIA Case 100386 Page 00379




Doc ID: 6636095

'

I. INTRODUCTION

The following is a review of the NSA-GCHQ SIGINT relationship
including an assessment of the present value of the exchange
and identifiable problems. This review is intended to serve
as a basis for determining our plans for the conduct of this
relationship in the future, for any improvements/changes
regarding control and accountability of the existing exchange,
as well as developing proposals for additional contributions

which should be made by each party. (U)

(b} (1)
(b} (3)-50 USC 3024 (1)
II.  FINDINGS/CONCLUSIONS o e 5

- There is a heavy flow of raw intercept, technical
analytic results, and SIGINT product between NSA and GCHQ,
to include direct distribution of product by each party to
both country users. —(S-ccor— .’
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ITI. BACKGROUND
-~ General

The SIGINT collaboration with the UK began in 1941
and was formalized in the UKUSA Agreement of 1946 (enclosed
in Annex A)., It has developed into one of virtually full
partnership and interdependence, to include combined work-
ing parties, joint operations, the exchange of liaison and
assignment of analysts to integrated posts. In addition,
Divisions of Effort (DOE) and/or understandings between
NSA and GCHQ are undertaken to respond to existing reguire-
ments. Each country makes unique contributions, and while
the U.S. has moved far ahead in total resources committed
and in technology development, the contribution of the UK
continues to be of great value. —P5—€€63—

- UKUSA Agreement and Appendices

The UKUSA Agreement, dated 5 March 1946, has twelve
short paragraphs and was so generally written that, with
the exception of a few proper nouns, no changes to it have
been made. 1t was signed by a UK representative of the
London Signals Intelligence Board and the U.S. Senior Member
of the State-Army-Navy Communications Intelligence Board
(a predecessor organization which evolved to be the present
National Foreign Intelligence Board). The principles remain
intact, allowing for a full and interdependent partnership.
In effect, the basic agreement allows for the exchange of
all COMINT results including end product and pertinent col-
lateral data from each partner for targets worldwide, unless
specifically excluded from the agreement at the request of
either party. It also makes provision for restricting ex-
change of select materials when it is of special interest
to either party, but notes that such exceptions should be
kept to an absolute minimum. Over the years this has been
the case. Additionally, the agreement makes provision for
obtaining agreement between the two partners for COMINT
relationships established with Third Parties and to ensure
that materials received from such Third Party arrangements
are made available to GCHQ and NSA. Provision was made to
give special consideration to COMINT agencies of British
Dominions (e.g., what are now Canada, Australia, New Zealand
and to not consider them as Third Parties). Over the years
numerous appendices have been added to cover specific areas
of widening interest and ever-increasing sophistication.
The Appendices to the UKUSA Agreement address such items
as principles of security and dissemination, principles of
relationships with Third Parties, standardization of intercept
formats, common classification and categorization criteria,

IA Case 100386 Page 00381
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exchange of material obtained through clandestine or covert
sources, and principles of UKUSA collaboration with common-
wealth countries. (A listing of each appendix with an
explanatory comment is included as Annex B.) —PS=CCOYF
A {b) (1)

- Liaison (b) (3)-P.L. 86-36

In accordance with Appendix I of the UKUSA, Agreement,f

NSA and GCHQ maintain a liaison officer in each other s :
country to facilitate SIGINT collaboratlon. In the UK, the
U.S. officer is the Special U.S. Liaison Officer, ‘London
(SUSLOL) and in Washington the UK. officer is the Senior
UK Liaison Officer, Washington,- D.C. (SUKLOW). SUSLOL
represents the National Fonelgn Intelligence Board (NFIB)
as well as NSA in all SIGINT relationships with''the UK.
The liaison staffs for each center . Il
| constitute qualified
people who can liaise with the major key components of
each agency as well as the major operational production :
groups, a cryptanalytic expert, and necessary administra- :
tive and communications support personnel.‘® SUSLOL and
SUKLOW and their respective staffs perfo:m the official
interaction between the two national centers, as well as :
provide SIGINT support to their national.embassies.

NSA FOIA Case 100386 Page 00382
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(b} (1}
(b) (3)-P.L. 86€-36

- Integrated Analysts _.f'; f
NSA and GCHQ have assigned cpyptologic speciallsts
into each other's HQ operational elements for purposes of
combined operations on select target problems, expand1ng
‘experience and tralnlng, @nd for contributlng unique special
talent or skill. This provides almost complete access to
| by these integrated aqalysts in

materials|
the areas where they are assigned. |

- Combined Operations

by (1)
(b) (3)-50 USC 2024 (i) 4

(b) (3)-P.L. 86-36
HANPLE-VUHA-COMINT CGHANNELS ONLY-
v . Ao howd NSA FOIA Case 100386 Page 00383
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(b) (1)
(o) {3)-50 USC 3024 (i)
(b} (3)-P.L. 8&-36

.
.

v

Other Areas of Combined Operations or Integrated Qberations

The United States and UK have SIGINT personnel aséigned to
various select field sites of each other. These include
the following: !

Site Number of K
People S
Assigned Comment
UK U.S. UK U.s.

- Exchange of Visitors

A great number of visits are exchanged between the

National SIGINT HQ of each party representing various levels
of personnel from the Directorate down. These visits take
on different forms, e.g., analyst-to-analyst discussions,
conferences, periodic meetings, management/planning reviews

5
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{b) (3)-P.1.. 86-36
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L.

and consultations, Directorate level leié} decisions.

- Major Conference Exchanges

There are many conferences held between NSA and GCHQ
which cover a multitude of topics. Most are held on an
annual basis and usually alternate meeting places between
the two centers. The more significant conferences include
the following:

Conference Comments
Program Management & Review Senior Management participation
Joint Management Review Senior Management (at Deputy

Director level) participation

(b) (1) 6
{b) (3)-16 USC 7¢8
(b) (3)-50 UsC 3C24 (1)
(b) (3)-P.L. 86-36
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{b) (1}

(b} (3)-18 USC 798

(b} (3)-50 USC 3024 (i}
(b) (3)-P.L. 86-3¢

- Communications Tie-ins

Other than CRITICOMM and mail correspondence, GCHQ and
NSA have various means for communications with each other.
There are several OPSCOMM circuits between the two centers.

(b) (1)

(b) (3)-P.L.

86-36

- Computer Tie-ins/Accessibility

S GCHQ has direct access to various NSA computer systems,

~ Technology Exchangé‘n

There is select technology exchange between both centers,

; 7,
=% v': > L .:x"-.wy LG ]
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() (L)

(k) (3)-18 USC 798

{b} {3)-50 USC 3024 (i)
{b) (3)-P.L. 88-36

Iv. VALUE OF RELATIONSHIP

- The value of this relationship is high and allows for
a much fuller SIGINT effort than is possible with only U.S.

resources. —5—€€67

(b) (1)
(b) (3)-18 USC 798 8
{b) (3)-50 USC 3C24 (i)
(b) (3)-P.L. B6-35h
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o ' () (1)
(b) (3)-18 USC 798
{p) (3)-50 USC 3024 (i)
(b) (3)-F.L. 86-35

-~ GCHQ is a contributor to our cryptanalytic e'ff'érts,

V. PROBLEMS

(b) (1)
(b) (3)-P.%L. 86-326
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(b) (1)

{b) (3)-P.L.

86-36

VI,

AREAS OF COOPERATION/EXCHANGE

activities to]

The GCHQ-NSA SIGINT exchange involves a sharing of a

wide variety of targets worldwide, ranging from military

lterrorist activities, and

facets of SIGINT,

analyvtic, product)

1 LE. 5

COMINT,

ELINT,

It involves all

AND FISINT. This
arrangement 1ncludes the exchange of materlal {raw intercept,

onl

- Theré ‘are many FOA" S- and MOU's between the partners,
however, &’ 51gn1f1cant amount of division Qf affort is
accompllshed witheout any formal DOE or MOU =and' has. evolved
through cooperation engendered by personal centact.and
exchanges An understandlng is created on each target of
mutual mnterest in terms of collection, processing 'and report-

ing. |

7
.

»

(b) (1)

(b) (3)-50 USC 3024 (i)
(b} (3)-P.L.

(b) (1}

(b) (3)-P.L. 86-36

85-36
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- See Annex C for a more specific descrlptlon of the division
of effort between the two parties. (0)

(b) (1)
(b) (3)-P.L. 86-36
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ANNEXES: A UKUSA AGREEMENT OF 1946 -3
B LIS-“TING OF APPENDICES TO THE UKUSA AGREEMENT &)
C DETAILS OF UKUSA DIVISION OF EFFORT (0)
D PRINCIPAL UK CRYPTOLOGIC INSTALLATIONS A5y

E U.S., CRYPTOLOGIC SITES IN THE UK &+
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ANNEX A

BRITISH - U.S. COMMUNICATIONS
INTELLIGENCE AGREEMENT —{83—

5 MARCH 1946

(UKUSA AGREEMENT)

13
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RITISH-U. S. COMUNICATION INTZLLIGENCE AGREEZNENT 3
=N S
1. Perties to the Agreezent.
A The fo%loulng eégreement 1is pede between the i
S»ate—Army~aavy_Commpnication Intellizence Boarg —
(sTANCIB) (representing the U. s. Stete, Nevy, en T e
Wer Departments gnd all othe- U. 8. Cozmuntcation L
Intelligencel authorit ' b

ies which =2y function) eng

: the Loncon Sigral Intellizence . (SIGINT) Boasd - (ne ore- .
¥ " senting the Fore%gn Offlce, Admiralty, Varp O0fTice, ELlis
e Alr Minlstry, and &ll other British EZmpire? Cozmuni- | °
- catlon Intelliigence aulhoritiss vnich ray function),
T e e o e e
€. Scope of the Arresment A
/s\ o N . - : B
i e agreement governs the 1elations of the above~
:> meniioncd parties irn Communication Intelliyencs nntiers
only. Hoywever, the exchange of

wuch collaterel rote-
risal es is applicable for tecninical purposes and 4s

not prejudicial to national interests will be e¢ffected
between the Communicaticn Intelligence agencies in =«
both coudtries, . T

g

<

: .
. ~
T ea /

i

{.',l'-.-,\--..(.p L ‘ - ~‘
:‘ ‘ ""--‘
lThrquhout this agreement Communiczsion Intzl- *
giﬂange is.understood to compriss all processes in- T
/velved in the collection, production, snd disseminacion |} N
of Irnformation derived from the comriunications of otirer ;
rations, _ i :
m———— - ""2 T * T e —— s e i e ceeee e - . pr—— ——
\ For the purposes of this agreement Britich Em— V..
pire 1s underztood L0 mean 21l British territory otiner - -
\fhan the Dominions, . ! ; -
—————— —— ________;.____..---..—--—— A "t
) (;“7’\
=
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3. Extent of the Agrsezent - Products
(a) The parties agree to thz exchange of ihe ’
products of the Ifolliowing operatlions relating to .

zoreign communicatlions

A

(2)
(3}

4w,
W2 It
-
:

4

collection of traffic

acquisition of communicetion docu-
ments and equipment

trafiic enalysis S

(%) cryptenalysls
(5) decryption and transiation
~ (6) acquisition of inforzstion re ard~ i
e ing cozmunicetion orgenizéation

B} . practices, procedures, end equipwvnt
>Throughout this egreement forelgn communice- ik
tions ere understood to mp&d &ll communicationz of by - ‘b
~e government or of eany militery, air, or navel . B &
Torce, factlon, party, department, ggency, Or bureszu e 3
o & foreign country, or of any Derscn Or persons E73
ecting or purporiing to act thersior, end shall 1u— o ¥
clude commercilal cowﬂunicauionv of & foreign couniry fi
which rey contein informetion of military, politicel, ;,
or economic value,, Foreign couniry &s used herein B2
. is understood to include eny country, whether or not A |
its government is recognized by the U, S5, or the L £
British Empire, excluding O”lj the U. 8,, the British 2
Commonwealth of Netions, and the British EmﬂiLe. C &
. . . ¥
. . J b -
3
&
5%
5
£2
- : &
— . &
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(=} Such exchange will te unrestricted on all ; !
uncéertaiken excest whan sp2cifically exclude ¥
the agreexent &t uest of =ither parir ' ]
by cinEr 3 iz tI2 o -
T zuinemizzotiza mo
cxsrciazs o re:::ic:Zo:a .
mu Lu&l;] ayrecd upon, / .
L, Extent rthod nnd Technliques :
_ (&) Tre partics.agree to the-exchange of in-

forantion zu;u roing methcds and technliques involved §
in the operations ouulinkd in parsgraph ;(a) e . B
(vb) soSuen cxch&nﬁe w111 be unrestrictod on ull &
WODK u,de taken,” cxcept that upon notification of . %
the other party information may be withne;q by either ¢
- parvy wnpn it3 2peciszl interzzis so reguir Such ;?
: ' notificauioJ will include 2 dezeription of the ia- B
~ formaticn oe-1¢ withield, suff:cieqt in the opinfon ?
:) of tn wltnholding pariy, to convey its significence, 5
It is the interntlon of eech party to 1limit such ex- §
ceptiona to the absolute min’nouz. :%
5., Third Partiss to the Agureement :ﬁ
3

Both pertles will regerd tnig egreement es pre-

X

ciuding action with third perties on any subject . K LB
aprertalining to Communicaetion Intelligence except in . '4
accordance with the following understending: . Y ¥
- - b ¢

5

T

f)

i aed

11""r.roug‘nout this agreement third rarties are :
undersiood to =meen ell individuals or euthorities
othel™then those of the Unitéd Stetes, the British .
Empire, and the British Dominions.
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(a) It will be cont .

T2rY Lo this asyreement to i .
reveal 1ts existence to eny third party whnotever, | ¢ !

(b) Each party will scek tho Agreencnt of the
other to any action with third parties, nnd will

]

|

I

take no such ectlion until its advisability 1a ayreed - {

T upon, A o :

(¢} The agreemznt of the other heving been R
obteined, 1t will be left e

1O the pariy concerned to
carry out the agreed oction in the most &poropriate
vay, without obligation Lo c¢iscloae nDreclisely the
chennels thirough which action is taken, o

(d) Eech pesty will ensure that the rosulta

of any such action are mndn avallnolo to thn othor, |
— 6. The Dorminions . IR i
A A i
~ " () While the Dominions zre not parties to :
:) this azgregement, they will not be rTegardicd as third :
rarties, :

(b) The London SIGINT Loard w111, however, A |

keep the U, S, informad of any Lrrangenenty or pro- T &

posed .arrengements with any Dominlon nzcncles . = L F

. i 5

(¢) STANCIZ will make no arrangements with “ny LB

Dominion agency other than Cznadian sxcept through, z s

or with the prior &porovel of, the London SIGInT to R

Board. Y

(d) As regards Cenada, $TANCIS will completo 1

no érrange2ments with eny agency therein without firse 1

obteining the views of the London SIGINT Boerd. N

Lq . - - i §

(e) It will be conditionsl oxn eny Dominion g

agencles with whoz collaborat;on'takbs plece vhat . P F

e

2

i

.

1
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they abids by the terms of par&graphs 5, 8, and g }
of thls agrezment and to the arrangemenis laid }
down in paragrann 7. \
mmetmee e 7. Channels 3ztwesn U, S. ana 3ritish Zmnire Azencies ?
P
(a) S~xhCIL will mek2 no arren: gements in the 3
Spnere of Communicatlion Intnlliée“_e With any 2ritish ! 3
Empire egency except throuvzn, on %¥1ith the prior ap- ';
proval of, thc London SIGIHT Boarc
. (v)  The London SIGINT 3ocerd will rmake no ar- ) .
rangements in th2 sphers of uo*jun_ca“ﬁon Intelligences :
with any U. s, &gency excapt through, or with the '
prilor app“o«al of, STaNCIs, : . R
€. Disssmination and S=2zurity ;
Communicetlion Intelligence end Secret or above | :
tzchnical matters comnzcced thErevith will Te éilg- g
. sexinated in accordance with Identical 3zcurivy
- reygulations to be drzwn U2 &nd kept under review
:) by STANCIZ and the2 London SIGINT Board in coliaho-
= retlon., Within the terms of these'regulatlons £
-disseminetion by eliths r party will be mede to U, s, . P B
reciplents only as approvad oy SRAUC o British - i B
Emslre reciplents ancd to Dozminlor “ec¢ﬁ159t3 othzr v L H
than Canndien oniy es apnroved ,J the London 3ICIN® : Y
BOQ-M; to Canadlen recisients only ega zo poroved by L %
eilther UTAKCI3 or the London SIGILT Board; end to . e
thilrd party reo cizients only as ‘o-uv-, &pproved by P %
STANCIZ eni tns London GIGILT Ziacs. 4
=1
o]
-— = . . - s b ] :{:'d
. Dizsomincylion and Leoonte- - LunmsTeial . S
kS STARCI3 &nd the London LICINT Bosrd will ercurs : %
N thet without prior notificetion end conssnt of the X
? other party in each instenze no disszmination -of in- . P
sformetion derived from Communicotion Intelligence ¥
sources 1s made to eny individuz) or ags gency, govérn- .;3
‘mentnl or otherwise, that will explo;p it for com- . K
migrg ial purvogc" . L
.~
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B
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11, fonendnent end Yermirstion of Arresrerny
This apgrecs et mLy e £uGed or Lerminatud ;
completely or jna &t any time by wmutual sgrac- .
ment, It naey be ILLEC CCmHL&LC;’ &t any vine h
on notice by eiiln ,3, shouid either consider ?
ils interests be $ Ty such &civion, .
¢
13
12. Activezion end_Zmnicneniction of ’
mim? r SO S b -~ oo - g L.) i
This &greemnant beccenes effective ¢
¢l cduly authorized regentatives of :
SIGLINT Roard and STANUIZ, Thersafter, T
menteticn will te arranged between tre CuxmunLcaLan i
- Intelligence suthiorities concerned, subjecty Lo the S
- —_ - - ) et H
. approval of the London SIGILT Zocard and STANCIZ, !
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APPENDIX A
ATYENDIX B

ATPERDIX G

AYFENDIX H
AFPEIDIN I

ATPTNDRIX J

ATPERDIX H

ADPERDIX ©

APPEIDIX P

APPENTTX Q

s

UKIJSA AGRERX I

iy

—

ATELIDNING TS MAY BE AMENDED
Y

i’ {b) (1)

) (b) (3)-18 USC 798
rava - v (b) (3)-50 USCT 3024(1)
TERMS TO RE USED (b) (3)-P.L. 86-36

PRINCIPLES OF SECURITY AND DISSEMINATION -

EXJFALCE OF COLIATERAL, MATTRTAL AND COMTIT MATERTAL -
OBTATIED

COMMUHICATIONS
LIAISON AND METHODS OF EXCHANGE

PRINCIPLES OF UMJSA COLIABORATION WITH COMONVEALTH
COUNZRIES OTHER THAN TIE U.K.

ARPANGEMENTS FOR EMERGENCY RE-LOCATION OF COMINT UNITS

CCUIPLFMETTARY ARRANCEMENTS FOR COOPERATION RETIEEN

SPECIFIED U.C. AND U.K. COMIMT UNTES

COMINT RETATYNNS LVITH THIRD PARTIES AFFECTING UKUSA
RETATIONSHIES

OPGANIZATION O G5, -BRININH OML NI DTLLLIOTN,

COLTABORATICH T3l WAR o

AYPENDICES VHICH THEE DIRECICRS, NSA AND CCHO, MAY

- CEANGE OR LNIERPREY EY [L77UAL AGKEEVGENT

DESIGRATION OF INTERCEPT TARGETS

CO~CPDTIATION

[FRASELNEX Y

0 TRAFFIC AUALYSIS AND EXCHAIGE OF TRATFIN
AT TN

. T LK e TTAT
FREATZSIS PATERIAL

CRORDIIATIC OF, AID FXCAANGE OF LFermaTIon oy,
CRYPTAIALYSTIS ALD ASSOCIATED TECEITNES

EXCHANGE OF COMMUNICATICHN INTLILIGENCE AND CO-ORDINATION
I TRANSTATION

COLTATORATINY I TY¥E FIJSSIAN DTERNAL I'MATI T8¢T FIELD
FAGHRLELE O TIFOTMATION ON DINTERCEIT EQUIDNMENT , FACTLITIES,

PROTYCTION, PELEARCH AND DEVEIODEIR

FECIMWE OF PAW MATFRTAL AND STANDARDIZATION OF RAY
MATERIAL IORAT

NSA FOIA Case 100386 Page 00403



Doc ID: 6636095

LOITRODUCTION TO TEE AFPENDICES

A listing of arrongements which govern the collaboration between
the U.S. and U.K. COMINT Agencies, including statements of exchange,
liaison, starndardization, sllocation of resources, telecommunication,
courier, review of Appendices.

TENDI{ A « TERMS TC BE USED

A definitive listing of terms placed in the context of the

Agreement.
1

APPENDIX B - PRINCIPLES OF SECURITY AND DISSIMIVATION

Defines a number of terms peculiar to the SIGINT agreements; specifies
* the considerations for assigning CCMINT to categories; establishes basic
security principles governing collection, access, dissemination and
transmission under all conditions of world climate.

APPENDIX B AITEXURE Bl - THE ASSIGIMENT OF COMIUT TO CATEGORIES AID
SUB-CATEGORIES

This earnexare delineates the basis for (a) the establishment of
sub-categories, (b) the assignment of COMINT to categories and sub-
categories (ci the classificaticn of COMIIT assigned to catsgories and

LS

sub-categ orles, ard (d) the application of cciewords to categories and
sub-categories., It does not accomplish the detailed categorization of

all COMINT, but elong with the criteria described in Appendix B, it

governs the preparation and maintenance of current mutuelly egreed lists

to indicate the precise assignment of all COMINT categories and sub-
ategories.

PRIICTIPIES GOVERUING TH= CCILUCT OF

This section defines exposed areas, risky situations, dangercus
gitvaticns, and hazardcus activities. It sets vp safeguards for con-
trolling the aszignment of personnel to hazardous activities and
provides safeguards for the conduet of COMINI operations In exvcsed
arcas or In risky or dangerous situations.

APPEMDIX B AINIEXIRE B3 - CL SSI“IF‘[\‘T‘I(‘?I AlD HANDLTHG OF TFORMATICH

FETATED 00 CCMIvE OR CCUILET ACTIVITIES

This annexure esteblishes minimum standards with respect to the
herdling end classification of informeticn which 1s neither COMIT nor
that contained in technical material or documeats that reveal actuel or

prognosti:shed suvcesz or efiort concerning the production of COMIIT,

NSA FOIA Case 100386 Page 00404
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yoh recsaels directly or by implication the existence or nature of COMIHT
or of CCMINT a.tlv:_twes

APPENDIX B ANNEXURE B AMNEX A - TYPES OF IMNFORMATION TO BE GIVEN THE
SAME PROTECIION AS COMIST

Lists the information whizk is neither COMINT nor “tecanical
material” and wHich must be accorded the seme protection of the classifi-
cetion and codeword of the highest category of COMINT to which it relates.

APZENDTA B ANIEXURE B3 AMNEX B ~ TYPES OF TFORMATION TO BE HANDLED VIA
COMIN. CIANIELS QULY

This Anrex prescribes the classification end hendling procedures
for information that does not reguire codeword protection, tut which
relates to COMINT or COMINT activities.

APPENDIX B ANYEXURE B3 AINEX C - TYPES OF TiMFORMATION WHICH MAY BE
BANDIED T ACCORDANCE Wiid HOPRAL SECURITY Rr_JU..ATICNS

Discusses the types of information pertaining to COMINT which
requires neither codewnrd protection nor the caveat "EANDIE VIA COMINT
CHANETIS OHIY" and 7111 te 2lassifield and khapdled in accordance with
U.8. or U.XK. govermental security regulatiops in effect for information
uncornected with COHITD or COMIMT activities,

APPENDIX C - DESIGNATION OF INTERCEPT TARGETS

Cutlines the ITA case mumbering system for describing intercept
targets in all fie=lds cther than Internationzl Commerzial, for which
a scparate systen is noted.

_ D - CO-ORDIVATION OF TRAFRTS AVALYSTS AUD EXCYANZE OF TRATZIL
TR AL

Provides guldelines for the exchange of T/A materials and for
ccordination of intercept e¢nmtrvld to minimize duplication,

APPEEIDIY D AITEECIRE DL - WOPKITH; ARPANCEMINTTS REACIZED AT THD 1653
COURLRENCE FOR THE LRPLOLNTANICH OF A2PLDIX D

MY
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A stetement or the principles governing coordination of, ard
ex tenange of information on, cryptanalysis and associated techniques
irzluding standardication of sysitem nomen cla“wre, status of tasks,
allecation of tasks me thod., sechniques and tecanical products, crypto

intelligerce and transfer of devices and apraratus. .
A?_g VAR TRE 1 - WORKTH; ARPANGEMENTS FFAGEED AT THE 1948
ONr'E 95"

MELEENTAT IO OF APPEnDIA B

o

Corgists ol arrangements for informel allocetion of eryptenzlytic
tasks, short reference titling or system nomenclature, how to propose
a t1tle and preparation of System Identificeticn Sheets, preparation
of the Master File and preparation of the Quaphenly Status Report.

APPENDIX P - FXCHANGE OF COMMINICATION INTELLICENCE AND COORDINATION

-~

22 TRANSLATION

v -

- Provides guidance as to standardization on format and content of
translations ard for ediicrial comment on COMINT which is exchanged.

.A‘PJ"FH“'TX G~ EACHANGE OF COLYTATFRAT, MATFRIAL AND COMTI MATEZRIAL

TER(EIE r;!‘mr-ruﬂr DRI

L OMERATIONG

[t

Provides additional gnuidence beyond that in paregrapks 2 and &
of the Agreement on the handling or exchange of collatersl meterials
ard COMINT materials obis 2ined clandestine or covert sources.

ATPEXDIN B - COMIMINATICNS

Yoo ‘st general guidance as to telecommunications required,
i1 ,:‘x:“_lau"_:’, m2inisnance and cparasion of termirals, provisicn of
audipment, crypiogra ph:.c-. ails, courier or tag rouiss, microfilm and

C wn'mztions li=zison

\CHED AT THE 1953

Diseusces toe requirsmenis for:

1. U.S. Stetlims and Uniis lncated or relasated in the ULK.

2. Corxmunicaticn errasgsments for stations and units located or
relocated in the U.X,

2. U.S. Stations abread relocaed o B 1+
snd Britien Stationg abrosd relocated 45 U.S. ¢

izk controlled tarritory
:ontrolled territory.

27
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L, Tranc.atlendl: Fasiliiles

5. Trans-rPacific Facilities

6. " Other combined cozmunication Nets end@ Links (Existing and
Planned)

APPENDIX T ~ LIATSON AND METHODS OF EXCHANCE

'
Provides for liaison persommel, channcls for requests on exchange
of materials, end assistance to liaison personnel by the host country.

APPENDIX J - PRTICTIPIES OF UXIJSA COLIAEORATION WITH CCMMONVEALTH
COUNIRIES OIHER THAH THE U.K.

This appendix records the general principles governing UKUSA COMDT
collaboration with Commonwealth countries other than the U.X,

APPESTDIX J ATNEXURE J1 - UKUSA ARRANGEMENTS AFFECTING AUSTRALTA AND:
1EW UBW ZEATAID

Self-explaratory. :E} Eﬁi-m usc 798

(b) (3)-50 USC 3024(i)

(b) (3)-P.L. 86-36
APPENDIX K - COTIATOPATION W7 /IR PIAD TFYm RITID """ P
Provides for guideliras on inbercept priority, - t‘_i‘_‘ic e;c:.a:{’:e,

product exckhange end forecast of output tzsed - d |plain text ag

ATPENDIX K AMVEXURE KL - VORKTIG ARRANGFMENTS REACHED AT THE 1948
CONFEREICE FOR UHE LOIRMEIIST ION OF APIFIDIX K

Consivts of exhihits o tha ayrerdix showing 2 spaciran priority
list, a speciman interecept record, a forecast of plain text reports, and
other 701.:‘.1‘:,5 vervirent to Aprendix K.

APPENDTY L « EXCHAUGE OF LFORMATION Ol TITERCEPT EQUIPMENT, FACILITIES,

SN

IO ’.i': FhobARGE A0 D

Provides for a corprehensive Armual Technical Report concerning
(2) all intere srt facilities installed and available for use &} intercsps
and D/F stations whether or not such facilities are in use end (v) details
of mmbers and types and descriptions of intercept equipment under contrecs
an:l/or' in production, together with probvadble delivery dates.

BANDEE-VEA-COMDR-camEIs oy — 20
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tion sets up objectives and general principles of operation in
in the northern eros (2oith of the 55%th parellcl),

-.Ix-.'II II - EI "IT_ B 08 PAW MATCEI T, AYD STANDARDIZATION OF RAW.

Sets up procedures and a standard fomat for use in the exchange of
rav material.

APPENDTX M ATEXIRE M) - WORXING ARRANOIMVENTS RFACHED AT THE 1948

REH(D FUR TER DMPTIMECTATTION OF APPLIMIX M

Conslats of exhibits to the Appendix, showing formats or layout for
various kinds of raw traffic.

ATPENDIX N - AREANITFMEITS FOR FMERGENCY RELOCATION OF COMIDNWE UNITS

This section describes conditions and situations under which exergency
el 0“ either or both U.S. 2nd UJ.X, COMINT vnits is desireble and
an reeponsibilitias of the several parties if such an eveni

!\T”’”’?" TX W ATFYMIRE JIL - RELCATION OF U,.S. AlD U.K, COUTT RIS -

PRGVISTG OF BQUIprend

Discusses responsibility for providing necessary eauipment to the
various wnits which might have to be relccated on an emergency basis.

IV'
AT

304

nr’._-.( UR ALEZALY SC

£ listing of the varicus .S, ard UK. CQMIMT Upits located on
territory controlled by the other party.

TES TOR CAOTPERATION EETWEN SPECTRTTD

- - [V SERl

Self~explanatory.

29
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S FOR COOPERATION BETWEEN GCHO; ATR

AJ VoS Luli BADIO SEUADPOL MO3TLD

Py

Provides for liaison and cxcharge of personncl, coordination of
intercenticn and o\\.bai\;o 01 intersepted traffic between the 18th RSH

and Checadlo and the 19 FSM and GOIN.

4
a4

APTITEL D - OOV RFTATIS WITH THIRD PARTIES AFFECTING UKUSA
Q

Basis prirciples gevsrning COMINT arrangements ty the U.K, and U.S.
with Third Partiez.

APPYNDIX P AIRFIURE PL - DEFINITICNS

Definitions of terms used in Appendix P.

APPEIDIX P AMENIRE P2 - TTRRMATIONAT, COMINT ARRANGELMENTS FOR ALLIED
COEHAND EUROPE .

A statement of principles governing the irternationel, as
digtinzuished from the ourely UFJ2A, CoaTm suzport €5 e provided to
“‘l.c: AL.:L :d Commend Burene (A:)E) in bc*h peace and war.

APPEMDIX P AITTEXURS P3 - TUSTRMATIONAL COMTIT ARRANGEMENTS FOR ALLTED
COILATD AbiANTiC

A statoment of principles governing the international , as distinmiiched

from the purely CAIUIGIS, COMIT support 4o be provided to Allied Command
Adantic (AUTANT) in 'ooth vease and war.

N Voo i
P SA TR I TS

nTon I’ S, - }_"‘g""‘v“"“.’ r_j",""r‘r‘rr‘f_'rrf‘r THTALLT

15 1o govern COMIT collabaration between the

= OOICADORATION BETWEEN U.S. AT UK, MATIONAL

This amnsxure sets forth agreed arranzerents for hikugs )R emanﬁa ion «f
the prirciples of ecallat tlnn dn e wartisme sitvation and the forme=tion
of the Cutined C:nter Eurepe (GI2).
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ATTVIRTY O MSENCIRE Q2 - PRIECIDIES GF VARTIME COILﬁﬁOPATIOEI AMONG coMIT
CELEARS O 2 *L,8., T, 40D TR BRITIST QAL TVEALLH COULITRIES

Describes steps to be taken in the event of hostilities involving
U.S., U.K., Canada, Austrelia, and New 2Zealend to ensure the greatest
possible contribution to prosecuting the war ronsistent with security
ineluding planned overseas Natioral CCHMINT Centers., ’

-

31
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ANNEX C

(o) (1)
(b) (3)-B.L. 86-36

DETAILS OF UKUSA
DIVISION OF EFFORT -5

32
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(b} (1)
{b) (3)-18 USC 798
- {b) {3)-50 USC 3024 (%)
ANNEX C {b) (3)-P.L. 86-35%
DETAILS OF .UKUSA DIVISION OF EFFORT (U)
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35 (b) (3)-13 TSC 798

(b) (3)-59 USC 3024 (i)
(o) (3)-P.L. 86-36
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(b) (3)~-P.L. 86-36
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(b) (1)

{b) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)
(b) {3)-P.L. B6-35
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(b) (3)-P.L. 86-3%
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(b) (1)

(b) {3}-18 USC 7¢8

(b) {(3)-50 USC 3024 (i}
(bj {3)-P.L. 85-36
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U.X. SIGINT DEPLOYMENT

- The U.K. SIGINT deployment has major concentrati=s of resources and
personnel at the following locations: -

ven MY AN O O2TI
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yrasinl I X1TTA
b $° 413072 "1

{b) (1)

(o) (3)-18 USC 79¢

{p) (3)-30 USC 3024 (i)
(b) (3)-P.L. 86-36

y
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ANNEX E

U.5. CRYPTOLOGIC SITES IN THE UK —5—
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FOREIGN INTELLIGENCE RELATIONSHIP INVENTORY

Country: United Kingdom
Service: Foreign and Commonwealth Office
Cryptonym or Cover Designator: None

Sponsoring Agency: Government Communications Headquarters
(GCHQ) ‘

Agency Approving Level: Director
Location and Description of Activity:

GCHQ is located on Priory Road in Cheltenham, England.
The agency is a complex of buildings somewhat smaller than

NSA. The organization and duties are aligned very much like
those of NSA.

Date Initiated: 5 March 1946.
Expiration Date: None.

The agreement may be amended or terminated (in whole or
part) any time by mutual agreement. It may be terminated
completely at any time on notice by either party.

Resources Required:

Nature of Intelligence Exchanged:

Products of the following operations relatlnq to foreign
communications are exchanged:
— Collection of traffic .
- Acquisition of communication documents and
equipment
- Traffic analysis
- Cryptanalysis
- | | translation
Acqulsltlon of "information regarding
communication organlzatlonsJ practlces
procedures, and eguipment = T ---. -

1)

(o) (
() (3)-P.L. 86-36

(b) (1)
(b) (3)-50 USC 3C24(1)
(b} {3)-P.L. 86-36

B2 ol T Y LS R A IR M N R )

1
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Information concerning methods and techniques involved in
the above.

The exchange is unrestricted on all work except that
specifically excluded (NOFORN) at the request of either party
and with the agreement of the other. Exceptions are kept to a
minimum.

Date of Material Change or Termination: N/A
Coordination:

The agreement was made between the State-Army-Navy
Communication Intelligence Board (STANCIB) (representing the
US State, Navy, and War Departments and all other US
Communications Intelligence authorities and the London Signal
Intelligence Board (representing the Foreign Office,
Admiralty, War Office, Air Ministry, and all other British
Communication Intelligence authorities. The agreement became
effective on the date signed by both parties, 5 March 1946.

(b) (1)
Points of Contact: ' (b) {3)-50 USC 3024 ()
(b) (3)-P.L. 86-36

NSA Headquarters - Office of Foreign Relations (Q3)
US Embassy - Special US Liaison Officer London-(SUSLOL)
GCHQ - Special US Liaison Officer (SUSLOLTQHELT)

Evaluation of Intelligence Product:

Statement of Net Benefit to the US:

The UK has sites at strategic locations for collection
that otherwise would be unavailable to the US. The
relationship is virtually a full partnership, with combined
working parties, joint operations, the exchange of liaison
officers, and assignment of analysts to integrated billets.
Combined US-UK planning and operations make the best of the
resources of all parties.

(b) (1)
(b) (3)-P.L. 86-3%

Special Considerations:

The GCHQ budget has not been cut as.badly as NSA's.
Although| ]
other areas and concerns will be important in the coming
years. The close relationship of NSA and GCHQ will become
more useful as burden sharing divisions of effort are required
to maximize intelligence collection.

BN E SN ST T SRRV NEAPRES T
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Written Agreementg .

The British-US,Communicat'
(referreqg to as the UKUSA Agre
g document,
issued (and

€vents or a
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Die 1D 636096

- FOREIGN INTELLIGENCE RELATIONSHIPS INVENTORY

Agénéy Sub;ﬁi'iting Repoft:
(Abbreviation)

Date of Fiépof:;
T f"gﬁu—;‘iﬂﬁ "(_Sgéllled out)
rvice:

Cryptonym or Cover Designation:
Sponsoring Agency:
Agengy Approving Level:

Location and Description of Activity:

Datéul-ni-tiated:

Expiration Date: L

e :t]"f-fé'_'___"ﬁe ired: (Personnel and Funds) . .

Nature of Intelligence Exchanged: (if appropriate) Include amount, type, farmat,
" “passed to the foreign service as well as a brief indication of oral or written
product received from lizison service. Exchange information should zlso -

include such matters as technical assistance or other quid pro quos.

Date of Material Chanas or Termination:
ngrdination: (When, Vissre and With Whom was the arrangemernt coordinated)
Points of contact: (Fielc and HQS element knowledgeable of arrangement)

Evaluation of Intelliqence Product:

Statement of Net Benefit to the US: (As an integral element of the Net Benefit
Statement, please include pertinent data on related considerations such as
burden sharing, operational support provided by host service, collection
fac__i(g’zjes’,‘ and so on.)

Special Considerations: Are there special reasons for this relationship? Does it
have particular policy implications? (f this submission deals with @ major
change in an ongoing activity, please identify the change and the rationale
therefore.)

Written Agreements: (If there is a written praotocol covering the refationship, please
provide a cogy, or specify what each party is obligated to provids under the
agreement.)

SZCRET (When Filled in)
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