IN THE INVESTIGATORY POWERS TRIBUNAL. Case Nos, TPT/17/86 & 87/CH
BETWEEN:
(1y PRIVACY INTERNATIONAL.
(2 REPRIEVE
(3) COMMITTEE ON THE ADMINISTRATION OF JUSTICE
| (4) PAT FINUCANE CENTRE
Clajiriants

~and-

(i) SECRETARY OF STATE, FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
{3) GOVERNMENT COMMUNICATIONS HEADQUARTERS
(4y SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE

CLOSED RESPONSE
8 June 2018

1. This"CLOSED Response responds to' the Cliitants’ Atnended Statement of Grounds of 16 Apidl 2018, It
should be read with thie Diefesidants’ OPEN Respoase of § Jutie 2018

2, Much of the Defendants’ Response myst be provided in CLGSED—
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Overview

3.

4,

54

74

“The fanctions of the Security Service are sef out in 5.1(2)-(4): of the Secutity Service Act 1989; namely:

“(3) The function @" the Sertive shall be the pml,ec/z‘oz_l of watianalsectrily and, .in parinlar; s prokection against
Yrédts, fromi espionage, teivorism aid sabolage, o the adtivities of agents q’ﬁm.gtz powiers.anid fioin actions intended
1o pyerihow or siilimine parfianentary demdcragy by political, industrial o violent vitans.

(3.1t shall-also be the funstion of the Service to safégnard-the mellbeipg.of the United Kingdonr against threats posed by
the. wetinis o inteniions of persany oisitle the Bﬁ?irb Islands.

#) It shiadl alss: e The Jiwetion: of 1 Service - to-aci in iipport of 2hé z‘wtz"z)flier‘rf{phlia‘a. fatz“e:; the National Crine.

Agoncy and other law enforiemient agérivies. i the pravention and. defdction of sevions erinié, ™

It wenild be impossible, to- folfil these: fiinctions effectively-withiout the-use of agents, They are indispensable:
to. thie woik o the Setutity Service; and thus to its ability to: protect. the: piblic from the tange of:cutrent

thteats, notdbly fiom terrorist attacks,
“Iliat was the position before the enactrient of the 1989 Act and it remains the pasition todag.

Giver the uadercover nitire of agents, and givel the types of person with whom-and entitiés with which
they Have telationships, they need ta behave in certain ways and, participste:in certain dctivities; As to the-
citninal patre of sore such activities, the ‘&ismpﬁvezintenﬁaﬂ-_df ‘the 4geint mayineaii that he o she lacks

the selevant’ wens i 6 comfriit a ‘erdminil offence

However, on aoeasion the agent will or midy be commiitfing # cfiminal offence; The ability of 4gents to

‘participate in such ciiminality ot possible crimiaality is absolitely criticil to the work of the Security Servicé.
As set ont in §5 of the Guidelines on the use of Agents who participate in criminality:“Zhe nature of Hie work of
e Servioesis sieh that it agents are, fraquently sisked ta ieport. im soplisiicated tervorist and odber sudivinals.and organisatioiis
wiliase: activities may pose’a thival'to sariondl “secriiily andfor involse thé contrvission of ;reﬁiéizr.s:.-gﬁ‘ézf;e.r. It thosé.ciresimistances ¥
may somelivies-be uteessary and propoitionate for agents fo parkiviate in-criminalily in order o sesure or.mwaintain aecess. 20

intelfigerice:thpt-can be-wsed o save Iife or distupt more serioys erininality; or to ensure fhe agent’s contiimed safely, secnrizy did

ability to jza.r.’r‘smb infq/{z;gmm,” 1

40



8. ‘In thosé citcrimstincés, detailed Pbﬁdiéé?_qpply (including the very oveisight which is
challenged in the present case) in tespect of the “anthorisation” of the agent to participate in crminality. As
.-’Set'nut':in the OPEN submissions, the Security Setvice’s “atithosisation” process does not purpott to confer
tnminity fromm erdinifial Hability, The. “authorisation™ process is 4 echanist by which thé Secutity Service

assesses, and recaids, the public intérest in the dgent’s participation in the dct in Guestion,

9. The Security Sexvice’s Qb]igadons' under: the Human. Rights Act 1998 were and remdin cénteal to the shaping
of the guldnnce — especiilly the concepts. of tlecessity'and propostionlity.

10; Attached to this Response ate tables which. set-out the authorisations granted by the Seciuity Service everthe
last 5'yeass.

11+ Fintally, miuch of the Claimant’ ¢ase relates to the secret natine of the relevant gu(ida,m:e,__

B i espect of participation of agents in ciiminality. As developed liglow, fhie. national securlty context

is obyiously vital when considering the degree of pdbﬁc disclosuré whigli-is possiblé Without serious datmiage

to the public latefesf, and fndeed placing those agents.whi do vital widercover work to pratect the: public at
sk

12. Ity submitted that the policies; —(mdudmg oversight by the Cominissionet and
indeed incladirg, this Fribosnal) ‘ensiite that there s adequaté protéction -ajainst athitrayy infetfererice and
sufficieat compliatice with the ECHR regiiirement of legality.

13: For thie svoidince-of doubt, ‘this Response dddtesses. the position of the Secutity Service. This reflects the
Amended Statement of Grounds, in: which the grounds of challenge: (§69 onwards) focus entitely on. the
Security Service (and indeed prayin ald's.7 of ﬁhélntelligén‘ca'Séi'vlct:sAc't' 1994- by way of conittadistinction,
to the: “authetisations” svhich até: the tatget of the preséxt challenge: s¢e-§§69 and 80.1), In fairness to the
Claimsrits, the preéence of the othef Defendants as paftes to the: challenge pre:dafes the Claimants’
knewledge of the content of the Third Direction (which is of contse limited'to ﬂ;é.fSéﬁurity-Sm&w)._

Ground 1: Allegedly not ‘in accordance with: law: unsiipeivised conduct/conduct overseen unider a seeret
‘direction/ conduct authotised in-dccordance with ynpublished guidelisies
14. Tt appears that the “conduct™which is ¢hallenged under Ground 1 is the patticipation by agents.in criminglity.
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15. The “authicrisation” of siich conduct involves the following policies, [ NN

by

An authorisation L .

on which | . e .. ‘e . ' . yye - T . p
het. authorisation, Thie Sécurity:Setvice would be happy to. facilitate the Tribundl’s consideration of

iy (0 all) of the authotisation forms from the last five years:
o Asset out ih§7 of the Guidelines, the test for the Authorising Officer s 45 follis:

@

Thete is 4 teal Prospect that the ageiit will be able to provide information concerning

serions ctime;

@ The requiredinfotmation cannot teadily be cbiained by any other means;
{iil)  The need for the information that may be ghitained ;b.y the usé of the z_t__gﬁént'iusﬁﬁas, Ts
| ase notwithstarding the ctiminal activity in-tehich the 4gent is oz will be participating, Ift
§8 of the Guidélines; it i§ czﬁéﬁiﬂéd that this criterion will n16t be. satisfied unless the
authoriging ¢fficet is satisfed that. the. potential harm to the public interest from the
criminal activity of the-agent is-outweighed by the benefit.to t-he,i;pﬁb]ic interest from the

information, it.is anticipated that the agent miy provide 4nd thit the bedefit is

profivstionate to the ciininal activity' in question:

B iociodes lepal taining on the Human Rights Act 19985
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wellas a-detilled briefing on how the Secusity Servieg approaches agent participation i criminality.

16. As set it in the OPEN response, the “anthofisations™ have beed sibject. to :pvéxsight:'by' the Intelligence
Services: Commissioner and now fthe Investigitory Powers Comitiissionst since 27 Novetnber 2012. Tlie.
‘Commissioner has full aceess o all authorisations,

17. Moteovet, the conduct of the Seciirity Serviceis of cotirse subject to the scruting of the present Tribunal,

18. As to-the allegation: that the conduct was.not “in accordance with.law” at the fimé at-which the title and the
content of the diteetion to-the Cotmmissioner(s) was secret (s pex §§73 & 74 of the Amended Statement of
Growitdy), this is dedied. T particilar:

‘2. The underdying conduct— pamely the patticipation in criminal activities by agents —was witlely known.
and entitely-obvious. It was and is te be-expected, as obvious, that the Security Service uses agents
and plain thit on Geeksion thiey will Have to patticipate'in activities that até or thay be‘criminal, [

[ The redacted text .

need to participate

in criminiality | need in this context formore specific ‘Signposting’ of the actvity.

B. The-activity 5 a.pitadigin examiple ‘of activity that a ressondble person would understand as falling
squately within the basic funetions of the Security Service — ds & Aecessaty component of protectinig
the public from threats.ta national secutity and to the public posed by tetrosist organisations.

c: "The ditection to ‘the Commissioner is sithply one patt of the system: for preyenting atbitrary and
unfettered executive: decision-making. Its avowal i nét to: be viewed. a5 if it amofits t6 the first
avowal of the undetlying activity.

d. Accotdirigly, whilst the oversight'direction(s) remaitied sectet until 1 Mirch 2018; the conduct itself
-was sufficiently public'to beddeguately foreseeable,
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19, As to' the allegation’ in §75 oF the Amended Statement of Grounds) that the guidelines must be published,
since “ubers @ divorefios #s esesidsed-dn avcardance willy winpublished guidelines, the low will b inadégnately avcessible and

uuforeieable”, This'is wrong!

. As pet the judgment of the Tribunal in the Liberty/Privay case [2014] URIPT1b 131:77-H, in the field

of natlopal secutity much less js tequiréd to be: put'itito the puﬁlicﬂOmain and therefore fhe agg'r‘ep,’of
foreseeability mvist be teduced, bécsuse otherwise the whole purpose of the steps taken to. protect
national securtty would be put it fisk (see §§38-40 ahd §137):

. As pec the British. Irish Rights Wateh ease ddted 9- December 2004 {which decision -was. expréssly

affirmed I the Liberty/ Privaiy judgment §87): ‘jémibéz’élé‘z’lg‘@-'z’;r only expected to a dégrie ihat is reasonable in-the

eireumstances, anid the-civenmstanees-here are those of national seeurity”.

. Furthet; the ECtHR hais/consistently recopnised thiat the foreseeability sequirerent “camiot siean tatan-

individrial showld bs.etiabled Yo forssee when the anihorities ave likely o resort 1o secret nieasines so that.be can adapt bis
conduer- aeoordingly™: Malone v UK (1984) 7 BHRR 14.§67; Leander v Sweden [1987] 9. EXRR 433 §51; and.
Webtr & Sarapia v Germeny [2008] 46 EHRR §93.

. In the prétiises; and. in application of thosé tests, there 3§ no bisis on ‘which publication of thé

Guidelihes is-tiecessaty in ordet 1o rendet the conduct “dr aworduuce with law’”

Giound 2: alleged breachies of Article 5(3) and (4) procedural rights

20. This Gionnd of challengé Is inapposite (ndeed; the' Amended Grounds 4re scarcely amended hete, with 2
focus on “secret deprivation of liberty” and being held “incommunicads”). In pasticulac, the Defendants do
not suggest that “secret review” by the Commissioner would constiate:judicial ovessight of detention by the,
state ‘(ns‘;xquc'd in§76.5). Nok s itaccepted thiat-a hypothetical authorisation 6f an agent to engage iri activity
.in which 1 tember of the public'is held by a tetrorist organisation is:to be-equated twith state detention wnder
Article 5.

Ground 3: alleged breaches of investigative duties unider Articles 2, 3 and/o£'5.

21, Apuin, this Ground of challenge is itipposite. The Défendants do not contend thar the Comtissionets
fanctioft would fulfil any dnvestigative duty wader Articles 2, 3 and/or 5, coptraty to §77 of the Amended
Statement of Grounds. Accordingly, there is no basis for the allegation that “te-svessight of ibe IS and IP
Compmissioners is i byeash of Aficle'2, 3 andfor 5 (as pes §78).
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Giound'4; alleged breaches of negative or preventative:Article 2, 3, 5 and/or 6 obligations
22. Again, this Ground of chiallerige is inapposite. It consists of an. asseition that “anjl purpirted: “airtbdrisation” of
conduitin brvath of viriain atiiiles of the Condtntion wonldd b sl agid alist of Articles 2, 3, 5'and 6 {§79), Itis of

course unassdilable that, if it ~Werﬁ.ﬁght-ﬂ1at there was, 2 breach .of ‘certain-articles ‘of the Cotwention, this.

Grotnd 5: Judicial review
23, The Defendants again-submit that the Claimants? coricerns are predicated o a nfﬁscohcepﬁoﬁ As set outin,
‘OPEN, the regime in issue does riot puiport to' “authiorise’™ criminal conduiet in the. sense of renderng it
Jawkul or confertifig immunity on the pérpetrator. Finthet; as: set put in §17 dbpve, it was and is to be
ekpected, a5 Sbvidus, that the Secufity Service uses agents and, d plain that of; oceasion they will have to
participate in activities that are or may ‘be eritminal. As Further set ont dbove,; the secrecy of the. Guideliies
{and-indeed other dqcunients) is:liviwhul i1 this.¢ontext.

24. As'to the conteittion that Padliament has not provided any authority. for the Secutity Service’s conduct, again
this jspremised op the mistaken assumptipn that the Secusity Sertice putpoits to-confér immuaity. Tt does hio
such thing. What Perliament Lins done is toprovide fot: the functions of the Sceutity Seryice: In Pcrform.lng

[ The redacteathose Finetions it is; and. was at the tinie 6f the 1989 Act, obyious that these functions would mvolvé the use

text provides .
.| [=zae.
ituati . P ; . Ly - ioos s 3 2. ¢ ge. . . S .
wherethat  T8RE well noed, to: become involved, i ceitminality (or possible critnigality). In those ditcumstances, the
might be

ossscn ‘position 15 28 follows;

a ';’f.‘he'Sésizﬁ’gy,:Seﬁ'iéé hds the statutory functions set out'incs. 1(2)— (4) of the Security Setvice. Act 1989

b. Tweuld bepractically impossible for itto fulfil those finctions withiouf the use 6f agerits.

[ The redacted text
explains why €,
agents may need
to participate in

criminality |

‘d. Whether -that ‘action s or is mot vpz'qpetly wiewed as crisiinal will depend upon. the constituent

e S S .
whether the

legal

requirements

of the offence
7 were present |
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e. However, should that action be propetly viewed as criminal, the Security Setviee must, by flecessary
implication, hiave, the power to cpnsider, and to tecord, whether (’m its view) that action bese seives
the public interest; atid to informidnd/orditect the aget accordingly.

25, For the; avoldance of doubt, whilst RIPA provides: that condiict may be lawhil . fot.all putpeses in some
clreumstances,. thie Security Servics’s policies and piracticés.ate based rather on its basic statatory finéfions as
pern&itﬁhg~ﬂae.—é‘auﬂidﬁ'saﬁbﬂ§?’ thatdre provided in teldtion to flie-edgagement of its-agents in
citinality of possible criminality: 'Thus, for present purpeses, no positive reliance s place- on RIPA (the
precise reacls of which.is-thus not addtessed).

Ground 6: alleged breach of Atticles 2; 3, 5-and /o6

26. Tt ié alleged ini Groudd 6 that “so2hé extint the any:condyiet Piurports fo-be “anthorised” under 1he gaiidelives breaches ar
bevgched any-of those mights, it was or'is antayfil. Tt iv ot within fhe state s 4312 1o pacipmrt do give “anibority” for-vivladions of
such-rights? (§82).. As with Ground. 4, it-is unassailable that, if it iwese vight that therewas a breach of cestaiii
ifticlés of thie Convention, ‘tﬁis-x'v‘qu.ld be unlawful.

Asto the last sentence of ﬁS?,_ﬂm’ “authonisations™
do not confer, nior pusport to confer, any itmmunity from the-application of Asticles 2, 3,.5 oz 6 (or inideed
any othet az_‘ﬁcles)g to the:extent'that those Articles would be of any: ap;‘iiic:eﬁ'on ifi any event.

Standing
27. s set ot in the OPEN zesponse, the Defendants do not-ask for, standing to be detetiinedas 4 prelimitiary:
threshold issue, Hlowever, they wish: to put down & market, ninsely thiat they-do'net-aceept {and should not be
taken ‘as ‘having dccepted) thit the Claitnarits ‘have: standing to bring ¢ither: their Human Rights. claims
(Grunds. 1,2, 3; 4 and:6) nox theii: judicial seview complaint. (Ground 8):

[In relation to these Claimants, the factual position, following relevant searches, is as follows ]

28,
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JAMES EADIE QC
VICTORIA WAKEFIELD

§ JUNE 2018
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