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W�th today's technology, �t �s seen that the ways of us�ng freedom of
express�on have also developed, and although �t �s thought that
freedom of express�on has become stronger, �t has become more open
to external �ntervent�ons. In add�t�on to the legal-cr�m�nal d�mens�on of
these �ntervent�ons, there �s also the poss�b�l�ty of personal data be�ng
captured by mal�c�ous people. It �s also observed that such dangers
prevent the effect�ve exerc�se of freedom of express�on and that
�nd�v�duals pract�ce self-censorsh�p �n order to avo�d such dangers.

We must be free to exerc�se our freedom of express�on.

Th�s gu�de �s also an attempt to prov�de bas�c tools for people to
protect themselves when exerc�s�ng var�ous forms of freedom of
express�on - but even then, �t only outl�nes what �s really needed to
ensure that people can safely carry out the�r v�tal work.

Th�s gu�de has been created �n cooperat�on w�th local act�v�sts and
Pr�vacy Internat�onal, adapt�ng the UK Freedom of Protest Gu�del�nes to
Turk�sh laws and pol�c�es. It �s not �ntended as a subst�tute for legal
adv�ce and serves only to set out a range of �nformat�on on and around
the secur�ty of freedom of express�on. We hope that �t w�ll be a drop �n
the sea of advocacy for the free and effect�ve exerc�se of freedom of
express�on.
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Soc�al Med�a
Mon�tor�ng
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KEY FINDINGS

Restr�ct�ng the
amount of personal
�nformat�on you share
onl�ne
• Soc�al med�a plays a key role �n
br�ng�ng l�ke-m�nded people
together, organ�s�ng them and
br�ng�ng about change. 

• Wh�le soc�al med�a act�v�t�es are
undoubtedly useful for self-
express�on and part�c�pat�on �n
soc�al �ssues, they are not w�thout
r�sks - act�v�t�es on soc�al med�a
platforms can leave a footpr�nt that
other actors may want to follow or
explo�t. It �s therefore useful to l�m�t
the shar�ng of personal �nformat�on.

Soc�al med�a �s �mportant for the exerc�se of freedom of
express�on and people rely on soc�al med�a to express
themselves.
W�th the develop�ng technology, people are exposed to
technology-based surve�llance, and onl�ne act�v�t�es are
observed as a key carr�er of surve�llance,
Th�s gu�de a�ms to prov�de m�t�gat�ng measures that can enable
�nd�v�duals to cont�nue to use the tools necessary for the�r work.

We wanted to prov�de some �nformat�on that c�t�zens can use
to avo�d soc�al med�a mon�tor�ng so that you can be freer to
express yourself.

Soc�al med�a mon�tor�ng refers to mon�tor�ng, collect�ng and analys�ng �nformat�on shared on soc�al
med�a platforms such as Facebook, Tw�tter, Instagram and Redd�t. Such mon�tor�ng may �nclude
scann�ng content posted �n publ�c or pr�vate groups or pages. It may also �nclude "scrap�ng", wh�ch
�nvolves retr�ev�ng all data from a soc�al med�a platform, �nclud�ng content you post and data about
your behav�our (such as what you l�ke and share). Soc�al med�a mon�tor�ng through scrap�ng and
other means allows for the collect�on and analys�s of a large pool of soc�al med�a data that can be
used to bu�ld prof�les and pred�ct�ons about users.

The way you �nteract w�th soc�al med�a s�tes can reveal a lot about you, somet�mes w�thout you
real�s�ng �t, and unless you change your pr�vacy sett�ngs �n a spec�f�c way, your data becomes more
vulnerable to soc�al med�a mon�tor�ng. There are general good pract�ces and sett�ngs on your soc�al
med�a accounts that can protect your pr�vacy and make �t harder for th�rd part�es to spy on your
act�v�t�es.
The follow�ng good pract�ce measures apply to all soc�al med�a s�tes, whether Tw�tter, Facebook or
Instagram.

Soc�al med�a mon�tor�ng 
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Secur�ty

Cons�der enabl�ng two-factor
authent�cat�on (also known as
2FA). Th�s prov�des an extra step of
secur�ty to access your account.
Th�s way, when you connect, your
soc�al med�a account w�ll ver�fy
your �dent�ty by ask�ng for a code
�n add�t�on to your username and
password.

Enabl�ng password reset
protect�on w�ll prevent anyone
try�ng to hack your account from
access�ng your personal data,
such as your mob�le phone
number/ema�l address to wh�ch
the reset code w�ll be sent. 

If you log �n to your account from
other dev�ces (publ�c/shared), be
sure to log out each t�me.

If the app you use allows f�le
shar�ng, be careful before
download�ng anyth�ng sent to you
(such as a f�le or document that
needs to be opened on your
phone) or cl�ck�ng on l�nks sent by
people you don't know or trust.

Pr�vacy sett�ngs

It �s a good �dea to rev�ew the
pr�vacy sett�ngs of the soc�al
med�a platforms or apps you use
whenever poss�ble. In part�cular,
cons�der rev�ew�ng whether the
platforms or apps you use share
data w�th th�rd part�es and use
your d�scret�on when author�s�ng
the shar�ng of such data.

Cons�der enabl�ng sett�ngs that
restr�ct allow�ng people to tag you
�n photos w�thout your perm�ss�on.

Cons�der enabl�ng pr�vacy mode
where poss�ble and do not accept
follow requests from unknown
accounts.

What you should pay
attent�on to when shar�ng

Be careful w�th sens�t�ve �nformat�on you
share �n your photos or capt�ons.

Be aware of the locat�on sett�ngs on your
dev�ces and cons�der that your locat�on may
be revealed by background deta�ls. S�m�larly,
cons�der rev�ew�ng any data that may have
been uploaded w�th your �mages and delete
or mod�fy �t as necessary.

If you want to use hashtags, cons�der what
pr�vate data about you (or locat�on) they
m�ght reveal.

If you want to rema�n anonymous, cons�der
not shar�ng personal data that could
damage your anonym�ty, such as your date
of b�rth, place of b�rth, age, where you l�ve,
occupat�on, educat�on, etc.

Be careful when shar�ng photos of ch�ldren
on soc�al med�a.
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Messag�ng - Apps and Soc�al Med�a
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GUIDE TO COMMUNICATING WITH OTHERS: MESSAGING APPS

Messag�ng apps have become an �mportant part
of the way we commun�cate w�th each other �n all
aspects of our l�ves, from commun�cat�ng w�th
d�stant relat�ves, to soc�al�s�ng, to gett�ng
�nvolved �n pol�t�cs. Some of these appl�cat�ons
�nclude Facebook Messenger, Tw�tter DM,
Whatsapp, S�gnal, Telegram and V�ber. These
apps can be used for pr�vate chats as well as to
create group chats for the exerc�se of
const�tut�onal r�ghts, rang�ng from solo act�ons to
organ�s�ng mass gather�ngs and peaceful
protests. It �s therefore �mportant that people use
apps for the�r safety that are commensurate w�th
the�r trust �n these apps. However, there are so
many apps that �t �s d�ff�cult to know wh�ch ones
are the safest.

Why �s encrypted messag�ng
�mportant?
Encrypt�on �s the process of scrambl�ng
�nformat�on so that �t cannot be read by anyone
other than the sender and the �ntended
rec�p�ent(s). The use of cryptography to
commun�cate secretly dates back to anc�ent
Egypt and cont�nues to the present day.

End-to-End Encrypt�on ("E2EE") descr�bes the
process of send�ng encrypted content from one
rece�ver ("end") to another �n such a way that the
content cannot be read or altered by th�rd
part�es �n trans�t. E2EE cont�nuously protects the
conf�dent�al�ty and �ntegr�ty of the transm�tted
�nformat�on by encrypt�ng �t at the source and
decrypt�ng �t at the dest�nat�on. When E2EE �s
used, serv�ce prov�ders cannot �ntercept the
content or read the messages because they
rema�n encrypted even when travell�ng through
serv�ce prov�ders' servers. In fact, anyone try�ng to
�ntercept the message �n trans�t before �t reaches
the rec�p�ent's dev�ce cannot read or mod�fy �ts
content.

E2EE �s made more assured by the use of d�g�tal
s�gnatures, where messages are s�gned to prove
who wrote them.

It �s �mportant to note that w�th almost all
messag�ng apps, when messages are rece�ved,
your phone w�ll decrypt them, save them and
show them to you �n the app as decrypted. As a
result, encrypted messag�ng does not protect
you from someone access�ng your phone to read
your messages.

Therefore, for sens�t�ve conversat�ons, �t may
make sense to use d�sappear�ng / scheduled /
van�sh�ng messages �f offered by your appl�cat�on
as a method to stop long-term storage of
messages. However, �t �s also �mportant to
remember that any rec�p�ent �n a conversat�on
can take a screenshot or store the message �n
some other way. In add�t�on, the appl�cat�on
d�splays a not�f�cat�on that message delet�on has
occurred and shows placeholders for manually
deleted messages. It �s unclear whether self-
destruct�ng messages can also be recovered by
mob�le phone extract�on technology.

Note, however, that apps l�ke Tw�tter collect data
about D�rect Messages, �nclud�ng how you
�nteract w�th others on the platform, such as
people you follow and people who follow you,
metadata about encrypted messages and the
content of messages, rec�p�ents, and the date
and t�me of messages.1

You may want to cons�der E2EE for messag�ng �n
l�ght of the h�gher secur�ty they prov�de
compared to text messages/SMSs. SMS
messages are completely unencrypted, mean�ng
they can be eas�ly read, man�pulated or forged �n
trans�t. They can also be stored by your
telecommun�cat�ons prov�der, wh�ch may be
subject to access requests from people who
want to spy on you.

[1] https://x.com/en/pr�vacy

Check out our gu�de below to learn more:
What are the key factors to cons�der when us�ng
a messag�ng app?
There are two ma�n th�ngs to cons�der when
dec�d�ng wh�ch messag�ng app you want to use:

1.Whether �t offers end-to-end encrypt�on that
protects the content of your commun�cat�ons;
and

2.Whether �t collects any �nformat�on beyond
the message content, such as locat�on, who
you are commun�cat�ng w�th and other deta�ls
called 'metadata'.
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Does your app encrypt
both content and
contact data?

Another aspect to cons�der when
choos�ng an appl�cat�on �s
metadata generat�on - data about
what, to whom and when you send
your messages, rather than the
content of your messages.

S�gnal uses E2EE not only to encrypt
the content of messages, but also
to h�de all metadata even from
�tself, stor�ng only when an account
was created and when �t last
connected to the serv�ce.

 
In contrast, both WhatsApp and
Telegram store and can access
much more metadata, �nclud�ng IP
addresses, prof�le photos, "soc�al
graphs" and more.

In Telegram's case, Telegram does
not use E2EE by default, �nstead
stor�ng all messages w�th keys over
wh�ch they have full control. As a
result, Telegram can access
messages at any t�me. The cases �n
wh�ch both WhatsApp and
Telegram have occas�onally
responded to pol�ce requests for
�nformat�on show that the prov�der
compan�es have access to these
messages.

WhatsApp also collects �nformat�on
about how you �nteract w�th others,
as well as the features you use, such
as groups or search, but l�ke S�gnal,
they do not keep encrypted
messages on the�r servers after they
are del�vered, and they delete
undel�vered messages after 30
days.

Your app may requ�re
your phone number to
use �t

To reduce the number of steps �n
the reg�strat�on queue, most
messag�ng apps rely on a phone
number. Wh�le th�s �s useful for
more w�despread use, �t may not
be �deal for people who do not
want to prov�de the�r personal
number.
There are ways to avo�d th�s,
such as s�gn�ng up for a
messag�ng app us�ng the
number of an alternat�ve SIM
card you have.
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Chat backup

Some appl�cat�ons may offer chat
backup as an opt�on. Wh�le
backup �s des�rable for many
people to prevent the�r messages
from be�ng lost, backup on the
Cloud can pose a potent�al threat
to users' pr�vacy, as anyone w�th
access to your Apple (�f backed up
on �Cloud) or Google account (�f
backed up on Andro�d) can access
�t.

If you choose not to keep backups,
th�s should mean that your
messages only ex�st w�th�n the app,
wh�ch m�n�m�ses the attack surface.

M�n�m�se your prof�le
�nformat�on

Messag�ng apps often allow you to
keep a prof�le, wh�ch may �nclude a
photo, a status or an ‘about’
sect�on.

If you �ntend to commun�cate w�th
people you don't trust, th�s
�nformat�on may reveal th�ngs
about you that you want to keep
pr�vate. As a general rule, you may
want to cons�der choos�ng the
most pr�vate opt�on offered.

In most cases, l�m�t�ng the v�s�b�l�ty
of these deta�ls to your ‘contacts’
may be a good opt�on, but �f you
�ntend to use the messag�ng app
to connect w�th people you don't
know, �t may be worth keep�ng any
prof�le sett�ngs to a m�n�mum or
blank.
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�Message Yes When not stored �n the cloud Yes

WhatsApp Yes Yes Yes

S�gnal Yes Yes Yes

V�ber Yes Yes Yes

Telegram A l�ttle b�t No Yes

Skype Yes No No

W�ckr Yes Yes No

Matr�x Customer Customer Based When offered by the customer No

Facebook Messenger Yes No Increas�ngly

Google Messages Yes Yes No

Instagram DMs Yes No No

Tw�tter DMs No No Increas�ngly

D�scord No No No

Appl�cat�on E2EE Offers E2EE by Default Requ�res a telephone number
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AVOIDING
SURVEILLANCE
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MOBILE PHONE EXTRACTION
AND HOW TO MINIMISE THE
RISKS TO YOUR DATA

What are mob�le phone removal tools for?
• Mob�le phone extract�on (MPE) tools
are dev�ces that enable data
extract�on from mob�le phones,
�nclud�ng:
- Persons;
- search data (�.e. who you searched
for, when and for how long)
- text messages (�nclud�ng to whom
and when you sent a message);
- stored f�les (photos, v�deos, aud�o
f�les, documents, etc.)
-appl�cat�on data (�nclud�ng data
stored �n these appl�cat�ons);
- locat�on �nformat�on h�story;

- w�f� network connect�ons (can
reveal the locat�on of any place
where you connect to w�f�, such
as your workplace or a cafe).

• Some MPE tools can also access
data stored �n the Cloud (so even
�f you are very careful about
m�n�m�s�ng the data stored on
your dev�ce, �t can st�ll be
accessed �f �t �s stored onl�ne) or
data that you d�d not even know
ex�sted, or even deleted data.

What should you
pay attent�on to?
• Keep�ng your phone's
operat�ng system (Andro�d or
�OS) up to date, �.e. hav�ng the
latest secur�ty features, �s
probably the best way to
prevent MPE.

• Wh�le the most effect�ve way
to protect yourself aga�nst
MPE �s to not take your phone
to places where you m�ght be
unsafe, th�s �s unl�kely to be a
real�st�c solut�on. In fact, not
hav�ng your phone w�th you
can leave you vulnerable �n
other ways.

• Wh�le you should keep your
phone locked, some MPE tools
are reportedly des�gned to
access even locked phones.
However, the ab�l�ty of these
tools to bypass th�s secur�ty
depends on the phone and
operat�ng system.

• You may cons�der back�ng
up your phone data to your
computer and then remov�ng
th�s data from your phone.
However, you should be
aware that some MPE tools
can recover deleted data. If
you have saved the data to a
cloud serv�ce, some MPE tools
can st�ll access �t.
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CLOUD EXTRACTION TOOLS AND
HOW TO MINIMISE RISKS TO YOUR
DATA

What are 'cloud
extract�on tools' and
what do they do?
• Cloud extract�on technology
enables access to data stored �n
your 'Cloud' v�a your mob�le phone
or other dev�ces.

• Us�ng cloud extract�on tools
means that mal�c�ous people can
access the data you store onl�ne.
Examples of appl�cat�ons that
store data �n the cloud are Slack,
Instagram, Telegram, Tw�tter,
Facebook and Uber.

What should you
pay attent�on to?
• If you are �n an �nsecure
env�ronment, you should
cons�der sw�tch�ng off cloud
backup �n the appl�cat�ons you
use on your phone and logg�ng
out of all cloud-based serv�ces.
Th�s w�ll prevent data from
be�ng stored �n the Cloud and
access to th�s data from your
mob�le phone.

• Even �f you use end-to-end
encrypted messag�ng v�a
WhatsApp, �f you back up your
WhatsApp messages to the
Cloud, these encrypted
backups can be accessed us�ng
cloud extract�on tools on your
phone.

• Some apps such as Uber,
Tw�tter, WhatsApp and
Facebook allow you to sw�tch
off locat�on data stored �n the
Cloud. Th�s can prevent
mal�c�ous people from be�ng
able to track where you are.
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IMSI CATCHERS AND HOW TO
MINIMISE THE RISKS TO YOUR DATA

IMSI' stands for '�nternat�onal mob�le
subscr�ber �dent�ty', a number un�que
to your SIM card. IMSI catchers are
also known as 'St�ngrays'.

• An 'IMSI catcher' �s a dev�ce that
locates and then tracks all mob�le
phones connected to a telephone
network �n �ts v�c�n�ty by 'catch�ng' the
un�que IMSI number.

• It does th�s by act�ng as a mob�le
phone tower, tr�ck�ng nearby mob�le
phones �nto connect�ng to �t, and then
�ntercept�ng data from that phone to
the base stat�on w�thout the phone
user's knowledge.

• The most access�ble �nformat�on
about you �s then your locat�on. It �s
�nev�table that base stat�ons w�ll know
your rough locat�on through
tr�angulat�on - �n fact th�s �s how they
serve you �n the f�rst place. An IMSI
catcher can get between you and the
base stat�on and determ�ne your
rough locat�on.

 

• IMSI �nterceptors do not read the data
stored on the phone. Instead, these
dev�ces can be used to try to �ntercept
text messages and phone calls.

• Depend�ng on the capab�l�t�es of the
IMSI catcher and the network your
phone �s connected to, more
soph�st�cated attacks may occur, but
th�s �s unl�kely. Some St�ngray dev�ces
explo�t known weaknesses of
commun�cat�on protocols and can make
your commun�cat�ons less secure and
more eas�ly access�ble by forc�ng your
phone to downgrade the protocols �t
uses (for example, by downgrad�ng
commun�cat�on over 3G to 2G, because
as far as we know, content �ntercept�on
and real-t�me decrypt�on can only be
performed when the target �s
connected over a 2G network).

• IMSI catchers cannot read the content
of encrypted messages you share v�a
platforms that use end-to-end
encrypt�on (e.g. S�gnal, WhatsApp,
W�re).

What �s an IMSI catcher?

What should you
pay attent�on to?
• Putt�ng your phone �n aeroplane
mode or sw�tch�ng �t off completely
w�ll mean that the IMSI catcher w�ll
not be able to track you or your
commun�cat�ons.

• If you want to prevent the content
of your text messages from be�ng
tracked by an IMSI catcher, you can
use messag�ng serv�ces that use
end-to-end encrypt�on, such as
S�gnal and WhatsApp. The only
�nformat�on that an IMSI catcher
can potent�ally collect �s the fact
that you are us�ng these messag�ng
apps, not the content �tself.

• Note that although IMSI catchers
do not read the data stored on the
phone, mal�c�ous people may have
other technolog�es, such as 'mob�le
phone extract�on' and hack�ng
tools, that allow them to access the
data on your phone.
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HACKING, AND HOW TO MINIMISE THE
RISKS TO YOUR DATA

What �s hack�ng?

• Hack�ng means f�nd�ng,
report�ng and repa�r�ng or
explo�t�ng vulnerab�l�t�es �n
electron�c systems.

• Hack�ng can help �dent�fy
and f�x vulnerab�l�t�es �n
dev�ces, networks and
serv�ces that m�ll�ons of
people may use. But �t can
also be used to access our
dev�ces, collect �nformat�on
about us and man�pulate us
and our dev�ces �n other ways.

• Hack�ng cons�sts of a
number of techn�ques that
are constantly evolv�ng. It can
be done remotely, but can
also �nvolve phys�cal
�nterference w�th a dev�ce or
system - for example by
forc�ng the unlock�ng of a
mob�le phone.

• It may also �nvolve explo�t�ng
people to ga�n access to the�r
technology. An example of
'ph�sh�ng' �s when an attacker
�mpersonates a trusted
person or organ�sat�on and
sends a malware-�nfected l�nk
or attachment.

How can hack�ng 
be used �n
commun�cat�on?
• Hackers can hack
commun�cat�ons, for example by
us�ng 'IMSI catchers'. However, IMSI
catchers can only �ntercept
�nformat�on transm�tted between a
mob�le dev�ce and a base stat�on;
IMSI catchers cannot access
�nformat�on stored on the dev�ce.

• It can therefore use soph�st�cated
hack�ng techn�ques to ga�n remote
access to �nformat�on stored on a
phone, laptop or other �nternet-
connected dev�ce, even �f �t �s
secured w�th a password,
f�ngerpr�nt or face lock.

• In add�t�on, dropped, lost, etc.
dev�ces may fall �nto the hands of
mal�c�ous people and access to
them can be ga�ned.

What should you pay
attent�on to?
• Keep�ng your dev�ce up to date �s
a good way to prevent hack�ng, as
hack�ng often takes advantage of
vulnerab�l�t�es that have been
d�sclosed but not yet patched.

• To �ncrease your secur�ty and
m�n�m�se the r�sk of be�ng hacked,
make sure your dev�ce �s runn�ng
the latest ava�lable vers�on of the
operat�ng system (Andro�d or �OS)
and that all your apps are up-to-
date.

• Wh�le you should keep your
phone or other electron�c dev�ces
locked, some hack�ng techn�ques
can access even locked dev�ces.
However, the ab�l�ty to bypass th�s
secur�ty depends on the hack�ng
techn�que used and the dev�ce �t
targets.

• Before travell�ng somewhere or
connect�ng to a network where
you feel unsafe, you may want to
cons�der back�ng up your phone
data to another dev�ce and then
remov�ng �t from the dev�ces you
take w�th you. However, you
should be aware that some
hack�ng tools can recover deleted
data. If you saved the data to a
cloud serv�ce, some hack�ng tools
can st�ll access �t.

• To avo�d 'ph�sh�ng' attacks, you
should always be careful about
wh�ch l�nks you cl�ck on.
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PHYSICAL
SURVEILLANCE
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BODY WORN
CAMERAS  

What do body worn
v�deo cameras do?

• Body Worn V�deo (BWV)
cameras can be worn on a
person's cloth�ng - usually at
chest, shoulder or head level,
or on the collar - and record
v�deo, �nclud�ng aud�o, from
the wearer's po�nt of v�ew.

• BWV cameras are l�kely to
be v�s�ble to you and a
flash�ng l�ght should appear
on the dev�ce when
record�ng.

• BWV cameras can be used to
closely mon�tor people's
movements. There are cases of
the�r use by law enforcement or
pr�vate secur�ty dur�ng peaceful
protests. 

• Although the use of BWV
camera record�ngs by �nd�v�duals
�s �llegal, �n order for the BWV
camera record�ngs used by the
pol�ce to be �n compl�ance w�th
the law, the person whose �mage
and vo�ce w�ll be recorded must
be �nformed about the "�mage
and vo�ce record�ng" and what �t
w�ll be used for.

How can body cameras be used?

• Secret BWV CCTV footage �s
�llegal.

• The �mages can then be
processed, for example, by fac�al
recogn�t�on software.
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A GUIDE TO PROTECTING
YOUR VEHICLES AGAINST
SURVEILLANCE
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HOW TO BETTER CONTROL
ACCESS TO YOUR LOCATION
DATA

GPS (stands for Global Pos�t�on�ng
System) uses satell�te nav�gat�on
to locate your phone very
prec�sely (w�th�n a few metres) and
rel�es on a GPS ch�p �ns�de your
phone.

Depend�ng on the phone you use,
your GPS locat�on data may be
stored       locally and/or �n a
cloud serv�ce such as Google
Cloud or �Cloud. It may also be
collected by any appl�cat�on you
use that has access to your GPS
locat�on.

Mob�le network locat�on (or Global
System for Mob�le Commun�cat�ons
(GSM) pos�t�on�ng) �s based on your
cellular network and can be
determ�ned as soon as you are
connected to the network (�.e.
when your phone �s sw�tched on
and not �n aeroplane mode), but �s
much less accurate than GPS. Your
approx�mate locat�on can be
determ�ned w�th�n an accuracy
range of tens of metres �n a c�ty or
hundreds of metres �n rural areas.

Th�s locat�on data �s stored by your
network prov�der.

Other methods can be used to
�nd�rectly determ�ne your locat�on, such
as open w�f� hotspots and Bluetooth
beacons that your phones connect to,
or locat�on metadata embedded �n
your photos.

Where �s my phone's locat�on data stored?
The locat�on of your phone can be determ�ned �n two ma�n ways us�ng
GPS or mob�le network locat�on:

1.  GPS 2.  Mob�le network locat�on

Access to GPS locat�on data depends on where the data
�s stored. It can be done us�ng a 'mob�le phone extract�on'
dev�ce that plugs �nto your phone and downloads all the
data stored on your phone, �nclud�ng deta�ls of the places
you have v�s�ted.

Access to your GPS data may also be poss�ble through
dev�ce hack�ng, an advanced techn�que that does not
requ�re phys�cal access to your phone and can be done
remotely.

If your GPS data �s also stored �n an onl�ne account (e.g.
�Cloud or Google Maps), th�s data can be accessed
through cloud extract�on technolog�es or legal requests
to the compan�es that store th�s data.

Your GPS data can be accessed through your serv�ce
prov�der.

Your approx�mate locat�on data can be accessed
through your serv�ce prov�der.

Another way to access the same �nformat�on �s to use
an 'IMSI catcher' (also known as a 'St�ngray'), a dev�ce
used to capture and track all mob�le phones that are
sw�tched on �n a g�ven area and connected to a mob�le
network.

How can my locat�on data be
accessed?
There are several methods that other people can use
to access the locat�on (of your phone):

1.  GPS

2.  Mob�le network locat�on
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The best way to prevent your
locat�on from be�ng accessed �s to
l�m�t the creat�on of locat�on data
�n the f�rst place

In the case of GPS, th�s can be as
s�mple as sw�tch�ng off your GPS
(often referred to as 'locat�on
serv�ces'). Note, however, that
locat�on data from s�tuat�ons
where you prev�ously had GPS
sw�tched on may st�ll be
access�ble.

If you st�ll need to use GPS on your
phone, check �nd�v�dual apps'
perm�ss�ons to access your
locat�on to m�n�m�se the spread of
th�s �nformat�on.

Remov�ng perm�ss�ons to access
your locat�on for all appl�cat�ons
can prevent th�s data from be�ng
stored �n an onl�ne account.

 

If you absolutely need an app to
access your GPS data, rev�ew the
sett�ngs for that app to make sure
you understand whether your
locat�on �s stored onl�ne or only
locally �n your app. For example, �f
you use Google Maps wh�le
logged �n to a Google account,
you may want to d�sable locat�on
h�story �n the sett�ngs so that your
locat�on h�story �s not stored �n
your Google account.

If you take a p�cture w�th your
locat�on serv�ces turned on, the
locat�on where the p�cture was
taken may be �ncluded �n the
metadata (known as EXIF data) of
the p�cture. You may want to
d�sable locat�on serv�ces when you
take a photo, or you can use
software or an app to delete th�s
EXIF data later (for example, the
S�gnal messag�ng app deletes EXIF
data when you send an �mage).

S�m�larly, by sw�tch�ng off your w�f�
or Bluetooth, you can prevent your
phone from connect�ng to
unwanted access po�nts and
prov�d�ng �nd�rect locat�on
�nformat�on.

How can you better control your locat�on data?

1.  GPS

In the case of mob�le network
locat�on, the only way to control
th�s �s to completely block
connect�on to the network.

If your phone �s sw�tched off, �n
aeroplane mode or �n a faraday
cage, �t w�ll block the connect�on
to your mob�le network and
therefore make GSM geolocat�on
�mposs�ble. A Faraday cage or
sw�tch�ng off your phone prevents
any type of connect�on to any
telephone network. However,
s�mply us�ng aeroplane mode
means that some types of
connect�on can st�ll be made (for
example Bluetooth or GPS).

   2.  Mob�le network locat�on
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HOW TO ACCESS YOUR PHONE'S PICTURES, CONTACTS,
DOCUMENTS AND HOW YOU CAN BETTER CONTROL YOUR PHONE

When you create any f�le on your
phone, you w�ll often also create
'metadata' attached to �t (for
example, a photo w�ll have
metadata such as the t�me and
place �t was taken). Th�s metadata
can be as descr�pt�ve as, �f not
more descr�pt�ve than, the photo
�tself.

All th�s data w�ll be stored on your
phone's �nternal memory (�nclud�ng
on any �nserted external memory
such as a M�croSD card) or �n the
Cloud, or both �f you use any cloud
serv�ce as a backup.

Where are my p�ctures, contacts and documents
stored?

You generate data every t�me you
use your phone, for example when
you take photos or record v�deos,
create or ed�t notes and
documents on the go, and add
new names and numbers to your
contacts.

All th�s data �s created through
spec�al�sed apps - your camera
and photo apps, soc�al med�a
apps, notes apps and contacts
app are just a few examples.
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There are several ways �n wh�ch th�s data can be accessed, depend�ng on
how �t �s stored:

If you synchron�se your �mages,
documents and contacts us�ng
any cloud serv�ce (e.g. �Cloud,
Dropbox or Google Dr�ve),
mal�c�ous actors may use remote
'cloud extract�on' tools to access
th�s �nformat�on w�thout your
perm�ss�on or knowledge or make
a legal cla�m to the cloud serv�ce
prov�der.

How can my �mages, contacts and
documents be accessed?

If you store all your data locally
on your phone, �t can be
accessed us�ng a 'mob�le phone
extract�on' dev�ce that connects
to your phone and downloads all
the data stored on �t. Th�s
method cannot be used remotely
- anyone w�sh�ng to access th�s
data w�ll need phys�cal access to
your phone.

Dev�ce hack�ng �s an advanced
techn�que that g�ves you access
to a certa�n amount of data on
your phone, but not necessar�ly
all of �t. Unl�ke mob�le phone
extract�on, dev�ce hack�ng does
not requ�re phys�cal access to
your dev�ce. Th�s means that th�s
method can be used at any t�me
before or after a protest.

To avo�d be�ng targeted by
Cloud extract�on techn�ques,
you should avo�d us�ng Cloud
serv�ces altogether.

If g�v�ng up cloud serv�ces
altogether would be too much
of an �nconven�ence for you,
cons�der not upload�ng
sens�t�ve content to the Cloud.
Rev�ew�ng the sett�ngs and
features of apps �s also a good
way to know what data on
your phone �s backed up onl�ne
(for example, WhatsApp
backups can be stored on
Google Dr�ve, so even �f your
WhatsApp messages are end-
to-end encrypted, they can be
accessed from your Google
Dr�ve backup us�ng cloud
extract�on tools).

However, as the dev�ce user, you
have some control over the data
you create �n the f�rst place and
where �t �s stored. Hav�ng a good
understand�ng of what
�nformat�on your phone holds
about you means you are more
l�kely to be aware of what data
�s be�ng accessed �f such tools
are used on your phone.

Mak�ng sure your phone's
contents are encrypted and your
operat�ng system and apps are
up to date w�ll m�t�gate aga�nst
some mob�le phone extract�on
and dev�ce hack�ng methods.

How can you l�m�t the r�sk of your p�ctures,
contacts and documents be�ng accessed?
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HOW YOUR DIGITAL COMMUNICATIONS CAN BE ACCESSED
AND HOW YOU CAN BETTER CONTROL YOUR PHONE
Where are my commun�cat�ons stored?

Text messages/phone calls: 

Trad�t�onal mob�le phone
commun�cat�on takes place over the
cellular network. You access these v�a
text messag�ng and phone call
appl�cat�ons, wh�ch are usually prov�ded
as standard on your phone. Wh�le
phone calls are not stored anywhere,
text messages are stored locally on
your and the rec�p�ent's dev�ces. They
can also be temporar�ly stored by the
network prov�der.

Soc�al networks:  

Except �n rare cases of
decentral�sed/self-hosted
systems, your commun�cat�ons
on soc�al network�ng
appl�cat�ons w�ll be stored by
the serv�ce prov�ders.

Messag�ng apps: 

Messag�ng platforms prov�de h�ghly
secure commun�cat�on over the �nternet.
Depend�ng on the appl�cat�on you use,
your messages may be stored locally on
your and the rec�p�ent's phone, on the
serv�ce prov�der's systems and potent�ally
onl�ne. Some messag�ng apps also offer
backup solut�ons and these backups can
be stored e�ther onl�ne or locally. D�fferent
messag�ng apps are also based on
d�fferent protocols, wh�ch means that
some messag�ng apps are more at r�sk of
eavesdropp�ng than others.

Access�ng commun�cat�ons stored
on your phone (such as your
conversat�ons �n a text messag�ng
appl�cat�on) can be done through a
'mob�le phone extract�on' dev�ce
that can be connected to your
phone to download all the data
stored on your phone.

Such access may also be poss�ble
through dev�ce hack�ng, a
techn�que that does not requ�re
phys�cal access to your phone.

If your commun�cat�on �s connected
to a serv�ce prov�der or a soc�al
network (such as Messenger,
Telegram, Instagram, T�kTok), others
may ga�n access through 'cloud
extract�on' technolog�es w�thout
your consent or knowledge. The
same techn�que can be used to
access backups of your
commun�cat�ons (e.g. WhatsApp
backups �n Google Dr�ve/�Cloud).

 

How can my commun�cat�ons be
accessed by other people?

Your text messages and phone calls
can be �ntercepted, recorded and
�ntercepted by others us�ng an 'IMSI
catcher', a dev�ce used to mon�tor
all mob�le phones that are sw�tched
on and connected to the network �n
a g�ven area.

Your text messages may also be
accessed through a legal process
target�ng your serv�ce prov�der.
S�m�lar legal processes can also be
used to request data from
compan�es that may host your
commun�cat�ons (e.g. Tw�tter,
Facebook).

In add�t�on, �f there �s an
�nvest�gat�on �n wh�ch you are a
suspect, your access�ble
commun�cat�on can be legally
mon�tored by law enforcement
off�cers w�th var�ous technolog�es
w�th a court-�ssued
telecommun�cat�on surve�llance
dec�s�on. Th�s surve�llance w�ll cover
the per�od spec�f�ed �n the dec�s�on
after the dec�s�on.

There are several ways �n wh�ch other people can access th�s data,
depend�ng on where you store �t:
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How can you l�m�t the r�sk of your
commun�cat�ons be�ng accessed?
L�m�t�ng r�sks starts w�th controll�ng the amount and type of
�nformat�on you share, w�th whom you share �t and through what
med�um.

Cons�der face-to-face contact when shar�ng h�ghly sens�t�ve
�nformat�on.

If meet�ng �n person �s not an opt�on, g�ven the low secur�ty of
cellular networks, cons�der the use of secure channels such as
end-to-end commun�cat�on encrypted messag�ng apps to
share sens�t�ve �nformat�on.

However, �f you use cloud backup for any of your messag�ng
apps, be aware that the content can be accessed us�ng
cloud extract�on tools.
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VPN GUIDE
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A GUIDE TO USING A VPN

In the world today, as governments and/or mal�c�ous �nd�v�duals and organ�sat�ons
cont�nue to exert control over access to the Web, �nclud�ng block�ng webs�tes from
spy�ng on people's onl�ne act�v�t�es, people are �ncreas�ngly turn�ng to VPNs to
access soc�al med�a and onl�ne �nformat�on.

We know that people turn to VPN as a precaut�onary measure to use the �nternet
more freely or not to leave a d�g�tal footpr�nt beh�nd wh�le surf�ng the �nternet.

What protect�ons
can VPNs offer?

It adds an extra layer of
encrypt�on between your dev�ce
and the VPN output, h�d�ng the
content and metadata of your
traff�c and the true dest�nat�on of
your �nternet brows�ng from your
�nternet serv�ce prov�der (ISP).

It h�des your dev�ce's IP address
from webs�tes and apps by
rout�ng your traff�c through a
th�rd country, wh�ch can bypass
country-based blocks.

What are they not
offer�ng? 

It does not h�de the ex�stence of
your phone from IMSI catchers.

It does not protect aga�nst
someone phys�cally controll�ng the
dev�ce, �.e. �t does not h�de the
content on the dev�ce, �nclud�ng
call and brows�ng h�story and
messages.

It does not h�de the phys�cal
locat�on of the dev�ce obta�ned
from GPS or base stat�on
tr�angulat�on, �.e. �t w�ll not protect
you unless you have taken other
measures to h�de your locat�on, for
example tagg�ng your soc�al
med�a posts as locat�on.

A GUIDE TO AVOIDING UNLAWFUL TECHNOLOGICAL INTERFERENCE IN THE EXERCISE OF FREEDOM OF EXPRESSION



PRIVACYINTERNATIONAL.ORG

What �s a VPN?

VPN, V�rtual Pr�vate Network, routes
your �nternet traff�c through one or
more servers, allow�ng �t to access
the w�der �nternet.

VPNs are often used �n bus�ness
contexts to connect people
phys�cally located outs�de the off�ce
to �nternal serv�ces or to connect
geograph�cally separate s�tes to an
�ntranet. Commerc�al VPNs are
becom�ng �ncreas�ngly popular �n
countr�es where access to soc�al
med�a and commun�cat�on
platforms �s blocked, because they
prov�de access to these webs�tes �f
the VPN server �s located outs�de
the block�ng country. 

These commerc�al VPN servers are
often located �n other countr�es or
even on other cont�nents. As a result,
they allow you to v�s�t webs�tes as �f
you were phys�cally �n the VPN server
country.

Adds an extra layer of encrypt�on
between your dev�ce and the VPN
output, h�d�ng the content and
metadata of your traff�c and the
true dest�nat�on of your �nternet
brows�ng from your �nternet
serv�ce prov�der (ISP).

It h�des your dev�ce's IP address
from webs�tes and apps by
rout�ng your traff�c through a th�rd
country, wh�ch can bypass
country-based blocks.

What protect�ons can
VPNs offer?

It does not h�de the ex�stence of
your phone from IMSI catchers.

It does not protect aga�nst
someone hav�ng phys�cal control
of the dev�ce, �.e. �t does not h�de
content on the dev�ce �tself,
�nclud�ng search; brows�ng h�story
and messages.

It does not h�de the phys�cal
locat�on of the dev�ce obta�ned
from GPS or base stat�on
tr�angulat�on, �.e. �t w�ll not protect
you unless you have taken other
measures to h�de your locat�on,
for example geo-tagg�ng your
posts on Soc�al Med�a.

What are they not
offer�ng?
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Commerc�al and free VPNs make
many cla�ms about "pr�vacy" and
"secur�ty", but there are l�m�ts to
what they offer.

In real�ty, you are chang�ng who
you trust to see the true source
and dest�nat�on of your Internet
traff�c, from your phone company,
ISP or W�F� serv�ce to the VPN
prov�der.

 VPN traff�c has to access the
�nternet from a server at some
po�nt, and these servers are
ava�lable for observat�on by nat�on
states and other mal�c�ous actors.

L�ke all technology, VPNs can make
m�stakes. Th�s can mean traff�c not
be�ng routed, or certa�n types of
traff�c not be�ng routed that could
allow you to be detected by a
suff�c�ently mot�vated attacker.
You may not be aware of th�s error,
mean�ng you could acc�dentally
post on soc�al med�a through your
usual ISP or v�s�t a webs�te us�ng
your real IP address.

Protect�on l�m�tat�ons of
VPNs

The jur�sd�ct�on of the VPN prov�der
�s very �mportant. Look for VPNs
located �n countr�es w�th strong
data protect�on and pr�vacy laws.

What the VPN demands of you -
espec�ally �f �t's free. Some VPNs
allow others to use your dev�ce as
the ex�t of the�r tunnel, mean�ng
the�r traff�c w�ll appear to come
from your dev�ce. For example, �f
another user engages �n �llegal
act�v�ty, th�s could cause problems
for you.

There are other steps you can
take, but none of them are perfect
solut�ons. 

What should you look
for when choos�ng a
VPN?
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