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            Information technology transfer is increasingly a crucial element of development and humanitarian aid initiatives:


	social protection programmes are incorporating digitised Management Information Systems and electronic transfers,
	registration and electoral systems are deploying biometric technologies,
	the proliferation of mobile phones is facilitating access to increased amounts of data, and
	technologies are being transferred to support security and rule of law efforts.



Many of these programmes and technologies involve the surveillance of individuals, groups, and entire populations. The collection and use of personal information in these development and aid initiatives is without precedent, and subject to few legal safeguards.


In this report we show that as development and humanitarian donors and agencies rush to adopt new technologies that facilitate surveillance, they may be creating and supporting systems that pose serious threats to individuals’ human rights, particularly their right to privacy.


      
      
                
          
      



          

  
  


  
    
  
    Learn more

          
              Identity

          Humanitarian Sector

          Biometrics

              

      


  
    Attachments

          
              
 Aiding Surveillance report


              

      


  


  
    
  






  


  
    
      
            

      
  


  
      Related Content

    
      
  
    
      
      
          

  

  
    
            Advocacy

      
              




      
  


  

    
            
  Privacy International’s submission on Argentina’s draft law on the protection of personal data




      

          
            PI welcomes the opportunity to respond to this consultation on the proposed data protection bill in Argentina.
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  How the police can gain access to your phone's content at a protest




      

          
            If the police seize your phone during a protest, they can gain access to your phone's content. Here's how you can better control access (UK edition).
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  Privacy International’s submission for the UN report on the right to privacy and artificial intelligence




      

          
            Privacy International submitted its input to the forthcoming report by the UN High Commissioner for Human Rights (HCHR) on the right to privacy and artificial intelligence (AI.)


In our submission we identify key concerns about AI applications and the right to privacy. In particular we highlight concerns about facial recognition technologies and the use of AI for social media monitoring (SOCMINT). We document sectors where the use of AI applications have negatively affected the most vulnerable groups in society, such as the use of AI in welfare and in immigration and border control.


The briefing also argues for the adoption of adequate and effective laws accompanied by safeguards to ensure AI applications comply with human rights.
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  Threats in the usage of facial recognition technologies for authenticating transgender identities




      

          
            Our partner Coding Rights summarise the findings of their research on the impact of facial recognition on trans people.
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            62 Britton Street,

London, EC1M 5UY

UK


Charity Registration No: 1147471


Click here to contact us.


Click here for media and press enquiries.


      
  


  


              

    

  



  


    
    














  